
 

IMPLEMENTATION AND EVALUATION OF SAT-BASED ATTACKS ON 

HYBRID STT-CMOS CIRCUITS FOR REVERSE ENGINEERING 

by 

 

Gaurav Shenoy 

A Thesis 

Submitted to the 

Graduate Faculty 

of 

George Mason University 

in Partial Fulfillment of 

The Requirements for the Degree 

of 

Master of Science 

Electrical and Computer Engineering 

 

 

Committee: 

 

_________________________________ Dr. Houman Homayoun, Thesis Director 

 

_________________________________ Dr. Hassan Salmani, Committee Member 

 

_________________________________ Dr. Kris Gaj, Committee Member 

 

_________________________________ Dr. Avesta Sasan, Committee Member 

 

_________________________________ Dr. Monson Hayes, Department Chair 

 

_________________________________ Dr. Kenneth S. Ball, Dean, Volgenau School 

of Engineering 

 

Date: _____________________________ Summer Semester 2016   

      George Mason University 

      Fairfax, VA 
 



 

 

Implementation and Evaluation of SAT-based Attacks on Hybrid STT-CMOS Circuits 

for Reverse Engineering 

A Thesis submitted in partial fulfillment of the requirements for the degree of Master of 

Science at George Mason University 

by 

Gaurav Shenoy 

Bachelor of Engineering 

Mumbai University, 2014 

Director: Houman Homayoun, Assistant Professor 

Electrical and Computer Engineering 

Summer Semester 2016 

George Mason University 

Fairfax, VA



ii 

 

Copyright: 2016 Gaurav Shenoy 

All Rights Reserved 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



iii 

 

ACKNOWLEDGEMENT 

I would like to express my heartfelt gratitude to my advisor Dr. Houman 

Homayoun and co-advisor Dr. Hassan Salmani for their patience, motivation and 

guidance through the research and thesis documentation. I would also take this 

opportunity to thank Ted Winograd for his immense help.  

Finally, I want to thank my parents, grandparents and friends for their moral 

support and encouragement without which the thesis would not have been possible. 



iv 

 

TABLE OF CONTENTS 

      Page 

List of Tables ..................................................................................................................... vi 

List of Figures ................................................................................................................... vii 

Abstract ............................................................................................................................ viii 

1    Introduction ................................................................................................................... 1 

1.1 IC Supply chain flow................................................................................................. 1 

1.2 IC Security issues ...................................................................................................... 3 

1.2.1 IC Counterfeiting ................................................................................................ 3 

1.3 Concept of Hardware Security .................................................................................. 7 

1.4 Recent work............................................................................................................... 7 

2    STT Technology and Security application ................................................................. 10 

2.1 Benefits of STT Technology ................................................................................... 10 

2.2 NV-STT technology based gate selection algorithms ............................................. 11 

2.2.1 Independent Selection ....................................................................................... 12 

2.2.2 Dependent Selection ......................................................................................... 13 

2.2.3 Parametric Selection ......................................................................................... 15 

3    The Attack model ........................................................................................................ 17 

3.1 Basic Idea ................................................................................................................ 17 

3.2 Definitions and Theorems for developing model .................................................... 20 

3.2.1 Notations ........................................................................................................... 20 

3.2.2 Decision Problem 1: Computing Discriminating Set of Inputs ........................ 20 

3.2.3 Decision Problem 2: Establishing a Correct Completion ................................. 24 

4    Implementation ........................................................................................................... 26 

4.1 Concept of Reductions ............................................................................................ 26 

4.2 Reduction to CIRCUIT-SAT ....................................................................................... 27 

4.3 Reduction to CNF-SAT ............................................................................................. 32 



v 

 

4.4 Algorithm ................................................................................................................ 36 

4.5 Extension of the attack to STT-based LUT ............................................................. 38 

5    Results and Description .............................................................................................. 39 

6    Conclusion and Future work ....................................................................................... 45 

References ......................................................................................................................... 46 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 



vi 

 

LIST OF TABLES 

Table Page 

Table 1: Example of behavior of discriminating set of inputs .......................................... 19 
Table 2: Notations for model exposition .......................................................................... 19 

Table 3: Reduction from CIRCUIT-SAT to CNF-SAT & corresponding MiniSAT clauses .... 35 
Table 4: Benchmark Characteristics with corresponding % of Missing gates ................. 39 

 



vii 

 

LIST OF FIGURES 

Figure Page 

Figure 1: Vulnerable steps of modern IC life cycle [1] ...................................................... 3 
Figure 2 : Basic structure of a Hardware Trojan [7] ........................................................... 6 

Figure 3: Circuit from [2] depicting non-resolvable camouflaged gates .......................... 18 
Figure 4: Depicts representation of camouflaged gate (i) to MUX implementation (ii) .. 28 

Figure 5: CIRCUIT-SAT reduction of NOT-DISC-SET-DEC problem for Figure 3 .................. 30 
Figure 6: CIRCUIT-SAT reduction of COMPLETION-DEC problem for Figure 3 .................... 32 
Figure 7: Examples of CNF-SATISFIABILITY......................................................................... 33 
Figure 8: Initial setup for NOT-DISC-SET-DEC ................................................................... 36 

Figure 9: The attack model algorithm [10] ....................................................................... 37 
Figure 10: Depicts representation of missing gate (i) to MUX implementation (ii) ........ 38 

Figure 11: Time to Reverse Engineer partial netlists........................................................ 41 
Figure 12: Number of Discriminating Inputs to Reverse Engineer partial netlists........... 42 
Figure 13 : Reverse Engineering bigger netlists ............................................................... 44 

 



viii 

 

ABSTRACT 

 

IMPLEMENTATION AND EVALUATION OF SAT-BASED ATTACKS ON 

HYBRID STT-CMOS CIRCUITS FOR REVERSE ENGINEERING 

Gaurav Shenoy, M.S. 

George Mason University, 2016 

Thesis Director: Dr. Houman Homayoun 

 

The Integrated Circuit (IC) supply chain has been undergoing changes inorder to adapt and 

sustain to the growing costs and technology changes borne by the IC Design house . These 

changes also add vulnerabilities in the supply chain making the Intellectual Property (IP) 

susceptible to different forms of counterfieting and reverse engineering. An awareness of these 

threats have led to several  new IC protection techniques to be proposed. This thesis comprises of 

the security analysis of layout level IC protection techniques such as programmable non-volatile 

Spin Transfer Torque-based Lookup Tables (STT-based LUTs) with the help of a strong SAT-

based reverse engineering model. The partial netists using this IC protection technique is derived 

from ISCAS’85 and ISCAS’89 bench circuits. The technique is evaluated using various metrics 

against different parameters to determine its level of security and at the same time testing the 

SAT-based model’s reliability to crack them. 
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1    INTRODUCTION 

1.1 IC Supply chain flow 

 

 
With the rapid advancement in semiconductor technology due to the phenomenon of 

“technology scaling”, the device dimensions in the integrated circuits (ICs) have been reducing 

leading to the device integration density doubling every two years, in accordance with “Moore’s 

Law”. This has led to a rapid increase in the computational power of chips from its advent into 

manufacturing since 1960s. This growth has not been cheap. The complexity in design, increase 

in time-to-market, manufacturing costs and, recurring and non-recurring VLSI test costs at 

different levels of abstraction have been the by-products of this growth which the IC design house 

has had to sustain. This need has led to heavy reliance on the: 

 Third-party fabrication services for cheaper manufacturing and testing 

 Third-party soft/hard IP core vendors to reduce design time, increase reliability with pre-

verification and hence time-to-market 

The semiconductor technology changes accounts for the changes in the supply chain of 

the IC design house. The IP in general is then made available to Contract Manufacturers (CM) 

who mass produce. The ICs are then tested, with the good ones being sent to the next stage of the 

supply chain whereas the rest being either re-cycled or dumped as e-waste. The next stage of the 

supply chain consists of the Authorized Sellers/Distributors supplying the semiconductor chips to 

Original Equipment Manufacturers (OEM). They fashion the end products supplied to consumers 

as per requirement. Hence, an electronic component will go through a process which includes 

design, fabrication, assembly, distribution, usage in the system, and finally end of life. 
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 The consumers heavily rely on the reputation of the company providing the end product 

which in turn rely on the Original Chip Manufacturer’s (OCM) reputation. The end applications 

can range from simple day-to-day jewelry and apparel to critical ones potentially dealing with 

health, safety and security as these IC act as the “brains”. Any vulnerability introduced in the IC 

supply chain ripples back and forth through the chain in terms of economic damages, reputation 

and consumer health and safety.  

 Once the device’s IP leaves the design house by means of brokers, sub-

contractors, Original Equipment Manufacturers (OEM) and their Contract Manufacturers (CM) 

monitoring the flow of the final products becomes a daunting impossible task. In the recent years, 

thousands of independent distributers and brokers have set up shop outside the traditional supply 

chain consisting of simply OCMs and their Authorized Distributors by setting up online sites of 

ecommerce. With the consumers being offered products with better availability and possibly 

lower costs, they often fall prey to spurious brokers. One of the reasons of such spurious products 

being present in the market is e-waste re-cycling. Environmental awareness has resulted in 

electronics waste (e-waste) no longer ending up in landfills instead they have been known to be 

re-cycled by removing electronic components from scrap circuit boards sent for “recycling”. 

Some of these used components can be then refurbished and remarked to indicate as new and/or 

higher performing components. Some component buyers might also end up buying out-of-

production chips with lower performance. The OCM, OEM and CM remain oblivious to the 

existence of these forged products in the supply chain until/unless they register huge failure rates 

or warranty claims. At this point, the damages can be irreparable. 

An inference to the above discussion is with the dissolution of control over the IC supply 

chain major security challenges are introduced. These issues have been exemplified in the 

following section.  
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1.2 IC security issues 

 

 
The involvement of offshore foundries at the designing, manufacturing and testing levels 

has made the entire process incrementally vulnerable to security threats. The Figure 1 [1] gives a 

brief idea about the level of trust that can be associated with IC life cycle stages. These threats to 

 

 

 
Figure 1: Vulnerable steps of modern IC life cycle [1] 

 

IC security are directed at chips, design data, embedded systems, and also the software that runs 

on these chips. Furthermore, several other vulnerabilities are added in the supply chain once the 

product is deployed.  

 

1.2.1 IC Counterfeiting 

 

 
As soon as the product IP leaves the design house it can be subjected to a variety of 

vulnerabilities down the supply chain. IC Counterfeiting is the term used to describe these 

vulnerabilities and is defined by SIA Anti-Counterfeiting Task Force as “the act of fraudulently 



4 

 

manufacturing, altering, distributing, or offering a product or package that is represented as 

genuine. [21]” Based on this definition, IC Counterfeiting can be classified into several categories 

[20]: 

1. Recycling: 

 Environmental concerns have increased the re-cycling of electronic waste. These huge 

resources of e-waste are being used by counterfeiters to extract components and then repackage 

or remark them and sold in the market as new product. These counterfeit chips might be devoid of 

the advertised performance, mechanical characteristics or the ability to withstand extreme 

conditions resulting in increased chances to failure compared to the original. 

 

2. Remarking: 

 In remarking, the counterfeiters sand or ground down the original information from the 

chip package or die and a new coating is added with forged information. Components are 

remarked for changing part number, date code, country of origin for misleading during resale or 

may be used to specify higher specification than the original product.  

 

3. Overproducing: 

 Due to the ever increasing costs of manufacturing, packaging, testing and shipping the IC 

design house resorts to a horizontal business model. This gives the contract companies access to a 

designer’s IP. Overproducing is the term used to describe this IP piracy and IC counterfeiting in 

which a third party fabricator contracted to an IC manufacturer copies the IP from the ICs and 

then inserts that IP into cheaper ICs or produces in excess and sells them in direct competition 

with the original IC design house [3]. 
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4. Out-of-spec/Defective: 

 In this case, the untrusted foundry deploys out of specification or manufacturer rejected 

components in the supply chain. These include components which do not meet the desired 

specifications due to defect or fail the verification during testing. These can prove to be a serious 

threat to the reliability and quality of the end product.  

 

5. Cloning: 

 Cloning is the term used to indicate the illegal copying and production of the design IP by 

adversaries or counterfeiters usually to reduce the large development costs. Cloning is done by 

either reverse engineering the IP or by acquiring it illegally and then making an exact replica of 

the entire product or a component. 

 

6. Forged Documentation: 

 Forged Documentation involve the use of fake certifications of compliance or forged 

change-log of components. The documentation on older design and older components might not 

be available at the design house making it difficult to backtrack for conforming legality. 

 

7. Reverse engineering:  

 
Reverse engineering of an IC is a process used to extract IC structure, design and 

functionality or to discover confidential data contained in on-chip memory. These attacks can be 

invasive or non-invasive. Invasive attacks involve hierarchical physical deconstruction of the 

circuit by de-packaging the IC using chemicals, delayering the individual layers, imaging each 

layer, annotating each of these images and finally extracting gate level netlist [2] which might be 

later used for cloning the product. Chipworks, the vendor of IC circuit extraction services reverse 
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engineered an Apple Lightning cable to reveal a T1 chip with the functionality to provide simple 

security features [9] showcasing vulnerability. Non-invasive attacks are usually side channel 

attacks where the physical properties or signals of the IC are analyzed to gain information about 

the IC’s state and the data it processes which can be later exploited.  

 

 

Figure 2 : Basic structure of a Hardware Trojan [7] 

8. Tampering: 

 Tampering is the process of changing the original design by addition of 

Hardware Trojans. This makes the device work abnormally under certain conditions or to leak 

data. The basic structure of a Trojan is shown in Figure 2 [7]. The Trojan is activated when a 

special case of trigger inputs and circuit signal are asserted and might deliver the Payload as the 

original data leading to undesirable results or might be used to leak the data. In either cases, the 

chip behaves abnormally outside its specifications. 
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1.3 Concept of Hardware Security 

 

 
The above section emphasizes the need for an increase in focus on the protection of the 

ICs. This has surfaced the necessity of “Hardware Security” in the recent years. Hardware 

security can be defined as: 

“A property of the system at the fundamental level so as to thwart efforts that lead to resources of 

value from being copied, damaged, or made unavailable to genuine users.” [8] 

The fundamental security properties on which nearly every higher-level property can be based are 

those of confidentiality and integrity [8]. Confidentiality ensures that the owned property or 

private data cannot be copied or stolen by a certain pre-defined set of attacks. Integrity of an asset 

assures some of the essential on-chip root IP being immune against a known set of attacks. 

1.4 Recent work 
 

The design and development of IC chips requires many man-hours of skilled work and 

complicated manufacturing processes surmounting to huge costing. Some developers might 

choose to avoid this time and effort by reverse engineering and extracting IP for copying the parts 

or the whole IC. Several efforts have been made in tackling these unethical practices by 

proposing new techniques to heighten security in the ICs and at the same time testing these 

techniques through ethical reverse engineering for loopholes.   

The work by Chipworks on reverse engineering [11] covers a wide range of reverse 

engineering techniques at different levels of abstraction of the product. To name a few product 

teardowns, hardware and software techniques used for system-level analysis, circuit extraction by 

delayering the chip down to the transistor level, annotating these to create schematics and finally 

process analysis which indicates procedure and material of chip making. They finally utilize these 
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techniques on an IC with embedded encryption hardware and reveal a completely reverse 

engineered netlist with over 12000 gates and an embedded EEPROM. 

In another case, Scanning Electron Microscope (SEM) was used as a tool for Side Channel 

Analysis (SCA) and Hardware Reverse Engineering. Voltage Contrast Side Channel Analysis 

(VCSCA) was used to recover the full key of the AES hardware-engine and was finally used to 

recover valuable netlist information [15]. However, recent technologies like STT-based gates 

have enabled to shield the IP against side channel attacks [12]. 

Many techniques have been proposed to conceal the identity of the gates or make them 

more difficult to identify. This work focusses on such layout-level techniques and analyzing them 

for security against state of the art reverse engineering methods. Camouflaging is a layout-level 

technique which hinders image processing-based and pattern recognition based extraction of a 

gate-level netlist from a semiconductor IC. One such effort masks the logic cells by using heavily 

doped electrically conductive implants as dummy contacts for intra-cell and inter-cell 

interconnections. The unwanted contacts are disabled by using narrow implanted channel stops of 

opposite conductivity which go untraced and thereby provide geometrical layout which differs 

from the original [13].  

Another approach for camouflaging gates during fabrication involves using “trick” vias 

which seem to connect two metal layers through the intermediate insulating layer but are in fact 

laterally spaced with respect to one end of the metal contact [14]. This makes delayering through 

pattern recognition very unreliable.  

The tactic used by Rajendran et.al. [2] uses camouflaged gates with dummy contacts. 

Here, each gate is chosen using “Smart Camouflaging” algorithm on gates defined as “partially-

resolvable” and “non-resolvable” gates which hampers layout-level reverse engineering. 
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The layout level camouflaging techniques described in [13], [14] and [2] are based on a 

common goal of thwarting netlist extraction. However, in these techniques the actual number of 

camouflaged gates are a small percentage of the original circuit due to additional costs incurred in 

terms of area, power and delay. Hence, it is possible to obtain a partial netlist. This accessibility 

to partial netlist has been exploited in [10] using SAT-based reverse engineering attack. This 

model has presented the ability to identify the gates in minutes on ISCAS ’85 and ISCAS ’89 

benchmarks. Contrary to this, a recent work using STT- based Lookup Tables has shown 

promising increase in security level due to its reprogrammable nature [12] at the same time 

offering a low area, power and delay overhead. With the help of the attack model in [10], the 

comparison between this new technique with older techniques’ security for hopes of improvement 

serves as the motivation behind this work. 
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2    STT TECHNOLOGY AND SECURITY APPLICATION 

2.1 Benefits of STT Technology 

 

 
Reconfigurable Lookup Tables (LUT) can be implemented as a part of a logic circuit in a 

programmable form that hides the identity of the hardware from hacker who may attempt to 

reverse engineer a product to get access to intellectual property of design. Non-volatile Spin 

Transfer Torque (NV-STT) fabric is an emerging and an efficient technology for reconfigurable 

Lookup Tables (LUT). The other current alternative which is SRAM based Field Programmable 

Gate Arrays (FPGA) re-configurability is volatile and needs to be re-programmed every time its 

powered up which necessitates the use of non-volatile flash memory to store the configuration 

bits. However, this adds vulnerability to the design as flash memory based data extraction is a 

common form of raw data theft. The use of non-volatile STT-LUT emerges as a more secure 

device level technology.  

Rajendran and et al [2] proposed the use of IC camouflaging technology for improving 

security against Reverse Engineering. Their method devised the use of standard camouflaging 

cells built with a mix of true and dummy contacts, thereby hiding their true functionality. 

However, the camouflaged cell was limited in functionality to gate types of XOR, NAND and 

NOR. It has been shown that such a setup can be reverse engineered in a very short time using the 

extracted partial netlist [10]. Strategic placement of the STT-LUT increases the complexity 

through its technology advantage of being reconfigurable thereby enhancing the gate types. This 
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provides a phenomenal boost in the security of the overall netlist from circuit reverse engineering 

as discussed later.     

The power and delay of the STT-LUT is independent of the logic it is programmed to 

implement (i.e. its data content) and also independent of its input data activity. The power and 

delay of the STT-LUT only depends on its fan-in (number of inputs) [12]. This reduces the 

chances of side channel attacks. 

NV-STT uses Magnetic Junctions (MTJ) to realize non-volatile resistive storage. This 

technology provides an opportunity to design reconfigurable logic on-die along with the 

conventional CMOS fabric as opposed to the integration issues with the current flash based 

FPGA. Moreover, it also has the added advantage of lower overhead. In general, STT provides i) 

approximately 4X higher integration density than conventional Static Random Access Memory 

(SRAM), ii) high retention times (even more than 10 years), iii) high endurance (1016 writes, or 

10 years of operation as L1 cache), iv) near-zero leakage with close-to SRAM read performance, 

v) excellent thermal robustness 300oC and vi) soft error resilience [12]. 

 

2.2 NV-STT technology based gate selection algorithms 
 

The strategic selection of camouflaged or missing gates heavily affects the security of the 

overall circuit against reverse engineering. One of the previous works suggests that given an 

attack that can be exercised with a billion inputs a second and a benchmark circuit of more than 

2400 gates with a set of only 63 camouflaged gates which is only 2.6% of the gates in the circuit, 

would take the attacker several thousands of years to identify [20]. The work provides techniques 

which discover such small sets of gates so the cost of camouflaging is low, but the difficulty for 

the attacker is exponential in the number of camouflaged gates. Their results suggest that if 
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applied carefully, IC camouflaging can be an effective defense mechanism against reverse 

engineering attacks. 

The complexity in predicting the carefully selected gates directly affects the time taken to 

reverse engineer them. To elaborate, applying each new test pattern comes at a cost because it 

takes time from assertion of a test pattern till an output is generated and observed. The attacker, 

therefore attempts to reduce number of distinct input patterns as much as possible. Thus, it is 

beneficial to the IC design house to increase the number of camouflaged or missing gates thereby 

making the set of distinct input as large as possible. However, camouflaged gates use more area, 

consume more power and are slower than CMOS gates. That is, this disguising comes at a cost to 

the designer. Thus, there exists a cost-security trade-off from the perspective of the design house, 

i.e., obtaining a greater security comes at the expense of increased circuit area, delay and power. 

In light of the cost- security tradeoff, it becomes prudent to obtain maximum security with 

minimum set of strategically selected gates. The algorithms [19] discussed below are techniques 

proposed by the affiliated research group and utilized to create modified bench circuits which can 

be tested against the attack model discussed later. 

 

2.2.1 Independent Selection 

 

 
In this method, gates are randomly selected such that they may or may not connected to 

each other (directly or indirectly) through any design path. From the security perspective, using 

the circuit netlist with reconfigurable units and an available configured counterpart, an attacker 

can use a testing technique to justify and propagate the output of missing gates to some 

observation points. With this effort, the attacker can develop a partial or complete truth table for 

each missing gate and then guess the functionality of those missing gate.  
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The independent selection provides some level of security; however, an attacker with 

adequate resources would be able to break and determine the functionality of STT-based LUTs 

using testing techniques to justify their inputs and propagate their outputs to some observation 

points. Assuming M the number of missing gates, and D the depth of circuit defined as the 

maximum number of flip-flops on a path from a primary input to a primary output in a circuit, the 

maximum possible number of required test clocks to determine all missing gates in the 

independent selection Nindep is equal to 

 

 

 

where  is the average number of required patterns to determine an independent missing gate. 

The value of  is determined based on the similarity of the output of the gates. For 

example, the similarity of 2-input AND gate and 2-input NOR gate is 2 since for two input 

combinations they produce the same output, and the similarity of 2-input AND gate and 2- input 

NAND gate is 0 as their output are completely opposite. For 2-input gates, the average similarity 

of gates is 1.45, so the average required patterns to determine a 2-input missing gate ( ) is 2.45. 

For 3-input gates and 4-input gates,  is equal to 4.2 and 7.4, respectively. 

 

2.2.2 Dependent Selection 

 

 
The second method is the dependent selection where there is dependency between 

reconfigurable units. Reconfigurable units are selected so that they are reachable from each other; 
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in general, some inputs of a missing gate are driven by some output of other missing gates. This 

method significantly increases the efforts to determine the functionality of missing gates.   

Algorithm 1 presents the implementation of dependent selection. In dependent selection, 

it first obtains the list of the longest I/O path that is between a primary input to a primary output 

and contains timing paths beginning at and ending to flip-flops. Then all gates on composing 

timing paths are replaced with reconfigurable units. 

Assuming M is the number of missing gates that the input of one missing gate is driven 

by the output of another missing gate, Di is the depth of missing gate i is the number of flip-flops 

between the missing gate and a primary output, and Pi is the number of possible gates for the 

missing gate i, the maximum number of required test clocks to determine all missing gates in the 

dependent selection Ndep, on average, is equal to 

 

 

 

where i is the number of required patterns to determine an independent missing gate. For 

example,  = 2.45 and P = 2.5 for 2-input missing gates. The Algorithm 1 for gates is as follows: 

Input: A gate-level netlist 

Output: A hybrid netlist 

The list of the longest I/O paths (lst) containing only non-critical timing paths; 

for each timing path on lst do 

replace all gates with STT-based LUTs; 

end 
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2.2.3 Parametric Selection 

 

 
 In the dependent selection, all gates on selected timing paths are replaced with 

reconfigurable units. It is possible that replacing all gates violates timing requirement of original 

circuit. Therefore, we introduce the parametric-aware dependent selection method to minimize 

the impact and possibly avoid violating timing requirement. The parametric-aware dependent 

selection method selects only a few number of gates on a timing path and replaces them with their 

reconfigurable counterparts. As untouched gates make determining missing gates possible, all 

gates driving and driven by the untouched gates that are not on the timing path are also replaced 

with reconfigurable units.  

Algorithm 2 presents the implementation of parametric-aware dependent selection 

algorithm. Similar to the dependent selection algorithm, it first obtains the list of the longest I/O 

paths. It then replaces some of gates with STT-based LUTs. To increase the effort for reverse 

engineering, only gates with two or more number of inputs are considered for replacement. After 

replacement, design timing information is updated and compared against design timing 

constraints. If there is a violation, selection and replacement are repeated. Any unselected gate on 

a targeted timing path, is saved in an unselected list (USL). After this step, any gate that drives or 

is driven by any gate in USL is replaced with a STT-based LUT. 

Compared with the dependent selection method, parametric-aware method indeed 

significantly increases the efforts to determine missing gates as it would make it impossible to 

create partial truth tables for missing gates. As a result, a more plausible approach for the attacker 

is to launch a brute force or even a machine learning attack. Considering M is the number of 

missing gates, I are the inputs accessible that drive missing gates, P is the number of possible 

gates for each missing gate, and D is the depth of circuit, the number of required clock cycles to 

determine the missing gates in a brute-force attack (Nbf) is equal to 
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Equation above shows the exponential relationship between the number of required clock 

cycles and the number of missing gates and the number of inputs driving missing gates. The 

Algorithm 2 for parametric-aware dependent gate selection is as follows: 

Input: A gate-level netlist 

Output: A hybrid netlist 

The list of the longest I/O paths (lst) containing only non-critical timing paths; 

for each timing path on lst do 

L1: Randomly select some gates with two or more inputs and replace with           

        STT-based LUTs; 

Check design timing constrains; 

if violated then go to L1; 

Push unselected gates into USL; 

end 

for each gate in USL do 

 Replace immediate gates driving or being derived by the gate but not   

 belong to the longest I/O path; 

end 

return Hybrid netlist; 
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3    THE ATTACK MODEL 

Most of the effort against reverse engineering at the layout level dwells on making netlist 

extraction more difficult. In general, reverse engineering such a partially extracted netlist would 

require a decent equipment setup several 1,000 years with brute force to reveal their identities. 

This notion is countered by the work on Reverse Engineering using SAT solvers [10]. This work 

proves that the use of largest clique of gates supposedly requiring more than 1,000 years can be 

identified in minutes using complexity-theoretic characterization of the IC de-camouflaging 

problem.  The attack model developed in this thesis is an extension of the concepts proposed and 

developed in [10]. This work takes a step further in determining the reliability and security level 

provided by the use of STT-based Look Up Table (LUT) using this model. 

 

3.1 Basic Idea  

 
The reverse engineering approach proposed in [2] suggests the use of two copies of the 

targeted IC. The first copy is delayered and used to obtain the partial netlist whereas the second 

copy acts as reference circuit or original circuit. The reference circuit is used to obtain the 

expected primary output by applying relevant primary input which might be later used for de-

camouflaging. Consider the circuit in Figure 3. The two gates G1 and G2 are replaced by non-

resolvable camouflaged gates. The gates can assume one of {NAND, NOR, XOR} gate types, 

hence there are 32 = 9 possible combinations. Brute Force requires at least requires 9 input 

patterns to de-camouflage. On the contrary, it is possible to find the true identity of the gates by  
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Figure 3:  Circuit from [2] depicting non-resolvable camouflaged gates  

applying a minimal set of inputs i.e. three inputs here. This inference comes from the fact that the 

original circuit gives a unique combination of primary outputs. A true combination of the gate 

type should be able to match this combination when the same set of inputs are applied. Hence, by 

applying a particular set of inputs it is possible to eliminate the incorrect gate combinations.   

 Table 1 depicts how application of particular set of inputs can narrow down the search for 

right combination of the gates. As we see, a single input “0000” eliminates 5 incorrect gate 

combinations (indicated in red). This followed by inputs “0001” and “0100” reveal the true gate 

combination (G1, G2) = (NAND, NOR). Thus, {‘0000’,’0001’,’0100’} is a set of inputs which 

can de-camouflage the circuit and provide a combination which is functionally equivalent to 

original circuit. Such a set is referred to as a discriminating set of inputs [10].  

Thus, the problem of predicting identity of gates can be split up into parts i.e. (1) Is a 

discriminating set of inputs able to differentiate among the given gate combinations and de-

camouflage a camouflaged circuit C? (2) If so, what is the correct assignment for these gates 

which match the Boolean functionality of the original circuit? The section 5.2 provides formal 

proofs for categorizing and resolving these decision problems using computational complexity 

tools.   
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Table 1: Example of behavior of discriminating set of inputs 

 

(Input, Expected Output)  (0000, 0) (0001, 0) (0100, 1) 

(G1, G2) Output for particular combination of (G1, G2) 

(XOR, XOR) 1 - - 

(XOR, NAND) 1 - - 

(XOR, NOR) 1 - - 

(NAND, XOR) 1 - - 

(NAND, NAND) 0 0 0 

(NAND, NOR) 0 0 1 

(NOR, XOR) 1 - - 

(NOR, NAND) 0 1 - 

(NOR, NOR) 0 1 - 
 

 

Table 2: Notations for model exposition 

 

Notation   Description 

B Original circuit or Reference circuit or Black box circuit 

C Camouflaged circuit 

n, m, k  Number of input bits, output bits and camouflaged gates in C respectively 

G Set of possible gate types e.g. G = {XOR, NAND, NOR} in Figure 3 

S S: [1, k]       G i.e. maps to a gate type in G for one of the indices in [1, k] 

CS S is referred to as a completion of C 

i n-bit binary number that assigns one bit to each input pin in circuit 

PI Set of all possible primary input patterns 

I A set of inputs which is a subset of PI 

B(i) m-bit output of Original circuit B due to input pattern i 

CS(i) m-bit output of Camouflaged circuit C with S due to input i  
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3.2 Definitions and Theorems for developing model 

 

3.2.1 Notations 
A few notations/symbols are described in the Table 2 which will be used to explain the model. 

 

3.2.2 Decision Problem 1: Computing Discriminating Set of Inputs 

 

Definitions: 

1. Correct Completion [10]: 

A completion S is a correct completion if and only if: 

iPI, CS(i) = B(i). 

              

The definition suggests that a correct completion S of the gate combination added to the 

camouflaged circuit CS will deliver primary outputs that are equal to the primary outputs obtained 

from the black box circuit B for every input i in PI. Hence, any completion S which satisfies this 

definition is considered as a correct completion as the functionality of the circuit is maintained. 

The definition is therefore conclusive of the existence of more than one correct completion for the 

camouflaged circuit. The ability to predict any such correct completion for C will be noted as a 

successful reverse engineering attempt. 

 

2. Set of Candidate Completions [10]: 

 iI, the set of candidate completions, L(I) contains the completions with output same as that of 

the black box circuit. 

L(I) = {S |  iI, CS(i) = BS(i)}. 
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              L is a set of candidate completions. In particular, L(I) suggests the existence of a set of 

candidate completions L for a set of input patterns I if and only if for every iI the output of 

camouflaged circuit is equal to the black box circuit B. The Definition 1 acts as a special case in L 

as discussed in the Lemma below. This leads to the conclusion that except for a few incorrect 

completions, a set of candidate completions contains all the correct completions. 

               

Lemma 1: 

For any I ⊆ PI in a camouflaged circuit C, a set of candidate completions, L(I) contains all 

correct completions.  

 

              Definition 1 explains the concept of correct completion asserting equal outputs between 

C and B for every i in PI. Therefore, it follows that any subset I in PI stands true for every correct 

completion. Hence, L(I) is inclusive of all correct completions. 

              To elaborate, consider the Figure 3 while in the process of searching for the set of inputs 

I, if it presently contains “0000”, then set L(I) contains 4 candidate completions which is 

inclusive of correct completion ((G1, G2) = (NAND, NOR)). The inclusion of the next input 

“0001” narrows down the set L(I) to two and finally the last input “0100” leaves only the correct 

completion. As seen from the different stages of the development of set I, the set L(I) can contain 

all correct completions along with the incorrect ones which get eliminated as I evolves.   

 

3. Discriminating Set [10]: 

For a camouflaged circuit C, I ⊆ PI is discriminating if: 

S1, S2  L(I) and  iPI, CS1(i) = CS2(i) 
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The definition develops on two conditions:  

(1) for any completions S1 and S2 in the set of candidate completions L(I) by Definition 2, all 

assertions of iI CS1(i) and CS2(i) are equal. 

(2) for all assertions of iPI, CS1(i) and CS2(i) are equal.  

             Thus, a discriminating set of input patterns, I is the one where it not only satisfies 

the conditions for the set of candidate completions I, but also for all inputs in PI. This 

requires that all the candidate completions be correct completions.  

              In Figure 3, L(I) contains only the correct completion when I contains all the 

three inputs. Hence, here I = {‘0000’,’0001’,’0100’} is the discriminating set of inputs. To be 

precise, a discriminating set of inputs reduces the set of candidate completions to correct 

completions as depicted from Figure 3. This formally stated in Theorem 1.    

 

4. DISC-SET-DEC [10]: 

DISC-SET-DEC is the following decision problem. Given the following three inputs:  

(i) C, a camouflaged circuit  

(ii) I, a set of input patterns  

(iii) B(I), the set of outputs obtained by applying I input patterns to the black box   

Is I a discriminating set for C? 

 

Theorems: 

1. Given that I ⊆ PI is a discriminating set and L(I) = {S1, S2, . . ., Sn}is the set of candidate 

completions then, all S1, S2, . . .., Sn are correct completions of C. [10]  
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               CS1, CS2, . . ., CSn are a set of candidate completions which requires them to agree on all 

inputs in I. Also, I is a discriminating set hence CS1, CS2, . . ., CSn have to be approved on all inputs 

in PI. The only completion which satisfies these are the correct completions as they functionally 

match the black box circuit for all PI. 

 

2. The decision problem DISC-SET-DEC is in co-NP [10]. 

 

               As shown in Table1, the use of the discriminating inputs helps to find the completions 

which match the original. However, these completions are rare and difficult to establish as the 

search space increases. It is much easier to find the completions which do not comply with the 

original circuit. For instance, the first input {“0000”} eliminated 5 completions out of 8. Hence, 

the problem of DISC-SET-DEC can be represented as its complement i.e. NOT-DISC-SET-DEC 

which given the same set of inputs is the problem of finding I which in this case is non-

discriminating set. 

                A given problem is in NP-complete if it has an efficient certifier which proves in 

polynomial time the existence or non-existence of a True instance of the decision problem. If the 

instance is True, then it produces a certificate for that instance. Every instance of NOT-DISC-SET-

DEC problem needs to satisfy the following two conditions: 

(1) Cs1(i) = Cs2(i) = B(i),  iI.  

(2) Cs1(i’) ≠ Cs2(i’).  

If the two conditions are satisfied it provides a certificate with completions S1 and S2 along with i’ 

which is appended to the current set I. The certificate proves that the set I is non-discriminating 

set and that S1 and S2 though they belong to the set of completions PI do not agree with i’. This 

certificate (S1, S2, i’) for every instance with i’ can be determined in time linear to the size of the 
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circuit C, hence can be performed in polynomial time. Hence, NOT-DISC-SET-DEC is in NP with 

DISC-SET-DEC being in co-NP. 

 

3. The decision problem DISC-SET-DEC is in co-NP-complete [10].  

 

                   As the decision problems NOT-DISC-SET-DEC and CNF-SAT can be reversibly reduced 

to the other and be solved in polynomial time, the problem of NOT-DISC-SET-DEC is in addition 

NP-complete. This makes the decision problem DISC-SET-DEC to be co-NP-complete. 

 

3.2.3 Decision Problem 2: Establishing a Correct Completion  

 

Definitions: 

5. COMPLETION-DEC [10]: 

COMPLETION-DEC is the decision problem of finding a completion S such that: 

 

 iI, CS(i) = B(i) 

Given: 

(i) C, a camouflaged circuit  

(ii) I, a set of input patterns  

(iii) B(I), the set of outputs obtained by applying I input patterns to the black box   
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Theorems: 

4. The decision problem COMPLETION-DEC is in NP [10]. 

 

                For NP, every true instance of the decision problem needs to have an efficiently sized 

certificate that can be verified in polynomial time. In this case, such a certificate is a completion S 

such that the completed circuit, CS, agrees with the black-box circuit B on all inputs in I. The size 

of S is linear in the size of C. To verify S, the check includes:  

(1) for S to be a completion of C 

(2) CS(i) = BS(i) for all  iI, which can be done in time linear to size of inputs I and size of 

circuit C. 

 

5. The decision problem COMPLETION-DEC is NP-complete [10]. 

 

               A problem is in NP-complete if it is proven to be in NP and also any other problem 

reduced to it in polynomial time can be solved efficiently by it. As the decision problems 

COMPLETION-DEC and CNF-SAT can be reversibly reduced to the other and be solved in 

polynomial time, the problem of COMPLETION-DEC is in addition NP-complete. 
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4    IMPLEMENTATION 

4.1 Concept of Reductions 

 

 

Definition:  

Consider two decision problems X and Y. The decision problem X is reducible to Y if 

there is a polynomial time computable function g such that for an instance a, a X if and 

only if g(a)  Y.  

 

The idea behind a reduction is that we have two decision problems X and Y. Problem Y is 

a problem with a known solution. If there exists an algorithm which efficiently reduces instances 

of X to Y in polynomial time, then the result of such a solver is that every instance solved with the 

algorithm for Y can be mapped to X. This makes it reasonable to say that problem X at least as 

hard as problem Y. For instance, if there exists an algorithm which solves Y in polynomial time 

then X too can be solved in polynomial time because of the existence of a reduction g. This makes 

it possible to solve any decision problem using a problem with a known solution if a reduction 

exists. 

 The decision problems NOT-DISC-SET-DEC and COMPLETION-DEC are in co-NP-complete 

and NP-complete respectively as proved in the previous section. Also, the problems CIRCUIT-SAT 

and CNF-SAT are known to be NP-complete and are resolvable. The attack model in this work 
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reduces instances of NOT-DISC-SET-DEC and COMPLETION-DEC to CIRCUIT-SAT and from 

CIRCUIT-SAT to CNF-SAT to predict the camouflaged gates. 

 

4.2 Reduction to CIRCUIT-SAT 

 

 
CIRCUIT-SAT also known as Circuit Satisfiability problem is the decision problem, given a 

Boolean Circuit C, of discovering input x such that the output of circuit C is true. This problem is 

known to be in NP-complete [16] and a solution exists since a nondeterministic machine can 

guess an assignment and then evaluate the circuit efficiently in polynomial time.  

 

NOT-DISC-SET-DEC to CIRCUIT-SAT: 

For the reduction from NOT-DISC-SET-DEC to CIRCUIT-SAT, consider the case that a 

camouflaged gate has l identities. This is constant for the circuit camouflaged with a particular 

gate type. The l identities require log2(l) bits each to be represented. A completion S can be seen 

as a bit vector containing si number of elements where i is the number of camouflaged gates and 

each element being a string. For our purposes, assume camouflaged gate to have three possible 

identities i.e. {NAND, NOR, XOR}, hence the corresponding bit vector will be S = {00, 01, 10}. 

 The Boolean circuit that is the output of reduction from NOT-DISC-SET-DEC to CIRCUIT-

SAT will have 2k+n inputs where k is the number of camouflaged gates and n is the number of 

inputs. These inputs are labelled as s11, s12…. s1k, s21, s22…, s2k, i1, i2 …, in. Similar to the inputs of 

NOT-DISC-SET-DEC, the CIRCUIT-SAT receives (i) C, a camouflaged circuit, (ii) I, a set of input 

patterns and (iii) B(I), the set of outputs obtained by applying I input patterns to the black box. 

Every true instance of this setup outputs a certificate (S1, S2, i’), where S1 = (s11, s12…. s1k), S2 = 

(s21, s22…, s2k) and i’ = (i1, i2 …, in) agreeing with the definition of NOT-DISC-SET-DEC [10]. 
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Figure 4: Depicts representation of camouflaged gate (i) to MUX implementation (ii) 

The setup for NOT-DISC-SET-DEC is shown in the Figure 5. It is constructed as follows [10]: 

 The black box circuit B is camouflaged by replacing each camouflaged gate with an 

equivalent MUX implementation as shown in Figure 4. The MUX implementation 

consists of l = 3 (for exposition) gate identities with the input of the camouflaged gate f 

going to each one of them and the outputs fed as inputs of a 4:1 MUX (l:1 MUX) with 

select lines s1f. Two such copies C1 and C2 are generated. Hence, each such copy has 

2k+n inputs with 2k select lines and n inputs. 

  The condition of Cs1(i) = Cs2(i) = B(i) needs to be checked for all i in the set of I 

collected so far as I is the instance of NOT-DISC-SET-DEC. To do so, create |I| copies each 

of C1 and C2. The inputs of the two pth copies are the pth input vector from I. The outputs 

of each of the two copies are XORed with their corresponding black box outputs (and 

then inverted for the need of a True value of the instance). This comparison should yield 

a match for both the copies. 
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 The next condition that needs to be satisfied is that of finding a new i’ such that Cs1(i’) ≠ 

Cs2(i’). To achieve this, another pair of copies one each of C1 and C2 are created and the i’ 

are asserted to satisfy the condition. The outputs of the two copies are compared through 

a XOR gate and they must differ in at least one bit. For multiple output circuit, the 

comparison needs to be performed on bit by bit basis and finally the result of this 

comparison are driven through an OR gate.    

 The instance of NOT-DISC-SET-DEC is considered true only if the above two conditions 

are satisfied simultaneously which is ensured by linking all the outputs so far in the setup 

with an AND gate. The output of the final circuit being satisfied results in a certificate 

with a set of non- discriminating inputs.  

 

Figure 5 gives the instance when I = {“0000”}. Each such pair of copies is analogous to a 

Boolean equation with the variables being i’ and select lines s11, s12…. s1k and s21, s22…, s2k. As 

with any Boolean equation, a number of variables will require at least a equations to solve them. 

So for multiple output circuits, each output should represent an individual Boolean equation. 

Hence, for a circuit with m outputs and k missing gates the problem reduces to solving m|I| 

Boolean equations with k variables. Another consequence of this realization is that the number of 

primary inputs should increase linearly with k. 
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Figure 5: CIRCUIT-SAT reduction of NOT-DISC-SET-DEC problem for Figure 3    
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COMPLETION-DEC to CIRCUIT-SAT: 

 

Assuming same set of variables as mentioned for the above reduction, the reduction is 

carried out as follows [10]: 

 The black box circuit B is camouflaged by replacing each camouflaged gate with an 

equivalent MUX implementation as shown in Figure 4. The MUX implementation 

consists of l = 3 gate identities with the input of the camouflaged gate f going to each one 

of them and the outputs fed as inputs of a 4:1 MUX (l:1 MUX) with select lines s1f. Only 

one such copy is made.  

 The condition that Cs1(i) = B(i) for all i in I needs to be satisfied. Here, the I is the set of 

not discriminating set obtained as a certificate of NOT-DISC-SET-DEC. This condition is 

mapped to CIRCUIT-SAT by creating |I| copies of B as mentioned in the above point. The 

inputs of the pth copy is the pth input vector from I. The outputs of each of the copy are 

XORed with their corresponding black box outputs (and then inverted for the need of a 

True value of the instance). This comparison should yield a match for both the copies. 

 Each of the outputs are driven through an AND gate ensuring the completion S being 

tried satisfies all the inputs in I. Hence, a true instance of this decision problem delivers a 

certificate with S completion which is the correct completion and functionally equivalent 

to the black box circuit. 

 

With reference to the camouflaged circuit in Figure 3, the certificate of NOT-DISC-SET-DEC 

yields a non-discriminating set I = {‘0001’, ‘0000’}. The corresponding black box outputs are 

{‘1’, ‘0’} respectively. Following the steps of construction mentioned above for the CIRCUIT-
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SAT equivalent, the setup obtained is as shown in Figure 6. If the instance of I is true, then the 

CIRCUIT-SAT gives a certificate with the values of completion S = {s11, s12}. If not, then the 

instance I is an incorrect instance. 

 

  

 

Figure 6: CIRCUIT-SAT reduction of COMPLETION-DEC problem for Figure 3 

4.3 Reduction to CNF-SAT 
 

 
So far, the decision problems have been reduced to CIRCUIT-SAT. CIRCUIT-SAT is further 

efficiently reduced in polynomial time to CNF-SAT using Tseitin transformation [17] as this 

problem can be easily solved using the off the shelf SAT solvers. This work uses MiniSAT [18] 

solver. 
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Boolean Formula Satisfiability: 

 

The problem of Boolean Formula Satisfiability is: Given a Boolean Equation E written using only 

AND, OR and NOT of variables, does there exist an assignment to the variables in E such that it 

delivers a true instance for E.   

 The decision problem of Boolean Formula Satisfiability is in NP-complete. Hence, if the 

equation E is satisfiable it produces a certificate with a solution to the equation in terms of its 

variable values. As shown in Figure 6, (i) is considered satisfiable as it can produce a true 

instance with one of the two assignments whereas no instance in (ii) is not satisfiable.  

 

 

 

Figure 7: Examples of CNF-SATISFIABILITY 
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In Boolean SAT, the equation is represented in the form of Conjunctive Normal Form 

(CNF). Hence, it is also referred to as CNF-SAT. The CNF formula is built on the following 

structures: 

 Literal: A Boolean variable or its negation (e.g. x1, ¬x1). 

 Clause: Contains one or more literals connected with a disjunction (e.g. (x1˅¬x2)). 

 Formula/Expression: Consists of a conjunction of clauses (e.g. (x1˅¬x2) ˄ (¬x1˅x2)). 

The decision problem of CIRCUIT-SAT can be easily converted to the Boolean Formula 

Satisfiability problem. However, the growth in the number of clauses is exponential with the 

number of variables making it difficult to resolve bigger instances of the decision problem with a 

reasonable equipment setup. This makes it practical to use a reduced form of CNF through the 

use of Tseitin transformation. Tseitin transformation realizes a combinational logic circuit as a 

CNF formula which increases linearly in the size of the circuit. This reduced formula is 

efficiently solved using CNF-SAT solver such as MiniSAT. 

 MiniSAT, like any other SAT solver, can determine if it is possible to find assignments to 

Boolean variables that would make a given formula true. The expression needs to be written in 

CNF format with only AND, OR, NOT and Boolean variables. If it is satisfiable, MiniSAT can 

provide a set of assignments that make the expression true else the solver prints out an “UNSAT”. 

The solver requires that the Boolean variables in the input file be presented as numbers i.e. the 

literal x1 becomes 1 and the negation ¬x1 becomes -1. Table 3 provides a gate-by-gate reduction 

from CIRCUIT-SAT to CNF-SAT and also provides the equivalent representation acceptable to 

MiniSAT.  
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Table 3: Reduction from CIRCUIT-SAT to CNF-SAT & corresponding MiniSAT clauses 

 

CIRCUIT-SAT representation CNF-SAT using Tseitin 

transformation 

MiniSAT representation 

 

(A̅˅ B̅˅C) ˄ 

(A˅C̅) ˄ 

(B˅C̅) 

-1 -2 3 0 

1 -3 0 

2 -3 0 

 

 

(A̅˅ B̅˅ C̅) ˄ 

(A˅C) ˄ 

(B˅C) 

-1 -2 -3 0 

1 3 0 

2 3 0 

 

(A˅ B˅ C̅) ˄ 

(A̅˅C) ˄ 

(B̅˅C) 

1 2 -3 0 

-1 3 0 

-2 3 0 

 

(A˅ B˅ C) ˄ 

(A̅˅ C̅) ˄ 

(B̅˅ C̅) 

1 2 3 0 

-1 -3 0 

-2 -3 0 

 

(A̅˅ C̅) ˄ 

(A˅C) 

-1 -3 0 

 1 3 0 

 

(A̅˅ B̅˅ C̅) ˄ 

(A˅ B˅ C̅) ˄ 

(A˅ B̅˅ C) ˄ 

(A̅˅ B˅ C) 

-1 -2 -3 0 

1 2 -3 0 

 1 -2 3 0 

 -1 2 3 0 

 

(A˅ C̅) ˄ 

(A̅˅C) 

1 -2 0 

-1 2 0 

 

 

https://en.wikipedia.org/wiki/File:AND_ANSI.svg
https://en.wikipedia.org/wiki/File:NAND_ANSI.svg
https://en.wikipedia.org/wiki/File:OR_ANSI.svg
https://en.wikipedia.org/wiki/File:NOR_ANSI.svg
https://en.wikipedia.org/wiki/File:NOT_ANSI.svg
https://en.wikipedia.org/wiki/File:XOR_ANSI.svg
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4.4 Algorithm 

 

 
The decision problems in the attack model have to this point been reduced to Boolean 

formulae solvable by MiniSAT. Both the problem instances need to work iteratively in sync to 

obtain True instances in both the cases. This need can be observed from the algorithm below. 

Let the two solvers be named as Solver1 for NOT-DISC-SET-DEC problem and Solver2 for 

COMPLETION-DEC problem. To begin with, the set I is empty and the Solver1 only contains the 

two copies of camouflaged circuit as a shown in the Figure 7. 

 

 

 

 

Figure 8: Initial setup for NOT-DISC-SET-DEC  
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The Algorithm [10] is as follows: 

outer_loop = True 

inner_loop = False 

 

- Keeps track of all the initial inputs tried during the attack on the current circuit instance  

Initial_Input_tried = Null 

 

while (outer_loop ≠ False): 

 

   - Drives i’s in Figure 7. Any True instance gives a certificate with first input i’ to I. 

(S1, S2, i’) ← Solver1(C, Initial_Input_tried) 

 

if (S1, S2, i’) ≠ Null: 

Initial_Input_tried = {i’} 

             I ← i’ 

             outer_loop = False 

 inner_loop = True 

else: 

 break  

end if 

  

while (inner_loop ≠ False): 

 

 - The input to Solver1 grows with I as shown in Figure 5 

  (S1, S2, i’) ← Solver1(C, I, B(I))  

 
  - if Solver1 gives an “UNSAT” then no new i’ is found 
  if (S1, S2, i’) ≠ Null:      

   I ← {i’} 

  else: 

   loop = False 

  end if 

end while 

end while 

 

- Solver2 uses I as shown in Figure 6 and yields a certificate with predicted gates 

(S1, S2) ← Solver2(C, I, B(I))   

Figure 9: The attack model algorithm [10] 
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4.5 Extension of the attack to STT-based LUT 

 

 

Missing gate is a term used to indicate a gate which has been disguised using 

STT- based Lookup Table (LUT). LUT’s are programmable devices with the ability to 

impart a wide range of functionalities ranging from logic gates to logic blocks like 

adders, memories, etc. The missing gates used in this work are assumed to have two 

inputs. This gives it a possible of 2^2^2 = 16 possible functionalities. Each functionality 

has been referred to as a gate type. In this work, LUT’s are assumed to have 4 to 16 gate 

types. Hence, for 6 gate types each missing gate will be replaced with the MUX 

implementation shown in Figure 9. The attack model described in the Chapters 3 and 4 

will be used to crack such a partial netlist with missing gates. 

 

Figure 10: Depicts representation of missing gate (i) to MUX implementation (ii) 
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5    RESULTS AND DESCRIPTION 

The purpose of this section is to compare the security offered by camouflaged gates with 

programmable Lookup Table based gates using the SAT-based attack model discussed earlier. 

The algorithm for the attack was implemented in Python with MiniSAT tool meant for use as 

Solver1 for NOT-DISC-SET-DEC problem and Solver2 for COMPLETION-DEC problem. The 

partial netlists provided as an input for the layout-level reverse engineering were developed using 

the combinational and sequential benchmark circuits from ISCAS’85 [22] and ISCAS’89 [23] 

conference submissions. The sequential bench circuits are assumed to have a scan chain flip-

flops. This mechanism has been simulated with the use of pseudo- primary inputs and pseudo-

primary outputs in place of the nodes with D flip-flops. Hence, instead of random initialization 

the D flip-flop inputs are asserted by the Solver as any other primary input.  

 

Table 4: Benchmark Characteristics with corresponding % of Missing gates 

 

Circuit Gates Inputs  Outputs  
% of Missing gates 

1% 5% 10% 

c432 160 36 7 1 8 16 

s832 292 18 19 2 14 29 

c1355 546 41 32 5 27 54 

s1423 731 17 5 7 36 73 

c3540 1669 50 22 16 83 166 

c5315 2307 178 123 23 115 230 
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The gate selection for the partial netlists creation was done at random. The size of the 

circuits chosen for the security analysis are varied to observe the overall impact. The chosen 

netlist characteristics and the corresponding percentage and number of missing gates used for 

partial netlist formation are given in Table 4. The analysis is performed on the two input logic 

functions i.e. gate types ranging from 3 to 8 with the gate type 3 being equivalent to the 

camouflaged gates with functionalities {NAND, NOR, EXOR}. 

The analysis was performed on a 3.2 GHz quad-core desktop with 8 GB RAM and 500 

GB disk space. MiniSAT tool configurations were set at default with resource allocations 

approximately 2147 TB for memory usuage limit and CPU time of around 68 years. 

 

Impact of increasing the number of gate types 

The first discernable impact on the reverse engineering is observed with respect to the 

gate types. As seen in Figure 11, the reverse engineering attack is performed on the partial netlists 

of benchmarks c432, s832, c1355 and s1423. The time required to reverse engineer is in seconds 

and shows how the step by step increase in the gate type affects it. It shows an overall increase in 

the  time required with the increase in the gate types. For a particular percentage of missing gates 

in the partial netlist, the same incremental trend is observed.  

Figure 12 indicates the corresponding size of the discriminating set for each of the result 

in Figure 11. The trend observed in Figure 11 is a direct consequence of the size of the 

discriminating set. To elaborate, for any selected percentage of missing gates the size of the 

discriminating set grows with the increase in gate types and corresponding observation is seen in 

the time to reverse engineer the netlist. Hence, with additional identities given to a missing gate 

the security offered by it increases compared to camouflaged gates. 
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Figure 11: Time to Reverse Engineer partial netlists 
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Figure 12: Number of Discriminating Inputs to Reverse Engineer partial netlists 
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Impact of increasing the number of missing gates 

 Adding missing gates and camouflaging gates to the netlists comes at the price of 

increase in area, power and delay overheads. Hence, there is a restriction on the number of gates 

that can be replaced for securing the IP. For this work, results are collected on the netlists with 

1%, 5% and 10% missing gates. The trends observed in Figure 11 and Figure 12 show a 

significant increase in the time taken and the size of the discriminating set to reverse engineer the 

partial netlists. An important inference can be made at this point. With the concerns of increase in 

overheads with increase in number of missing gates, increasing gate types becomes an alternative. 

As seen from Figure 11 and Figure 13, some partial netlists with 6 - 8 gate types and 5% missing 

gates provide as much security as any 10% missing gates’ partial netlist with 3-5 gate types. 

Hence, a netlist specific decision can save some costs at the same time providing an increase in 

security over existing techniques. 

 

Impact of increasing circuit size on the attack model 

 Figure 11 contain netlists with a relatively smaller number of gates. These were selected 

with the purpose of security comparison with respect to number of gate types and missing gates. 

Figure 13 depicts similar analysis on c3540 and c5315 with 1669 and 2307 gates respectively. 

The reverse engineering model takes substantially more time and the size of the discriminating set 

also escalates. For 8 gate type and 10% missing gates, c5315 needs around 58 hours to be 

cracked.  In general, the industrial netlists can contain millions/billions of gates and this number 

grows every year. With the increase in netlist size, the scalability of the algorithm in breaking 

such netlists becomes quite questionable. 
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Figure 13 : Reverse Engineering bigger netlists 
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6    CONCLUSION AND FUTURE WORK 

The work was set out to test and analyze the security offered by the current protection 

techniques against layout level extraction using a SAT-based reverse engineering model. This 

model had presented the ability to resolve a camouflaged netlist with three gate types in minutes. 

The NV-STT based Lookup Tables (LUT) with their programmable nature significantly increase 

the number of functions that can be tried for any single missing gate making it very difficult to 

reverse engineer. This work analyzed the security mechanism for two-input missing gates which 

could have a maximum functionality of 16 gate types with each gate chosen randomly. The trends 

observed with the metrics selected for testing the vulnerability against reverse engineering i.e. the 

number of inputs required and time taken to identify the missing gates show significant increase 

in security compared to the camouflaged gates.  

The claims by SAT-based reverse engineering model also becomes questionable with 

LUT based missing gates as we increase the input size of missing gates thereby delivering larger 

functionalities, size of the circuit being reverse engineered and the use of gate selection 

algorithms described in Chapter 2.2. The exploration of these additional factors against the 

various reverse engineering models is the next step required to truly verify the sustainability of 

this security mechanism and also adopt it as a means for the future. 



46 

 

REFERENCES 

[1] Rajat Subhra Chakraborty. “Hardware Security Through Design Obfuscation.” 

Ph.D. thesis, Case Western Reserve University, U.S., 2010 

 

[2] J. Rajendran, M. Sam, O. Sinanoglu, and R. Karri, “Security Analysis of 

Integrated Circuit Camouflaging,” in Proceedings of the 2013 ACM SIGSAC 

Conference on Computer and Communications Security, ser.CCS ’13. New York, 

NY, USA: ACM, 2013, pp. 709–720. [Online]. Available: 

http://doi.acm.org/10.1145/2508859.2516656 

 

[3] Goertzel, Karen Mercedes, and B. A. Hamilton. "Integrated circuit security threats 

and hardware assurance countermeasures." Crosstalk-Real Time Information 

Assurance (2013): 33-38. 

 

[4] Chipworks, “Reverse engineering software,” 

http://www.chipworks.com/en/technical-competitive-  analysis/resources 

/reverseengineering-software.  

 

[5] Degate, http://www.degate.org/documentation/. 

 

[6] Tehranipoor, Mohammad, and Cliff Wang. Introduction to hardware security and 

trust. Springer Science & Business Media, 2011. 

 

[7] Bhunia, Swarup, et al. "Hardware Trojan attacks: threat analysis and 

countermeasures." Proceedings of the IEEE 102.8 (2014): 1229-1247. 

 

[8] Asif Iqbal. “Security Threats in Integrated Circuits.” Internet: 

http://sdm.mit.edu/security-threats-in-integrated-circuits/, Oct. 22, 2013 [Apr. 23, 

2016]. 

 

[9] ——, “Inside the Apple Lightning Cable,” 

http://www.chipworks.com/en/technical-competitive-

analysis/resources/blog/inside-the-apple-lightning-cable/, Oct. 2012. 

http://doi.acm.org/10.1145/2508859.2516656
http://www.chipworks.com/en/technical-competitive-%20%20analysis/resources%20/reverseengineering-software
http://www.chipworks.com/en/technical-competitive-%20%20analysis/resources%20/reverseengineering-software
http://www.degate.org/documentation/
http://sdm.mit.edu/security-threats-in-integrated-circuits/


47 

 

 

[10]  El Massad, Mohamed, Siddharth Garg, and Mahesh V. Tripunitara. "Integrated 

Circuit (IC) Decamouflaging: Reverse Engineering Camouflaged ICs within 

Minutes." NDSS. 2015. 

 

[11]  Torrance, Randy, and Dick James. "The state-of-the-art in IC reverse 

engineering." Cryptographic Hardware and Embedded Systems-CHES 2009. 

Springer Berlin Heidelberg, 2009. 363-381. 

 

[12]  Winograd, T., Salmani, H., Mahmoodi, H. and Homayoun, H., 2016, March. 

Preventing design reverse engineering with reconfigurable spin transfer torque 

LUT gates. In 2016 17th International Symposium on Quality Electronic Design 

(ISQED) (pp. 242-247). IEEE. 

 

[13]  Baukus, James P., Lap Wai Chow, and William M. Clark Jr. "Digital circuit 

with transistor geometry and channel stops providing camouflage against reverse 

engineering." U.S. Patent No. 5,783,846. 21 Jul. 1998. 

 

[14]  Chow, Lap-Wai, James P. Baukus, and William M. Clark Jr. "Integrated circuits 

protected against reverse engineering and method for fabricating the same using 

vias without metal terminations." U.S. Patent No. 6,791,191. 14 Sep. 2004. 

 

[15]  Kison, Christian, Jürgen Frinken, and Christof Paar. "Finding the AES Bits in 

the Haystack: Reverse Engineering and SCA Using Voltage 

Contrast."Cryptographic Hardware and Embedded Systems--CHES 2015. 

Springer Berlin Heidelberg, 2015. 641-660. 

 

[16] Gary, Michael R., and David S. Johnson. "Computers and Intractability: A Guide 

to the Theory of NP-completeness." (1979).  

 

[17] Tseitin, Grigori S. "On the complexity of derivation in propositional 

calculus."Automation of reasoning. Springer Berlin Heidelberg, 1983. 466-483. 

 

[18] Eén, Niklas, and Niklas Sörensson. "An extensible SAT-solver." International 

conference on theory and applications of satisfiability testing. Springer Berlin 

Heidelberg, 2003. 

 

[19] Winograd, Theodore, et al. "Hybrid STT-CMOS designs for reverse-engineering 

prevention." Proceedings of the 53rd Annual Design Automation Conference. 

ACM, 2016. 



48 

 

[20] Guin, Ujjwal, Daniel DiMase, and Mohammad Tehranipoor. "Counterfeit 

integrated circuits: detection, avoidance, and the challenges ahead." Journal of 

Electronic Testing 30.1 (2014): 9-23. 

 

[21] Winning the Battle Against Counterfeit Semiconductor Products. Online, August 

2013. http://www.semiconductors.org/clientuploads/Product 

 

[22] Brglez, Franc. "Neutral netlist of ten combinational benchmark circuits and a 

target translator in FORTRAN." Special session on ATPG and fault simulation, 

Proc. IEEE Int. Symp. Circuits and Systems, June 1985. 1985. 

 

[23] Brglez, Franc, David Bryan, and Krzysztof Kozminski. "Combinational profiles 

of sequential benchmark circuits." Circuits and Systems, 1989., IEEE 

International Symposium on. IEEE, 1989. 

 

http://www.semiconductors.org/clientuploads/Product


49 

 

BIOGRAPHY 

Gaurav Shenoy is a candidate for Master of Science in Computer Engineering, with a 

specialization in Computer Architecture, Embedded Systems and Hardware Security 

from George Mason University. He has been a member of Dr. Houman Homayoun’s 

research lab, Green Computing and Heterogeneous Architectures (GOAL) Laboratory 

since June 2015. He received his Bachelor of Engineering in Electronics from the 

University of Mumbai, Mumbai, India, in 2014.  


