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ABSTRACT 

AN EXAMINATION OF TERRORIST NETWORK CHARACTERISTICS OVER 
SPACE AND TIME 

Bryant Garcin, M.S. 

George Mason University, 2017 

Thesis Director: Dr. Arie Croitoru 

 

The continuous rise of terrorist organizations around the world has created the need for 

understanding the networks of these terrorist organizations.  Over time, the structure of 

terrorist networks change due to the addition or elimination of individuals and/or 

connections between individuals in the terrorist network which impacts the terrorist 

network’s ability to operate.  An improved understanding of how terrorist networks 

change over time can assist in the dismantling and elimination of the terrorist 

organizations.                    

Towards this goal, the characteristics of seven terrorist networks that executed a 

terrorist attack and two terrorist network time series that participated in multiple terrorist 

attacks are analyzed over time using quantitative measures.  Specifically, the following 

quantitative measures will be used to analyze the characteristics of the terrorist networks, 

efficiency, connectivity, resiliency, and operational security.  The thesis will then seek to 

determine if there is an increase in three of the quantitative measures leading up to a 
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terrorist attack and a decrease afterwards and if the terrorist networks are resilient as 

indicated by a scale-free network structure.  Also, the quantitative measure results will be 

compared geographically to determine if the characteristics of terrorist networks that are 

geospatially close are more similar than the terrorist networks that are located in another 

country or continent.           

The results from this thesis will enhance our understanding of the capabilities of 

terrorist networks and how they evolve over time.  More specifically, the analysis of the 

characteristics of terrorist networks leading up to and after a terrorist attack can assist in 

determining if a particular terrorist network is about to execute a terrorist attack and 

whether or not the terrorist network will still be operational after a terrorist attack.  Since 

the terrorist networks analyzed operated in various geographic locations around the 

world, the results from this thesis can assist in the analysis of terrorist networks globally 

and help limit the operational capabilities of terrorist networks in the future.         
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 CHAPTER 1: INTRODUCTION 

With the rise of terrorist organizations and the continual presence of terrorist 

organizations and groups around the world, it is necessary to develop a better 

understanding of how they form, evolve, and operate.  Terrorism, as defined by the 

United States Code, §265f(d), Title 22, is “premeditated, politically motivated violence 

perpetrated against noncombatant targets by subnational groups or clandestine agents, 

usually intended to influence an audience” (Shughart II 2006).  The impact of terrorism 

has evolved considerably in recent years.  Nation states are no longer the biggest threat to 

the security of the world, but terrorist organizations are as they seek to alter the safety 

and security of nations and to “instill fear” in their intended targets and enemies (Ressler 

2006; Garrison 2004).  Typically after a terrorist attack is attempted by a group, group 

members are either killed or captured while others may remain free; thus, the network 

structure of the associations between group members changes over time and with it the 

group’s operational capabilities to carry out additional terrorist attacks.  The terrorist 

group may then attempt to recover from the loss of individuals, as was evident, for 

example, by the Jemaah Islamiyah terrorist group that operated in Indonesia between 

2000 and 2005 (John Jay College of Criminal Justice 2009).  This group and the network 

they formed were responsible for many terrorist attacks in Indonesia, including five that 

occurred between 2000 and 2005 which are discussed in this thesis (John Jay College of 
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Criminal Justice 2009).  Improving the knowledge of the network characteristics of 

terrorist groups is imperative to our ability to preempt, disrupt, and mitigate terrorist 

activities.       

Terrorist groups have individuals that have specific roles and responsibilities that 

make up the structure of their corresponding terrorist networks.  In order to analyze such 

networks Social Network Analysis (SNA) is used in order to calculate quantitative 

measures of the overall structure and of individual nodes in a terrorist network (Koschade 

2006).  Also, SNA has a long tradition in defense related applications, including 

capturing high valued targets, e.g. Saddam Hussein, as a network was built based on the 

individuals who had a relationship with Mr. Hussein letting military leaders concentrate 

on the individuals close to Mr. Hussein (Shaikh et al. 2007).  The quantitative measures 

of the structure of a terrorist network have shown to provide valuable insights about the 

evolution and operational capabilities of a terrorist network.  Furthermore, such measures 

can capture the evolution and operational capabilities of a terrorist network over time as it 

can be impacted by topological and role changes in the network, which, for example, 

could result from the elimination of an individual from or the addition of an individual to 

a terrorist network.         

Terrorist groups are not only impacted by topological and role changes in their 

network, but by the geographic location where they operate as well.  Previous research 

has found that the location of a country can influence whether or not terrorist attacks are 

likely to occur in that country (Krieger and Meierrieks 2011).  Knowing the region and 

neighboring countries of the countries that had terrorist attacks occur in them included in 
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this thesis could provide a better understanding of the occurrence and reoccurrence of 

terrorist attacks in a particular country.  The ability of a terrorist group to operate and 

remain secure in a particular country can be impacted by the surveillance and law 

enforcement capabilities of the government in that country, the ability to recruit new 

individuals, and financial support for their operations (Krieger and Meierrieks 2011).      

Besides gaining a better understanding about the evolution and operational 

capabilities of a terrorist network, quantitative global measures of a terrorist network can 

provide more knowledge about the characteristics of such a network. Such network 

characteristics include, for example, the efficiency of the network, the ability to 

communicate within the network, the resiliency of the network, and the operational 

security (OPSEC) taken into account by the network.  Identifying the above mentioned 

network characteristics based on the quantitative measures of the terrorist network can 

help intelligence analysts and law enforcement officials determine if the terrorist network 

has the capability to grow and carry out terrorist attacks or if the network is vulnerable 

and capable of being disrupted.  Thus, a first objective of this thesis aims to explore how 

certain quantitative measures of a terrorist network evolve over time, from the time it 

began to organize to the time the terrorist group has already executed its attack(s).  

Furthermore, as different terrorist groups may operate in difference countries and 

territories around the world, a second objective of this thesis is to examine the possible 

relationship between the location of the terrorist group and the quantitative measures of 

its network.             
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Previous research on terrorist organizations and terrorist networks, including the 

terrorists who are included in these organizations, have contributed to the advancement of 

terrorist network analysis.  The characteristics of terrorists and their associated networks 

and organizations can help in interpreting the results derived from SNA measures.  

Previous research that has been conducted and discussed in chapter 2 includes terrorist 

organizations, terrorist networks, the comparison of terrorist networks and criminal 

networks, and the geospatial and temporal impacts on terrorism.   

Additionally, previous research using SNA was conducted on various terrorist 

networks, including some that were analyzed in this thesis, to understand various 

characteristics about the terrorist networks.  Such previous research includes, for 

example, the 9/11 terrorist network, terrorist networks operating in Spain, six of the 

terrorist organizations in the John Jay & ARTIS Transnational Terrorism Database 

(JJATTD), the Jemaah Islamiyah terrorist organization, the Al-Qaeda and Hamas terrorist 

networks, and the “East Turkistan” terrorist network.   

This thesis will expand upon the work previous done on such terrorist networks in 

an effort to contribute to the development of a deeper understanding of the behavior of 

terrorist networks both before and after an attack is executed.  Also, the prior research on 

terrorist organizations and networks and the geospatial and temporal impacts on terrorism 

will assist in the analysis and interpretation of the results found in this thesis.  In 

particular, the analysis seeks to explore the changes in the network that are related to the 

network’s ability to carry out an attack and if the geographic location of the terrorist 

network impacts this ability as well.      
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CHAPTER 2: LITERATURE REVIEW 

Previous research conducted on the characteristics of terror organizations and 

terrorist networks, SNA, and the analysis of the structure and characteristics of specific 

terrorist organizations will be discussed below in this chapter.  By gaining knowledge 

about the characteristics of terrorist organizations and terrorist networks, the structure of 

and actions taken by terrorist organizations and networks can be better understood.   This 

additional knowledge can help in the analysis of and predicting future actions that may 

arise from the terrorist organizations and networks.  Understanding the processes of and 

capabilities of SNA can guide analysts during their research of terrorist networks.  

Finally, previous research conducted on terrorist networks similar to and the same as the 

ones analyzed in this thesis will be discussed as this information will contribute to the 

overall understanding of terrorist networks.        

2.1 Terrorist Organizations 
The organizational framework of a terrorist organization is important for the 

terrorist organization to remain cohesive and operational.  The terrorist’s relationship 

with other terrorists in a terrorist organization is essential for the terrorist organization to 

operate efficiently as individuals tend to trust and rely on individuals that they are closest 

to, like family and close friends (Chaurasia et al. 2012; Kennedy and Weimann 2011).  In 

order for a network to be considered a terrorist network inside an organization the 
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network must have the following characteristics, “an ideology, a hierarchy, and using 

violence and terror for reaching their political aims” (Ozgul 2014).    As indicated by the 

9/11 hijackers, trust among individuals is important for a covert network to remain 

secretive and to carry out the operations the network intends to do (Krebs 2002).  

Discussed below are the characteristics of terrorists, the connectedness of terrorist 

organizations, and the survivability of terrorist organizations.  

2.1.1 Terrorist Characteristics 
According to Victoroff (2005), the terrorists within a terrorist organization are 

usually either “a sponsor, a leader, a member of the executive committee, a middle 

management individual (strategist, recruiter, trainer, or a supplier), a follower (foot 

soldier, technician, researcher, transporter, or a sympathizer), or a lone wolf individual”.  

Currently, the demographics of terrorists from the Middle East have become more 

diverse including young women, married men in their late forties, professionals, and 

university students.  Despite some debate about the financial situation and education level 

of terrorists, there is no indication that terrorism has a direct correlation with poverty and 

low education levels.  Characteristically, there appears to be four attributes that 

characterize terrorists, a strong passion for an ideological issue, limited cognitive 

capability with difficulty in understanding ambiguity, a capability to disregard moral 

principles in order to harm innocent civilians, and personal beliefs that sets an individual 

apart from others, such as an innate personal desire to achieve recognition or the belief 

that the individual has experienced some sort of repression (Victoroff 2005).  While not 

all terrorists have the same characteristics, knowing the typical characteristics of terrorists 
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can aid in the identification of the individuals that might be involved in a terrorist 

organization.                

2.1.2 Organizational Connectedness 
If the terrorist organization is not strongly interconnected, then the terrorist 

network can be divided into different groups within the network with limited 

relationships between groups in the network (Fellman and Wright 2014).  Loosely 

connected networks also tend to be more easily disrupted when an individual leaves the 

network.  However, if the terror organization is highly interconnected then the power of 

an individual is restricted and no individual or small group has complete control of the 

assets in the organization due to many links and relationships.  The interconnectedness is 

typically higher when individuals in a group are linked and there is an overlap in the 

linkages between individuals which causes two linked individuals to be incorporated in 

more social circles (Fellman and Wright 2014).   

2.1.3 Organization Survivability 
 The survivability of a terrorist organization has been found by Blomberg et al. 

(2010) to depend upon a number of factors, including political and socioeconomic.  In 

regards to “one-hit wonders” terrorist attacks where this terrorist attack is the only one 

ever executed by the terrorist organization, an organization is more likely to be active in 

the following year after a terrorist attack the longer the organization has been operational.  

However, if covariates are incorporated with recidivist organizations, an organization has 

a lower probability of operating in the next year the longer the organization has been 

operational.  The “socioeconomic, political, and geographic variables – such as real GDP 
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per capita, size of population, and regional dummies – are important in explain the hazard 

rate”.  The amount of violence of an organization increases the chance that the 

organization will be active in the following year, especially since 1990 (Blomberg et al. 

2010).             

2.2 Terrorist Networks  
 A network is defined as “an association of individuals having a common interest, 

formed to provide mutual assistance, helpful information, or the like” (“network” n.d.).  

A network can be used to characterize a terrorist organization where the nodes in the 

network are the terrorists and the links in the network define the relationship between two 

terrorists (Latora and Marchiori 2004).  Information about the nodes and links in a 

network are often limited in noncomplex networks and there is only a binary relationship 

among the nodes unlike in complex networks where the nodes can be representative of 

many characteristics (Memon 2012).  The binary relationships, along with dichotomous 

relationships, only takes into account the possible relationships of the links (Memon 

2012).  The important parts of the network that describe the functionality of the network 

can be identified by the topology of the network (Latora and Marchiori 2004).  These key 

parts of the network need to be identified and include, the individuals in the network, 

cells, countries, and “resources, events, and tasks” (Carley et al. 2003).  Terrorists in a 

terrorist network tend to be close geographically for logistics and to form a terrorist 

network (Medina and Hepner 2011).  Discussed below are three topics in relation to 

terrorist networks, network nodes, network topology, and network destabilization.    
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2.2.1 Network Nodes 
The nodes in a terrorist network represent many different elements in a terrorist 

organization and its operation, including events, people, and places while also containing 

important information about these elements (Memon 2012).  The nodes with the most 

links are considered the most important in a network and networks will protect the nodes 

with the highest number of links, often identified as a hub (Latora and Marchiori 2004).  

The node with the highest closeness centrality tends to be able to communicate with other 

nodes the quickest due to the close connections to the other nodes (Shaikh and Jiaxin 

2008).  The leaders of the terrorist organization are represented by the nodes at the top of 

a graph and the “foot soldiers” in the network are the nodes at the bottom of the graph as 

indicated by the hierarchical structure of the organization (Memon and Larsen-a 2006).  

The nodes in a network can have unique skillsets or they may have the same skillsets, 

they may be close or have a large distance between them, or be “inclusive or exclusive in 

membership” (Arquilla et al. 1999).  Several events can cause a node to change 

including, the elimination of an individual in a network, recruitment, and changes in tasks 

or technology, and the use and purchase of resources (Carley et al. 2003). 

2.2.2 Network Topology 
Three different types of network structures typical exist including, the chain, all-

channel, and star, hub, or wheel network according to Arquilla et al. (1999).  A chain 

network describes a network where communication across the network must pass through 

the middle nodes and goods, people, and information move through different links 

between individuals.  The all-channel network characterizes a network where all groups 

are linked to one another.  A star, hub, or wheel network is representative of a network 
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where the flow of information and communication between individuals must be routed 

through a central individual (Arquilla et al. 1999).   

Six different types of network topology have been identified by Ozgul (2014).  A 

corporate based terrorist network is typical of terrorist organizations based on 

communities of race, ethnicity, or minorities.  If a terrorist organization has a Marxist 

ideology then the network topology would be like a politburo, central planning 

committee.  Islamic or Middle Eastern based terrorist organizations have a Shure network 

topology.  If it is an international terrorist organization without a specific ideology than 

the network topology is considered multi-cell.  A brokerage like network topology is 

typical of covert organizations or a collection of individuals who work alongside terrorist 

or criminal networks.  Lone wolf terrorist network topology is characteristic of an 

individual who partakes in environmental, radical religious or racists beliefs, or animal 

rights causes and is responsible for everything as they receive no outside assistance 

(Ozgul 2014).        

2.2.3 Network Destabilization 
The destabilization of a terrorist network is one of the main ways to stop future 

terrorist attacks and the proliferation in the number of terrorists around the world.  The 

destabilization of networks is most impacted by the changing of nodes instead of the 

changing of relationships according to Carley et al. (2003).  In particular, personnel node 

changes are the most damaging to a network and are key to the destabilization of a 

network (Carley et al. 2003).  The isolation of individuals in the terrorist network by the 

capturing or killing of the individual or by cutting off all communication to the individual 
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has been identified as a way to disrupt a terrorist network (Tsvetovat and Carley 2003).  

Usually the isolation occurs of important individuals like leaders, skilled individuals in 

the organization, and individuals involved in previous terror attacks (Tsvetovat and 

Carley 2003).  Additional reasons for the destabilization of terrorist networks include, 

“achievement of the cause, organizational disintegration, success, physical defeat by 

government, group abandons terrorist strategy” (Miller 2012).   

The effect of network destabilization can be determined by the difference in the 

operational effectiveness of the network before and after a critical node is removed which 

is critical for network destabilization because the removal of a critical node damages the 

network’s ability to perform, act, and communicate (Carley et al. 2003; Shaikh and Jiaxin 

2008).  The amount of network disruption is dependent upon removing a single 

individual or multiple individuals that have high centrality and are unique (Sparrow 

1991).  Researchers have found three different ways to identify network disruption, 1. the 

amount of information that is transmitted in the network is severely limited, 2. the 

network as a whole cannot reach an agreement, 3. the network cannot complete any tasks 

(Shaikh and Jiaxin 2008).  Although, it is difficult to determine the specific reason that a 

terrorist network is no longer operational due to a combination of influences (Miller 

2012).          

2.3 Terrorist Networks vs. Criminal Networks  
Terrorist networks are considered criminal networks, but there are some key 

differences between them as terrorist networks are ideological and have methods for 

spreading their ideology by the use violence through the use of weapons and have 
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individuals working to help finance the terrorist network so the proper resources are 

available to execute a terrorist attack unlike criminal networks (Ozgul 2014).  Terrorist 

networks intend to stay covert and undetected by government surveillance by gathering 

and communicating in secret (Ozgul 2014).  Lastly, governments and non-governmental 

organizations support terrorist networks and with this support, terrorist networks can 

reach their objective by utilizing the government’s assets (Ozgul 2014).  In regards to the 

inspiration of terrorist and criminal networks, criminal networks focus on profit returns 

economically while terrorist networks focus on “the destabilization of political, 

constitutional, economic, or social structures” (Ozgul 2014).  Terrorist and criminal 

organizations alike though “are increasingly able to cross borders, engage in fluent 

relationships, and ‘swarm their objectives to achieve goals’” (Lindelauf et al. 2011).                 

SNA has played an important part in the analysis of and destabilizing criminal 

and terrorist networks (Masys 2016).  Individuals, terrorists, participate in terrorist 

attacks, but an organization typically is involved in the preparation, coordination, and 

execution of a terrorist attack while co-offenders typically commit a crime (Miller 2012).  

Criminologists have not been able to identify any patterns of operations for gangs or 

criminal groups over time by studying co-offending networks which has restricted the 

application of co-offending studies to terrorist networks (Miller 2012).  Individuals not a 

part of a terrorist group but a part of a criminal organization typically do not have strong 

discipline within the organization, are typically just friends or a group of friends, do not 

consider fellow individuals as a part of the organization, and carry out criminal actions at 

their choosing (Ozgul et al. 2008). A large portion of research though on crime and 
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terrorism has been focused on examining an individual’s conduct rather than a network’s 

conduct (Miller 2012).   

2.4 Geospatial and Temporal Impacts on Terrorism  
Terrorism can be impacted by “contagion”, meaning that the time and place of 

past terrorism events can influence future terrorism events inside one country (Krieger 

and Meierrieks 2011).  Studies have found that for a country close to another country that 

is impacted by terrorism, the chance of a terrorist attack occurring in that country is 

“substantially more likely” (Krieger and Meierrieks 2011).  Thus, the further the distance 

between countries, the lower the chance of a terrorist attack occurring (Krieger and 

Meierrieks 2011).  Also, the location of a country in the world can impact the chances of 

a terrorist attack occurring in the country as terrorist attacks are more likely to occur in a 

country in a region where terrorist attacks are common (Krieger and Meierrieks 2011).  

In regards to time, a study found that past terrorist events can forecast the occurrence of a 

terrorist attack in the current timeframe (Krieger and Meierrieks 2011).  In addition, 

evolving terrorist organizations in an adjacent country can learn and benefit from terrorist 

organizations in neighboring countries while reducing operating costs as well (Krieger 

and Meierrieks 2011).  Finally, since terrorists can live and operate across wide 

geographic areas over long time periods, the investigation into terrorist attacks requires 

the investigators to focus on individuals who might live in different places and while 

possibly participating in terrorist attacks at different times (Chen 2007).                           
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2.5 Social Network Analysis  
Stanley Milgram’s experiment in 1967 to gain knowledge about how individuals 

are associated with each other was the start of SNA (Ressler 2006).  The study of terrorist 

networks utilizing SNA started before the 9/11 attacks in a book titled Networks and 

Netwars: The future of terror, crime, and militancy published by the RAND Corporation 

in 2001 and authored by John Arquilla and David Ronfeldt which indicated that terrorist 

organizations are starting to utilize network philosophies (Ressler 2006).  A social 

network in general is considered “a finite set or sets of actors and the relation or relations 

defined on them where individuals are reduced to nodes, and their relationship to links 

(or lines)” (Koschade 2006).  The premise of SNA is that the links between each node in 

a network are intricate, but comprehensible to create a network (Ressler 2006).  SNA is 

used to outline and calculate statistics on networks and organizations by “connecting the 

dots” and concentrates on understanding the pattern of individuals’ connections to help 

forecast actions and decisions in a network (Koschade 2006).  By understanding and 

foreseeing the actions and decisions made by individuals in a network, the influence of 

individuals in the network can be understood (Koschade 2006).  SNA also helps to 

understand the structure of the network which indicates the network’s shape (Medina and 

Hepner 2008).  Due to the individuals in a terrorist organization living in different places 

around the world with a diverse socio-economic background, SNA can be applied better 

to terrorist organizations than nation-state organizations with a typical hierarchical 

structure (Ressler 2006).  Common issues associated with data collection for SNA and 

SNA measurements are discussed below.     
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2.5.1 SNA Data Collection Issues  
As during any research process, incomplete data and issues often occur and SNA 

is no different.  As Krebs (2002) noted during his research of the 9/11 terrorist network, 

three issues arose, “incompleteness, fuzzy boundary, and dynamic” (Chaurasia et al. 

2012).  The first issue, incompleteness, is a result of researchers not identifying 

individuals and relationships among individuals (Chaurasia et al. 2012).  The second 

issue, fuzzy boundary, arose because it is hard to identify the individuals that are in the 

network and those that are not in the network (Chaurasia et al. 2012).  The third issue, 

dynamic, arose as new individuals are included in the network, individuals are removed 

from the network (Chaurasia et al. 2012).   

2.5.2 SNA Common Measurements 
Centrality measures are often used in SNA to determine the importance of a node 

in a network (Qin et al. 2005).  Some of the most widely used centrality measures are 

degree, closeness, and betweenness (Qin et al. 2005).  The node degree is the number of 

edges incident to it and helps to detect leaders of the network (Qin et al. 2005; Shaikh et 

al. 2007).  The closeness centrality determines the distance of one node to all the other 

nodes in the network, and individuals with a low closeness centrality are considered on 

the fringe of the network; in illegal networks though these individuals could be the 

leaders (Shaikh and Jiaxin 2008; Shaikh et al. 2007).  The betweenness centrality 

“measures the extent to which a particular node lies between other nodes in a network” 

and can identify individuals in the network who are considered “gatekeepers” that assist 

in the planning of terror activities (Qin et al. 2005; Shaikh et al. 2007).  Another 

important centrality measure is the eigenvector centrality which ranks the nodes by 
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calculating the value of a node based on the value of the node’s neighbors (Shaikh and 

Jiaxin 2008).   

Network topological analysis utilizing statistics is commonly used in SNA to 

identify the structure of a network and this is accomplished by using three models, scale-

free model, random graph model, and small-world model (Qin et al. 2005).  The scale-

free model resembles the power-law distribution because a large number of nodes in the 

network have a small number of connections while a few nodes have a large number of 

connections (Qin et al. 2005).  The scale-free model is used in this thesis, as indicated in 

section 5.3, to identify the resiliency of a terrorist network.  For the random graph model, 

the probability p indicates the connection between two random nodes in a network while 

the number of connections for each node are similar and the Poisson distribution guides 

the degree distribution of the network where the highest value is at the average degree 

(Qin et al. 2005).  The small-world model indicates that networks have relatively short 

links between individuals and have a high clustering coefficient (Watts and Strogatz 

1998).                          

2.6 Analysis of Terrorist Networks 
Previous work has been completed on understanding the structure of terrorist 

networks in different ways.  The terrorist networks included in this analysis and described 

in subsections 2.6.1 – 2.6.5 below are the 9/11 terrorist network, two terrorist networks in 

Spain, terrorist organizations involved in terrorist attacks that are included in the 

JJATTD, the Jemaah Islamiyah terrorist organization, Al-Qaeda, Hamas, and a network 

in “East Turkistan”.  As the subsections detail below, researchers have mainly focused on 
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the development and evolution of and the characteristics of the structure of terrorist 

networks, the node characteristics in a terrorist network, and the elimination and 

replacement of key individuals in a terrorist network, while not focusing on the structure 

of terrorist networks after a terrorist attack. 

2.6.1 The 9/11 Terrorist Network (2001)       
The 19 hijackers involved in the 9/11 terrorist attacks in the United States had 

strong relationships among each other that developed when they attended terrorist 

training camps in Afghanistan and by attending the same school, residing together, and 

by sharing family ties (Krebs 2002).  The terrorists developed trust through these 

relationships, as is typical with other terrorist groups, which is needed to be operational 

effective.  The network was designed so that if an individual was removed from the 

network then the network disruption would be limited and typically, individuals would be 

at least two links away from one another.  Krebs believes the connections among 

individuals were concentrated around the pilots.  Osama bin Laden even described the 

9/11 network structure in a video as, “those who were trained to fly didn’t know the 

others.  One group of people did not know the other group” (Krebs 2002). 

The 9/11 terrorist network had 19 members with 54 links out of a possible 342 

between the members and a network density of 16% which indicates the connectedness 

of the network (Krebs 2002; Helfstein and Wright 2011).  The mean path length, the 

number of links between two nodes, for the entire network was 4.75 and the clustering 

coefficient, “the average cliquishness of the nodes in the network”, is 0.41 (Krebs 2002; 

Latora and Marchiori 2008).  These results indicate that the 9/11 terrorist network and 
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Osama bin Laden was more concerned about keeping the network covert while being less 

operationally effective (Krebs 2002).   

The node and network characteristics of the larger network that includes 

supporting individuals in terms of finance and skills were also examined (Krebs 2002).  

Krebs (2002) found that this larger network includes 37 members, 170 out of a possible 

1,332 links, and a density of 13%.  Mohamed Atta, widely considered the leader of the 

9/11 terrorist network, had the highest degree and closeness centrality and the second 

highest betweenness centrality.  Nawaf Alhazmi had the highest betweenness centrality 

and the second highest closeness centrality.  The overall network had a mean degree 

centrality of 0.128, a mean betweenness centrality of 0.046, and a mean closeness 

centrality of 0.393 (Krebs 2002).   

Using the network built by Krebs (2002), the efficiency of the 9/11 network after 

the removal of a node was examined by Latora and Marchiori (2004).  The efficiency of a 

network is intended quantify how nodes in a network communicate with one another as 

the critical nodes in a network are important for the network to operate proficiently and 

the importance of a node can be identified based on the drop in performance of the 

network (Latora and Marchiori 2004).  The efficiency of the overall 9/11 terrorist 

network on a scale from zero to 1, including the 19 hijackers and 15 acquaintances, was 

0.5047 (Latora and Marchiori 2004).  Mohamed Atta had connections with 16 other 

individuals in the network and his removal had the greatest impact on the efficiency of 

the network as the efficiency of the network decreased by 0.150 to 0.4291; hence, 

Mohamed Atta was considered the most critical individual in the network which has been 
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confirmed by other network metrics (Latora and Marchiori 2004; Krebs 2002).  Salem 

Alhazmi could be considered the second most important person in the 9/11 terrorist 

network as the second largest efficiency drops down 0.112 to 0.4484, of the network 

would occur with his removal (Latora and Marchiori 2004).   

2.6.2 Terrorist Networks in Spain 
The Spanish Islamist terrorist networks involved in Operation Dátil, 2001, and the 

2004 Madrid, Spain train bombings were analyzed to understand the philosophy of the 

elimination of leadership by “large-N cross-sectional research” (Zech 2016).  The 

terrorist network involved in the 2004 Madrid, Spain train bombings developed from the 

collapse of the Yarkas terror group, the target of Operation Dátil, which left a “power 

vacuum” in Madrid’s radical Islamist community that allowed for the development of the 

network involved in the train bombings to continue to participate in violence for the 

promotion of radical Islamist ideas.  While the dismantling of the Yarkas group and al-

Qaeda in Spain stopped communication and financial support from the main al-Qaeda 

group, an Islamist terror network formed in its place (Zech 2016).   

Zech (2016) studied the Islamic terrorists involved in these networks in Spain for 

a 10-year period to detect the social network framework and “relational variables” of the 

terrorists.  The results indicated that small groups form in networks around individuals 

that have a specific role in the network based on their job and certain individuals were in 

positions of leadership and had more power, and if the small groups are connected with a 

limited number of links by primary individuals in the network terrorist attacks like the 

2004 Madrid, Spain train bombings are possible.  The 2004 Madrid, Spain train 
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bombings terrorist network had four small groups form based on four roles, “ideological 

inspiration, an operations group to carry out the attack, financial support, and material 

provision of weapons”.  As previous studies have found that eliminating key individuals, 

e.g. leaders, will help in the prevention of terrorist attacks from occurring, the author 

stated that as was the case with the Yarkas group, leadership elimination, despite a 

reduced ability to operate, can allow individuals with a low rank to foster and develop 

their own network and carry out attacks.  Zech (2016) suggests that working with and 

offering support to moderate individuals by encouraging them to take places in the terror 

networks to prevent radicals from filling those spots as non-military options may help 

prevent future terrorist attacks.   

2.6.3 John Jay & ARTIS Transnational Terrorism Database 
Six of the terrorist networks included in the JJATTD were examined to gain a 

better understanding of terrorist attack networks (Helfstein and Wright 2011).  These 

terrorist networks are the 2000 Philippines Ambassador Residence bombing in Jakarta, 

Indonesia, the 2000 Christmas Eve bombings in Indonesia, the 2002 Bali, Indonesia 

bombings, the 2004 Australian Embassy bombing in Jakarta, Indonesia, the 2004 Madrid, 

Spain train bombings, and the 2005 Bali, Indonesia bombings.  Many different measures 

were applied to learn about these terrorist attack networks including, using the Lorenz 

Curve rule for determining the distribution of connections in a terrorist network, 

calculating the density, connectedness, of the networks when the attack was executed and 

over time, the Exponential Random Graph Modeling (ERGM), and the transformed log 

odds coefficient (Helfstein and Wright 2011).   
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Helfstein and Wright (2011) first examined the distribution of connections in the 

networks using the Lorenz Curve and applying two rules: the 80/20 rule and the 50/20 

rule.  The 80/20 rule implies that 80% of the connections should be represented by no 

more than 20% of the cell members.  The 50/20 rule is similar in that 50% of the 

connections should be represented by no more than 20% of the cell members.  The 

network can satisfy the rule requirements by having its Lorenz Curve cross into the 

interval between 50% and 80% on a graph (Helfstein and Wright 2011). An example of 

what a Lorenz Curve is along with 80/20 and 50/20 rules is shown below in Figure 1 

where the black rectangle encloses the area between 50% and 80% of the edges and less 

than 20% of the nodes: 

 

 
Figure 1 Lorenz Curve and 80/20 and 50/20 Rules Example 
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None of the networks pertaining to the six terrorist attacks satisfied the 80/20 rule or the 

50/20 rule (Helfstein and Wright 2011).  Hence, all of the attack networks did not contain 

any of the power-law distribution propensities, and did not in the final stage of growth 

contain the emergent characteristic typical of fully developed scale-free networks 

(Helfstein and Wright 2011).   

The densities, connectedness, of the six terrorist networks studied differed greatly 

for the different terrorist attacks and over time (Helfstein and Wright 2011).  The density 

of all the networks were all greater than the minimum threshold, the chain density value 

which is the minimum number of connections between individuals in the network which 

forms a chain-like structure.  The density of the terrorist network involved in the second 

Bali, Indonesia attack was fairly low at the beginning, but once the attack occurred the 

density was twice the minimum threshold.  The Australian Embassy terrorist network 

density eventually became three times as dense as the threshold minimum despite the 

density being relatively low at the beginning.  The Madrid train bombing terrorist 

network’s density started relatively low at the beginning as well, but was eventually five 

times denser than the minimum threshold.  As a whole, the density of the networks were 

typically three or four times higher than the minimum threshold, and the densities 

increased over time which suggests that terrorist networks do not necessarily decrease 

their connectedness or become particularly worried with OPSEC as their attack time 

approaches (Helfstein and Wright 2011).   

 The ERGM was used to determine if the characteristics typical of scale-free, 

where there are a few individuals in the network with many connections, and OPSEC 
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models were statistically significant (Helfstein and Wright 2011).  The ERGM uses the 

Monte Carlo Markov Chain method to evaluate the differences of an actual network and a 

set of networks that are simulated to duplicate the real actual one (Helfstein and Wright 

2011).  As it relates to scale-free networks, the results for preferential attachment, which 

decides which nodes will be linked to the new node, are only significant for two of the 

networks, the first Bali, Indonesia bombings network’s coefficient is negative and the 

coefficient for the network responsible for the Christmas Eve bombings in Jakarta, 

Indonesia is positive; the other networks’ coefficients are not statistically significant and 

do not indicate a scale-free network (Helfstein and Wright 2011; Barabási et al. 1999).  

For team formation, an indication of OPSEC, all six of the networks were statistically 

significant with p values <0.001 and five of the networks have positive coefficients with 

the exception of the network involved in the first Bali, Indonesia bombings (Helfstein and 

Wright 2011).   

The transformed log odds coefficients help determine how close the approximated 

values are to random chance (Helfstein and Wright 2011).  In regards to preferential 

attachment, there was no statistical significance in regards to four of the terrorist 

networks so these networks do not have a scale-free structure, while the first Bali, 

Indonesia bombing network had a preferential attachment close to zero and the Christmas 

Eve bombing network had a preferential attachment essentially equal to one.  In relation 

to team formation, five of the networks had characteristics of the possibility of team 

formation and a lack of OPSEC, with the network responsible for the bombing of the 
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Philippine Ambassador residence having the highest odds of predictability, while the first 

Bali, Indonesia odds did not indicate team formation (Helfstein and Wright 2011).   

As a whole, the results from the network measures calculated by Helfstein and 

Wright (2011) suggest that the networks typically were not particularly concerned about 

OPSEC nor did their structure tend to be scale-free.  The skillsets possessed by the 

terrorists should affect the network structure in regards to OPSEC as individuals with an 

education and skillset tend to take OPSEC more seriously in regards to their network 

structure compared to individuals that are not as skilled or educated.  The density of 

networks with individuals that have more education and better jobs is typically smaller 

(Helfstein and Wright 2011).   

2.6.4 Case Studies of Prominent Terrorist Networks  
Research was conducted to analyze terrorist networks of a small-scale by 

analyzing the terrorist network of Jemaah Islamiyah that was active in 2002 in Bali, 

Indonesia and participated in the Bali 2002 bombings of a bar and nightclub (Koschade 

2006).  Koschade (2006) proposed a simple method to be used in intelligence analysis 

that maintains SNA doctrine.  The steps involved include, “(1). contextual background, 

(2).  relational data, codification, and visualization, and (3). network characteristics” 

(Koschade 2006).   

The Jemaah Islamiyah terrorist organization developed from a separatist 

movement called Darul Islam in Indonesia in the late 1980s (Koschade 2006).   Before 

the bombing occurred in Bali on October 12th, Koschade (2006) examined the 

relationships between the 17 members of the terror cell between October 6th and 11th 
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2002 using various metrics for analyzing terrorist networks characteristics.  The density 

of the terrorist network, 43.38%, shows that the group chose to be efficient while limiting 

their ability to be covert.  The density score was largely influenced by the Team Lima 

and bomb making groups.  The density score and a relatively high degree of connexion, 

“the average number of relations each member has with other members of the network”, 

6.941, indicates that if one member of the cell was identified, other members could be 

identified as well.  In addition, the structure of the network allows for the loss of a few 

members while maintaining operational capabilities.  The centrality scores of this network 

indicate that Samudra, the field commander, had the most power, centralization in the 

network, and accessibility to others while also controlling the flow of information in the 

network; the node that represents Samudra is similar to a network hub in a star network.  

The second highest centrality score belonged to a member of the team named Idris, who 

was a logistics commander.  The individuals with the lowest centrality scores were on the 

edge of the network and would only be used if called upon (Koschade 2006).   

The results indicate as well that Samudra was the individual whose capture could 

have caused Team Lima, composed of the suicide bomber and individuals ready to 

provide assistance if needed, to be cut off from the rest of the network as the network 

would lose the most connected individual in the network (Koschade 2006).  Furthermore, 

if Samudra and Idris were both eliminated from the network then the terror cell might not 

be operable.  It should be stated though that covert networks in some instances can 

withstand the removal of a node from the network and maintain operational effectiveness 

(Koschade 2006).              
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Carley (2004) indicated that the central group of Al-Qaeda was structured as a 

combination of cells such that each contain multiple skillsets.  Al-Qaeda forms 

connections with other terrorists groups by penetrating them and influencing them to be 

like the central members of Al-Qaeda and providing support if they follow the protocols 

that the central members do.  The cells of Al-Qaeda could provide their own operational 

support like money and organization, while other cells help provide services that are 

important for operational success.  The relationships between cells tends to be at the 

leadership level and communication tends to flow freely inside of the cells (Carley 2004).     

Carley (2004) also measured the degree centrality and cognitive demand, the time 

required for them to complete tasks, exchange information with other members, etc., of 

each individual in Al-Qaeda and the overall network complexity, the “density of overall 

meta-matrix number of ties divided by number of potential ties”, of Al-Qaeda.  The 

results of the analysis show that Osama bin Laden was the individual with the largest 

degree centrality and cognitive demand while the network had a low density and the 

overall complexity was marginally higher than normal.  The network complexity 

indicates that the network was strongly interconnected and might be susceptible to 

thinking as a whole and not individually (Carley 2004).   

In addition, Carley (2004) used DyNet, “a multi-agent network simulation tool”, 

to model how the Al-Qaeda network changes over time and what the impact would be if 

an individual is isolated from the network.  The DyNet results indicate that many 

members of Al-Qaeda could have assumed the leadership position as they had a high 

cognitive demand.  The results indicate that Al-Qaeda, compared to Hamas, another 



27 
 

terrorist group, would perform better over time.  Contrarily, the model results indicated 

that Al-Qaeda’s performance decreased once the top leader was removed.  Finally, the 

model results indicated that the performance of Al-Qaeda would decrease and then 

rebound if any particular individual was separated from the network (Carley 2004).        

In conjunction with the study of Al-Qaeda, Carley (2004) also performed an 

extensive study of the Hamas terrorist group in a similar vein.  The Hamas terrorist 

group’s framework was rigid and similar to a matrix with different sections divided by 

role and region at the time of the author’s study.  Hamas was divided up into the 

following sections, “internal security, popular uprising, suicide bomber group, 

professional killer group, and an infrastructure group that is often composed of domestic 

finance, domestic recruiting, and religious activities” where the leader of each cell was in 

communication with the headquarters in Gaza or West Bank (Carley 2004).   

Carley (2004) also measured the degree centrality and cognitive demand of each 

individual in Hamas and the overall network complexity of Hamas.  The results show that 

Sheik Ahmed Yassin, the head of Gaza, was the individual with the largest degree 

centrality and Rantissi, responsible for the operations in Gaza, was the individual with the 

largest cognitive demand while the network had a low density and the overall complexity 

was marginally less than normal.  The network complexity indicates that there was the 

possibility of missing data and the cells in the network provided their own guidance 

(Carley 2004).   

Similarly to the Al-Qaeda study, the DyNet model was used to model how the 

Hamas network changes over time and what the impact would be if an individual is 



28 
 

isolated from the network (Carley 2004).  The results indicate that Hamas, compared to 

Al-Qaeda, would perform worse over time.  However, better performance of Hamas 

would occur once a leader was separated from the network and considering that many of 

the top individuals in Hamas are more combative than Yassin, an increase in aggression 

towards others could occur.  Based on the results from DyNet, the most likely 

replacement of Yassin would be Rantissi, but the replacement could also be Khaled 

Meshaal, the political leader of Hamas.  Compared to Al-Qaeda’s performance once its 

top leader was removed, the modeled performance of Hamas once its top leader was 

removed was better.  The performance of Hamas would also be decreased if mid-ranking 

individuals, like regional and operational leaders, were separated from the network 

(Carley 2004).   

2.6.5 East Turkistan Network  
Data on the “East Turkistan” terrorists and their respective network that 

conducted terrorist attacks from October 1, 1949 to October 1, 2012 were collected and 

organized using websites of media organizations and official Chinese government 

agencies’ websites (Fu et al. 2014).  Two networks types were constructed in this study, 

one-mode and bipartite networks, to understand the activities of the “East Turkistan” 

network.  The one-mode terrorist network was constructed using terrorist connections, 

and the bipartite network was constructed using the connections between the terrorists 

and terrorist organizations and is made up of two node types where there nodes of the 

same type are not connected.  Fu et al. (2014) used methods similar to the ones used in 
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this thesis to accurately identify important individuals, subgroups, and communities in 

the “East Turkistan” network.   

 The study by Fu et al. (2014) made some noteworthy observations about the East 

Turkistan network.  For the one-mode network, the prominence of each node was 

determined from the centrality measures that were used including, the degree, 

betweenness, and closeness centralities.  Also, the prominence of each node in the meso-

scale within a community was determined using spectrum analysis since understanding 

the framework of a community can lead to a better understanding of the framework of 

networks (Fu et al. 2014).   

Fu et al. (2014) also determined that the framework of a community will not be 

clear if a central node is removed, but the framework of the community will be noticeable 

if a bridge node is removed.  The communities within the terrorist network were analyzed 

with the algorithm of Weighted Extreme Optimization and the results indicated that five 

communities made up the “Eastern Turkistan” network and that a high density exists for 

edges of intra-community and a low density exists for edges of inter-community (Fu et al. 

2014).   

For the bipartite network, the centrality analysis and clustering coefficient was 

conducted using the degree, betweenness, and closeness centrality measures to determine 

the importance of each node in the network (Fu et al. 2014).  The results indicate, 

according Fu et al. (2014), that centrality measures and the clustering coefficient can be 

used to identify the prominent nodes as the metrics take a different approach, but the 

results are very similar and complementary.  Explicitly, the results from the clustering 
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coefficient are different from the degree and betweenness centralities.  In addition, the 

authors identified the framework of communities in the network using a partition 

algorithm to calculate the edge clustering coefficients.  Two communities with a unique 

individual centered in each community and connected by a bridge node were identified in 

the terrorist network using the edge clustering coefficient (Fu et al. 2014).   

2.7 The Emerging Research Need 
As indicated by the previous studies, research has been conducted to analyze the 

efficiency, connectivity, resiliency, and OPSEC of terrorist networks.  However, this 

thesis will expand upon this work as not all of the quantitative measures used in this 

thesis have been calculated over time for all the terrorist networks and terrorist network 

time series that are included in this thesis.  Specifically, the previous research did not 

analyze the characteristics of the terrorist networks after a terrorist attack while this thesis 

focuses on the post attack characteristics of the terrorist network by comparing and 

contrasting the network’s operational measures before and after an attack.  In addition, 

this thesis examines how the quantitative measures calculated for the terrorist networks in 

different parts of the world compare which previous research has not addressed.  These 

emerging needs identified from the literature review form the basis for what this thesis 

seeks to address.                      
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CHAPTER 3: RESEARCH HYPOTHESIS           

3.1 Hypotheses 
Overall, the quantitative measures calculated in this thesis are expected to show 

changes and patterns among the characteristics of the terrorist networks over time.  

During the developmental phase of the terrorist network, it is anticipated that there will 

be an increase in three of the quantitative measures, efficiency, connectivity, and OPSEC, 

leading up to the terrorist attack.  After the terrorist attack, the results should show a 

decrease in the efficiency, connectivity, and OPSEC of the terrorist network.  Also, the 

terrorist networks are expected to be scale-free, meaning that the terrorist networks are 

resilient, can withstand the loss of a node(s) in the network, and have central individuals 

that have many connections to other nodes in the network while the other nodes are 

different from one another (Barabási and Bonabeau 2003).  Therefore, in regards to the 

terrorist networks involved in a specific terrorist attack, the first hypothesis (H1), as 

described in Table 1, in this thesis is:  

H1: The terrorist network’s efficiency, connectivity, and OPSEC will increase 

leading up to the terrorist attack, after the terrorist attack the network’s efficiency, 

connectivity, and OPSEC will be reduced, and the terrorist networks will be 

considered resilient.       

In regards to the two terrorist network time series examined, the quantitative 

measures calculated for each network are expected to show changes and patterns over 
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time.  Leading up to a terrorist attack the efficiency, connectivity, and OPSEC are 

expected to increase, decrease after the terrorist attack, and then increase again leading up 

to the next terrorist attack.  The terrorist networks are also expected to be scale-free, 

resilient.  For the terrorist network time series, the second hypothesis (H2), as described 

in Table 1, in this thesis is that:  

H2: Over time there will be an increase in the efficiency, connectivity, and 

OPSEC of a terrorist network leading up to a terrorist attack, after the terrorist 

attack there will be a decrease in the efficiency, connectivity, and OPSEC, but an 

increase would soon occur leading up to the next terrorist attack if the terrorist 

network is participating in it.  For resiliency, the terrorist network time series are 

expected to have a scale-free network meaning that the terrorist networks are 

resilient and can withstand the loss of a node(s) in the terrorist network.              

In regards to the geographic comparison of the terrorist network characteristics, 

the characteristics of the terrorist networks should be similar to the characteristics of the 

terrorist networks that operated in the same country or continent.  As indicated by the 

previous research conducted by Krieger and Meierrieks (2011) on the geospatial impacts 

on terrorism, geography can impact the occurrence of terrorist attacks and that terrorist 

organizations can benefit operationally from terrorist organizations nearby (Krieger and 

Meierrieks 2011).  Therefore, the third and final hypothesis (H3), as shown in Table 1, is 

that: 

H3: The efficiency, connectivity, resiliency, and OPSEC of terrorist networks 

geospatially nearby, whether they operated in the same country or on the same 



33 
 

continent, will be more similar than the terrorist networks a further geographic 

distance away.      

 

Table 1 Hypotheses   

H
yp

ot
he

si
s  

 
 
Data 

 
 
 
Method 

H1  Terrorist Networks for the: 
Philippines Ambassador Residence 
Bombing, 2000; Christmas Eve 
Bombings, Indonesia, 2000; the 
Hamburg, Germany 9/11 Cell, 2001; 
Bali, Indonesia Bombings, 2002; 
Madrid, Spain Train Bombings, 
2004; Australian Embassy Bombing 
Jakarta, Indonesia, 2004; Bali, 
Indonesia Bombings, 2005 

Calculate the network-level quantitative 
measures.  Identify the year of the 
terrorist attack to determine if there is an 
improvement leading up to the terrorist 
attack and a reduction afterwards for 
thee quantitative measures.  Calculate 
the Lorenz Curve for each terrorist 
network to see if it meets the 80/20 or 
50/20 rules.     

H2 The Jemaah Islamiyah Terror 
Network, Indonesia; November 17 
Organization, Greece 

Calculate the network-level quantitative 
measures.  Identify the years of the 
terrorist attacks to determine if there is 
an improvement leading up to a terrorist 
attack, a reduction afterwards, and 
followed by an improvement if the 
terrorist network is executing another 
terrorist attack.  Calculate the Lorenz 
Curve for each terrorist network time 
series to see if it meets the 80/20 or 
50/20 rules. 

H3 Terrorist Networks for the: 
Philippines Ambassador Residence 
Bombing, 2000; Christmas Eve 
Bombings, Indonesia, 2000; the 
Hamburg , Germany 9/11 Cell, 2001; 
Bali, Indonesia Bombings, 2002; 
Madrid, Spain Train Bombings, 
2004; Australian Embassy Bombing 
Jakarta, Indonesia, 2004; Bali, 
Indonesia Bombings, 2005 

Compare the results of the four 
quantitative measures calculated for 
each of the terrorist networks to the 
other terrorist networks’ quantitative 
measure results based on the geographic 
location of the terrorist network.        
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3.2 Approach               
The network’s efficiency, connectivity, resiliency, and OPSEC, can provide 

information about the ability of a terrorist network to execute attacks, communicate, 

maintain the functionalities of the network, and stay secure with an ever changing 

network structure.  Also, by examining the network characteristics over time it will be 

possible to identify the changes of the characteristics of a terrorist network before and 

after a terrorist attack perpetrated by the terrorist network.  The characteristics of the 

terrorist networks will be compared geographically as well to determine if the location of 

the terrorist network had any impact of the terrorist network to operate and remain 

secure.  Seven unique terrorist networks that were involved with executing or planning a 

terrorist attack will be analyzed along with two time series of terrorist networks.       
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CHAPTER 4: DATA 

The JJATTD provides a comprehensive dataset of terrorist networks with the 

terrorist network data spanning before and after the terrorist(s) attacks perpetrated by the 

terrorist network or terrorist network time series, unlike other terrorist network data 

available, which makes the JJATTD data ideal for this thesis.  The data used in this thesis 

from the JJATTD contains seven terrorist networks that were involved in terrorist attacks 

throughout Europe and Southeast Asia from 2000-2005; the London Vivace bombing cell 

was not included in this thesis due to not executing a terrorist attack (John Jay College of 

Criminal Justice 2009).  In addition, the JJATTD produces a time series of an Indonesian 

terrorist group, Jemaah Islamiyah Terrorist Network, that executed five terrorist attacks 

throughout Indonesia and a time series of a terrorist group in Greece that carried twelve 

terrorist attacks in Greece (John Jay College of Criminal Justice 2009).  The data 

included in JJATTD includes relationships among individuals involved in Islamic 

terrorism and the background and individual characteristics of these terrorists (Helfstein 

and Wright 2011).  This data was gathered from “… field-based interviews, expert 

analysis, court records, and other open sources” (Helfstein and Wright 2011).  In total, 

more than 2,000 Islamic terrorists are included in the database throughout Europe, the 

Middle East, and Southeast (Helfstein and Wright 2011).  The data characteristics and 

each terrorist network pertaining to the terror attacks will be discussed in more detail 
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below.  For this chapter, unless otherwise specified, the John Jay College of Criminal 

Justice (2009) is the data source for the terrorist networks and terrorist network time 

series derived from the JJATTD.  The network visualization figures in this chapter were 

produced using Gephi and the red numbers are the node’s id given by the researchers at 

the John Jay College of Criminal Justice (Bastian et al. 2009).                     

4.1 Data Characteristics  
The data the researchers compiled for the JJATTD includes, if available, for each 

terrorist attack an individual denoted by an ID, the year the association between two 

individuals began and ended, the relationship between two individuals, the type of 

association between the two individuals for each year or time period in the time series of 

the terrorist network, the date each individual was arrested, released, or died, and for each 

year or time period in the time series if the individual was dead, in custody, or free.  In 

addition, the researchers compiled as much socio-demographic data about the individuals 

as possible including their date and place of birth, their family and relationship status, 

their education, their employment status, and the individual’s role in the operations that 

they partook in.  Table 2 summarizes the key characteristics of the terrorist networks and 

terrorist network time series analyzed in this thesis including the starting and end time period 

of the recorded data for each network and the maximum number of nodes and edges in a 

particular time period for each network.  The map in Figure 2 produced using ESRI’s 

ArcMap shows the geographic locations where each of the terrorist networks operated.       
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Table 2 Key Characteristics of the Terrorist Networks and Terrorist Network Time Series 

Terrorist Network Dataset Source Start 
 

End 
Max 

Nodes 
Max 

Edges 
The 2000 Philippines 

Ambassador Residence 
Bombing, Jakarta, Indonesia JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 2007 16 69 

The 2000 Christmas Eve 
Bombings, Indonesia JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 2007 45 233 

The 2001 Hamburg, Germany 
9/11 Cell JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 

2nd  
Half 
2006 30 89 

The 2002 Bali, Indonesia 
Bombings JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 2007 27 156 

The 2004 Madrid, Spain Train 
Bombings JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 

1st 
Half 
2005 45 183 

The 2004 Australian Embassy 
Bombing, Jakarta, Indonesia JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 2007 27 112 

The 2005 Bali, Indonesia 
Bombings JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1990-
1994 

1st 
Half 
2006 27 90 

The Jemaah Islamiyah 
Terrorist Network, Indonesia JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1985-
1989 2006 87 330 

The November 17 
Organization, Greece JJATTD 

John Jay College 
of Criminal 
Justice 2009 

1975-
1983 

2nd 
Half 
2002 18 46 
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Figure 2 Map of the Geospatial Locations of the Terrorist Networks 

 

4.2 Terrorist Networks  
The seven terrorist networks throughout Southeast Asia and Europe compiled by 

the researchers at JJATTD that participated in a terrorist attack, either a bombing or the 

9/11 terrorist attacks, are described below including, the characteristics of each terrorist 

network and the actual terror attack itself.        

4.2.1 The 2000 Philippines Ambassador Residence Bombing, Jakarta, 
Indonesia  

The Philippines Ambassador residence was bombed on August 1, 2000 in Jakarta, 

Indonesia.  A car bomb located outside of the gate to the Ambassador’s residence killed a 
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nearby woman and a security guard while another 20 individuals were wounded in this 

attack (Esmaquel ll 2016; The Wall Street Journal 2000).  The Philippine Ambassador 

and his driver were injured in the attack and hospitalized, but both survived the attack 

(The Wall Street Journal 2000).  The Jemaah Islamiyah terrorist organization was 

responsible for this car bombing (Esmaquel ll 2016).   

The JJATTD identified 16 individuals in the terrorist network that carried out this 

bombing.  The connections between individuals in the terrorist network began between 

1985 and 1989 and ended in 2007, when the time series of recorded data ended and seven 

years after the bombing.  Five individuals in the terrorist network were siblings where 

their association began at birth and ended in 2002, and four individuals were in-laws.  In 

2007 at the end of the time series, seven individuals were free, one individual was dead, 

and eight individuals were captured.  In Figure 3, a graph displays the number of nodes 

and edges over time in the terrorist network, and a visualization of the network in 2000, 

the year when the terrorist attack occurred, is shown in Figure 4.    
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Figure 3 The Number of Nodes and Edges Over Time for the 2000 Philippines Ambassador Residence 

Bombing, Jakarta, Indonesia  
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Figure 4 Network Visualization in 2000 of the 2000 Philippines Ambassador Residence Bombing, 
                Jakarta, Indonesia 

 

4.2.2 The 2000 Christmas Eve Bombings, Indonesia 
The Christmas Eve bombings in Indonesia occurred on December 24, 2000.  The 

terrorists targeted 24 different Christian churches throughout Indonesia in Jakarta, 

Pekanbaru, Sukabumi, and Mojokerto (BBC News 2000; Lumpkin 2006).  Christmas 

packages sent to priests in Medan contained bombs as well (BBC News 2000).  Nineteen 

individuals died during the attack and 120 individuals suffered injuries (Lumpkin 2006).  

The Jemaah Islamiyah terrorist organization was the main group responsible for the 

bombings (Lumpkin 2006).   

The JJATTD includes 45 individuals in the terrorist network that were responsible 

for these bombings.  The associations between the individuals in this terrorist network 

began between 1985 and 1989 and ended in 2007, at the end of the time series of 
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recorded data for this terrorist network and seven years after the bombing.  Three 

individuals in this terrorist network were siblings where their association began at their 

respective births and ended in 2002.  These three individuals would also later participate 

in the first bombings in 2002 in Bali, Indonesia.  In addition, five individuals were 

considered to be acquaintances and distant family members in this terrorist network.  At 

the end of the time series of recorded data in 2007, 13 individuals were free while the 

remaining 32 individuals were either captured or died.  In Figure 5, a graph displays the 

number of nodes and edges over time in the terrorist network, and a visualization of the 

network in 2000, the year when the terrorist attack occurred, is shown in Figure 6.       

 

 
Figure 5 The Number of Nodes and Edges Over Time for the 2000 Christmas Eve Bombings, Indonesia 
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Figure 6 Network Visualization in 2000 of the 2000 Christmas Eve Bombings, Indonesia 

 

4.2.3 The 2001 Hamburg, Germany 9/11 Cell 
Some of the members from the Hamburg, Germany cell partook in the 9/11 

terrorist attack in the United States although there were more members in the Hamburg, 

Germany 9/11 cell than actually executed the 9/11 terrorist attacks, 34 terrorists in the 

Hamburg, Germany 9/11 cell versus 19 hijackers that carried out the terrorist attacks 

(Krebs 2002).  The leader of the Hamburg terror cell and the overall 9/11 terrorist attack 

was Mohammed Atta (BBC News-b 2005).  German authorities identified eight 

individuals in the Hamburg terror cell which included three pilots and three planners of 

logistics (BBC News-b 2005).  The cell began planning attacks against the United States 
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in the summer of 1999 and started discussions about inflicting severe damage on the 

United States and beginning “…a holy war against the United States…” (BBC News-b 

2005).  The 9/11 terrorist attacks killed 2,977 people as a plane flown by the hijackers 

crashed into each World Trade Center tower in New York City, NY, a plane was flown 

into the Pentagon in Arlington, VA, and a plane crashed into a field outside of 

Shanksville, PA instead of the intended target of the hijackers (CNN Library 2016).    

The JJATTD identified 34 individuals in the Hamburg terror cell.  The association 

of individuals in the terror cell began between 1985 and 1989 and ended in 2006, at the 

end of this time series of recorded data and five years after the 9/11 terrorist attack.  At 

the end of the time series 10 individuals were free while the rest of the individuals in the 

original members of the terror cell were either dead or captured.  In Figure 7, a graph 

displays the number of nodes and edges over time in the terrorist network, and a 

visualization of the network in the second half of 2001, when the terrorist attack 

occurred, is shown in Figure 8.                      
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Figure 7 The Number of Nodes and Edges Over Time for the 2001 Hamburg, Germany 9/11 Cell 
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Figure 8 Network Visualization in the Second Half of 2001 for the 2001 Hamburg, Germany 9/11 Cell 

 

4.2.4 The 2002 Bali, Indonesia Bombings 
The first bombings in Bali, Indonesia occurred on October 12, 2002.  An 

individual named Feri detonated his suicide vest in Paddy’s Bar on Kuta Beach killing 

eight individuals in the bar (Koschade 2006).  Then, outside of the Sari nightclub in Bali, 

Indonesia a car bomb exploded and between the two bombings 202 civilians were killed 

and more than 100 individuals were injured (GlobalSecurity.org 2011; Koschade 2006).  

In addition, the terrorist attack at the time was the worst in Indonesia history and was 

carried out by the Jemaah Islamiyah terrorist organization (GlobalSecurity.org 2011).   

The JJATTD determined that 27 individuals were in the terrorist network that 

participated in these bombings.  The association between individuals in the terrorist 

network began between 1985 and 1989 and ended in 2007, the last year in this time series 
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of recorded data and five years after the bombings occurred.  Three individuals in this 

terrorist network were siblings and their association ended in 2002.  These individuals 

also participated in the 2000 Christmas Eve bombing in Indonesia. At the end of the time 

series, nine of the individuals in the terrorist network were not in custody while the other 

individuals were in custody or died.  In Figure 9, a graph displays the number of nodes 

and edges over time in the terrorist network, and a visualization of the network in 2002, 

the year when the terrorist attack occurred, is shown in Figure 10.     

 

 
Figure 9 The Number of Nodes and Edges Over Time for the 2002 Bali, Indonesia Bombings 
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Figure 10 Network Visualization in 2002 of the 2002 Bali, Indonesia Bombings 

 

4.2.5 The 2004 Madrid, Spain Train Bombings 
The Madrid, Spain train bombings occurred on March 11, 2004.  During morning 

rush hour, three train stations in the Madrid, Spain area were impacted by 10 bombs 

detonated by cell phones exploding on four different trains; three additional bombs did 

not explode (History.com Staff n.d.).  The Atocha Station in Madrid had seven bombs 

explode at or close by it, while the other bombs exploded on trains close to the El Poso 

del Tio Raimundo and Santa Eugenia stations (History.com Staff n.d.).  Approximately 

2,000 individuals were wounded and 191 people were killed as a result of this bombing 

(History.com Staff n.d.).  Islamist terrorists closely associated with al-Qaeda were 

deemed responsible for the bombings (History.com Staff n.d.).   
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Fifty-four individuals were in the terrorist network that participated in the 

bombings according to the JJATTD.  The association between individuals began between 

1985 and 1989 and ended in 2005, one year after the bombing and at the end of the 

recorded data.  Two individuals in the terrorist network were married to each other when 

their association began in 2002 and ended in 2004, five individuals in the terrorist 

network were siblings and their association ended in 2004, two individuals in the terrorist 

network were cousins and their association ended in 2005, and five individuals in the 

terrorist network were in-laws.  At the end of the time series of the terrorist network in 

2006, 7 individuals were considered free and the rest of the individuals were either dead 

or captured.  In Figure 11, a graph displays the number of nodes and edges over time in 

the terrorist network, and a visualization of the network in the first half of 2004, when the 

terrorist attack occurred, is shown in Figure 12.            
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Figure 11 The Number of Nodes and Edges Over Time for the 2004 Madrid, Spain Train Bombings 
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Figure 12 Network Visualization in the First Half of 2004 for the 2004 Madrid, Spain Train Bombings 

 

4.2.6 The 2004 Australian Embassy Bombing, Jakarta, Indonesia 
The bombing of the Australian Embassy in Jakarta, Indonesia occurred on 

September 4, 2004.  A car bomb exploded outside of the Australian Embassy, killing at 

least nine individuals and at least 168 people were wounded (Mapes et al. 2004).  The car 

bomb caused the glass in the surrounding office buildings to break, passing cars were 

damaged, and the main gate to the embassy was crushed (Mapes et al. 2004).  The 

Jemaah Islamiyah terrorist organization was deemed responsible for the bombing (Mapes 

et al. 2004).   

The JJATTD identified that there were 27 individuals involved in the terrorist 

network that participated in the bombing.  The association between individuals in the 

terrorist group began between 1985 and 1989 and ended in 2007, three years after the 

attack was executed and the last year in the time series of recorded data.  Included in the 
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dataset were two individuals who were married and their association began in 2004 and 

ended in 2004, two siblings whose association began at birth and ended in 2004, and two 

cousins whose association began between 1985and 1989 and ended in 2005.  Seven of the 

individuals in this terrorist network were arrested before the attack occurred and seven 

individuals were not in custody or dead in 2007 at the end of the time series.  In Figure 

13, a graph displays the number of nodes and edges over time in the terrorist network, 

and a visualization of the network in 2004, the year of the terrorist attack, is shown in 

Figure 14.              

    

   
Figure 13 The Number of Nodes and Edges Over Time for the 2004 Australian Embassy Bombing, Jakarta,  

Indonesia 
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Figure 14 Network Visualization in 2004 of the 2004 Australian Embassy Bombing, Jakarta, Indonesia 

                  

4.2.8 The 2005 Bali, Indonesia Bombings 
The second set of bombings in Bali, Indonesia occurred on October 1, 2005.  The 

terrorists involved in this terrorist attack detonated three bombs, two in separate 

restaurants in Jimbaran beach and the other in a restaurant in Kuta (BBC News-a 2005).  

Approximately 26 individuals were killed in the bombings and greater than 50 

individuals were wounded (BBC News-a 2005).  The Jemaah Islamiyah terrorist 

organization was the suspected group behind this attack (BBC News-a 2005).  

The JJATTD identified 27 individuals in the terrorist network that executed the 

bombings.  The connections between individuals in the terrorist network began between 

1990 and 1994 and ended in 2006, one year after the bombing and at the end of the time 

series of recorded data.  At the end of the time series in 2006, four individuals were free 
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while the other 23 were either in custody or died.  In Figure 15, a graph displays the 

number of nodes and edges over time in the terrorist network, and a visualization of the 

network in the second half of 2005, when the terrorist attack occurred, is shown in Figure 

16.        

 

 
Figure 15 The Number of Nodes and Edges Over Time for the 2005 Bali, Indonesia Bombings 
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Figure 16 Network Visualization in 2005 of the 2005 Bali, Indonesia Bombings 

 

4.3 Terrorist Network Time Series  
The JJATTD researchers compiled two time series of the attacks perpetrated by 

two terror networks, one in Indonesia and the other in Greece.  Included in the time series 

are individuals that participated in one or more terrorist attacks facilitated by the terrorist 

networks.  These time series allow for the examination of the terrorist network structural 

changes over time as terrorist attacks caused by the terrorist networks occurred.            

4.3.1 The Jemaah Islamiyah Terrorist Network, Indonesia 
According to the researchers at JJATTD, there were 108 individuals who were 

involved in this terror network that participated in five terrorist attacks in Indonesia.  

These terrorist attacks include, the 2000 bombing of the Ambassador Residence of the 
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Philippines in Jakarta, Indonesia, the 2000 Christmas Eve bombings in Indonesia, the 

2002 Bali, Indonesia bombings, the 2004 Australian Embassy bombing in Jakarta, 

Indonesia, and the 2005 Bali, Indonesia bombings.  These five terrorist attacks were 

discussed in detail previously, including the terrorist attacks and the terror network, 

Jemaah Islamiyah, which participated in the terror attacks.   

According to the JJATTD there was a long trail of terrorist attack activity by the 

Jemaah Islamiyah Terrorist Network as one individual was involved in four terrorist 

attacks, 10 individuals participated in three terrorist attacks, 11 individuals had ties to two 

terrorist attacks, and 86 individuals were involved in only one terrorist attack.  The 

association between individuals began between 1985 and 1989 and ended in 2006, at the 

end of the time series of recorded data and one year after the last terrorist attack occurred.  

In 2006 at the end of the time series, 30 individuals were not in custody while some of 

these individuals were in custody prior to 2006 and the remaining individuals were in 

custody or dead.  In Figure 17, a graph displays the number of nodes and edges over time 

in the terrorist network.    
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Figure 17 The Number of Nodes and Edges Over Time for the Jemaah Islamiyah Terrorist Network, Indonesia 
 

4.3.2 The November 17 Organization, Greece 
Eighteen individuals were involved in the November 17 Organization in Greece 

according to the JJATTD researchers.  What began as an uprising of Greek students in 

November 1973, the November 17 Organization, otherwise called the Revolutionary 

Organization 17 November, was formed in 1975 as a radical leftist group (Advameg, Inc. 

n.d.).  The organization was against the government establishment in Greece, against 

participation in international organizations like NATO and the EU, and is against the 

United States and Turkey (Advameg, Inc. n.d.).  The November 17 Organization exists 
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mainly around Athens, Greece with a relatively small amount of individuals participating 

in the organization (Advameg, Inc. n.d.).   

The November 17 Organization participated in twelve terrorist attacks between 

1985 and 2000 that were included in the JJATTD.  These terrorist attacks included: 

1. The shooting of the publisher of the Apogevmatini paper.  

2. Nikos Momferatos, and his driver in the Kolonaki area of Athens.  

3. Greece on February 21, 1985, the shooting of Dimitris Angelopoulos who was the 

Halivourgiki Steel Company chairman and friend of Prime Minister Andreas 

Papandreou on April 8, 1986 outside of his home in Kolonaki, Athens. 

4. The murder on Kiffisias Avenue in Filothei, Athens of industrialist Alexandros 

Athanasiades-Bodosakis on March 1, 1988.  

5. The booby-trapped car assassination of Wiliam Nordeen, U.S. Military Attaché, 

in Kifissia, Greece on June 28, 1988.  

6. The shooting of Public Prosecutor Constantine Androulidakis on January 10, 

1989 and died a month. 

7. The shooting death of Pavlos Bakoyiannis on September 26, 1989 who was the 

spokesman of the New Democracy Parliamentary and son-in-law of party leader 

Constantine Mitsotakis. 

8. The killing of Ronald Stewart, a U.S. Army Sergeant, by a remote controlled 

bomb in the Athens’ Glyfada suburb on March 13, 1991. 

9. The shooting and death of Cetin Gorgu, a Turkish assistant press attaché, in 

Pangrati, Athens on September 7, 1991.  
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10. The National Bank of Greece former governor, Michalis Vranopoulos, was shot 

dead in Kolonaki, Athens on January 24, 1994 outside of his office. 

11. The shooting and death of Omar Sipahioglu, a Turkish Diplomat on July 4, 1994 

in Palio Faliron, Greece, Costas Peratikos, a shipowner, was shot dead on May 25, 

1997 in Piraeus, Greece.  

12. The shooting death of the British defense attaché, Stephen Saunders, on May 17, 

2000 in his car while stopped on Kifisias Avenue in Filothei, Athens.   

Eight of the individuals in the terrorist network did not participate in any of the 

terrorist attacks, three individuals participated in two terrorist attacks, two individuals 

participated in three terrorist attacks, and the five remaining individuals participated in 

one, five, ten, eleven, and twelve terrorist attacks respectively.  The association between 

individuals began between 1975 and 1983 and ended in 2002, while some individuals in 

this terrorist network were not in custody in 2009, at the end of the time series of 

recorded data in the JJATTD.  According to JJATTD, all the individuals in the terrorist 

network were in custody in 2002 while some individuals were released between 2002 and 

2009 to the point where nine individuals were free in 2009.  In Figure 18, a graph 

displays the number of nodes and edges over time in the terrorist network.   
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Figure 18 The Number of Nodes and Edges Over Time for the November 17 Organization, Greece 
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CHAPTER 5: METHODS 

The characteristics of terrorist networks will be analyzed using measures for the 

efficiency, connectivity, resilience, and OPSEC of real-world networks as described 

below in sections 5.1-5.4.  These quantitative measures can provide a better 

understanding of the condition of the terrorist network and the operational capability of 

the terrorist network to carry out an attack.  These quantitative measures will be 

calculated over time to better understand the evolution of the terrorist network, including 

before and after the terrorist attack(s) perpetrated by each network.  Each quantitative 

measure is calculated by implementing the equation for each quantitative measure in 

Excel or a programming language and by using the program Gephi for the time period, 

year, or half year of available data for each terrorist network and terrorist network time 

series (Bastian et al. 2009).  In addition, these quantitative measures will be applied to 

two terrorist network time series to explore how the network characteristics evolve over 

time as the network structure changes as multiple terrorist attacks are executed by these 

terrorist networks.                         

5.1 Network Efficiency 
The efficiency of a terrorist network aims “to quantify how efficiently the nodes 

of the network exchange information” (Latora and Marchiori 2004).  With the 

elimination of a node in a network, the prominence of a node in the network can be 
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determined by the resulting change in network performance and hence, find the most 

important nodes in the network which can assist in the network destabilization process.  

The equation used in this thesis for calculating the average efficiency of a network is 

shown below in Equation 1 (Latora and Marchiori 2004):  

 

Equation 1 Network Efficiency 

𝐸𝐸(𝑮𝑮) =  
∑ ∈ 𝑖𝑖𝑖𝑖𝑖𝑖≠𝑗𝑗∈𝑮𝑮

𝑁𝑁(𝑁𝑁 − 1)
=

1
𝑁𝑁(𝑁𝑁 − 1)

�
1
𝑑𝑑𝑖𝑖𝑗𝑗𝑖𝑖≠𝑗𝑗∈𝑮𝑮

 

 

Where N is the number of nodes in the network, dij is the path length from i to j, 

and G is a weighted graph, and the resulting efficiency value can be between zero and 

infinity, but the normalization of efficiency can occur so the values are between zero and 

one (Latora and Marchiori 2004). Since the networks included in this thesis are 

unweighted, an adjacency matrix {aij} was used to find the shortest path between nodes i 

and j, dij, where aij = 1 if there is an edge connecting nodes i and j and aij = 0 otherwise 

(Latora and Marchiori 2004).     

5.2 Network Connectivity 
The connectivity of a network can indicate how cohesive a network is 

(Wasserman and Faust 1994).  The density of a terrorist network provides a good 

indication of the connectedness among nodes in a network (Medina 2014).  A network’s 

density is the ratio of the number of edges in the network to the total possible number of 

edges in the network (Wasserman and Faust 1994).  Denser networks tend to have more 
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information transmitting through the network, are tight knit socially, and the elimination 

of an edge between nodes does not prevent communication among individuals (Medina 

2014).  For more sparse networks, less cohesive, information transmitted is only along 

few and definite paths and the elimination of nodes or edges can have a large impact on 

the connections in the network (Wasserman and Faust 1994; Medina 2014).  The 

equation for calculating the density of a network used in this thesis is shown below in 

Equation 2 (Wasserman and Faust 1994): 

 

   Equation 2 Network Connectivity 

∆=  
2𝐿𝐿

𝑔𝑔(𝑔𝑔 − 1)
 

 

Where L is the number of edges included in the network, g is the network node 

total, ∆ is the density of the network, and since the graphs of the networks are not 

directed, L is multiplied by two (Wasserman and Faust 1994).  The density values range 

from zero to one, and when all possible edges are included in the network the density is 

one, and for a network when there are no edges the density is zero (Wasserman and Faust 

1994).                

5.3 Network Resiliency 
Scale-free networks, as introduced in section 2.5.2, are characterized by having 

central individuals that have a multitude of connections to other nodes with no nodes 

being similar (Barabási and Bonabeau 2003).  Scale-free networks are known to be 
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resilient to the removal of a node in the network due to an attack on the network, but are 

less resilient to organized attacks (Barabási and Bonabeau 2003; Medina and Hepner 

2008).  The power law distribution enables scale-free networks to be resilient due to a 

small number of nodes having many connections while the remaining majority nodes 

have few connections (Barabási and Bonabeau 2003).  For one of the two main 

characteristics of scale-free networks, growth, initially, there are a minimal number of 

nodes, n0, but at each additional time marker, a new node is added to the network which 

will be linked to the nodes already present in the network with n(≤ 𝑛𝑛0) edges (Barabási et 

al. 1999).  The second main characteristic of scale-free networks, preferential attachment, 

relates to deciding which nodes will be linked to the new node, the probability ∏ of a new 

node being linked to node i is dependent on that nodes’ connectivity ki as indicated in 

Equation 3 below (Barabási et al. 1999):    

 

Equation 3 Preferential Attachment 

∏(𝑘𝑘𝑖𝑖) =  
𝑘𝑘𝑖𝑖
∑ 𝑘𝑘𝑗𝑗𝑗𝑗

 

 

The Lorenz Curve is used to evaluate the network structure of terrorist networks 

to determine if they follow scale-free characteristics or not (Helfstein and Wright 2011).  

The Lorenz Cruve is plotted on a graph where the x-axis represents the membership 

percentage and the y-axis represents the connection percentage to determine if the 

network meets the criteria set by the 80/20 and 50/20 rules.  The 80/20 and 50/20 rules 
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were explained when the Lorenz Curve was used in a prior study as discussed in section 

2.6.3.  By evaluating if the Lorenz Curve crosses into the interval between 50 percent and 

80 percent of connections, the results can determine if the terrorist networks follow the 

power law distribution and have the emerging properties typical of scale-free terrorist 

networks at the end of their network expansion (Helfstein and Wright 2011).   

5.4 Network Operational Security 
OPSEC assists in determining if a terrorist network can operate and carry out an 

attack without making available information about their planned attack or operations 

(Helfstein and Wright 2011).  In a sense, the amount of OPSEC of a terrorist network can 

help identify the ability of a government entity to take action against the network 

(McCormick and Owen 2000).  OPSEC, in relation to a terrorist network’s structure, 

limits the power of any individual and the number of edges connecting individuals so the 

ability to gain intelligence and knowledge about the group by government authorities is 

restricted (Helfstein and Wright 2011).  The OPSEC network structure causes individuals 

to form connections in a chain network as the number of edges of an individual is 

reduced to a maximum of two while the network is completely connected and has “the 

smallest footprint possible” (Helfstein and Wright 2011). There is an inverse relationship 

between the operationally capability and OPSEC of a covert terrorist network as an 

increase in the operational capability limits the OPSEC of the terrorist network 

(McCormick and Owen 2000).  The more a terrorist network deviates from the chain 

density of the network, the terrorist network takes OPSEC less into account (Helfstein 
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and Wright 2011).  The equation used in this thesis for calculating the chain density of a 

network is shown below in Equation 4 (Helfstein and Wright 2011): 

 

Equation 4 Network Operational Security 

𝑑𝑑𝐶𝐶ℎ𝑎𝑎𝑖𝑖𝑎𝑎 =  
2 ∗ (𝑛𝑛 − 2) + 2

𝑛𝑛2 − 𝑛𝑛
 

 

Where n is the group size and dChain is the density of a chain network (Helfstein 

and Wright 2011).  For the graph the chain density is plotted on, the size of the group 

increases from left to right on the horizontal axis and the density is represented on the 

vertical axis between 𝜀𝜀 and 1 where 𝜀𝜀 > 0 (Helfstein and Wright 2011).       

5.5 Analysis Workflow 
The data was initially downloaded from the website containing the JJATTD 

compiled by the John Jay College of Criminal Justice (2009).  Using the excel files that 

were downloaded from the John Jay College of Criminal Justice, an Excel file was 

created for each terrorist network where each tab represented a time period, i.e. time 

frame, year, or half-year, the terrorist network was active.  The data in each tab included 

the node id, the node tie id, when the relationship began, when the relationship ended, 

and the kinship type which allowed for the calculation for the number of nodes and links 

in the terrorist network during this particular timeframe.  The process for calculating each 

quantitative measure for each terrorist network is described after Figure 19 below which 

shows the workflow methodology:  
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Figure 19 Methodology Workflow 
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network for each time period.  Using some of the data from the master Excel file for each 

terrorist network, an Excel file was created for each terrorist network where a tab 

included overall information about the network at each time period, the number of nodes, 

the number of edges, the number of total possible edges, and the efficiency value, and 

additional tabs represented a particular time period where a matrix was included for all 

the nodes present in the network at that particular time period.  The first column and row 

in the matrix were for the node id and the additional cells in the matrix were for the 

number of edges between two particular nodes in the network.  Using Equation 1 

described previously in section 5.1, the efficiency for each node was computed and 

placed in a column next to the matrix where the node efficiencies were summed to 

calculate the overall network efficiency.  The results for each time period were then 

displayed on a line graph for analysis to occur.           

In order to calculate the connectivity of the terrorist network, a separate Excel file 

was created for each network.  Included in the Excel file were columns for the time 

Data 
Collection/
Download

Data 
Organization

Quantitative 
Measure 

Calculations
Visualization 

of Results
Analysis of 

Results



68 
 

period, the number of nodes, the number of edges, and the connectivity of the terrorist 

network, some data which came from the master Excel file for each terrorist network.  

Using the columns for the number of nodes and the number of edges, Equation 2, 

described previously in section 5.2, was inserted in an additional column, the 

connectivity column, to calculate the connectivity of the network for each time period.  

The results for each time period were then displayed on a line graph for the analysis of 

the data to occur.   

Each terrorist network had an individual Excel file created to calculate the 

resiliency of the network where some of the data came from the master Excel file of the 

particular terrorist network.  The columns included in the Excel file were for the time 

period, number of nodes, number of edges, the ratio of edges to nodes, the cumulative 

number of nodes, the cumulative number of edges, the cumulative percentage of nodes, 

and the cumulative percentage of edges.  The column for the ratio of edges to nodes was 

sorted from smallest to largest in order for the power law to be calculated for the terrorist 

network and plotted on a graph using the Lorenz Curve as described previously in section 

5.3 using the columns for the cumulative percentage of nodes and the cumulative 

percentage of edges.  The graph for the resiliency of each terrorist network included the 

cumulative node percentage on the horizontal axis and the cumulative edge percentage on 

the vertical axis in order to determine if the network had a scale-free structure as 

indicated by the 80/20 and 50/20 rules described by Helfstein and Wright (2011).   

An Excel file was created for each terrorist network to calculate the OPSEC of the 

network utilizing some of the data from the master Excel file for the terrorist network.  
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Columns included in the Excel file are, the time period, number of nodes, number of 

edges, number of total possible edges, density value, density factor, density difference, 

and the chain density value.  The density value was calculated by dividing the number of 

edges by the total number of possible edges, the chain density value was calculated by 

utilizing Equation 4 described in section 5.4 previously, the density factor was calculated 

by dividing the density value by the chain density value, and the density difference is the 

density value minus the chain density value.  A graph and table was produced from the 

data for analysis purposes.  The graph includes a line based on the chain density values of 

all the nodes in the terrorist network that ranges from the smallest number of nodes 

possible in the network to slightly more than the most recorded nodes in the network in a 

particular time period.  The chain density values of each time period are plotted on the 

graph to determine whether or not during that time period was the terrorist network 

operationally secure. 

 The geographic analysis of the results from the quantitative measures for the 

terrorist networks was conducted by examining the results and comparing them based on 

the geographic location of where the network operated.  More specifically, the 

quantitative measure results from the seven terrorist networks that each executed one 

terrorist attack are compared geographically using on the continent and the specific 

country they operated in.  The geographic comparison was based on the increases and 
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decreases of the quantitative measures over time instead of the exact numbers of the 

quantitative measures results.          
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CHAPTER 6: RESULTS AND ANALYSIS 

The results from the four quantitative measures, efficiency, connectivity, 

resiliency, and OPSEC, were used to analyze the characteristics of the real world terrorist 

networks are described and analyzed in sections 6.1-6.4.  These quantitative measures 

were calculated for each of the terrorist networks over time for every time period, i.e. a 

range of years, a year, or half-year depending on the temporal granularity of the data that 

was provided.  In the remainder of this chapter the terms terrorist network(s) and 

network(s) will be used interchangeably.        

6.1 Network Efficiency 
Using Equation 1 that was provided and described in section 5.1, the efficiency of 

the seven networks and two network time series were calculated and the results are 

provided and discussed in subsections 6.1.1 – 6.1.9.  As previously described, the 

resulting efficiency values are between zero and one and the efficiency of a network can 

indicate how efficient information in a network is shared among the nodes in the network 

(Latora and Marchiori 2004).  The red line on the graph in each figure in the following 

subsections below that show the efficiency of the network over time represents the time 

period of the terrorist attack(s) executed by the terrorist network.             
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6.1.1 The 2000 Philippines Ambassador Residence Bombing, Jakarta, 
Indonesia 

As shown in Figure 20, from the beginning of the recorded data to the year of the 

terrorist attack in 2000, there was a continuous increase in the efficiency of the network 

reaching a value of 0.785 in 2000, also in the following year as well in 2001.  This 

increase in the efficiency occurred alongside a continuous increase in the number of 

nodes and edges in the network.  After 2001, there was a decrease in the efficiency until 

2004 and 2005 when there was only two nodes in the network and the efficiency was one, 

the highest efficiency value possible.  Following 2005, the efficiency continued to 

decrease until the end of the recorded data. 

 

  
Figure 20 The 2000 Philippines Ambassador Residence Bombing, Jakarta, Indonesia Efficiency Calculations 
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6.1.2 The 2000 Christmas Eve Bombings, Indonesia  
The results for the efficiency of the network, as denoted in Figure 21, showed no 

consistency in the increase or decrease in the efficiency of the network over time.  After 

the first time period of recorded data, 1985-1989, the efficiency of the network increased 

leading up to the terrorist attack in 2000, but no decrease occurred in the efficiency of the 

network until 2003.   The efficiency then increased in 2004, followed by a decrease in the 

next two years, and the efficiency then reached its highest value in 2007, 0.833. 

 

 

  
Figure 21 The 2000 Christmas Eve Bombings, Indonesia Efficiency Calculations 

 

6.1.3 The 2001 Hamburg, Germany 9/11 Cell 
Figure 22 shows that after the initial decrease in the efficiency of the network 

after the first time period of recorded data, 1985-1989, there was a subsequent increase in 

0.645

0.473
0.520

0.569

0.578 0.586
0.549

0.683

0.421 0.402

0.833

0.000

0.100

0.200

0.300

0.400

0.500

0.600

0.700

0.800

0.900

Ef
fic

ie
nc

y

Time Period

Efficiency - The 2000 Christmas Eve Bombings, Indonesia



74 
 

the efficiency of the network from the time period of 1990-1994 until 1999 which had the 

highest efficiency of the network during any time period, 0.501; at the peak, the network 

had approximately half the efficiency possible.  The efficiency then started to decrease, 

except in the second half of 2000 when its efficiency value was 0.001 less than the entire 

year of 2001, until the first half of 2003 when the efficiency increased from the previous 

half year.  From the first half of 2003 until the end of the recorded data, the second half 

of 2006, the efficiency remained the same except in 2005 when there was a change in the 

number of nodes and edges in the network.  The time period of the terrorist attack, the 

second half of 2001, tied for the third highest efficiency value, 0.483, of the entire time 

period covered by the recorded data. 

 

 
Figure 22 The 2001 Hamburg, Germany 9/11 Cell Efficiency Calculations 
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 6.1.4 The 2002 Bali, Indonesia Bombings 
The results shown in Figure 23 indicate that there was a constant increase in the 

efficiency of the network from the previous time period leading up to the terrorist attack 

in 2002.  The efficiency continued to increase after the terrorist attack until the years 

2004 and 2005 when the efficiency of the network reached its peak, 0.867, but in these 

two years there were 21 less nodes and 145 less edges in the network than when the 

terrorist attack occurred.  In the two years after 2005 of the recorded data available, the 

efficiency of the network decreased along with the number of nodes and edges in the 

network.      

 

 
Figure 23 The 2002 Bali, Indonesia Bombings Efficiency Calculations 
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6.1.5 The 2004 Madrid, Spain Train Bombings 
Figure 24 shows that from the 1985 to 1989 time period until the first half of 

2000, the efficiency of the network remained steady for two time periods, decreased, then 

remained steady for three years, and subsequently decreased in 1999.  Starting in the first 

half of 2000, there was a continuous increase in the efficiency of the network, except for 

in the first half of 2002, until the terrorist attack in the first half of 2004.  The efficiency 

of the network reached its peak in the first half of 2004, 0.532, and this was an efficiency 

increase of 0.417 from the network’s lowest efficiency in the first half of 2000, 0.115, but 

the network only had about half the efficiency possible at its peak.  The efficiency of the 

network decreased in the second half of 2004, but then subsequently increased in the first 

half of 2005 as the number of nodes and edges in the network decreased continuously 

from the first half of 2004. 

 

 
Figure 24 The 2004 Madrid, Spain Train Bombings Efficiency Calculations 
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6.1.6 The 2004 Australian Embassy Bombing, Jakarta, Indonesia  
During the first two time periods of recorded data, as shown in Figure 25, there 

was an increase in the efficiency of the network, but after a decrease in the efficiency in 

the 1995-1999 time period, there was a continuous increase in the efficiency of the 

network leading up to the terrorist attack in 2004.  The efficiency of the network 

decreased in 2005, but then subsequently increased in the following two years as the 

number of nodes and edges in the network decreased.  The network’s highest efficiency, 

excluding the last year of recorded data, 2007, when there was an efficiency of one, the 

highest efficiency possible, with only two nodes in the network, occurred in 2004 with an 

efficiency of 0.819, an increase of 0.659 from the networks lowest efficiency in the 1995-

1999 time period.   

 

 
Figure 25 The 2004 Australian Embassy Bombing, Jakarta, Indonesia Efficiency Calculations 
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6.1.7 The 2005 Bali, Indonesia Bombings 
During the time period covered by the recorded data shown in Figure 26, there 

were three periods of an increase in the efficiency of the network over time before there 

was a drop in the efficiency of the network, except for the last period where it was the 

end of the recorded data.  The efficiency began to increase from the 1990-1994 time 

period until 1998 as there was a decrease in 1999.  Beginning in 1999, the efficiency 

increased until the second half of 2002 where there was a subsequent drop in the 

efficiency of the network in the first half of 2003.  Beginning in the first half 2003 the 

efficiency increased until the end of the recorded data.  Except for the last time period of 

recorded data, the first half of 2006, when the efficiency of network was one as there 

were only two nodes in the network, the highest efficiency of the network occurred in the 

second half of 2005 when the efficiency was 0.589, the half year when the terrorist attack 

occurred and the network had a little more than half the efficiency possible at this time.    
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Figure 26 The 2005 Bali, Indonesia Bombings Efficiency Calculations 
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Figure 27 The Jemaah Islamiyah Terrorist Network, Indonesia Efficiency Calculations 
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recorded data in the second half of 2002, including before and after the terrorist attack 

occurred in the first half of 2000.  Excluding the first time period, the efficiency of the 

network was consistently above six tenths of the possible efficiency of the network.     

 

 
Figure 28 The November 17 Organization, Greece Efficiency Calculations      

 

6.2 Network Connectivity 
As previously stated in section 5.2, the density of a network provides a basis for 

the connectivity of a network and thus, the connections or relationships of individuals in 
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Equation 2 are discussed below in subsections 6.2.1 – 6.2.9 for the seven individual 

networks and the two network time series.  The red line on the graph in each figure in the 

following subsections below that show the connectivity of the network over time 

represents the time period of the terrorist attack(s) executed by the network.       

6.2.1 The 2000 Philippines Ambassador Residence Bombing, Jakarta, 
Indonesia 

As seen in Figure 29, there was an increase in the connectivity of the network 

leading up to the terrorist attack executed by the network in 2000.  In 2001 the 

connectivity level remained the same as the number of nodes and edges in the network 

did not change from 2000.  However, the connectivity decreased in the following two 

years as the number of nodes and edges in the network decreased.  The connectivity 

increased again to a value of 1, which indicates that all the members in the network are 

linked to each other and the maximum connectivity value, in 2004 and 2005 as there were 

only 2 nodes in the network.  The connectivity of the network decreased in the last two 

years of recorded data, 2006 and 2007, as more nodes were added to the network, but not 

all nodes were connected directly. 
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Figure 29 The 2000 Philippines Ambassador Residence Bombing, Jakarta, Indonesia Connectivity Calculations 

 

6.2.2 The 2000 Christmas Eve Bombings, Indonesia 
Figure 30 shows that the connectivity of the network decreased from the 

beginning of the recorded data as more nodes and edges were added to the network until 

there was an increase leading up to the terrorist attack.  The network always had a higher 

connectivity value in the years after the terrorist attack than in 2000 when the terrorist 

attack occurred and the connectivity value was 0.235.  The connectivity of the network 

tended to increase in the succeeding years after the terrorist attack as the number of nodes 

and edges in the network decreased although there are some years where the connectivity 

was lower than the previous year.  The network had its highest connectivity value in 

2007, 0.667, which indicate that the network had two-thirds of its possible connectivity at 

its peak. 
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Figure 30 The 2000 Christmas Eve Bombings, Indonesia Connectivity Calculations 
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2005.  Excluding the first time period, the network never had more than a little above 

one-quarter of the possible connectivity in the network. 

 

  
Figure 31 The 2001 Hamburg, Germany 9/11 Cell Connectivity Calculations 
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end of the recorded data.  At the time of the terrorist attack, the connectivity of the 

network was less than half of the possible connectivity of the network. 

 

 
Figure 32 The 2002 Bali, Indonesia Bombings Connectivity Calculations 
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half of 2004 when the connectivity was 0.185.  The connectivity of the network increased 

to the highest value during the time period of recorded data in the last half year of 

recorded data, 2005, as the number of nodes and edges decreased more in the network.  

During no time leading up to the terrorist attack was the connectivity of the network 

greater than one-fifth of the possible connectivity of the network.  

 

 
Figure 33 The 2004 Madrid, Spain Train Bombings Connectivity Calculations 
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edges in the network than at any time period during the recorded data and 2004 also had 

the highest connectivity value, 0.319 and less than one-third of the possible connectivity 

of the network, of the years where there was an increase in the number of nodes and 

edges in the network.  In the years after the terrorist attack, the connectivity continued to 

increase as there was a decrease in the number of nodes and edges in the network. 

 

  
Figure 34 The 2004 Australian Embassy Bombings, Jakarta, Indonesia Connectivity Calculations 
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edges in the network, leading up to the terrorist attack in the second half of 2005.  

Excluding the last half year of recorded data, the first half of 2006 when there was only 

two nodes and an edge between these two nodes, the highest connectivity value, 0.256, of 

the network was in the second half of 2005 when the terrorist attack occurred and 

approximately one-quarter of the possible connectivity of the network. 

 

 
Figure 35 The 2005 Bali, Indonesia Bombings Connectivity Calculations 
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edges in the network during the time period of data provided and the number of nodes 

and edges in the network subsequently decreased every year afterwards.  The 

connectivity decreased in 2001, but then increased in 2002, the year of the next terrorist 

attack.  In 2003, the connectivity decreased again, but then increased again in 2004 when 

an additional terrorist attack occurred.  In the following year, 2005, the connectivity 

decreased, but a terrorist attack that the network was responsible for occurred as well.  

The connectivity of the network increased in 2006 to the highest connectivity value 

during the time period of data provided, but this is also the year with the least number of 

nodes and edges in the network during the time period of recorded data.  The connectivity 

of the network was never more than one-fifth of the possible connectivity of the network 

during any time period of the recorded data.   
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Figure 36 The Jemaah Islamiyah Terrorist Network, Indonesia Connectivity Calculations 

 

6.2.9 The November 17 Organization, Greece 
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constant from 1995-1997 and following an executed terrorist attack in 1997, the 

connectivity of the network decreased in 1998 but remained constant including before 

and after a terrorist attack in the first half of 2000. 

 

 
Figure 37 The November 17 Organization, Greece Connectivity Calculations 
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of the nine networks cross into the 50 percent to 80 percent interval of the edges before 

reaching 20 percent of the nodes.  The closest network to cross into this interval is the 

November 17 Organization in Greece whose edge percentage when the nodes percentage 

was approximately 20 percent was approximately 15 percent.   

 

 
Figure 38 Terrorist Network Resiliency Calculations 
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6.4 Network Operational Security 
 The OPSEC of a network was calculated using the formula provided in Equation 

4, and the resulting chain density values were calculated from this formula with values 

ranging from zero to one (Helfstein and Wright 2011).  As described previously in 

section 5.4, OPSEC indicates the ability of a network to carry out a terrorist attack while 

not being compromised, and the chain density of a network helps determine if the 

network is operationally secure based on the minimum number of edges necessary in the 

network to have a chain like structure (Helfstein and Wright 2011).  As will be discussed 

in the following subsections for each network, if the density is greater than the chain 

density the network does not have a chain like structure and is not operationally secure, 

the network has a chain like structure and is considered operationally secure when the 

density and chain density are equal, and when the chain density is greater than the density 

the network is considered operationally secure, but does not have a chain like structure 

(Helfstein and Wright 2011).  The results for the seven individual networks and the two 

network time series are described below in subsections 6.4.1 – 6.4.9.  The yellow shaded 

row(s) in the tables in the following subsections below that show the density and chain 

density of the network over time represents the year or half year of the terrorist attack(s) 

executed by the network.  The “density factor” as stated in the rest of the thesis refers to 

the number of times larger the density is than the chain density of the network.          

6.4.1 The 2000 Philippines Ambassador Residence Bombing, Jakarta, 
Indonesia 

The results in Table 3 indicate that the network leading up to the terrorist attack 

became less operationally secure over time reaching the maximum difference, 0.460, 
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between the density of the network and the chain density value the year of, 2000, and the 

year after the terrorist attack, 2001, executed by the network.  There was a continuous 

increase in the difference between the density and chain density values and the density 

factor of the network leading up to the terrorist attack.  Starting the second year after the 

terrorist attack, there was a continuous decrease in the difference between the density and 

chain density values of the network and the density factor, except in 2006 when 

additional nodes and edges were added to the network and the network deviated from its 

operationally secure state.  The density value and the chain density value were the same 

in years 2004, 2005, and 2007, and the network was considered operationally secure.     

 

Table 3 The 2000 Philippines Ambassador Residence Bombing, Jakarta, Indonesia OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 

1985-1989 11 19 55 0.345 1.900 0.164 
 

NO 

1990-1994 14 36 91 0.396 2.769 0.253 
 

NO 

1995-1999 15 49 105 0.467 3.500 0.333 
 

NO 
2000 16 69 120 0.575 4.600 0.450 NO 
2001 16 69 120 0.575 4.600 0.450 NO 
2002 14 50 91 0.549 3.846 0.407 NO 
2003 8 13 28 0.464 1.857 0.214 NO 
2004 2 1 1 1.000 1.000 0.000 YES 
2005 2 1 1 1.000 1.000 0.000 YES 
2006 4 4 6 0.667 1.333 0.167 NO 
2007 4 3 6 0.500 1.000 0.000 YES 
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6.4.2 The 2000 Christmas Eve Bombings, Indonesia 
The network leading up to the year of the terrorist attack in 2000 became more 

operationally secure as the difference between the density and chain density values of the 

network decreased.  However, in the year of, 2000, and the year after the terrorist attack, 

2001, the network become less operationally secure as there was an increase in the 

difference between the density and chain density values of the network as indicated in 

Table 4.  The largest difference, 0.201, between the density and chain density values of 

the network occurred the year following the terrorist attack, 2001, but the density of the 

network the year of the terrorist attack, 2000, was 5.295 times denser than the chain 

density value for that year than any year of recorded data.  The difference between the 

density and chain density values continuously decreased after 2001, and the terrorist 

network in 2007, the last year of recorded data, was considered operationally secure.  The 

density of the network continuously became denser than the chain density value leading 

up to the terrorist attack and the density of the network continuously became less dense 

after the terrorist attack.    

 

 

 

 

 



97 
 

Table 4 The 2000 Christmas Eve Bombings, Indonesia OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 12 23 66 0.348 2.091 0.182 NO 
1990-1994 30 98 435 0.225 3.379 0.159 NO 
1995-1999 39 146 741 0.197 3.842 0.146 NO 

2000 45 233 990 0.235 5.295 0.191 NO 
2001 39 187 741 0.252 4.921 0.201 NO 
2002 28 102 378 0.270 3.778 0.198 NO 
2003 20 46 190 0.242 2.300 0.137 NO 
2004 6 7 15 0.467 1.400 0.133 NO 
2005 7 7 21 0.333 1.167 0.048 NO 
2006 8 8 28 0.286 1.143 0.036 NO 
2007 3 2 3 0.667 1.000 0.000 YES 

    

6.4.3 The 2001 Hamburg, Germany 9/11 Cell 
Table 5 shows that there was no continuous increase in the density value of the 

network, and thus, the difference between the density and chain density values or the 

density factor of the network in the years or half-years leading up to the terrorist attack.  

In fact, the network was most dense during the 1985-1989 time period and the fourth 

highest density was the half year of the terrorist attack, the second half of 2001.  The 

network’s density was 3.069 times denser and tied for the largest difference between the 

density and chain density value of the network in 1998, the year that had the most edges, 

and tied for the most nodes in the network.  In the year following the terrorist attack, 

2002, the density and chain density values of the network were equal and the network 

was considered operationally secure.  Every half year between 2003 and 2006 the 

network’s density value was less than the chain density, except in the second half of 

2005, indicating that that network was operationally secure and the number of edges in 

the network was less than the threshold for the minimal number of edges in the network. 
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Table 5 The 2001 Hamburg, Germany 9/11 Cell OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 6 7 15 0.467 1.400 0.133 NO 
1990-1994 13 14 78 0.179 1.167 0.026 NO 

1995 17 24 136 0.176 1.500 0.059 NO 
1996 23 49 253 0.194 2.227 0.107 NO 
1997 30 66 435 0.152 2.276 0.085 NO 
1998 30 89 435 0.205 3.069 0.138 NO 
1999 28 79 378 0.209 2.926 0.138 NO 

1st Half 2000 25 65 300 0.217 2.708 0.137 NO 
2nd Half 2000 24 57 276 0.207 2.478 0.123 NO 
1st Half 2001 24 57 276 0.207 2.478 0.123 NO 
2nd Half 2001 23 54 253 0.213 2.455 0.126 NO 
1st Half 2002 12 11 66 0.167 1.000 0.000 YES 
2nd Half 2002 12 11 66 0.167 1.000 0.000 YES 
1St Half 2003 7 5 21 0.238 0.833 -0.048 YES 
2nd Half 2003 7 5 21 0.238 0.833 -0.048 YES 
1st Half 2004 7 5 21 0.238 0.833 -0.048 YES 
2nd Half 2004 7 5 21 0.238 0.833 -0.048 YES 
1st Half 2005 7 4 21 0.190 0.667 -0.095 YES 
2nd Half 2005 9 6 36 0.167 1.083 0.013 NO 
1st Half 2006 7 5 21 0.238 0.833 -0.048 YES 
2nd Half 2006 7 5 21 0.238 0.833 -0.048 YES 

   

6.4.4 The 2002 Bali, Indonesia Bombings  
Leading up to the terrorist attack the density factor and the difference between the 

density and chain density values of the network continuously increased as shown in Table 

6.  The largest difference between the density and chain density values occurred the year 

after the terrorist attack, 2003, but afterwards there was a continuous decrease in the 

difference between the density and chain density values of the network.  The network 

was six times denser, the highest, than the chain density value the year of the terrorist 

attack, 2002, and the density factor of the network continuously decreased in the years 
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after the terrorist attack.  In the final year of the recorded data, 2007, the density and 

chain density values were equal and thus, the terrorist was operationally secure.       

 

Table 6 The 2002 Bali, Indonesia Bombings OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 10 14 45 0.311 1.556 0.111 NO 
1990-1994 17 43 136 0.316 2.688 0.199 NO 
1995-1999 22 83 231 0.359 3.952 0.268 NO 

2000 23 97 253 0.383 4.409 0.296 NO 
2001 23 99 253 0.391 4.500 0.304 NO 
2002 27 156 351 0.444 6.000 0.370 NO 
2003 13 52 78 0.667 4.333 0.513 NO 
2004 6 11 15 0.733 2.200 0.400 NO 
2005 6 11 15 0.733 2.200 0.400 NO 
2006 6 10 15 0.667 2.000 0.333 NO 
2007 5 4 10 0.400 1.000 0.000 YES 
   

6.4.5 The 2004 Madrid, Spain Train Bombings 
In Table 7 from the 1985-1989 time period through the first half of 2001, the 

difference between the density and chain density values decreased, although the density 

values were still less than the chain density values, the density of the network 

increasingly became a higher proportion of the chain density value until the two values 

were equal in the second half of 2001, and the density value of the network decreased 

through the first half of 2000 until it increased from the previous half year in the second 

half of 2000.  Starting in the first half of 2002, the density of the network, the difference 

between the density and chain density values increased, except in the first half of 2002, 

and the density factor of the network increased continuously leading up to the terrorist 
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attack in the first half of 2004.  During the first half of 2004, the network had the second 

highest density value, the largest difference between the density and chain density values, 

and the density of the network was 4.159 times denser than the chain density value, the 

highest, than any other time period in the recorded data.  Following the terrorist attack, 

the density of the network was less than the chain density value and thus, had the 

properties of an operationally secure network. 

 

Table 7 The 2004 Madrid, Spain Train Bombings OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 8 4 28 0.143 0.571 -0.107 YES 
1990-1994 8 4 28 0.143 0.571 -0.107 YES 

1995 11 6 55 0.109 0.600 -0.073 YES 
1996 13 9 78 0.115 0.750 -0.038 YES 
1997 13 9 78 0.115 0.750 -0.038 YES 
1998 13 9 78 0.115 0.750 -0.038 YES 
1999 18 14 153 0.092 0.824 -0.020 YES 

1st Half 2000 20 16 190 0.084 0.842 -0.016 YES 
2nd Half 2000 20 17 190 0.089 0.895 -0.011 YES 
1st Half 2001 21 19 210 0.090 0.950 -0.005 YES 
2nd Half 2001 24 23 276 0.083 1.000 0.000 YES 
1st Half 2002 27 23 351 0.066 0.885 -0.009 YES 
2nd Half 2002 32 51 496 0.103 1.645 0.040 NO 
1st Half 2003 32 55 496 0.111 1.774 0.048 NO 
2nd Half 2003 41 120 820 0.146 3.000 0.098 NO 
1st Half 2004 45 183 990 0.185 4.159 0.140 NO 
2nd Half 2004 12 8 66 0.121 0.727 -0.045 YES 
1st Half 2005 5 3 10 0.300 0.750 -0.100 YES 

         

6.4.6 The 2004 Australian Embassy Bombing, Jakarta, Indonesia 
Table 8 shows that during the time periods of 1985-1989, 1990-1994, and 1995-

1999 the network was considered operationally secure as during two time periods, 1985-
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1989 and 1995-1999, the density of the network was less than the chain density value, 

and in 1990-1994 the density and chain density values were equal.  Afterwards, leading 

up to the terrorist attack in 2004 the density and the difference between the density and 

chain density values of the network continuously increased along with the density factor 

of the network.  In the years following the terrorist attack, the difference between the 

density and chain density values of the network decreased continuously, the density value 

of the network increased uninterruptedly, and the density factor of the network decreased 

until 2007 when the density and chain density value were equal.   

 

Table 8 The 2004 Australian Embassy Bombing, Jakarta, Indonesia OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 6 3 15 0.200 0.600 -0.133 YES 
1990-1994 8 7 28 0.250 1.000 0.000 YES 
1995-1999 18 14 153 0.092 0.824 -0.020 YES 

2000 22 22 231 0.095 1.048 0.004 NO 
2001 23 25 253 0.099 1.136 0.012 NO 
2002 23 27 253 0.107 1.227 0.020 NO 
2003 24 37 276 0.134 1.609 0.051 NO 
2004 27 112 351 0.319 4.308 0.245 NO 
2005 12 23 66 0.348 2.091 0.182 NO 
2006 6 6 15 0.400 1.200 0.067 NO 
2007 2 1 1 1.000 1.000 0.000 YES 
 

6.4.7 The 2005 Bali, Indonesia Bombings 
From the beginning of the recorded data of the network till leading up to the half 

year the terrorist attack occurred, there were increases and decreases in the density of the 

network, the difference between the density and chain density values, and the density 
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factor of the network as shown in Table 9.  The half-year the terrorist attack occurred, the 

second half of 2005, had the highest density value of the network, the largest difference 

between the density and chain density value, and the density of the network was 3.462 

times denser, the highest, than the chain density value than any time period during the 

recorded data.  The only times the density of the network was less than the chain density 

value was at the beginning of the recorded data, the time periods of 1990-1994 and 1995, 

and the density was equal to the chain density value in first half of 2006, the last year of 

recorded data.  The three previously mentioned time periods were the only time the 

network structure was considered operationally secure. 

 

Table 9 The 2005 Bali, Indonesia Bombings OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1990-1994 7 4 21 0.190 0.667 -0.095 YES 

1995 9 6 36 0.167 0.750 -0.056 YES 
1996 11 11 55 0.200 1.100 0.018 NO 
1997 11 11 55 0.200 1.100 0.018 NO 
1998 11 13 55 0.236 1.300 0.055 NO 
1999 14 15 91 0.165 1.154 0.022 NO 

1st Half 2000 15 16 105 0.152 1.143 0.019 NO 
2nd Half 2000 15 16 105 0.152 1.143 0.019 NO 
1st Half 2001 16 17 120 0.142 1.133 0.017 NO 
2nd Half 2001 16 17 120 0.142 1.133 0.017 NO 
1st Half 2002 19 37 171 0.216 2.056 0.111 NO 
2nd Half 2002 19 38 171 0.222 2.111 0.117 NO 
1st Half 2003 22 43 231 0.186 2.048 0.095 NO 
2nd Half 2003 23 44 253 0.174 2.000 0.087 NO 
1st Half 2004 25 50 300 0.167 2.083 0.087 NO 
2nd Half 2004 25 50 300 0.167 2.083 0.087 NO 
1st Half 2005 27 82 351 0.234 3.154 0.160 NO 
2nd Half 2005 27 90 351 0.256 3.462 0.182 NO 
1st Half 2006 2 1 1 1.000 1.000 0.000 YES 
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6.4.8 The Jemaah Islamiyah Terrorist Network, Indonesia 
The results indicate in Table 10 that no time during the recoded data was the 

network operationally secure.  This time series covers five different terrorist attacks that 

the network was responsible for.  There is a consistency in regards to the density factor of 

the network increasing leading up to a terrorist attack and decreasing in the following 

year.  The terrorist attacks occurred in 2000, 2002, 2004, and 2005 and the density factor 

of the networks continuously decreases over time starting in 2000 when the network was 

3.837 times denser, the highest overall, and ending in 2005 when the network was 1.715 

times denser.  In the years before the terrorist attacks in 2000, 2002, and 2004 the density 

value and the difference between the density and chain density values were less than the 

year of the terrorist attacks.  The year following the terrorist attack the density of the 

network and the difference between the density and chain density values were less than 

the previous year in which the terrorist attack occurred.  The exception is 2005 since the 

density of the network and the difference between the density and chain density values 

were higher in 2004 and 2006 than in 2005, but in 2006 the network’s density was less 

dense than the chain density value than in 2005. 
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Table 10 The Jemaah Islamiyah Terrorist Network, Indonesia OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1985-1989 25 38 300 0.127 1.583 0.047 NO 
1990-1994 50 140 1225 0.114 2.857 0.074 NO 
1995-1999 73 217 2628 0.083 3.014 0.055 NO 

2000 87 330 3741 0.088 3.837 0.065 NO 
2001 83 290 3403 0.085 3.537 0.061 NO 
2002 79 280 3081 0.091 3.590 0.066 NO 
2003 64 157 2016 0.078 2.453 0.046 NO 
2004 56 174 1540 0.113 3.164 0.077 NO 
2005 39 82 741 0.111 1.715 0.046 NO 
2006 16 22 120 0.183 1.467 0.058 NO 
 

6.4.9 The November 17 Organization, Greece 
The results in Table 11 indicate that there is no consistency in whether or not 

there was an increase or decrease in the density value, the difference between the density 

and chain density value, or the density factor of the network in the year before or after a 

terrorist attack.  From the start of recorded data for the network, the density value of the 

network, the difference between the density and chain density values, and the density 

factor increased leading up to the first terrorist attack in 1985.  However, after 1989 when 

two terrorist attacks occurred, the density value, difference between the density and chain 

density value, and the density factor all increased in the time period of 1990-1994, when 

two terrorist attacks occurred each in 1991 and 1994.  Also, before and after the terrorist 

attack that took place in the first half of 2000, the density of the network, the difference 

between the density and chain density values, and the density factor all remained the 

same.  
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Table 11 The November 17 Organization, Greece OPSEC Calculations 

Time Period 
Number 
of Nodes 

Number 
of Edges 

Number 
of Total 
Possible 
Edges 

 
 

Density 
Value 

 
 

Density 
Factor  

Density 
Difference 

 
 
 

OPSEC? 
1975-1983 7 6 21 0.286 1.000 0.000 YES 
1983-1984 11 18 55 0.327 1.800 0.145 NO 

1985 11 22 55 0.400 2.200 0.218 NO 
1986 12 23 66 0.348 2.091 0.182 NO 
1987 16 35 120 0.292 2.333 0.167 NO 
1988 16 37 120 0.308 2.467 0.183 NO 
1989 16 37 120 0.308 2.467 0.183 NO 

1990-1994 16 40 120 0.333 2.667 0.208 NO 
1995 17 44 136 0.324 2.750 0.206 NO 
1996 17 44 136 0.324 2.750 0.206 NO 
1997 17 44 136 0.324 2.750 0.206 NO 
1998 18 46 153 0.301 2.706 0.190 NO 
1999 18 46 153 0.301 2.706 0.190 NO 

1st Half 2000 18 46 153 0.301 2.706 0.190 NO 
2nd Half 2000 18 46 153 0.301 2.706 0.190 NO 
1st Half 2001 18 46 153 0.301 2.706 0.190 NO 
2nd Half 2001 18 46 153 0.301 2.706 0.190 NO 
1st Half 2002 18 46 153 0.301 2.706 0.190 NO 
2nd Half 2002 18 46 153 0.301 2.706 0.190 NO 
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CHAPTER 7: DISCUSSION 

The following three sections, sections 7.1 – 7.3, will compare the results from the 

four quantitative measure calculations and the three hypothesis originally stated in 

section 3.1 for the terrorist networks analyzed in this thesis.  In section 7.1 hypothesis I 

will be evaluated in view of the results from the 2000 Philippines Ambassador Residence 

bombing, the 2000 Christmas Eve bombings, the 2001 Hamburg, Germany 9/11 Cell, the 

2002 Bali, Indonesia bombings, the 2004 Madrid, Spain train bombings, the 2004 

Australian Embassy bombing, and the 2005 Bali, Indonesia bombings.  In section 7.2, 

hypothesis II will be evaluated in light of the results from the Jemaah Islamiyah Terrorist 

Network and the November 17 Organization in Greece will be compared to hypothesis II.  

In section 7.3 the results from the seven terrorist networks will be compared 

geographically, five based in Indonesia and two in Europe.   

7.1 Hypothesis I 
Hypothesis I, as described previously in section 3.1, states that the efficiency, 

connectivity, and OPSEC of a terrorist network will increase leading up to a terrorist 

attack and will decrease afterwards; the terrorist networks are considered resilient.  For 

each of the seven terrorist networks analyzed in this thesis, the efficiency, connectivity, 

resiliency, and OPSEC quantitative measures were calculated over time.  For each 

terrorist network, patterns of increases and decreases over time of the efficiency, 
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connectivity, and OPSEC of the networks are analyzed and the terrorist network is 

determined if it is resilient based on whether or not the network meets the 80/20 and 

50/20 rules as described in section 5.3.   

As seen Figures 20 and 29 for the 2000 Philippines Ambassador Residence 

bombing, the graphs of the efficiency and connectivity respectively are similar and the 

results from these two quantitative measures confirm hypothesis I that leading up to a 

terrorist attack the efficiency and connectivity will increase and after the terrorist attack 

both will decrease.  However, the OPSEC results, shown in Table 3, reject hypothesis I as 

the difference between the density and chain density values and the density factor 

increased leading up to the terrorist attack and decreased after the terrorist attack, starting 

the second year after the terrorist attack occurred.  The only time the terrorist network 

would have been considered operationally secure is in 2004, 2005, and 2007, more than 

four years after the terrorist attack.  Thus, the results indicate that while the terrorist 

network focused on improving its connectivity and efficiency it did so at the expense of 

OPSEC leading up to the terrorist attack which could have left the network vulnerable to 

disruption from nation-state governments. 

The efficiency and connectivity results over time, as seen in Figures 21 and 30 

respectively, for the 2000 Christmas Eve bombings mirror each other and reject 

hypothesis I.  There is an increase in both quantitative measures leading up to the terrorist 

attack, but instead of decreasing after the terrorist attack, both quantitative measures 

continued to increase during a time of a decrease in the number of nodes and edges in the 

network and do not decrease until 2003, three years after the terrorist attack.  Hypothesis 
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I is also rejected for the OPSEC of the terrorist network as the difference between the 

density and chain density values and the density factor increased leading up to the 

terrorist attack and decreased afterwards as the results in Table 4 indicate.  While the 

terrorist network appeared to have sacrificed OPSEC for an increase in efficiency and 

connectivity leading up to the terrorist attack, the OPSEC of the terrorist network 

increased after the terrorist attack along with the efficiency and connectivity of the 

network.  Despite being a part of the same larger terrorist network, Jemaah Islamiyah,   

and partaking in terrorist attacks in the same year, there is a difference in the pattern of 

quantitative measure results over time between this terrorist network and the terrorist 

network responsible for the 2000 Philippines Ambassador Residence bombing.  The 

former terrorist network had more nodes and edges than the later terrorist network which 

could account for the reason that the later terrorist network had a higher efficiency and 

connectivity at the time of the terrorist attack.       

Leading up to the 9/11 terrorist attacks, as Figures 22 and 31 show, there was not 

a continuous increase in the efficiency and connectivity of the Hamburg, Germany 9/11 

Cell, and in fact the efficiency peaked two and a half years before the terrorist attack and 

was in a downward trend leading up to the terrorist attack while there were fluctuations in 

the connectivity values leading up to the terrorist attack.  There were decreases in both 

quantitative measures in the time periods after the terrorist attacks, and the terrorist 

network was able to recover and improve its connectivity a year following the terrorist 

attack while the efficiency of the terrorist network was never able to rebound.  Thus, 

hypothesis I is rejected in regards to the efficiency and connectivity of the terrorist 
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network.  After the peak in 1998 of the density factor and density difference, Table 5 

shows that leading up to the terrorist attack there was a continuous decrease in the density 

factor and except for in the half year of the terrorist attack, the difference between the 

density and chain density values decreased as well.  Thus, hypothesis I is confirmed 

despite the terrorist network not having a chain network structure until 2002 and from 

2003 to 2006, except for the 2nd half of 2005, the density value was less than the chain 

density value.  The results indicate that the terrorist network could have been more 

concerned with OPSEC than the efficiency and connectivity of the terrorist network due 

to the terrorist network having to execute its terrorist attack on another continent.  As 

Krebs (2002) noted, “Those who were trained to fly didn’t know the others. One group of 

people did not know the other group.”  The quantitative measure results are consistent 

with the structure of the network since there were four groups of hijackers and efforts 

were taken to minimize connections among the hijackers and network members (Krebs 

2002).                   

The efficiency and connectivity, as Figures 23 and 32 respectively show, of the 

terrorist network involved in the 2002 Bali, Indonesia bombings followed the same 

pattern over time as there was a continuous increase leading up to the terrorist attack for 

both quantitative measures, a continuous increase after the terrorist attack, and a decrease 

in both quantitative measures after 2005.  Thus, hypothesis I is rejected in terms of the 

efficiency and connectivity of this terrorist network.  Hypothesis I is also rejected for the 

OPSEC of the terrorist network as Table 6 indicates that there was a continuous increase 

leading up to and a decrease after the terrorist attack for the density factor and for the 
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difference between density and chain density values.  In 2007 when there was only five 

nodes in the terrorist network the density and chain density values were equal and could 

be considered operationally secure then.  While the terrorist network focused on 

improving its efficiency and connectivity, the OPSEC of the terrorist network did not 

appear to be a major focus of the terrorist network leading up to the terrorist attack.  After 

the terrorist attack, for three years while there was a decrease in the number of nodes and 

edges in the network, all three quantitative measures improved which could indicate a 

consolidation of the network members after the terrorist attack which improved the 

efficiency, connectivity, and OPSEC of the network.           

Approximately two years before the 2004 Madrid, Spain train bombings, there 

was a continuous increase leading up to the terrorist attack for the efficiency and 

connectivity of the terrorist network responsible for the train bombings, and a decrease in 

the year after the terrorist attack followed by an increase in the first half of 2005, as 

indicated in Figures 24 and 33 respectively; thus, hypothesis I is confirmed for the 

efficiency and connectivity of the terrorist network.  Table 7 shows that from the 

beginning of the recorded data through the first half of 2002 and in the year of recorded 

data after the first half of 2004 the terrorist network was considered operationally secure.  

Starting in the second half of 2002 there was an increase in the difference between the 

density and chain density values and the density factor and therefore, hypothesis I is 

rejected for the OPSEC of the terrorist network.  The results from these three quantitative 

measures indicate that as the time of the terrorist attack became closer, the terrorist 

network became more concerned with the efficiency and connectivity of the terrorist 
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network than with the OPSEC of the terrorist network which the terrorist network was 

concerned about prior to the first half of 2002.  More specifically in the first half of 2002 

the continuous increase in the efficiency and connectivity started while this was the last 

time the terrorist network was considered operationally secure.  The pattern of the 

quantitative measures over time for this terrorist network is inconsistent with the other 

terrorist networks except for the Hamburg, Germany 9/11 cell and the network 

responsible for the 2005 Bali, Indonesia bombings.   

For both the efficiency and connectivity, as seen in Figures 25 and 34 

respectively, of the terrorist network responsible for the 2004 Australian Embassy 

bombing in Jakarta, Indonesia, the continuous increase for both of these quantitative 

measures started at the 1995-1999 time period until it decreased in the year after the 

terrorist attack, 2005, for the efficiency of the terrorist network before rebounding while 

the connectivity of the terrorist network continued to increase until the end of the 

recorded data.  Hypothesis I is therefore confirmed for the efficiency and rejected for the 

connectivity of the terrorist network.  The results shown in Table 8 for the OPSEC of the 

terrorist network reject hypothesis I for the OPSEC of the terrorist network.  After the 

first three time periods when the terrorist network was considered operationally secure, 

there was a continuous increase in the difference between the density and chain density 

values and the density factor leading up to the terrorist attack and a decrease in both 

calculations after the terrorist attack.  Thus, the results indicate that the while the terrorist 

network was increasing its efficiency and connectivity leading up to the terrorist attack, 
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the OPSEC of the terrorist network was neglected which is consistent with the other 

terrorist networks apart of the larger Jemaah Islamiyah Terrorist Network in Indonesia.          

Over time, as indicated in Figures 26 and 35, there were periods of increases and 

decreases in the efficiency and connectivity of the terrorist network responsible for the 

2005 Bali, Indonesia bombings, but hypothesis I is confirmed by the results.  The 

continuous increase in efficiency leading up to the terrorist attack in the second half of 

2005 began in the first half of 2003 and the continuous increase in connectivity began in 

first half of 2004 and these increases continued until the end of recorded data in the first 

half of 2006.  However, hypothesis I for the OPSEC of the terrorist network is rejected 

based on the results shown in Table 9.  During the first two time periods of recorded data 

the terrorist network was considered operationally secure, but afterwards there were 

periods of increases and decreases in the difference between the density and chain density 

values and the density factor before the increase leading up to the terrorist attack for the 

density factor and the difference between the density and chain density values starting in 

the second half of 2003.  Therefore, the results indicate that as an increase in the 

connectivity and efficiency of the terrorist network occurred leading up to the terrorist 

attack, the OPSEC of the terrorist network decreased which was the case with the other 

terrorist networks apart of the Jemaah Islamiyah Terrorist Network.                       

None of the seven terrorist networks met the 80/20 or 50/20 rules, as shown in 

Figure 38, which indicate a scale-free network structure and that the terrorist network 

would be resilient if a node was removed from the terrorist network (Barabási and 

Bonabaeu 2003).  These terrorist networks were vulnerable to disruption if nodes were 
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removed from the network as these terrorist networks did not have a structure consistent 

with scale-free networks (Barabási and Bonabaeu 2003).  Scale-free networks according 

to Barabási and Bonabaeu (2003) have central individuals with connections to many 

other individuals in the network and despite all of the terrorist networks except for the 

Hamburg, Germany 9/11 Cell having central individuals in their network, none of the 

seven networks had a structure consistent with a scale-free network.  Thus, the resiliency 

results reject hypothesis I that the terrorist networks would be resistant to the loss of a 

node(s) and have a scale-free network structure.         

7.2 Hypothesis II 
Hypothesis II, as described previously in section 3.1, states that for the terrorist 

network time series there will be an increase in the quantitative measures, excluding 

resiliency, leading up to a terrorist attack, a decrease after the terrorist attack, and an 

increase leading up to the next terrorist attack.  The terrorist networks are also expected 

to be considered resilient.  For both terrorist network time series analyzed in this thesis, 

the efficiency, connectivity, resiliency, and OPSEC quantitative measures were 

calculated.  For each terrorist network time series, patterns of increases and decreases 

over time of the efficiency, connectivity, and OPSEC of the network are analyzed and the 

terrorist network is determined if it is resilient based on whether or not the network meets 

the 80/20 and 50/20 rules as described in section 5.3.   

The Jemaah Islamiyah Terrorist Network’s efficiency and connectivity, as Figures 

27 and 36 show, from the beginning of recorded data both decrease until the time period 

before the first two terrorist attacks in 2000 when the efficiency and connectivity 
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increased in 2000 from 1995-1999.  Afterwards, the connectivity of the terrorist network 

leading up to a terrorist attack would increase and then would decrease after a terrorist 

attack except in 2005 and due to a loss in nodes and edges in the network in 2006 as well.  

The results from the efficiency of the terrorist network show a different story as the 

efficiency continued to increase after 2000 leading up to the terrorist attack in 2002 

before there was a decrease in 2003, and the efficiency then increased leading up to the 

terrorist attacks in 2004 and 2005 before declining in 2006.  Even though the two 

quantitative measures measure similar behavior, there is a slight difference in the pattern 

of increases and decreases in the connectivity and efficiency after 2000.  The pattern over 

time for the efficiency and connectivity would be the same, excluding 2006, if it wasn’t 

for the 0.003 decline in connectivity in 2001 and the 0.002 decline in connectivity in 

2005 from the previous’ year’s connectivity value.  In both 2001 and 2005 there was a 

decrease in the number of nodes and edges in the network from the previous year, and a 

slight change in the number of nodes or edges in the network could change the decrease 

in connectivity to an increase in the connectivity of the network.  Thus, hypothesis II is 

confirmed in regards to the connectivity of the terrorist network, and is rejected in 

regards to the efficiency of the terrorist network.       

The patterns over time of the efficiency and connectivity of the November 17 

Organization were very similar, as shown in Figures 28 and 37 respectively, as the results 

from these quantitative measures indicate that the peak connectivity and efficiency values 

occurred in the year of the first terrorist attack executed by the organization, 1985, and 

that the increases and decreases of each quantitative measure mirrored each other over 
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time.  Hypothesis II is confirmed as the results indicate that when there was a change in 

the number of nodes or edges in the network, the organization leading up to a terrorist 

attack improved its operational capabilities by becoming more efficient and connected, 

except in 1986 when a terrorist attack occurred in the previous year, and recovered 

following the terrorist attack after an initial disruption to the organization.  The results 

imply that the organization considered being efficient and connected important when 

planning for and executing a terrorist attack and that in this organization in particular, the 

efficiency and connectivity of a terrorist network are related.              

As shown in Figure 38, both of the terrorist network time series did not meet the 

80/20 or 50/20 rules which indicate a scale-free network structure and that the terrorist 

network is considered resilient.  Therefore, as previous research indicates, if a node(s) 

was removed from the terrorist network then these terrorist networks could have been 

disrupted (Barabási and Bonabaeu 2003).  Previous research by Barabási and Bonabaeu 

(2003) indicates that scale-free networks typically have central individuals that have 

many connections to other nodes in the network, and the Jemaah Islamiyah Terrorist 

Network and the November 17 Organization did have central individual(s) in the terrorist 

network that had a multitude of connections to other individuals in the terrorist network 

despite not having a scale-free network structure.  Thus, the resiliency results do not 

support hypothesis II that the terrorist networks would have a scale-free network and be 

resilient to the possible loss of nodes in the network.         

Hypothesis II for the OPSEC of the Jemaah Islamiyah Terrorist Network was 

rejected based on the results indicated in Table 10.  Over time leading up to a terrorist 
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attack the difference between the density and chain density of the terrorist network and 

the density factor increased while there was a decrease afterwards.  There is an exception 

in 2005 though as there was a terrorist attack in 2004.   Hypothesis II is also rejected 

pertaining to the OPSEC of the November 17 Organization as indicated by the results in 

Table 11.  The results show that there is a consistency in terms of an increase leading up 

to a terrorist attack, except in 1986, and a continued increase, except in 1986 and 1997, 

after the terrorist attack in terms of the difference between the density and chain density 

values and the density factor excluding the time periods where there is no change in the 

number of nodes or edges in the terrorist network.  At no point in time was either terrorist 

network considered operationally secure, except for the November 17 Organization 

during the first time period, 1975 – 1983.  Therefore, the results suggest that OPSEC was 

not a top priority for the terrorist networks as they planned for and executed multiple 

terrorist attacks, but instead favored efficiency and connectivity within the terrorist 

network as discussed previously.          

7.3 Hypothesis III 
Hypothesis III, as described previously in section 3.1, states that for the terrorist 

networks that operated in the same country or continent each of the quantitative measures 

calculated for them will be more similar than the terrorist networks that are a further 

geographic distance away.  For each of the seven terrorist networks analyzed in this 

thesis, the efficiency, connectivity, resiliency, and OPSEC quantitative measures were 

calculated and compared geographically.  For each terrorist network patterns of increases 

and decreases over time of the efficiency, connectivity, and OPSEC of the network and 
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whether or not the terrorist network was considered resilient were compared 

geographically.   

For the terrorist networks that operated in Indonesia, there was a consistency in 

that leading up to the terrorist attack the efficiency and connectivity increased for the 

terrorist networks, but there was an inconsistency for these two quantitative measures 

after the terrorist attack.  For two of the terrorist networks in Indonesia the connectivity 

and efficiency decreased afterwards, for two of the other three terrorist networks, the 

2000 Christmas Eve bombings in Indonesia, and the 2004 Bali, Indonesia bombings, the 

connectivity and efficiency continued to increase, but for the 2004 Australian Embassy 

bombing, the efficiency decreased after the terrorist attack before rebounding while the 

connectivity continued to increase from the 1995-1999 time period until the end of 

recorded data.   

For the two European terrorist networks, the Hamburg, Germany 9/11 Cell and 

the 2004 Madrid, Spain train bombings terrorist network, there was an inconsistency in 

the results for the efficiency and connectivity.  The efficiency and connectivity of the 

Hamburg, Germany 9/11 Cell peaked two and a half years before the terrorist attack and 

both quantitative measures decreased leading up to the 9/11 terrorist attacks, while the 

efficiency and connectivity of the terrorist network responsible for the 2004 Madrid, 

Spain train bombings increased leading up to the terrorist attack and decreased 

afterwards.   

These results confirm the hypothesis for the efficiency and connectivity as the 

geographic location of the terrorist network and the associated terrorist attack does seem 
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to impact the efficiency and connectivity of the terrorist networks.  As will be discussed 

in the following paragraph, the Hamburg, Germany 9/11 cell carried out the terrorist 

attack in the United States, and not in Germany, and it appeared to focus on the 

operational security of the terrorist network and sacrificed efficiency and connectivity to 

remain operationally secure.  The other terrorist networks were able to carry out their 

associated terrorist attack by focusing on the efficiency and connectivity of the terrorist 

network in the country they operated in, and were not as focused on the OPSEC of the 

terrorist network.     

There was a consistency among all the terrorist networks in Indonesia, in which 

leading up to the terrorist attack the networks were less operationally secure as the 

difference between the density and chain density values and the density factor increased 

and after the terrorist attack was executed by the terrorist group both calculations 

decreased.  An exception was the 2005 Bali, Indonesia bombings as only two nodes were 

left in the terrorist network.  For the two terrorist networks in Europe, the Hamburg, 

Germany 9/11 Cell and the 2004 Madrid, Spain train bombings, the results were 

inconsistent.  There was an improvement in the OPSEC of the Hamburg, Germany 9/11 

Cell leading up to the 9/11 terrorist attacks, although the terrorist network was not 

considered operationally secure, but the terrorist network for the 2004 Madrid, Spain 

train bombings became less operationally secure leading up to the terrorist attack with an 

increase in the difference between the density and chain density values and the number of 

times denser the terrorist network was then the chain density values.  Therefore, the 

results indicate that the terrorist networks in Indonesia were not particularly concerned 
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with OPSEC when executing their terrorist attacks, while in Europe some terrorist 

networks value OPSEC while others do not.  A possible explanation for the difference in 

OPSEC levels for the two terrorist networks in Europe could be due to the fact that the 

Hamburg, Germany 9/11 Cell had to execute its terrorist attack on another continent, in 

the United States, while the 2004 Madrid, Spain train bombings terrorist network was 

able to execute its terrorist attack in Madrid, Spain, the home base of the terrorist group 

(Zech 2016).  As a result, it is concluded that the geographic location of the terrorist 

network and where the terrorist attack associated with the terrorist network occurred 

does, at least to some extent, impact the need for OPSEC of a terrorist network and the 

OPSEC hypothesis is confirmed.      

In regards to the resiliency of the terrorist networks, as shown in Figure 20, none 

of the terrorist networks, whether in Europe or Indonesia, met the 80/20 or 50/20 rules to 

meet the characteristics of having a scale-free network, and thus, they cannot be 

considered resilient.  The numerical resiliency calculation results were similar for the 

2000 Philippines Ambassador Residence bombing, the 2000 Christmas Eve bombings in 

Indonesia, and the 2002 Bali, Indonesia bombings, all in Indonesia, and the Hamburg, 

Germany 9/11 cell in Europe.  Thus, in the particular case for the terrorist networks 

included in this thesis, the growth of the terrorist networks over time and the structure of 

the terrorist networks were more important in determining if the terrorist network is 

resilient than the geographic location of the terrorist network.  The resiliency results 

reject my hypothesis that the results would vary based on the geographic location of the 
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terrorist network and instead the results were similar despite the terrorist networks being 

located on different continents.            
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CHAPTER 8: CONCLUSION AND FUTURE RESEARCH 

8.1 Conclusion 
The results in this thesis indicate that when the terrorist networks focused on 

increasing the network’s efficiency and connectivity leading up to the terrorist attack, the 

OPSEC of the terrorist network typically decreased and vice versa.  Thus, there appears 

to be an inverse correlation between the OPSEC of a terrorist network and the terrorist 

network’s efficiency and connectivity.  However, typically, the patterns of the increases 

and decreases in the efficiency and connectivity of a terrorist network over time mirror 

each other. The resiliency of the terrorist networks does not seem to be impacted by the 

efficiency, connectivity, or OPSEC of the terrorist networks as none of the terrorist 

networks met the requirements to be considered resilient and cannot withstand the loss of 

a node(s) without impacting the operational capability of the terrorist network.  However, 

the quantitative measures of the structure of a terrorist network does not provide a 

complete understanding of a terrorist network as other factors can influence the overall 

operational capabilities and evolution of a terrorist network.          

In comparison to previous studies done using the quantitative measures and the 

terrorist networks included in this thesis, the results found in this thesis were mainly 

similar to the results found in previous research done by various authors.  The results for 

the connectivity and resiliency of six of the terrorist organizations in this thesis that were 

previously studied by Helfstein and Wright (2011) were similar to the results found by 
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the researchers.  The results found in this thesis for the Bali, Indonesia bombings in 2002 

were similar, but slightly different than the results found by Koschade (2006) when he 

conducted research on the terrorist network.  Also, as the BBC reported, the Hamburg, 

Germany 9/11 Cell began planning the 9/11 terrorist attacks in the summer of 1999 which 

is also around the time that the efficiency of the terrorist group peaked, in 1999 actually, 

when the connectivity of the terrorist network peaked, the first half of 2000, and the 

OPSEC of the terrorist network also started to improve in 1998 (BBC News-b 2005).  

The start of the planning for the 9/11 terrorist attacks and the results found in this thesis 

also confirm Osama bin Laden’s concern about keeping the network covert while the 

operational effectiveness was negatively impacted slightly (Krebs 2002). 

8.2 Future Research  
As with all research, enhancements can be done on previously conducted research 

to improve upon the results found and to better interpret and analyze the results.  This 

thesis is no exception as this thesis was narrowly focused on calculating four quantitative 

measures on seven terrorist networks and two terrorist network time series over time.  

The four quantitative measures calculated in this thesis were network wide calculations 

and quantitative measure calculations at an individual level were not conducted.  Also, 

the data for the terrorist networks in this thesis only included data for a time period of 

years, every year, or at half year intervals with no consistency throughout the data set for 

each terrorist network or terrorist network time series.        

 One future research enhancement in relation to terrorist networks is analyzing 

how a terrorist network is impacted with the addition or removal of a specific terrorist to 
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or from a terrorist network over time.  Previous research conducted by Latora and 

Marchiori (2004) calculated the efficiency, the same methodology used in this thesis to 

calculate the efficiency of the terrorist networks and described previously in section 5.1, 

of the 9/11 terrorist network and calculated and analyzed how the efficiency of the 

terrorist network was impacted by the removal of a specific terrorist in the terrorist 

network at a specific moment in time.  However, the researchers did not examine how the 

efficiency of the 9/11 terrorist network was impacted by the addition of a specific 

individual to the 9/11 terrorist network or how the efficiency was impacted over time 

(Latora and Marchiori 2004).  As only one terrorist network has been analyzed to 

understand how the removal of a node can impact the efficiency of a terrorist network, 

expanding upon this to include additional terrorist networks and quantitative measure 

calculations to understand the impacts of the addition or removal of a node to or from a 

terrorist network over time can provide a better understanding of the prominence an 

individual has in a terrorist network.       

 As mentioned previously, the data used in this thesis for the terrorist networks 

was for time periods of years, every year, or at half year intervals with no consistency 

throughout the entire time frame covered by the data for each terrorist network.  

Improvements could be made in analyzing terrorist networks for specific quantitative 

measures by using consistent time intervals throughout the time frame of provided data 

for the terrorist networks.  By using consistent time intervals for the data a better 

representation of the results from quantitative measure calculations could be provided 

over time which can improve the analysis of the quantitative measure calculation results 
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and better understand how the terrorist networks evolve and the operational ability of 

terrorist networks over time. 

 While this thesis concentrated on analyzing the increases and decreases of the 

efficiency, connectivity, and OPSEC of terrorist networks over time, specifically leading 

up to and after a terrorist attack, it did not analyze how the addition or removal of nodes 

and edges in the network impacted these quantitative measures.  Understanding the 

relationship between the addition or removal of nodes or edges and each quantitative 

measure can help determine the statistical impact such changes has on each quantitative 

measure.  For example, by using network simulations the statistical analysis of the 

change in quantitative measures over time in relation to the change in the number of 

nodes and edges in the network can be further explored and characterized.  Such, analysts 

will be able to determine then how significant topological changes in the network would 

be in relation to a particular quantitative measure.             

Additional research could also be conducted to determine if there are any 

particular signs that the terrorist network might exhibit indicating that the network is 

about to execute a terrorist attack.   This could possibly include the real time monitoring 

of the quantitative measure values calculated in this thesis for a terrorist network, and 

comparing these measurements to previously observed measures and trends. Having said 

that, it is important to remember that although numerical calculations of the structure of a 

terrorist network can provide valuable information about the structure and operational 

capabilities of a terrorist network, such calculations cannot provide all the information 

that is necessary to gain a complete understanding of the operational capabilities of a 
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terrorist network and when the terrorist network might execute a terrorist attack.  

Additional contextual information, such as the political situation in a particular country, a 

date that has significance to the terrorist network, world events, and the financial and 

operational status of the network, can also influence the activity of the network leading to 

a terrorist attack.  This information, paired with numerical calculations of the structure of 

the terrorist network, can provide greater insight into determining if a terrorist network is 

about to execute a terrorist attack. 

 Finally, in some terrorist networks during specific time intervals there would be a 

subset of individuals or sets of two individuals not connected to the larger main group in 

the terrorist network.  The isolation of members from the larger group in the terrorist 

network could have possibly impacted the results from the quantitative measure 

calculations.  Despite the fact that individuals during certain time intervals were not 

connected to the larger main group in the terrorist network, these individuals typically 

eventually joined the larger main group in the terrorist network at some point in the time 

frame of the provided data for the terrorist networks.  By only using the larger main 

group in the terrorist network for quantitative measure calculations, a better 

representation of the terrorist networks could be provided by not including the isolated 

individuals or sets of two individuals in the terrorist network in the quantitative measure 

calculations.         
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