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ABSTRACT 

MEETING CYBERSECURITY EDUCATION CHALLENGES: A DATA 

ANALYTICS APPROACH FOR CONTINUOUS LEARNING 

Hieu-Trung Le, Ph.D. 

George Mason University, 2019 

Dissertation Director: Dr. Aditya Johri 

 

Cybersecurity has become one of the most important fields within information 

technology (IT) over the last decade. Given the dynamic nature of the field, professionals 

have to continuously learn new topics and technologies in order to keep up with the latest 

threats. Security education programs find it difficult to keep up with changes in the field 

and are limited in terms of the issues they can address given the restrictive nature of 

courses and curricula. At the same time, within the workplace, cybersecurity is 

experiencing tremendous shifts in the way professionals approach their work and 

accomplish tasks. These changes are manifold. First, the nature of the work has become 

increasingly complex, requiring professionals to seek and obtain information about a 

broad range of issues using a diversity of sources in order to successfully accomplish 

tasks and assist their decision making process. Second, there is a requirement to 

continuously learn and improve knowledge in order to tackle problems that keep evolving 

and changing. Finally, the technological developments that have shifted the nature of 
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their work also now provide the opportunity to find information and learn at their 

fingertips.  

These challenges and the continuous learning that is required to be successful 

have contributed to a growing shortage of cybersecurity professionals in the industry. In 

order to better prepare future professionals as well as to support the existing workforce, 

this dissertation research addressed the following questions: (1) What does the current 

literature on cybersecurity education tell us about the state of the art in preparing students 

and what are the existing gaps; (2) What resources and strategies do cybersecurity 

professionals use for finding solutions and learning new knowledge and what role is 

played by online resources in this process; and (3) How can social media data be used to 

better support workforce learning processes? The outcome of the first research question is 

a review of the existing literature in the cybersecurity education field within academia, 

government, and the private sector. It includes the identification of gaps and current 

initiatives to address these issues. In the second part of the research, an interview and 

survey based field study, provided a better understanding of how cybersecurity 

professionals look and seek for information, resulting in the creation of the “Information 

Seeking at the Workplace” model and a better understanding of how online resources are 

used. It contributes to the literature by integrating an information seeking perspective 

with situated cognition to inform future studies of learning in information-rich 

engineering and technology workplaces. The third part of the research examines how the 

cybersecurity community uses Twitter through both a data analytic study of Twitter data 

and a survey study with cybersecurity professionals. The outcome is the creation of the 



xii 

 

“Leveraging Twitter for Cybersecurity Learning Framework” which can be used to help 

professionals and students supplement their learning in order to stay up to date with the 

latest security changes. 
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1. CHAPTER ONE - INTRODUCTION 

Cybersecurity has become one of the most important fields within information 

technology over the last decade. Its importance to almost every aspect of people’s lives 

has brought it to the forefront of discussion related to technology across a range of issues 

(Dezenhall, 2015; Jackson, 2015; Miller, 2012; Rosenblatt, 2014). As concern with 

cybersecurity has increased, so have the number of breaches and incidents that occur, 

with each incident affecting a larger number of users. In April 2014, the retailer Target 

was a victim of a massive breach that exposed over 40 million credit cards and 70 million 

personal records to thieves (Krebs, 2014). And more recently, multiple companies 

including Toyota, Citrix, and Walmart have been victims of data breaches that affected 

millions of customers (Armerding, 2018; Rajagopal, 2019). 

These breaches are not new. The Internet Security Threat Report, an annual 

publication released by Symantec, which summarizes all of the threats, incidents, and 

breaches that occur in the previous year, reported 208 breaches for 2011 exposing over 

232 million identities. The year 2011 was consequently labeled “Year of the Data 

Breach” by Symantec. In 2013, there were 253 breaches amounting to nearly a 21 percent 

increase over 2011 with 552 million identities breached. As a result, 2013 was designated 

as the “Year of the Mega Breach” (Symantec, 2014). In other words, as technology use is 
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increasing across industries and across different aspect of people’s lives so are the 

breaches.  

Cybersecurity is a field that rapidly evolves, requiring professionals to always 

keep up to date with the latest threats and technologies that come out on a regular basis. 

Cybersecurity professionals often seek information online as a part of their work in order 

to gain knowledge and learn new areas. This information seeking behavior is important as 

it helps professionals stay current with the latest changes, and allows the professional to 

better understand the field and do their work successfully. Consequently, understanding 

the mindset of cybersecurity professionals has been identified as an important factor in 

detecting and preventing security breaches (McGettrick, Cassel, Dark, Hawthorne, & 

Impagliazzo, 2014). 

Traditionally, higher education programs have served as the foundational source 

of knowledge in training people to enter the workforce. However, given the speed at 

which technology design, implementation, and use has been changing, especially in 

cybersecurity, security education programs have found it difficult to keep up with the fast 

changing security landscape (IBM Center for Applied Insights, 2013; McGettrick et al., 

2014; Woodward & Young, 2007). Most educators find it difficult to keep their 

curriculum updated to keep pace with the changes (McGettrick et al., 2014). Outdated 

security programs discussing obsolete topics can degrade the quality of security 

education (McDuffie, 2012), affecting the instructor’s effectiveness in helping students 

understand threats. This could potentially lead to security breaches and violations that 

could have been avoided with more relevant curricula.  
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1.1 Problem Statement 

Cybersecurity is one of the fastest growing fields within IT (Mason, 2018) and 

businesses have made security one of their top priorities due to emerging threats and 

regulatory requirements. The world’s most valuable resource is no longer oil or gold, but 

rather data (Goddard, 2019). Companies now realize that protecting their data is critical 

for their business to thrive and survive, as a breach could mean losing competitive 

advantage, or worst losing customers’ trust. As such, there is a high demand for 

cybersecurity professionals in the workforce and companies are struggling to fill these 

positions due to a shortage of these professionals.  

Companies are not just looking for cybersecurity professionals, but rather those 

who are well trained and prepared to tackle the ever-changing security landscape and 

challenges that come with the job. Universities around the country realize the importance 

of cybersecurity and have tried to meet this gap by creating specialized degree programs. 

Just at George Mason University (GMU), cybersecurity is now taught within the IT 

major, the CS major, as part of a standalone program in Cybersecurity Engineering, and 

across programs in policy, law, and business. However, security education programs are 

limited in what they can teach due to the ever-changing security landscape and the 

continuous education that is required to be successful. In addition, a lot of learning for 

cybersecurity also takes place through informal learning outside of the classroom and on 

the job. Organizations have also found that graduates are not fully prepared for the job 

and lack the necessary knowledge and skill set to be successful (Crumpler & Lewis, 

2019). These major issues have motivated the research questions for this study. 
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1.2 Purpose of Studies 

The purpose of this study is to understand how cybersecurity professionals learn 

and seek information while they are on the job and use that knowledge to develop a 

framework that can be used to help the current and future cybersecurity workforce learn 

and stay up to date with the security landscape. The cybersecurity field is vast and always 

changing, requiring professionals to seek new information or learn about topics they 

might lack knowledge of. Security education programs are limited in what they can teach 

due to the limited amount of hours that are available in the curriculum and the ever-

changing technology and threats within the field. Creating a framework for learning can 

assist current and future workforce by providing insights on how to best use resources to 

learn and provide methods that can assist in continuous education.  

1.3 Research Questions 

The overarching issue framing this research project is: How can we improve 

cybersecurity learning for current and prospective professionals in the workforce? To 

address this issue, four research questions are targeted as shown in Table 1. 
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Table 1 - Research Questions 

Research Question Data 

Collection 

Analysis Outcomes 

1. What is the current 

state of cybersecurity 

education? 

Published 

papers and 

reports 

from 

industry 

 

Literature 

Review  

Synthesis of current literature 

from the perspective of 

academia, government, and 

private sectors. 

Identification of current gaps 

and initiatives in place for 

cybersecurity education. 

2. How do cybersecurity 

professionals learn and 

seek information during 

their work?  

*Paper published (Le, 

Johri, & Malik, 2018) 

Semi-

structured 

interviews 

Surveys 

Thematic 

content analysis 

Statistical 

analysis of 

survey results 

Information Seeking in the 

Workplace Model 

Understanding of what and 

how resources are used 

Understanding of how 

professionals use social 

media 

3. What is the nature of 

cybersecurity information 

shared on Twitter? How 

can data be used to help 

professionals and 

students learn to better 

prepare for the work? 

 

*Paper published (Le, 

Johri, & Malik, 2019) 

Twitter 

Search 

API 

Interviews 

Descriptive, 

content, 

network 

analysis 

Verification of 

framework  

Understanding how 

professionals use Twitter 

Leveraging Twitter for 

Cybersecurity Learning 

Framework 

4. What is the efficacy of 

online forums as a 

resource for 

understanding the 

dynamics of knowledge 

change within the 

cybersecurity domain and 

how does it compare to 

what is currently taught?  

Keyword 

corpus 

 

Stack 

Exchange 

 

GMU 

Syllabi 

Topic analysis 

 

Visualization 

 

Comparison  

Understanding how online 

forum data can assist with 

improving course offerings  
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Research Question 1 - What is the current state of cybersecurity education? 

Universities and colleges around the country have been adding cybersecurity 

curricula at a rapid pace in order to help satisfy the growing demand of the field. Even 

with this influx of degree programs, there are still many issues as it is a continuously 

changing field. Things can change rapidly over time and it is hard for an education 

program to keep abreast of the latest changes (Toth & Klein, 2013). For an effective 

cybersecurity education program, the educator must be able to continuously update their 

program to reflect the current trends and threats that are critical in order to properly 

prepare their students.  

In a typical classroom course, an individual instructor, or in some cases, a group 

of educators, work for several weeks or months to develop a course and create the 

curriculum. Once developed, this course is taught for several years, or even decades, 

often with only minor changes. This method can work well for foundational courses in 

traditional fields such as mathematics, where the basic concepts remain the same. For 

courses related to technology however, this can be a challenge as the technology and 

threats often change rapidly each year. To address these changes, some programs get 

input from professionals and update the content based on the recommendations they 

receive (Schneider, 2013). This method can help but has its limitation. For instance, 

updating programs based on opinions from a small group of professionals might not fully 

cover all areas of the latest emerging trends. In addition, current methods of updating 

courses are slow and require years to compile. By then, IT fields, especially, the 

cybersecurity field, has already changed and the proposed changes might not be as 
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relevant. That is why it is important to utilize an alternative dataset that is user-driven, 

hence one of the main objective of this research.  

This part of the research looks at the current literature as it relates to cybersecurity 

education and the initiatives that are in place to address identified gaps. The outcome is a 

better understanding of the current state of cybersecurity education, including the 

challenges and gaps identified, and initiatives by government, academia, and the private 

sector to address those gaps.  

Research Question 2 - How do cybersecurity professionals learn and seek 

information during their work? 

The cybersecurity domain is vast and ever-changing. From networking, hardware, 

software, privacy, usability – a varied nature of expertise and work is encompassed by the 

domain. The knowledge required and the area of expertise also keeps changing. For 

instance, in the last decade security of mobile devices has emerged as a critical domain. 

Even more recently, cloud computing has brought another big shift whereby rather than a 

focus on standalone devices such as desktops, the focus of security is on data warehouses 

and the transfer of data across devices and platforms. Although some core knowledge is 

relevant as these changes occur, there is also substantial demand to acquire new 

knowledge.  

Currently, a large number of formal degree programs prepare students for the 

cybersecurity workforce. Some of these programs are specific to cybersecurity and some 

of them are traditional engineering programs that have an emphasis – either through a 

minor or a certificate – on cybersecurity. In addition to college degrees, professional 
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development within cybersecurity is also strongly driven by external certification courses 

and agencies such as CompTIA. These programs have found a niche in training 

professionals precisely because the field is so dynamic and for professionals to keep up it 

is necessary to learn new things. Even then, formal programs are limited in how much 

training they can provide and on the job learning is critical for success in the 

cybersecurity profession. Cybersecurity is also challenging professionally because even 

though a professional might be well trained in a specific subdomain, a solution to a 

problem might require the integration of knowledge in multiple domains. This is 

challenging as most professionals do not have all the knowledge in every domain and 

have to rely on external sources to accomplish their tasks.  

Professionals search for information using online resources as a regular part of 

their daily work. Information search is a behavior that is performed multiple times 

throughout the day for cybersecurity professionals. Professionals typically spend part of 

their time on the Internet to look for information that they need in order to perform their 

job function and to find answers to solve a problem that they do not know the answer. 

Understanding this mindset is critical to determining what can be done to improve the 

way information is presented to them, and their overall process of seeking information.  

This part of the study utilized interviews and surveys in order to understand the 

mindset of cybersecurity professionals and how they seek information and learn in the 

workplace. The goal was to fully understand the process they use when seeking 

information as well as the type of resources that are used, and how it is used. As the 

interviews are only with a small subset of professionals, surveys were used to verify the 
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findings and discover if there are any gaps. This two-pronged approach ensured that the 

results are enriched and verifiable and contribute to the existing literature. The outcome 

of this part of the research is a better understanding of how professionals seek 

information and learn while on the job. It integrates information seeking perspective with 

situated cognition to inform future studies of learning in engineering and technology 

workplaces.  

The Information Search Model by Kuhlthau (1991) describes the process by 

which users go through when they search for information. This served as the theoretical 

basis for this part of the research. The model was originally created to describe the 

information search process for library resources. During the time of the development of 

the model, online resources were limited and were typically not the main source of 

information for most users. Traditionally, users would sit at a library and have to think 

through what information they were seeking. Each step in the process required a specific 

action and allowed them time to think through or contemplate their actions. With online 

resources, information is relayed instantly on the screen. The abundance of immediate 

information being displayed could change the process that the user goes through when 

seeking information. This research would determine whether or not online resources have 

changed the way users go through the stages in the search process, and whether or not 

there are stages that are no longer relevant in the process due to the immediate responses 

of online resources. 
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Research Question 3 - What is the nature of cybersecurity information shared on 

Twitter? How can data be used to help professionals and students learn to better 

prepare for the work? 

Social media has emerged as a critical platform for accessing information. Unlike 

traditional resources, the major advantage of social media is that it provides real-time, up-

to-date information often from trusted sources. In particular, a microblogging platform 

such as Twitter serves as a useful resource not only because the information shared is 

current but also because of its participatory features – users can follow products, services, 

brands, and topics (hashtags) that interest them. Twitter was built as an information 

dissemination platform that encourages users to freely follow other users without the 

need to be accepted unlike other platforms such as LinkedIn. This makes it better as a 

learning tool because it enables users to connect to others without the hesitation of having 

to know that person or not. In addition, tweets are public by nature and Twitter allows 

downloading of some tweets for research purposes. For these reasons, the author chose to 

focus on this platform for this part of the research. 

Twitter data has been widely used for many practical applications including 

predicting flu trends (Achrekar, Gandhe, Lazarus, Yu, & Liu, 2011), predicting elections 

(Gayo Avello, Metaxas, & Mustafaraj, 2011), and user sentiment analysis (Agarwal, Xie, 

Vovsha, Rambow, & Passonneau, 2011). Twitter has also been used in many fields such 

as healthcare (Widmer, Engler, Geske, Klarich, & Timimi, 2016), cybersecurity (Mittal, 

Das, Mulwad, Joshi, & Finin, 2016), finance (Bollen, Mao, & Zeng, 2011), amongst 
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many others. But none has actually looked at using Twitter data and its potential use for 

cybersecurity education and learning. 

The goal of this study is to deepen the understanding of how Twitter is used 

within the cybersecurity community; including who the users are, the type of information 

shared, who the key players are, and how this information can be leveraged to assist 

professionals to learn. The final outcomes for this study will be two-pronged. The first is 

the results from the descriptive, content, and network analysis of the data set. The second 

is the creation of a Cybersecurity Twitter Learning Framework that uses information 

gained from the analysis to help current and prospective cybersecurity professionals learn 

using Twitter.  

Research Question 4: What is the efficacy of online forums as a resource for 

understanding the dynamics of knowledge change within the cybersecurity domain 

and how does it compare to what is currently taught? 

 Online forums have emerged as a source for significant knowledge across a range 

of domains and as reported in an earlier study they are used regularly by cybersecurity 

professionals in their work. Given the gap between new knowledge in the field and what 

is taught in universities, these forums can conceivably serve as vehicles for updating the 

knowledge base for cybersecurity education.  

 Analyzing forums related to cybersecurity and comparing that to syllabi of 

courses can provide a better understanding of the knowledge gap. It can also help 

determine how topics have shifted over time and provide a better idea of what topics 

remain unchanged and can form the foundation material for domains.  
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 The study reported in this chapter is largely preliminary and supports the overall 

framework the author wants to develop to improve cybersecurity education. It is expected 

that future work in this specific area will be undertaken to improve this work.  

 

1.4 Significance of Studies 

The dissertation will contribute to the literature in several ways. First, the 

literature review will provide a better understanding of current cybersecurity education 

initiatives, as well as any gaps that make it challenging for professionals to meet the 

growing demands of the field. Second, in order to discover methods to help mitigate 

some of these gaps, this research will enhance current information seeking literature by 

providing a more specific and focused framework that describes the process in which 

these professionals learn and seek information. The results provide a more accurate and 

detailed representation of this behavior in the workplace. In addition, they illustrate how 

online resources are used within the workplace, as well as their overall advantages and 

disadvantages perceived by professionals. This knowledge can be useful in aiding 

students or prospective cybersecurity professionals in knowing how to seek information 

and learn in order to be more effective in their role. And third, in order to mitigate the 

current gap of outdated security education content, the development of a Twitter learning 

framework will help provide a method for current and prospective cybersecurity 

professionals to learn and stay up to date with the latest security news and events.  
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1.5 Summary 

The purpose of this dissertation is to better understand the current state of 

cybersecurity education and address some of the current gaps in this area. This is done by 

understanding how professionals learn and seek information at the workplace, and use 

this knowledge to develop processes and frameworks that can assist current and 

prospective professionals in understanding how to effectively use different type of 

resources depending on their goal and motivation. In addition, social media is an 

untapped source of knowledge that can be used for learning, but some professionals do 

not know how to properly use it and therefore end up disregarding it. The last part of the 

research uses data from Twitter and provides a framework that can be used to help 

generate knowledge that can be used by professionals to learn and stay up to date with the 

latest security landscape. 

This dissertation is divided into six chapters. The first chapter contains the 

research questions as well as the significance of the research. The second chapter looks at 

the current state of cybersecurity education, including the gaps and different initiatives 

taken to address those gaps. The third chapter is on the study of professionals’ 

information seeking behavior and the findings. The fourth chapter presents the study of 

cybersecurity tweets and how it can be used to help professionals and students learn. The 

fifth chapter discusses preliminary analysis and findings of knowledge found on online 

forums. And lastly, the sixth chapter presents the summary of the research as well as 

future work.  
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2. CHAPTER TWO – CURRENT STATE OF CYBERSECURITY EDUCATION 

2.1 Introduction 

Cybersecurity education plays a key role in helping to prepare students entering 

the workforce, as well as ensuring current professionals have the proper knowledge to be 

able to do their job and accomplish tasks. In order to help current and prospective 

professionals learn and be more effective in the workplace, it is important to first 

understand the current state of cybersecurity education, including identifying the gaps 

and the different initiatives that try to address them.  

2.2 Review Methodology 

Cybersecurity is one of those fields that initially did not have its own curriculum, 

but rather was part of a larger degree program such as computer science or information 

technology. Over time, the field has grown and universities have created dedicated 

programs in order to meet the growing demands of the industry. The programs were 

formulated “after the fact” in the sense that there was a growing need for these 

specialized programs that was not met. In response, the government and the industry 

created their own initiatives and publications in order to satisfy their need as it was 

lacking from the academic standpoint. As such, this research used a three-prong approach 

and looked at papers and publications from these different sectors including academia, 

government, and the private sector in order to get a more robust understanding. 
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As there are many articles out there in regard to cybersecurity education (Conklin, 

Cline, & Roosa, 2014; Kessler & Ramsay, 2013; Schneider, 2013), this research 

selectively focused on the bigger publications and programs that have been developed. 

These initiatives typically make more of an impact as they are sponsored by key 

organizations that have the resources to spread and implement their requirements.  

This part of the research is approached in two parts. First, the research will 

discuss the current gaps and challenges within the field, highlighting the biggest issues 

that are still being solved. The second part looks at the different initiatives and 

publications that attempt to address these issues, as well as efforts to standardize these 

education programs.  

2.3 Findings 

2.3.1 Gaps and Challenges 

A paper published by IBM Center for Applied Insights titled “Cybersecurity 

education for the next generation”, identified major challenges that the field is facing 

moving forward. It argued that the need for a “dynamic curriculum” for cybersecurity has 

put an increase in pressure for cybersecurity professors and programs. Threats evolve 

rapidly and make it difficult for educators to stay abreast with the latest solutions and 

technologies. Classes have to be updated every year, which is not typical for courses in 

other fields. The challenge is to have the resources required to do these updates which are 

increasingly hard to come by (IBM Center for Applied Insights, 2013, p. 4). 

IBM found that less than 60 percent of students and educators surveyed believe 

that their academic program addresses cybersecurity practices in emerging technology 
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areas such as mobile computing, cloud, and social business. It found that the 

cybersecurity field has expanded significantly over time, with more security domains to 

cover and more types of attacks that must be understood. These additional topics need to 

be integrated into the curriculum that still has the same number of hours as before. This 

means security education must be prioritized in ways such that only relevant content is 

being taught to maximize efficiency with the limited hours available (IBM Center for 

Applied Insights, 2013). In addition, the educator must be able to continuously update 

their program to reflect the current trends and threats that are critical in order to properly 

prepare their students (Toth & Klein, 2013).  

A publication by the Association for Computing Machinery (ACM) has found 

that cybersecurity education is still immature and lacks criteria that are typical in other 

disciplines (McGettrick et al., 2014). The ACM release and provide recommendations for 

cybersecurity education on a regular basis. Their latest report was released in 2013, called 

“Curriculum Guidelines for Undergraduate Degree Programs in Computer Science.” 

(ACM Computing Curricula Task Force, 2013). This report was put together for the 

computer science field as a whole, and cybersecurity was a subsection of the report. The 

process to put the report together started in 2010 and was completed in 2013. The focus 

was to create a new Body of Knowledge based on the CS2008 report and the result of the 

surveys that were given out to department chairs as a part of the study. Surveys were sent 

out to 1500 computer science department chairs of undergraduate programs throughout 

the US and an additional 2000 department chairs internationally. Of all the surveys sent, 

there were 201 responses. The report recognized the importance of cybersecurity and led 
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to the development of a new Knowledge Area in Information Assurance and Security. 

This showed a positive change in the fact that Computer Science has finally recognized 

the importance of security in that it was able to designate a whole knowledge area for the 

topic. At the same time, the fact that it took this long to recognize its importance shows 

us how long these types of curriculum changes can take. Security issues have been 

known since the 1990s, and major attacks have steadily increased throughout the past 

decades. University departments often depend on these types of publications from the 

ACM in order to help guide them in updating their curriculum. The problem is that these 

reports often take years to put together and publish. By the time the report is completed, 

security threats have already evolved and the content might have already changed and is 

no longer as relevant as before. Some programs try to address this by getting input from 

cybersecurity professionals and getting their recommendations based on their 

professional experience (Schneider, 2013). But even so, this method still can take time 

and might not be as effective.  

There is a gap between what is learned in academia and working in the industry, 

and that is a lack of hands-on skills (Tse & Esposito, 2014). The lack of hands-on 

experience from students has been an ongoing issue with many higher education 

programs. Courses typically focus on “why” something needs to be done, rather than 

“how” to actually do it. Students typically learn about the concepts and theory of security, 

such as why it is needed, how it can be used, and the role that technology play (Conklin 

et al., 2014). This knowledge is important, but when they start working in a real job, 

where they need to implement and configure actual security devices, they lack the skill 
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set to do so. There are training programs that provide the hands-on skills to supplement 

theory that is learned from classrooms. But as these training programs aren’t typically 

included in a curriculum, the challenge is how to bring training and education together in 

a way that is scalable and relevant to the program.  

There are cybersecurity programs that try to incorporate courses with labs in order 

to include hands-on training to the course, such as the program offered at George Mason 

University, a Center of Academic Excellence in Information Assurance Education 

(CAEIAE) certified school. This does help address some of the gaps that are identified, 

however, the hands-on lab courses are still a very small portion of the overall security 

program that is being offered. 

The rise of cybersecurity has made it a field that is very popular for many college 

students. As a fast-paced field, things can change rapidly over time and it can be hard for 

an education program to keep abreast of the latest changes (Toth & Klein, 2013). For an 

effective cybersecurity education program, the educator must be able to continuously 

update their program to reflect the current trends and threats that are critical in order to 

properly prepare their students.  

Companies hire college graduates with the understanding that they typically 

require additional training before they can fully perform what is needed on the job. 

Ideally, they prefer graduates to be able to start working on day one and be able to 

configure devices and contribute immediately to the team. At the same time, companies 

want their employees to be able to understand the concepts in order to be able to adapt to 
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technology changes, as changes tend to happen often in the world of information 

technology and cybersecurity.  

There is a discrepancy between the types of courses that are taught between two-

year associate degrees and a four-year bachelor’s degree. Typically, two-year degrees 

have a stronger focus on “training” the student rather than “educating” them. The courses 

at two-year colleges are typically geared towards training students on how to do the job, 

with the intent of helping them build the required skill sets to immediately work in the 

field and getting into roles such as a technician or system administrator. Students that 

choose to pursue a two-year degree typically want to minimize the amount of time spent 

in classes and learn only what is needed for them to do their job. Therefore two-year 

degrees are geared towards training the student. Four-year degrees are more grounded in 

theory and have less of a focus on training students like two-year programs do. Two-year 

programs advertise this fact in order to be more appealing to certain students, especially 

older ones whose time is more limited and their need to find a job as quickly as possible. 

The goal of the bachelor's program is to enable a solid understanding of the core 

principles of security, versus just teaching students how to get the job done. This explains 

why professionals with bachelor’s degrees also tend to be able to move up the career 

ladder over time, whereas those with an associate degree tends to stay in the same job 

function throughout their career (College Board, 2017). So the way these education 

programs are structured, you either choose to be trained and be able to do the job 

immediately, with the possibility of being stuck in the same job function, or you can 

choose the longer education route and know more in theory, but have less hands-on 
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experience which can make it difficult to actually perform your job function once you 

graduate. The gaps in each type of program mean students are not able to fully get the 

proper training and education required to be effective in today’s demanding cybersecurity 

landscape. Students need to be able to obtain both the training and learning needed 

whether they choose to attend two or four-year programs. In order to meet industry 

demands for these workers, colleges will need to change the way their programs are 

structured in order to meet the demands from the industry to have a balance between 

theory and practice (Conklin et al., 2014).  

Education programs that aren’t related to cybersecurity still need some sort of 

security awareness course as part of the curriculum to educate students about security 

threats and how to protect organizational resources (Hentea, 2005; Uchill, 2015). 

Organizations from all industries realize the importance of ensuring that all their 

employees have some sort of cybersecurity education as a part of their job training, even 

as they rely on professionals to help defend their networks and protect the organization 

from attacks and breaches (Blue, 2014).  

2.3.2 Current Initiatives to Improve Cybersecurity Education Programs 

A jointly sponsored Cybersecurity Education Workshop was held in February 

2014 by the National Science Foundation (NSF) Directorates of Computer & Information 

Science & Engineering and Education and Human Resources. The goal of the workshop 

was to bring together a diverse set of experts from computer science, cybersecurity 

research, education, and industry communities to identify approaches to advance 

cybersecurity education. The outcome of the workshop was the creation of six major 
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research themes. One of the research themes was “Education Practice and Instructional 

Strategies”. They recommended that the NSF should invest in research projects that 

explore the balance between breadth and depth of cybersecurity education courses, 

especially in interdisciplinary environments. In addition, the NSF should invest in 

research that develops methods to quickly obtain data from research and incorporate it 

into the classroom, stating “The ability to remove outdated content is as important as the 

ability to add new content. As the research community’s understanding of topics 

improves, there should be a method to quickly remove obsolete content from courses. 

NSF should encourage the development of resources that support the rapidly evolving 

field of knowledge” (National Science Foundation, 2014).  

2.3.2.1 National Institute for Cybersecurity Education 

The National Institute for Cybersecurity Education (NICE) is a national campaign 

aimed to improve the overall knowledge, skills, and behaviors of all people in order to 

improve safety on the Internet. It was created by the National Institute of Standards and 

Technology with a vision of creating “A secure digital nation capable of advancing 

America’s economic prosperity and national security through innovative cybersecurity 

education, training, and awareness on a graduated scale that addresses the full spectrum 

of cybersecurity needs.” (McDuffie, 2012) 

The NICE strategic plan outlines its vision and objective for the organization as a 

whole based on their engagement with government, academia, and the industry. It 

identified three main goals; “1. Accelerate learning and skills development, 2. Nurture a 

diverse learning community, and 3. Guide career development and workforce planning.” 
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The first goal is to inspire a sense of urgency for both the private and public sector for the 

need of skilled cybersecurity professionals, as the country continues to face a shortage of 

security professionals that have the necessary skills to address the internal and external 

threats that organizations face. The second goal is to improve the overall education and 

training programs in the cybersecurity ecosystem and encourage a diverse workforce by 

improving security awareness starting with students in elementary school all the way to 

high school. Minorities are still underrepresented in today’s cybersecurity workforce, so 

it is critical that these career pathways are introduced to all the necessary groups in order 

to encourage this career path. The third goal helps employers hire, train, and retain talent 

in cybersecurity and allows organizations to share best practices with each other on 

career development and training. These goals set out by NICE show the significance of 

improving the way cybersecurity talent is trained, developed, and retained in order to 

meet the demands of these professionals. It is important not to just find new people to 

enter the workforce, but also to ensure they are adequately prepared and are able to keep 

up with the changes and demands of the cybersecurity field.  

2.3.2.2 NICE Cybersecurity Workforce Framework 

The cybersecurity field is wide-ranging and consists of multiple disciplines. This 

can create a problem for recruiters and those who are looking to enter the field, as they 

might not have the necessary knowledge to fully understand each role and function and 

the requirements that entail. The NICE Cybersecurity Workforce Framework was 

developed for employers, current and future cybersecurity workers, educators, trainers, 

and technology providers and provides a common lexicon and catalog of all things 
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related to the profession, allowing cybersecurity professionals and those who are not in 

the field to be able to use common terminologies. It also supports those who support 

these workers such as human resource personnel by providing guidance on the different 

roles and the required knowledge and skills required for that position.  

The use of the common lexicon helps students and professionals understand and 

obtain the proper knowledge, skills, and abilities (KSAs) that are typically demonstrated 

by someone in that position, and allows educators to develop academic programs that 

map into areas that are valued by employers. The KSAs are attributes required to perform 

a specific work role that are demonstrated through experience, education, and training. 

Knowledge is the body of information that the worker has that can be directly applied to 

the function. Skill is the ability of the worker to apply tools, frameworks, and processes 

in order to accomplish a task. Ability is the competence of the worker to perform an 

observable behavior that results in an observable product.  

The result from the framework is the creation of seven workforce categories, their 

specialty areas, and the work role of the position. Categories are the overarching 

organizational structure that group together work that share the major functions. Specialty 

areas are groupings of cybersecurity work and represent an area of concentrated work or 

function within cybersecurity. And lastly, work roles are at the most detailed level and 

include a list of attributes required to perform the role based on knowledge, skills, 

abilities, and tasks that are performed in that role. Each work role has a list of knowledge, 

skills, abilities, and tasks that provide a more detailed description of what is required as a 
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part of that role. Each of these KSAs has an ID along with their description and are listed 

as requirements for each work role within the framework.  

2.3.2.3 Centers of Academic Excellence in Information Assurance Education 

The National Security Agency (NSA) and the Department of Homeland Security 

(DHS) sponsor two types of Centers of Academic Excellence (CAE); one in Cyber 

Defense and the other in Cyber Operations. The goal of this program is to “reduce 

vulnerability in our national information infrastructure by promoting higher education 

and research in cyber defense and producing professionals with cyber defense expertise” 

(“What is a Center of Academic Excellence (CAE)? - NSA.gov,” 2018). This program 

allows regionally accredited institutions in the US to apply, and after meeting stringent 

criteria to be certified as a CAE school. CAE institutions get recognition from the US 

Government and can advertise their program as meeting the requirements, which in turns 

helps provide value to their program. The NSA is leading an effort to revamp its 

curriculum-based approach to the CAE program (Conklin et al., 2014). 

The NSA developed a model for developing cybersecurity curriculum through the 

use of knowledge units (KU). A KU is a group of knowledge and skills and can include 

areas such as networking concepts, cryptography, security fundamentals, etc. Each KU is 

typically geared towards introductory knowledge of a specific topic. Within each KU, a 

number of topics are covered that provide a high-level overview of the topic. The KU is 

the main component in accrediting schools to meet the CAE certification. The CAE 

program will recognize the school that offers cybersecurity programs that meet a certain 

level of coverage of the KU. Cybersecurity programs at each school might be different, 
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but they can still meet the criteria for certification as long as they include the core areas 

identified by the KUs. Schools can build their program around the core KU, but they can 

still personalize their program by including optional KUs that cater to their specific needs 

and theme. In order to meet specific job requirements that may have high demand in a 

specific job market, there are specialty areas that consist of different KUs and allow the 

program to be driven towards a specific area. 

2.3.2.4 Pedagogic Cybersecurity Framework  

In cybersecurity, the basis of understanding how to secure systems and networks 

has been to use the Open Systems Interconnection (OSI) model in order to describe the 

different vulnerabilities and attacks that could occur at each layer of the model. The 

model serves as the foundation in teaching students how to understand the different 

layers of the technology and the threats that are present at each layer. The OSI model 

plays an important role in most security curricula and addresses the technical side of 

security. Most students also like to focus on this technical side as it is what they are 

familiar with when they go into the program. The issue is that cybersecurity encompasses 

not just the technical elements, but the non-technical elements as well. These other 

elements are known as policy and governance, which describes the non-technical aspects 

of security that are required to keep the organization secure. These areas are often taught 

separately from the standard security courses as they are non-technical. In some cases, 

because so much attention is given to learning about the technical side of security, 

including the OSI model, students may incorrectly assume policy and governance are less 
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important (Swire, 2018). This can be a mistake as it is important for graduates to fully 

understand security from top to bottom and recognize the importance of all areas.  

In order to provide a more holistic view of security and properly outline all the 

important areas, there are proposals to expand the OSI model and add additional layers 

that address the policy and governance side of security. Peter Swire proposed the 

Pedagogic Cybersecurity Framework (PCF) (Swire, 2018) that adds three additional 

layers to the OSI model in order to address the shortcomings of the current model, and 

expands it in a way that makes the non-technical areas of security as important as the 

original seven technical layers. The three proposed layers are; Layer 8 Organization, 

Layer 9 Government, and Layer 10 International. Layer 8 looks at the internal and 

external threats the organization face, and how to define policies that can mitigate these 

risks. Layer 9 looks at how government rules and regulations can affect the organization 

and the overall cybersecurity landscape within the country. These laws can define 

penalties for certain malicious behaviors that can discourage hackers from committing 

crimes. Layer 10 is the international realm of protecting cybersecurity. Nations cannot 

impose their laws on other nations, but they can create treaties and agreements with other 

nations to limit and prevent cyber actors from perpetrating crimes against other nations 

and create a process to extradite or punish those who fail to adhere to these treaties. This 

could, in turn, reduce the risks that each nation faces from cyber-attacks from other 

nation states.  

The OSI model helps students see and understand where security issues might 

arise within the seven layers of the model. In security, it helps to be able to see the big 
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picture. The PCF helps with this process by extending the OSI model to include these 

additional areas. Many security professionals secure their organization infrastructure by 

ensuring that there are security controls within every layer, but these layers do not 

include the non-technical aspects that are equally important. The PCF provides a holistic 

view of the security environment by providing a single view consisting of all ten layers. 

The idea is not to try to add these layers to the existing OSI model, but rather to provide 

students a way to see how policies from organizations and government integrate into the 

big picture of securing the organization, rather than separating them and possibly causing 

one area to be neglected.  

As most cybersecurity education programs are technical in nature, the PCF helps 

address the gap of overlooking the non-technical aspects of security. This is especially 

true for programs such as computer science that heavily focused on each of the seven-

layers in detail. Students often find that in the real world, security controls are not 

implemented as stringent as they learned in class, but instead are driven mostly by the 

policies of the organization, which are in turn driven by government and international 

laws and regulations that they must follow.  

2.3.2.5 Certifications 

As security education programs around the country can vary in terms of content 

and what is being taught, a number of organizations such as ISC(2), ISACA, and 

CompTIA, have created certification programs with the goal of creating a set of baseline 

knowledge for cybersecurity domains. These certifications have been widely successful 

because they standardize the basic knowledge that is required of professionals in order to 
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pass the exam. Most cybersecurity jobs include a list of certifications that are preferred 

from the applicant, and in some government agencies such as the Department of Defense, 

professionals are even required to obtain specific certifications in order to work in 

cybersecurity field. The success of these certification programs shows that companies and 

organizations use them as a basis for ensuring their workers have the foundation 

knowledge required to do the job. As security education programs can vary across 

universities, certifications have filled in the gap of providing assurance to organizations 

regarding what the professional knows based on the certification they possess.  

 

2.4 Discussion and Conclusion 

This part of the research identified the current challenges within cybersecurity 

education programs, as well as presented the different initiatives from academia, 

government, and the private sector to solve and address some of these gaps. These 

initiatives have helped cybersecurity education programs as a whole by providing 

standardization and identifying minimum knowledge areas that must be taught.  

Academic programs are also moving away from teaching purely principles of 

security, to more on the actual practice of security. Cybersecurity exercises have been 

identified as a more practical approach to this (Swain, 2014). This is driven by the 

demand of industry and government who are looking for potential employees who are 

able to get on the job and do the work right away. They want to focus on finding 

employees who are able to take on real-world problems and practical challenges (IBM 

Center for Applied Insights, 2013).  
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 Cybersecurity domains expand and grow over time, but the number of hours 

within education programs remains the same. The challenge currently remains for 

educators in determining what topics should be taught within the limited number of hours 

within their curriculum. It is not possible to constantly update courses to meet the 

constant changes within cybersecurity. So having a method that enables students to 

supplement their learning using a data-driven approach could be beneficial in helping 

them be better prepared once they graduate. This method would not only better prepare 

students but enable them to use it throughout their career as part of their continuous 

learning process.  

One area getting increased attention in the past few years is how technology can 

be used to support and facilitate knowledge building in education (Li, 2004). Technology 

is no longer viewed as just purely hardware or software, but rather as a tool to help 

teachers and students increase participation and collaboration in the course. One of the 

challenges of having the only face to face interaction is the fact that time is often limited, 

and ideas and questions brought up during the class are often lost due to those constraints. 

In addition, these interactions typically only attract participation from a limited number 

of students. This typically means that only extroverts would fully participate in 

discussions, and overshadow the rest of the class. Social media does not have this 

constraint, as it can provide a space for students to collaborate and create knowledge, and 

at the same time, this knowledge is stored and easily accessed by future students. Social 

media can attract more students to participate as it allows both introverts and extroverts 

time to think and reflect on what they want to say and discuss. Social media itself cannot 
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guarantee knowledge creation or increase in education effectiveness; it also depends on 

the proper strategies that are used to facilitate this type of learning. One of the goals of 

this research is to find effective ways to incorporate social media as a part of this learning 

process within the cybersecurity field. 

The findings from this review showed that while there are initiatives to improve 

security education programs to make it more relevant and effective, there are still 

constraints due to the nature of the cybersecurity field and the limited number of hours in 

a curriculum. To be successful in the field, much of the learning occurs outside the 

classroom, therefore it is necessary to look at how this type of informal learning takes 

place within the workplace. While improving security curricula to be more effective is 

still important for education programs, it would be appropriate to also look into methods 

that could help students and professionals continuously learn even after they leave the 

classroom. 
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3. CHAPTER THREE – INFORMATION SEEKING IN THE WORKPLACE 

3.1 Introduction 

Professional engineering workplaces serve as a core site for engineering learning 

and the role of workplace learning is starting to become well documented in the 

engineering education literature. The practices of workplace learning though are shifting 

substantially with recent developments in information technology (IT) and these changes 

have made the professional engineering workplace an intriguing site to learn more about 

engineering learning from both a practical, normative, perspective but also, as scholars 

are starting to argue, from a theoretical viewpoint. The changes that are occurring in the 

engineering workplace from the perspective of learning are multi-pronged. First, as the 

work of engineers has changed, and continues to change, so does the knowledge that is 

required to perform that work. This necessitates continuous learning to keep up with a 

changing body of knowledge. Second, with the change in the body of knowledge, there 

are also changes in how that knowledge can be acquired. In other words, technology 

changes not just the work but also how one learns about how to do that work. Third, and 

most critically, the fusion of changing knowledge and ways in which that knowledge can 

be acquired is giving rise to new practices of learning that are novel because they are both 

reified and malleable – they exist but are also continuously changing. More than any 

other aspect of workplace learning it is these shifting practices that make engineering 
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learning the most challenging; their dynamicity and unpredictability is something for 

which advance preparation is often inadequate and for which future preparation fails as 

what one is prepared for is often not what the future brings.  

This empirical study highlights these challenges and also documents how 

engineers in the workplace address the challenges they face. Then the data is used not just 

to discuss practical issues of interest but to develop a theory that can help guide future 

research and practice. The empirical case study comes from the domain of cybersecurity, 

an interdisciplinary area that attracts engineers from across a range of disciplines. 

Cybersecurity work changes continuously and the knowledge required to address 

workplace challenges is also learned in both traditional and novel ways. Theoretically the 

work leverages a situated learning perspective in conjunction with information seeking 

perspective. Although the situated learning perspective is well documented in 

engineering education literature (Johri & Olds, 2011), the information seeking 

perspective is less so. Both are used specifically because they provide an empirical 

starting point to examine learning in information technology (IT) infused workplace. The 

theory development draws on a situated learning perspective (Bloch, 1994; Johri & Olds, 

2011, 2014) but enhances it by integrating a genre perspective to argue for a novel lens 

that allows a better resolution to understand physical-virtual integrated learning 

environments, of which the engineering workplace is a prime example (Stevens, Johri, & 

O’connor, 2015). 
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3.2 Literature Review 

Information seeking is a field that encompasses multiple related but distinct topic 

areas. It is important to define each of these terms in order to better understand the focus 

area and perspective of this study. Information seeking can be defined as the process or 

activity that attempts to obtain information in both human and technological context 

(Hemminger, Lu, Vaughan, & Adams, 2007). Information searching can be defined as 

the process that is taken to retrieve specific information to meet the information need. 

Information searching is typically a part of the information seeking process. It is mainly 

done to meet the information need that is required at a specific moment, whereas 

information seeking is the deliberate act of trying to learn and obtain new knowledge or 

information. In this dissertation, information seeking describes the whole behavior 

process from the beginning to the end, whereas information searching is just one part of 

the information seeking process.  

Information retrieval (IR) is the process of obtaining information resources that 

are relevant to a collection of information resources (Baeza-Yates & Ribeiro-Neto, 1999). 

IR is typically more technology-oriented, focusing more on the algorithms that are behind 

the technology that enables more accurate recall of the information that is requested. 

Search engines are typically built and designed behind IR principles in order to deliver 

more accurate and better results to the users. Information seeking is more human-oriented 

and the process is more open-ended than IR. In the information seeking process, the user 

may not know whether or not there exist an answer to their query, so the process itself 

may provide learning opportunities to satisfy the needs of the user.  
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When dealing with a large amount of unstructured data, information retrieval and 

information extraction are two important areas of research that focus on the theory and 

methods of making sense of the data. The goal is to help users find the documents that are 

relevant to what they are looking for (Baeza-Yates & Ribeiro-Neto, 1999). Search 

engines use information retrieval methods in order to return relevant links and documents 

to the user after they perform a search. It assumes that information is already present 

within the set of data and not something that is not known. The information coexists with 

other valid pieces of information, it just needs to be retrieved (Ben-Dov & Feldman, 

2009). Information extraction is the activity in which pieces of data are extracted from 

unstructured text in order to form information. The goal is to not retrieve the actual 

document itself, but rather information or knowledge about a group of documents that 

cannot be found each in of itself. Mooney & Bunescu (2005) created a system called 

RAPIER that utilized extraction rules with filler patterns to match text that might come 

before and after a specific phrase to be extracted.  

The main focus of this study is to understand the information seeking behavior of 

cybersecurity professionals. There have been numerous efforts that characterized the 

information seeking process (Järvelin & Ingwersen, 2004; Kuhlthau, 1991; Marchionini, 

1997; Saracevic, 1997; Sutcliffe & Ennis, 1998). Many accounts of these techniques 

describe a process of an interaction cycle that consists of identifying the information 

need, activities that query for the information, examination of the results, and if needed, a 

reformulation of the query. This process repeats itself until the user is satisfied with the 

results.  
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Many models of the information seeking process make the assumption that the 

information needed is static, and that users refine the search query until documents that 

are relevant to the search query have been retrieved. However, observations in how users 

seek information have found that the process changes as they interact with the search 

system. Users learn about the topic based on the retrieval results and can formulate new 

questions based on the information that is presented. Thus Bates (1989) proposed the 

berry-picking model of information seeking, which proposes that the reading and learning 

aspect of information seeking continually shift throughout the search process. Bates 

(1989) argued that the user’s goal in the search process is not just to retrieve a single 

piece of information, but rather a series of bits of information found along the way. This 

contrasts with the original assumption that the process is to narrow down to a specific 

document or piece of information. 

Kuhlthau (1991) created the Information Search Process Model by examining the 

information seeking process in stages. One aspect that makes Kuhlthau’s model stand out 

from other models, is the fact that Kuhlthau’s model takes into consideration the 

emotional state of the user as they go through the information seeking process. Other 

researchers focused only on the search process of the user, while Kuhlthau asked 

questions that relate to the emotional state of the user during this process. This enabled a 

more complete understanding of the user’s state of mind during the information seeking 

process, and thus the model was chosen as the theoretical basis for this research. Further 

information on this model and how it applies to this research is explained later in this 

chapter. 
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3.2.1 Situated Information Seeking Perspective on Workplace Learning 

Situativity refers to the influence of context in what people say about others and 

how they talk about it. The situative perspective views knowledge “as distributed among 

people and their environments, including objects, artifacts, tools, books, and the 

communities of which they are a part” and learning is conceptualized as meaningful 

participation in a community of practice (Greeno, Collins, & Resnick, 1996). There is an 

understanding that “the constraints and affordances of social practices and of the material 

and technological systems of environments” shape learning significantly (Greeno et al., 

1996). The situative movement differs significantly from prior approaches such as the 

behaviorist and cognitive perspectives in its emphasis on the role of the environment on 

an individual’s conception of knowing and how they learn – knowledge is not something 

that an individual possesses or stores in the brain but is present in all that they do. The 

situative perspective emphasizes that in cognition what and how are closely linked. This 

situation, or context, determines what people look for, how they get the information, and 

how they interpret the information. The situative perspective views human knowledge as 

arising dynamically, as being constructed and/or reinterpreted, within a specific social 

context (Clancey, 2008). Furthermore, knowledge is socially reproduced and learning 

occurs through participation in meaningful activities that are part of a community of 

practice (Bloch, 1994). Although previous work on situated cognition and situated 

activity has focused specifically on tasks and learning within organizational settings 

(Bloch, 1994; Wenger, 2004) recent work (Elsbach, Barr, & Hargadon, 2005) suggests 
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that it can provide us with an appropriate lens to look at other elements of organizational 

cognition as well. This perspective emphasizes that the context, tools, and relationships 

people have significantly affect how they learn and what they learn. The situated 

cognition approach is uniquely suited for a study on workplace practices as learning to 

participate is a cognitive process, it entails learning about others, and it occurs in a 

specific context. According to Billett (2002), to conceptualize workplaces as legitimate 

learning environments it is necessary to transform the current discourse and move beyond 

articulating learning through work as being informal, non-formal or unstructured learning 

as these descriptions hinder a better understanding of workplaces as learning spaces 

(Johri, Bland, & Kusano, 2016; Kyndt, Nijs, & Dochy, 2009). 

To understand the process of learning in information-rich workplace contexts the 

author approached the problem from the perspective of information seeking for learning. 

There were both theoretical and practical reasons for focusing on the information needs 

of professionals as a way to understand learning. The author wanted to examine learning 

in-situ, as it was triggered in the workplace, and invariably information seeking was a 

precursor to that process. Professional training and similar efforts are important but the 

author wanted to understand their role within work practices and not just as certification 

or requirements. Theoretically, there is significant work in the Information Sciences 

pointing to the role of information seeking in the learning process. This literature, 

although pertinent, is often overlooked when learning is examined within a more 

established and formal setting. The research took the information seeking perspective 

given the significant role that technology, especially the Internet and search, plays in the 
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learning process now. Scholars are increasingly pointing to information seeking as a way 

to examine learning (Hemminger et al., 2007; Järvelin & Ingwersen, 2004) because in 

many situations learning begins with information seeking – it is motivated by the need to 

know something and before something can be known, it has to be acknowledged. The 

information seeking process does precisely this – it explicitly makes something unknown 

into knowable.  

Studies of information seeking shed some interesting light on how different 

professionals look for information. Davies (2007) reviewed the literature on information 

seeking among doctors and found that converting questions to a searchable phrase can be 

a challenge for inexperienced searchers. In terms of the type of resources that are used, 

textbooks were used 39% of the time, followed by ‘humans’ at 25%, and computers were 

used on average at 13%. Hemminger et al. (2007) looked at the information seeking 

behaviors of academic scientists and found that personal communication was the most 

popular source for non-scholarly information and that there has been a tremendous shift 

in the way information is accessed compared to before.  

Within cybersecurity, Rader & Wash (2015) looked at the top 10 topics that users 

are reading in order to learn about new security trends and topics and found that most 

users get their knowledge about security from stories, news articles, and web pages with 

security advice. When looking specifically at non-experts, Rader, Wash, & Brooks 

(2012) found that most non-experts in security learn their lessons from informal stories 

from friends and families. These stories impact the way they think and respond to 

situations that they see while online. Finally, in a study of security experts, Hibshi, 
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Breaux, Riaz, & Williams (2016) examined experts’ decision making during security 

assessments and found that experts differ from novices on how they recognize certain 

attack models. This research, the goal of which was to further understand similar 

practices, looks at a domain where work is in constant flux thereby requiring new 

development of expertise. In addition, it was important to look at a domain where the 

change in knowledge is rapid. This consequently made cybersecurity professionals the 

target group.  

3.2.2 The Information Search Process Model 

The Information Search Process (ISP) model is a six-stage model that outlines the 

user’s process in information seeking (Kuhlthau, 1991). It is based on two decades of 

research by Kuhlthau of Rutgers University. It looks at three realms of the experience: 

the affective, cognitive, and physical realms that are common to each stage of the 

process. The ISP reveals that information seeking is a process of construction, with 

uncertainty increasing in the early stages of the ISP. Confusion and frustration are 

common in the early stages and are associated with unclear thoughts about the specific 

topic or problem. As the user has more focused thoughts and becomes clearer in what 

they are seeking, there is a shift in the feeling of confidence and certainty. One main 

aspect of the model is the principle of uncertainty for information seeking. 

Information systems have typically been focused on retrieving information based 

on text queries rather than responding to the user’s problems. The search process has 

typically been based on certainty and order from the way text and information is 

archived, whereas the users’ search process is driven by uncertainty and confusion. This 
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creates a gap between the way information systems are designed versus the user’s natural 

process of information seeking. 

The ISP is discovered through a series of studies and found that information 

seeking is a process in which users make sense of the information based on their personal 

point of view. When searching, they actively find meaning that fits in what they already 

know, which might not be the same for all. Formal sources from the information systems 

are combined with everyday life experiences of the user. The theoretical basis for the ISP 

comes from Kelly's (1963) work on personal construct theory. This theory depicted the 

process of construction occurring in phases experienced by individuals as they see the 

world and assimilate new information. These phases of construction formed the basis for 

the creation of the ISP. 

The ISP model describes the information seeking process for the user as a series 

of thoughts, feelings, and actions. The thoughts are initially vague and uncertain and 

become increasingly clear as the search process progresses. Through actions, the user 

seeks information in the general topic area that they are looking for in the early stages, 

and then gradually gets more focused as the process comes to closure. The model was 

created and verified through a series of large scale studies of library users (Kuhlthau, 

1991). This model has been used for further studies in the workplace and in other 

educational context (Kyndt et al., 2009). Understanding the ISP can help researchers 

come up with interventions that can help assist and improve the process, making it easier 

for users to formulate what they are looking for, and get the results they wanted. 
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From the user’s perspective, the primary goal of information seeking is to 

accomplish the task that started the search, and not really to gather information as the end 

result in of itself. The ISP model describes the information seeking process as a way to 

accomplish a goal. This model is used as the theoretical basis for this research. It helps 

describe the overall process that professionals use when searching for information. The 

difference is that while the model is based on information seeking behavior of 

researchers, this research focuses on information seeking behavior of professionals. The 

Internet can be viewed as an online library of information, where information seeking 

behavior would follow a similar process, with a higher speed and much more content 

availability than what a typical library can provide. The goal of the research is to 

determine if there is any difference in terms of the way professionals seek information 

online, in comparison to the model. This helps expand upon the current understanding 

and can help drive changes to the way the process is understood. 

There are six stages in the Information Search Process; initiation, selection, 

exploration, formulation, collection, and presentation.  

Initiation is the beginning of the process, where the user realizes they lack 

knowledge or don’t have an answer to a question that they may have. There are feelings 

of uncertainty about the topic area that needs to be learned. In the first stage, the 

professional is aware that there is a gap in knowledge in an area that is related to the work 

they do. They recognize the need for information, and the thoughts are focused on 

considering the problem and understanding the task that is at hand. They relate the 



43 

 

problem to prior experience and knowledge, and think up ways to approach the topic or 

issue. 

At the selection stage, the user realizes and is able to identify, the basic general 

topic area that needs to be looked into. This provides a brief sense of optimism and the 

user is ready to begin the search. In the second stage, the professional identifies the 

general topic they want to investigate. Because it is still early in the search process, the 

formulation of the specific topic area is not possible as there are uncertainties to what 

information is needed. The professional evaluates the best method to approach the search, 

and the avenue that they will take that they believe will yield the best results. They can do 

a preliminary investigation to determine alternative topics that are relevant to the topic 

they are looking for. 

In the exploration stage, there are many sources of information that are coming 

into the senses of the user, and during this stage there might be incompatible information 

that is conflicting, thus causing a feeling of confusion and doubt for the user. In the third 

stage, the professional explores the available information in the general topic area in 

order to narrow down and focus on the specific search. At this stage, there is an inability 

for the professional to express exactly what they are looking for to the system, and they 

must process new information in order to relate it to what they already know. 

In the formulation stage, the user begins to get more clarity and is able to 

formulate their search to be more specific, and with it comes a feeling of more 

confidence. Then at the collection stage, information that is relevant to the focused topic 

is gathered, and the level of interest rises and uncertainty is reduced. The last stage is a 
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presentation, in which the search is completed with the user having a new understanding 

of the original topic in question. The learning process is complete and at this stage, the 

user can present their understanding to others, or put the knowledge that is learned to use. 

Case studies done by Kuhlthau in the workplace found that novices and experts in 

the field had different goals when it comes to information seeking tasks. The novice 

worker was more focused on finding the right answer, whereas the expert was seeking to 

add more value to existing knowledge. In one example (Kuhlthau, 2008), the test subject 

described looking for A, but during that process they find B, and then A is no longer the 

issue, but rather it is now B. In essence, there is a learning process that is involved when 

seeking information. 

3.3 Research Methodology 

Given the open-ended nature of the research question and a general lack of 

research that used an information seeking perspective to examine learning within the 

workplace, a mixed-methods study that included a qualitative interview study as the first 

step followed by surveys was deemed suitable for this part of the research. Results from 

the interviews were analyzed for common themes that emerged. These common themes 

were then grouped together as part of the qualitative analysis process. The goal is to 

understand their information seeking process, as well as understand their perception of 

the different types of resources that are commonly used in the workplace.  

As part of the verification of the information drawn from interviews, a survey 

study was performed to verify the findings and enhance current understandings. 



45 

 

Interviews will drive the findings, but surveys will ultimately help verify and confirm it. 

Questions for the surveys is documented in the Appendix. 

3.3.1 Interviews 

According to Kvale (1996), interviews can be used in qualitative research in order 

to understand the central themes in the way the subject behaves and to understand the 

meaning of what they have to say regarding that topic. Interviews are useful for 

understanding the subject’s experiences and allow the researcher to get a more in-depth 

understanding of the topic. It can be used as a follow-up to certain responses based on the 

information that is provided. They are more personal than a questionnaire and allow the 

researcher to work directly with the participant. This method would be appropriate for 

this research, as the goal is to understand how security professionals seek information. 

Hearing them describe their overall thought process would provide the details necessary 

to answer the research question.  

Interviews were conducted with 15 cybersecurity professionals. The interviews 

were conducted within a period of one month at local café. Given the highly secure 

nature of many cybersecurity firms and limitations of access, conducting the interviews 

in the firms’ premises was not deemed suitable. To ensure that the location was 

convenient to participants, a local café was chosen that was conductive to interviewing. 

The interview participants had a wide range of experience and educational backgrounds. 

Some were newer to the field, with five to ten years’ experience, while some had over 15 

years of experience. Cybersecurity is a field that often hires people based on their 

experience, rather than their educational background. This is represented in the study by 
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the fact that about half of the participants did not have a college degree, although some 

are in the process of working towards it. The participants in this study average about 10-

15 years of experience, with a mixture of education background including high school all 

the way to Master’s degrees. 

Each interview lasted approximately 45 minutes to 1 hour and was recorded using 

an audio recorder. The interviews were conducted in an open format, with questions 

designed to be open-ended in order to encourage the interviewee to be able to discuss 

topics that are relevant or important to them. Keeping it open-ended allowed the author to 

gather the information that was not accounted for in the interview protocol. The 

recordings were transcribed into text and analysis was done using standard coding and 

interpretive methods. Through this process, theories were developed based on what was 

learned. Open coding (Strauss, 1987) of the text was performed to divide the data into 

similar groupings and develop categories about the phenomenon that was observed. 

 

Table 2 - Interview study participants 

Participant Years of 

Experience 

Education Background 

P1  20+ BS Security, developer, business integration 

P2  15+ MS IT, Security, System Administration, Networking 

P3  10+ BS Cloud security, networking 

P4  5+ High School System administration, security tools 

P5  5+ High School Penetration testing, insider threat 

P6  20+ BS Security, IT, Tools 
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P7  15+ High School Banking, Business, IT 

P8  10+ BS IT, System Administration, Security 

P9  20+ High School Encryption, Pre-Sales, Support engineer 

P10 25+ BS Project Manager 

P11 15+ BS Security policy and management 

P12 10+ BS System administrator, Help Desk 

P13 15+ MS Network administrator 

P14 15+ BS Vendor security, contracts 

P15 10+ High School Security policy, exceptions 

 

The focus group for this part of the research was security professionals from the 

author’s current organization. The author currently works for a security company that has 

a strong focus on protecting customer’s data. He works within the Global Security Office, 

consisting of a team responsible for protecting the intellectual property and asset of the 

company. The professionals that were interviewed consist of security experts in different 

fields such as IT, networking, database, and other related fields.  

3.3.2 Surveys  

In order to further validate the findings, a survey was created to get feedback from 

additional professionals. Surveys are typically used to gather data from a larger audience 

through the use of specially formulated questions and answers. Survey questions were 

designed based on what was learned through the interview study that was done.  

The survey consisted of a total of 16 questions. Questions 1 to 5 are about the 

participant’s demographic: this includes gender, current employment status, whether or 
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not they are enrolled in an education program, years of experience they have, and 

whether or not they work in a cybersecurity-related field. These questions are meant to 

get a better understanding of the participant and where they fit within the field in order to 

better group them for analysis. Questions 6 to 10 ask the participant about their behavior 

when trying to find solutions to a problem, including their use of resources. The goal is to 

verify some of the findings from the interview study and gather additional information to 

strengthen the model. Questions 11 to 13 ask the participant about their behavior when 

learning a new topic. Questions 14 to 16 ask the participants regarding their use of social 

media for work-related news and updates, and their interest in having a method that could 

help them do this in a more effective manner.  

The data collection for the surveys was done through the use of social media, 

including Facebook and LinkedIn, as well as through an email announcement to students 

in the Department of Information Sciences and Technology. The target audience was 

both cybersecurity professionals as well as those who work in the information technology 

field. The survey is streamlined to be as short as possible, taking an average of 3-5 

minutes to complete.  

There were a total of 59 unique respondents; 16 responded from LinkedIn, 18 

responded through Facebook, and 25 responded through a link sent to some George 

Mason University’s students. Of all the respondents, 73% were male and 27% were 

female. In terms of employment status: 67% are working full time, 19% working part-

time, and 14% not currently working. Asked if the respondents are in an education 

program, 34% are in a full-time degree program, 12% in a part-time degree, 22% were 
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doing professional learning or certification, and 32% not doing any program. About 40% 

of the respondents work in the cybersecurity field, while 60% worked in an IT related 

field.  

As this survey mainly targeted the professional community, getting responses was 

more challenging as professionals tend to be busier and less willing to fill out surveys. In 

addition, as the target audience were cybersecurity professionals, it is more difficult to 

get them to click on the link to fill out the survey as their work made them naturally wary 

of clicking on unknown links that might lead to potential malware. Best effort was made 

to advertise the survey in order to get as many responses as possible. Although the 

number of respondents is not as high, as the main goal of the survey was to verify the 

findings from the interviews, the level of confidence for the findings is high as both 

methods complement each other. 

 

3.4 Results and Discussions 

3.4.1 A Process Driven Explanation of Information Seeking and Learning  

Through the interviews, one of the first things indicated by the participants was a 

process-based approach of seeking information in an effort to learn. Overall, depending 

on the problem they faced, professionals first mapped the requirements of what was 

needed to solve the problem, identified the resources that were available to them, and 

selected the optimal resource. This process was repeated iteratively until the need for 

information and learning was fulfilled. Based on the response received from the 

participants, a model that depicts the main elements of this information seeking a process 
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that is targeted towards learning was created. This “Information Seeking in the 

Workplace Model” is shown in Figure 1. In Figure 2, the sub-elements of each stage in 

the model is outlined. This model served as an interpretive device for the analysis and 

also directed the focus towards resource utilization which is discussed in the next section.  

 

 

 

Figure 1 - Information Seeking in the Workplace Model 

 

Stage 1 - Motivation 

The first stage in the process is motivation for seeking information and in this 

study, there are two main reasons that drove this – problem-solving and interest. 

Problem-solving was the most common trigger for information seeking towards learning 

and invariably participants reported running into a problem with their work and then 
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looking for information to help them resolve the problem. This information was 

invariably new information that was needed and therefore they had to learn something to 

solve their problem. The second trigger was an interest in a topic often because it was a 

new topic that they perceived as being relevant to their profession, either currently or in 

the near future. To fulfill this need they often took continuing education classes or 

industry certifications but also undertook self-learning. Time spent learning motivated by 

problem-solving was typically short term in nature, whereas learning that is motivated by 

interest was longer term.  

 

Stage 2 – Requirements Identification 

Participants reported that once they were motivated, they identified what 

information was needed to help solve the problem. There are a number of factors that 

were identified based on the findings from the interviews, and they determined the type 

of resource that will be utilized in the next stage of the model. The information need can 

have multiple requirements that are identified in this stage, but the most critical 

requirement will typically be used as the determining factor for the type of resource that 

is chosen in the next stage. Information that requires an immediate response or is 

complex in nature will typically utilize interpersonal resources in the next stage, whereas 

any information that does not have these critical requirements will typically utilize online 

resources. 
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Stage 3 – Resource Selection 

In this stage, the type of resource is determined based on the requirements that 

were identified from the previous stage. The resources are split into two categories, 

interpersonal and online. Interpersonal resources include internal and external colleagues 

that are known by the participant. Online resources include those that are accessible 

through the use of the Internet. Within each category is the specific type of resource that 

is commonly used by the participants.  

Each requirement that is identified from the previous stage is mapped to a specific 

type of resource. Although each requirement does not guarantee a specific resource will 

be used, the mapping serves as a guide for the most situations in which this process 

occurs. The details about each type of resource are explained later in this paper. 

Stage 4 – Source Selection 

Source Selection is the final process in which the professional selects the actual 

source of information that is presented from the resource they have chosen. The selection 

of the source is driven by factors that have been identified from interviews. When the 

professional searches for what they need from a specific resource, there will be multiple 

options that will be presented to them, so these factors are what guide them to each 

specific source from the resource they originally chose. 

There are multiple factors that go into the source selection process, these factors 

are things the professional looks for in order to make their decision on which source will 

meet their information need. These factors are identified in Figure 2 the expanded model. 
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Figure 2 - Information Seeking in the Workplace Model - Expanded 

 

Stage 5 – Evaluation 

In this final stage, the professional evaluates the information they have learned 

throughout this process and determine if their information need has been fulfilled. If the 

information need is not fulfilled, then the professional would go through the process 

again and either utilize a different resource or select a different source from what was 

available before. 

For each professional, their method of evaluating what they have learned varied 

based on their previous experience. Professionals with more experience found it easier to 

make this determination whereas newcomers required additional steps to verify the 
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information. About half of the participants reported that they verified the information 

they learned by using another resource. The information seeking process cycle repeated 

itself until the professional had fulfilled their information need. In each of the five stages, 

there were additional corresponding factors that contributed to the selection of the 

resources. These factors are outlined under each stage in Figure 2. 

3.4.2 Comparison with Kuhlthau’s Information Search Model 

Kuhlthau’s Information Search Model divided the information seeking process 

into six stages. Her model includes the development of thoughts about a specific topic, as 

well as the actions of seeking and using different resources available. The model 

describes the feelings, thoughts, and actions of the person during this process. It focuses 

mainly on the overall emotional state of the person starting with the feeling of uncertainty 

at the beginning stage, and ending with a feeling of satisfaction at the last stage of the 

process. In terms of the physical actions, the person initially explores at the initiation 

stage and ends with documenting what they have found by the end of the process. 

Kuhlthau’s model was originally based on studying researchers and their thought 

process for seeking information. The “Information Seeking in the Workplace” model 

describes a similar process but with some distinct differences to Kuhlthau’s. In the first 

stage, both models describe the person as having some type of motivation for seeking 

information, with the workplace model identifying the two major factors of problem-

solving or learning, while Kuhlthau describes the motivation as a need to connect to new 

or existing knowledge. The second stage in the workplace model is unique that it 

describes distinct requirements that the professional has identified in order to meet the 
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information need. This “requirements identification” shows that professionals already 

have an idea of the type of information they are looking for based on previous experience 

within their work. The third and fourth stages from the workplace model, “Resource 

Selection” and “Source Selection”, follow the same concepts that Kuhlthau’s model 

portrayed in terms of “Selection”, “Exploration”, and “Formulation”. Within these stages, 

the individual is able to narrow down the information to what they are looking for and 

work through the steps until the information need is fulfilled. The last stages within both 

models portray the individual evaluating the information they have learned, and whether 

or not they are satisfied with it. Kuhlthau’s model has a sixth stage of “Presentation”, in 

which the researcher recollects what they have learned in order to prepare it for 

presentation. Professionals instead take the information they learned and apply it to solve 

the problem they face or learn from the experience.  

The model from this research contributed to existing information seeking 

literature by providing a situated information seeking perspective within the workplace. It 

showed that while the workplace information seeking process is similar to other 

information seeking behavior, there are distinct differences that are present due to past 

experience of professionals in the workplace. 

3.4.3 Use of Information Resources 

The ability to be able to identify and know how to use the proper resource 

depending on the information need plays a critical role in helping professionals succeed 

during the information seeking process. This knowledge is developed over time through 

the experience of working in the field. Table 3 summarizes the different types of 
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resources that professionals use, as well as the advantages and disadvantages associated 

with each type of resource. 

 

Table 3 - Summary of resources utilized, perceived advantages, and disadvantages 

Resources Description Advantages Disadvantages 

Interpersonal    

Internal 

Colleagues 

Colleagues from the same 

working group 

Immediate response 

Prior experience in similar 

projects 

Lack of availability 

Knowledge bias 

External 

Colleagues 

Colleagues from different 

teams or organizations 

Vendor representatives 

External knowledge 

Domain expertise 

Lack of availability 

Non-disclosure 

agreements 

 

Online    

Search Engines Google, Bing The good starting point 

when there is limited 

knowledge of the topic 

Covers all topic areas 

Requires specific 

query to narrow down 

to specific results 

Must filter through a 

large amount of 

information 

Vendor 

Resources 

Sites and resources 

maintained by vendors 

(Microsoft, Cisco, etc) 

Trustworthy for specific 

application/technology 

 

Limited to specific 

product or technology 

Does not provide 

solutions to situation 

involving multiple 
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technologies or 

products 

Product bias by the 

vendor 

Online Forums Discussion and Q&A 

forums (Stack Exchange, 

etc.) 

Provide solutions to 

common problems 

Provide answers to very 

specific scenarios 

Trustworthiness of 

information is 

questionable 

depending on forum 

used 

Video Sharing 

Service  

Platform to view videos 

(YouTube) 

Effective for instructional 

and procedural types of 

information 

Preferred learning format 

for most professionals 

Requires longer time 

investment than text 

sources 

Online 

repositories 

Wikipedia Commonly used for high 

level summary 

Extensive number of articles 

available 

Content trust is mixed 

Requires additional 

source of information 

to verify information 

provided 

News Platforms Websites that aggregate 

news articles. (Reddit, 

Blogs, ZDNET, The 

Verge, etc.) 

Latest news and stories Lack of details 

Information is high 

level only 
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3.4.3.1 Interpersonal Resources 

There are two main types of resources that are available to the professionals, 

interpersonal or online repositories. Within the interpersonal resource, two types of 

colleagues were drawn upon – internal to the organization and external to the 

organization. Internal colleagues are those who work in the same team or group as the 

professional. These are individuals who can be easily accessed when the need arises. 

Often these are teammates or co-workers who may reside in the same office. External 

colleagues are individuals who may be in a different group or may work outside of the 

company. For most professionals, internal colleagues are the first source they come to 

when seeking information. These individuals are the people that the professional will 

contact first, as they work in the same group and will typically have a better 

understanding of the situation. When asked why colleagues are a good source of 

information, professionals explained that colleagues often have knowledge that they do 

not possess. Asking a colleague a question is often much faster than trying to search for 

the answer online, as the colleague will typically understand the problem and the context 

immediately. This has the advantage over trying to craft a query to search and then 

having to read through a large number of responses just to see if it matches with what is 

being asked.  

In scenarios where the information required is more complex or require prior 

experience, the professional will typically use interpersonal resources as the starting 

point.  
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(P6) “When I have questions regarding the tools that I manage, I often go to my 

colleague who already has previous experience in managing that tool. They already 

understand how it works and the issues often associated with it, so it is just easier to ask 

them directly for their input.”  

Professionals identified the three main advantages of using interpersonal resources: 

1. Comprehension of complex scenarios or issues 

2. Previous experience in similar situations 

3. Faster response time when available 

One professional explained their reason for always going to a colleague first when 

they have a question:  

(P4) “I always go to my colleague first because a lot of problems or issues that come up 

or have occurred before, so they may have the knowledge to quickly solve the problem” 

When internal colleagues do not have knowledge about the domain area, the 

professionals have the option of contacting external colleagues for the information need. 

External colleagues may have knowledge that internal colleagues do not possess. This is 

due to the different nature of the work the external colleague may have, or because they 

are external to the team, they may have different views or opinions on specific issues. 

This can be helpful when the professional is seeking information that is outside the scope 

of their work, or when the information they seek is something that they could not obtain 

internally.  

The professionals interviewed do not identify external colleagues as a frequent 

resource they use. First, as these individuals reside outside of the group, they may not 
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have the same background knowledge as the professional. They might need more time in 

order to explain the situation and the specific information need. External colleagues who 

work at another company will also be limited in what information can be presented to 

them due to confidentially issues. Companies typically do not allow their employees to 

provide details that might be sensitive to non-employees outside the company. Depending 

on the information that is required, the use of external colleagues might be limited due to 

confidentiality agreements that the professional has to adhere to. When a question arises 

regarding a product or situation that has occurred in the past, the professional will 

typically go to a colleague that has experienced it previously.  

(P4) “When we have a problem with one of the tools I manage, I will usually go ask one 

of the guys who managed it before me to see if they have any input.” 

Sometimes, when a professional needed an immediate response to their question, 

the internal colleague is also a great first source of information as the response will be 

immediate. This doesn’t always guarantee that there will be a correct answer, but it serves 

well as the first source of information. 

3.4.3.2 Limitations of interpersonal resources 

Going to colleagues for information does have its disadvantages. First, the 

colleague might be busy at the moment the information is needed, so there is a wait time 

for when they become available. In a fast-paced work environment, this could mean 

waiting for hours if the person is busy in meetings or other matters. In a time-sensitive 

scenario, this might not be the best source of information. In most cases, if the 

professional discovers that their colleagues are not immediately available, they will 
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utilize online resources to find the information they need while they wait for the 

colleague to be available. If they are able to find the information they need, then they will 

no longer need the additional interpersonal resource. Colleagues are a good source of 

information but the reliance on them will be determined by their availability. The lack of 

availability is one of the main disadvantages of using interpersonal resources. This lack 

of availability often means the professional will seek information online, where it is 

always available at any time. 

There are limitations to what colleagues can help assist. Typically, colleagues can 

provide their input and opinion on a topic area that they are familiar with. This requires 

the professional to know the background of the person they are asking. In a work 

environment, the professional will selectively choose the colleagues they ask based on 

the perceived background of that person. This is often someone who is in the same team 

as the professional as they would be more likely to be doing similar work and can 

leverage the experience of the other person. Colleagues that work on different teams are 

only effective when the question at hand is in the domain of that person.  

3.4.3.3 Resource Trust 

Although there are overlaps in the type of resources that are preferred by 

professionals, the level of trust for each of the resources is surprisingly different 

depending on who you ask. For example, online forums have been mentioned as a 

resource that is used, however, the level of trust that is given to forums varies. Some 

believe that online forums are a trustworthy resource, while others believe that forums 

only contains opinions and should only be taken with a grain of salt. One reason for this 
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could be based on the type of forum that is being used. With many different forums out 

there, each professional is only familiar with the ones they use or know. The Stack 

Exchange forums have been identified as trustworthy and serve as a good source of 

information, whereas discussion forums from other communities do not have the same 

level of trust. Professionals unfamiliar with Stack Exchange and other popular Q&A 

forums tend to have a negative view of online forums as a whole, while those that have 

used these types of forums found online forums to be more trustworthy. Websites that are 

hosted by the vendor or owner of the product are highly trusted. 

(P1) “I generally use the vendor sites the most, Microsoft, Redhat, and others. I also use 

like ISC2 and CIS, I find those trustworthy because they are used by many businesses. I 

tend to stick to security sites or well-known sites.” 

3.4.3.4 Use of search engines 

Search engines are often the first go-to place for professionals when they seek 

information. This is where they will start their search by building queries and putting 

them into the search engine. Search engines used by professionals include Google, Bing, 

Yahoo, among others. Google is the de facto default engine that professionals go to, and 

almost all searches start out there. Depending on the situation, the information required, 

and the availability of the resource, the professional will choose one resource as the 

starting point. When the information required is simple and has a straightforward answer, 

the professional will often use online resources to fulfill their information need as it is 

quicker.  
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(P1) “When I want to look up some information about a specific product, I just open up 

Google and do a quick search to read up on the information that is available.” 

3.4.3.5 Vendor managed resources 

Vendor resources are websites that are hosted by the vendor themselves. They 

include product webpages, forums, knowledge bases, and other documentation that is 

specific to the vendor. These resources are typically more specific to a particular 

technology or product. For example, Microsoft hosts a knowledge base that is geared 

towards troubleshooting their products. Almost all of the professionals interviewed have 

used resources from the vendor and found them to be trustworthy. As many professionals 

work in an environment that uses a specific type of security product, going directly to the 

vendor for help saves time as the content presented is tailored towards the specific 

product. Some professionals even identified this as the first resource they use when 

problems arise. One issue identified with vendor resources is that they can be biased in 

the information that is provided. Vendors will typically provide recommendations or 

suggest solutions that are geared towards their products. One professional stated, 

(P5)“When using information resources from a vendor, you have to be careful as the 

information is biased towards their products. There could be better solutions out there 

for the issue you are having, but these resources will focus more on their own product or 

solution, which may not be the best.” 

This bias could prevent vendor-neutral information from being presented 

sufficiently. What is best for the organization might not be what is recommended from 

the vendor. This is important to keep in mind as professionals look at potential solutions 
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to their problems. The information provided on these websites is from the vendor, along 

with other users who are knowledgeable about the product. On many vendor forums, 

there are representative and technical support personnel from the vendor who act as 

moderators to the posts and questions from users. These representatives are a trustworthy 

resource as their credentials are clearly displayed within the forum. Vendors typically 

provide many avenues of information in order to assist their users. They can range from 

knowledge base to forums, to direct assistance with a representative. Information from 

these sources can come from representatives of the vendor themselves or other users who 

are sharing information that they know. Knowledge base articles are typically written by 

the vendors themselves on a common topic of interest, questions, or problems. These are 

trustworthy as the information is organized and is typically tested before releasing to the 

public. Large vendors often set up online forums on their webpages for users to be able to 

go in and post whenever they have questions or problems. These forums are monitored 

by representatives of the organization to answer questions and to ensure discussions stay 

on topic. 

3.4.3.6 Wikipedia trustworthiness is mixed  

Wikipedia is a source of information that has a wide range of opinion on how 

trustworthy it is. Google will typically place search results from Wikipedia on the top of 

its search results, indicating that articles from Wikipedia are a trustworthy source of 

information. The participants reported a mixed preference for Wikipedia. For some, 

Wikipedia serves as a reliable source of information. One security manager says that he 

often refers to Wikipedia for “highly technical information”. While another professional 



65 

 

uses Wikipedia, but he always takes “with a grain of salt” the information that is 

provided. What could be the reason why there is a gap in how different professional feel 

about it? One reason that could explain is the age difference. Wikipedia at its inception 

had a purported reputation of being an “untrustworthy” encyclopedia due to the way 

articles are written. The fact that anyone could modify the content of the articles has 

made it a resource that cannot fully be trusted nor cited in scholarly articles. In schools, 

students were usually told not to cite Wikipedia sources, and that perception still 

continues to this day. On the contrary, people have often used Wikipedia when looking 

for information, hence explaining why Google often places Wikipedia articles on the top 

of their search results. 

(P14) “Wikipedia, I take it with a grain of salt. It usually gives me an idea of what else to 

look [sic].” 

Over the years, Wikipedia has slowly increased its reputation by maintaining the 

quality of their articles. This has improved people’s overall perception of their articles. 

Through interviews, the author has found that older professionals are more likely to not 

trust Wikipedia as a source of information, whereas the younger professionals tend to 

view it more positively. Wikipedia often contains a summary of the information about a 

specific topic. As it typically appears as the first few links when searching on Google, it 

is often used as a quick reference in order to quickly understand what the topic is about. 

Wikipedia pages will often provide links to other related topics. These hyperlinks allow 

Wikipedia to be used as a tool to explore other related topics. This is helpful for 
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professionals who are trying to understand a new topic area by allowing them to quickly 

see a related topic of interest. 

3.4.3.7 YouTube is widely used for learning of procedural information 

One source of information that was brought up as being commonly used is 

YouTube. In many companies, the use of YouTube is often frowned upon, and some 

companies even outright block YouTube from being accessed on their network. Almost 

all of the interview subjects mentioned YouTube as one of their go-to sources for 

information. One professional described YouTube as being a good source for “procedural 

or step-by-step instructions”. When it comes to needing a specific step by step 

instructions, YouTube is a good source as it is often easier to follow. However, there are 

limitations as instructional videos on YouTube are often limited to general training, 

rather than specific for work environments. 

YouTube was identified as one of the main avenues for learning. Many IT 

training courses can be found on the site, and are easily accessible as the content is free to 

all users. Professionals like the fact that videos are often easier to follow and learn from 

than reading articles. They preferred to watch videos over reading long articles. This is 

especially important for learning, as many professionals prefer to watch videos and learn 

rather than reading books or articles. Although most professionals like to use YouTube, 

one was skeptical of using YouTube video for learning purposes, with the reason being 

that they did not know who the individual is that created the video. This brought up an 

important point, as YouTube currently does not provide a way to prove the poster’s 

credentials or experience. Users rely on the number of views and “thumbs up” votes in 
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order to determine if the video is trustworthy or worth watching. It would be beneficial if 

YouTube allowed companies or credentialed experts to be able to display a badge or 

some sort of identification in order to prove their trustworthiness to users. 

3.4.3.8 Online forums are only used by some professionals 

The use of online forums by professionals has been mixed based on the 

information learned from the interviews. There are three types of forums that have been 

identified as being commonly used by professionals: questions and answers, vendor 

forums, and hacking discussion forums. Different professionals have different types of 

exposure to each type of forum, some are familiar with all types, while others are only 

familiar with one or two forums that they commonly use. Each professional tend to stick 

to the type of forum that they are familiar and trust. A few professionals regularly use 

Q&A forums such as Stack Exchange and ExpertsExchange. These professionals trust 

these forums due to the reputation system that allows users to rate the questions and 

answers. Key factors that are used when determining how trustworthy is the information 

provided include the reputation score of the poster, the number of upvotes the post has, 

and whether the answer has been marked as “Best Answer”.  

(P1) “I use online forums. Again those give me usually leads, what to look for, they don’t 

always give me the answer what I need. They give you ideas of where else to look.” 

Professionals who utilize Stack Exchange do not know or understand all the 

features that are available to them on the page. For example, they are not aware that on 

the right side of the page there is a list of similar questions or posts that they can look at 

when viewing a specific question. Most professionals that utilize forums only read the 
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specific topic they are interested in and do not browse to other similar topics after they 

are done. Only one professional said that they frequently browse other topics on the 

forums after they finished reading the post they were interested in. Professionals do not 

regularly post on the forums but instead only search through existing posts using search 

engines or using the “search” feature of the forum. This is due to the fact that the 

information they need is typically time sensitive, they need the information right away in 

order to do their job. Posting on a forum would mean that they would have to wait for 

someone to answer their question, which could take hours or days depending on the topic 

and the forum that is being used. Most professionals will typically search on a search 

engine, and get to the forum when its pages appear within the search results. This means 

that the search engine must be able to index online forums in order for those pages to 

appear in the results. One professional stated that they post on the forums only as a last 

resort.  

(P1) “I usually never post on a forum, the only time I post is when I have looked 

everywhere else and still cannot find the answer.”  

One of the reasons for avoiding online forums was the amount of time it can take 

to get a response as most of the time the information the participants were looking for 

was time sensitive. By the time there was a response to a post, the information might be 

irrelevant. The participants expressed either a strong preference for online forums or did 

not use them at all. One professional stated their experience with the forum,  

(P14) “I hardly ever rely on forums. There are a lot of opinions, you have to go through 

hundreds of posts. There is a lot of junk information and it takes so long to go through. 



69 

 

Some people will speak nonsense, some will just respond to have their names on it. And 

only the off chance that you will get your answers on it.”  

3.4.3.9 Reddit and blogs as a source for security news 

Reddit is a social news aggregation and discussion website that is typically geared 

towards news and entertainment purposes. Only one professional in the interview 

mentioned that they use the site. P4 mentioned that he uses Reddit by searching through it 

for questions and answers that he is interested in. However, the author found that most of 

the posts on “information security” subpage are links to different security news and 

articles. There doesn’t seem to be much discussion going on within these pages, but 

rather the links are more useful as a way to get up to date on the latest security news and 

trends. 

Blogs have been identified as a common resource for information. Blogs are 

typically written by security professionals who are at the top of their field. The top blog 

according to Feedspot, “We Live Security”, is ready by over 1.8 million Facebook 

members and contains articles written by a number of security experts. Other top blogs 

include “Krebs on Security” and “Schneider on Security”, which are written exclusively 

by individuals who run the blog. The professionals interviewed mentioned that they 

regularly read blogs. They choose blogs that are better know and avoid smaller blogs that 

aren’t as recognized. They do this by searching for the top blogs and choosing the most 

popular ones. 
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3.4.4 Survey Results 

A lot of insights on how professionals used different types of resources were 

gained through the interviews. In order to strengthen the understanding and verify some 

of the findings, a survey was performed to get additional feedback and input from a larger 

audience. The survey questions are based on expanding what was learned from the 

interviews. The goal was to validate and provide additional data points for the findings in 

this research.  

Using the demographic responses, the results and the findings are separated into 

two groups. The first is full-time cybersecurity professionals (CS), and the second is full-

time non-cybersecurity professionals (non-CS). Non-cybersecurity professionals are 

those that work in the IT field, but not directly cybersecurity.  

Most of the questions used a Likert scale and the response was assigned to a 

weighted scale. For questions related to how often a resource is used, the weight is: 

“always” is 4, “often” is 3, “sometimes” is 2, “rarely” is 1, and “never” is 0. For 

questions regarding the trustworthiness of a resource, the score is: “very trustworthy” is 

2, “somewhat trustworthy” is 1, “neutral” is 0, “somewhat untrustworthy” is -1, and 

“very untrustworthy” is -2. The scoring allows the author to quantify the responses in 

order to get a weighted average for each response. 

3.4.4.1 Solving problems and finding solutions 

The first main part of the survey asks respondents regarding their use of online 

resources when trying to solve problems or finding solutions. The responses for CS 

professionals were in line with findings from the interviews in that vendor websites and 
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online forums were the most used, followed by YouTube and news articles. Social media 

was the least used out of the group.  

Responses from non-CS respondents were slightly different, with online forums 

having the most usage, with vendor websites being lower on the ranking list. This 

difference could be due to the fact that CS professionals tend to be more tools-focused, so 

they are more reliant on the vendor for information when trying to solve problems. Non-

CS respondents are more likely to use more vendor-agnostic resources such as online 

forums, YouTube, and blogs for their problem-solving. The overall result shows that 

online forums and vendor websites are two of the most commonly used resources when 

trying to solve a problem.  

Through interviews it was learned that different professionals trust each type of 

resource differently. As the responses were more qualitative, it was not possible to 

quantify their overall trust level on these resources. The results from the survey helped 

close that gap by providing a measurement of the overall trustworthiness of each type of 

resource. 

For both CS and non-CS respondents, vendor websites and news articles have the 

highest trust. Wikipedia was deemed trustworthy but lower comparatively to other 

resources. Results show that while online forums are used quite often, they had an overall 

lower trust. This could mean that while online forums may commonly be used to find 

solutions to a problem, their lower trust means professionals would more likely to try and 

verify the information by checking other resources before using it.  
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Social media had an overall negative trust for both groups. This does not 

necessarily means that respondents don’t trust anything on social media, but rather they 

have a more cautious view of the content due to the fact that anyone can post it. So 

although the trust is negative, it does not mean everything is disregarded. It could mean 

that respondents aren’t aware of a way to ensure that what they see is valuable or 

trustworthy. This is something that this research aims to address in Chapter 4 as the 

findings showed that social media can be a useful source of information for learning.  

The trust for blogs was different for each group, with CS having a negative trust 

in blogs versus a positive trust level for non-CS respondents. News articles were also 

much more trustworthy according to CS respondents, versus a lower trust for non-CS 

respondents.  

Figure 3 shows how cybersecurity respondents use online resources, along with 

the trust they gave to each type of resource. The blue graph uses scores from 0 to 4 for 

the overall usage, while the red line graph uses scores from -2 to 2 for the trust level. 
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Figure 3 - Graph showing top resources used for solving problems and their trustworthiness 

 

3.4.4.2 Use of Interpersonal Resources 

This part of the survey asks respondents regarding their use of interpersonal 

resources prior to using internet resources when trying to solve a problem. Finding from 

the interviews indicated that many professionals go to their colleagues first to ask 

questions prior to using internet resources. The responses to this question seem to 

confirm this fact, with about over half of CS respondents typically going to a colleague 

first, while about 30% of responding from non-CS doing the same. The higher percentage 

of CS professionals going to colleagues first could be due to the complexity of the nature 

of their jobs. Higher complexity means that it can be harder to generate a search query 

and find solutions online, so professionals often resort to going to their colleagues to try 

to find answers first. Non-CS fields such as networking or programming typically only 
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require knowledge in their respective field, whereas cybersecurity is a more 

interdisciplinary field that requires knowledge from multiple domains. 

3.4.4.3 Learning Questions 

This part of the survey asks respondents regarding their use of online resources 

and the overall trustworthiness of each resource when used for learning purposes. For CS 

respondents, the most used resources were vendor websites, online forums, and 

Wikipedia, with the least being blogs and social media. For non-CS respondents, 

YouTube, online forums, and blogs were the most used. One interesting fact that came up 

with Wikipedia was that it was used more often for CS respondents, but at the same time, 

these respondents rated it with a lower trust compared to non-CS respondents. From this 

response, it is more clear that CS respondents prefer the use of vendor websites for both 

learning and problem solving, while non-CS respondents prefer to use online forums and 

YouTube for the same purposes. 

When it comes to trustworthiness for CS respondents, the overall trust for each 

type of resource when used for learning is similar to the level of trust when used for 

problem-solving. The most highly trusted resources for both groups were vendor 

websites, online forums, and YouTube. An interesting finding is the fact that non-CS has 

a lower trust for news articles, which is surprising considering that CS respondent highly 

trusted this type of resource. 
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Figure 4 - Graph showing top resource used for learning and their trustworthiness 

 

When asked regarding the respondent’s use of interpersonal resource for learning, 

the responses were similar to the previous question in regard to solving problems. CS 

respondents are much more likely to talk to a colleague first to learn about a new topic 

than non-CS respondents. 

3.4.4.4 General Questions 

The majority from both groups said they do use online resources to verify 

information given to them by a colleague. This is similar to the findings from the 

interviews. Professionals explained that when solving problems or learning about a new 

topic, talking to a colleague first helps provide them a better direction for knowing what 

to look for online. Oftentimes the challenge of looking for information online is how to 

actually formulate the question and search query, as putting in the wrong query could 

provide results that are not relevant. By consulting with colleagues first, professionals are 
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able to better know what to ask for. So in essence, the response to this question does not 

necessarily mean the professional not trust the colleague, but rather uses online resources 

to further learn and expand upon the knowledge that they learned after consulting the 

colleague.  

3.4.4.5 Most important factors when choosing the page within a search engine 

Professionals often use a search engine in order to find what they are looking for. 

This part of the survey asked the respondents to identify the key factors that influence 

their decision on what link to click on when choosing from search engine results. The 

choices provided were collected from the interview study and the goal was to gather 

additional information on the top key factors. For both groups, the “organization that host 

the content” and “age of article” are the top two factors, followed by “URL/address 

recognition” and the “author” of the content. The “position in search engine results” 

seems to be more important for non-CS respondents than CS respondents. The “number 

of page views” seems to be the least important criteria for both groups. The question 

allowed for a fill-in response and one respondent mentioned that they just use “trial and 

error”, while another said they read “other user comments”, which help verify sites and 

info”. These responses seem to show that each person might have their own method of 

identifying what web site to go to and that there are factors that are unique for each 

person.  

3.4.4.6 Interest in a method to provide security news and updates 

This part of the survey asked the respondents regarding their interest in having a 

method that would provide security news and updates in order for them to keep up with 
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all the changes within the cybersecurity field. Overall both groups were “very interested” 

in learning more about this method, with about half of the CS respondent expressed 

“extremely interested”. The results from this question showed that many professionals are 

looking for a way that enables them to stay up to date with the latest security updates, 

especially those that work in the cybersecurity field. 

3.4.4.7 Use of social media 

When asked how often the respondents use social media in order to keep up with 

the latest security news and information, about 70% of the CS respondents use it at least 

once per month, with some using an average of several times per week. About 30% of CS 

respondents have never used social media for this purpose. Non-CS respondents were 

less likely to use social media to keep up with security news. For respondents that use 

social media at least once per month, a follow-up question is presented to them and asks 

for the specific platform that they use. About 50% of CS respondents use LinkedIn, with 

the other 50% split between Facebook, Reddit, Twitter, and other platforms. Non-CS 

respondents had a more even distribution between the different platforms, with LinkedIn 

being slightly more ahead of the other platforms. Figure 5 shows the number of 

respondents that uses different types of social media platforms. 
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Figure 5 - Usage of social media platforms between cybersecurity and non-cybersecurity respondents 

 

The responses to these questions show that professionals do in fact use social 

media in order to keep up with the latest security news and information. From the 

interview study, the professionals that don’t use social media for this purpose don’t use it 

because they just don’t know how to use it properly. They mentioned that some social 

media platforms such as Twitter and Reddit can be highly informative, but can be 

overwhelming due to the vast amount of information that is out there. In addition, they do 

not know who or what organization to follow in order to get relevant information. 

The use of LinkedIn for cybersecurity updates and news could almost be seen as 

accidental, rather than intentional. LinkedIn allows professionals to connect to other 

professionals, in the same way as Facebook allows you to add friends. The difference 

with LinkedIn is that it is tailored towards the professional community. Professionals can 

add anyone to their network, but typically it is assumed that you have to know the person 
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before adding them, as the point is to add those you know in order to build your network. 

You can also use “introductions” as a way to meet new people through your existing 

contacts. Some people, especially recruiters, do tend to add as many people as they can in 

hopes of expanding their professional network, even if they might not know the person 

they are adding. 

Over time, professionals build up a large network on LinkedIn. While a large 

number of LinkedIn users do not post anything on the network, there are some who do 

post on a regular basis. These users typically post up news article related to the field that 

they work in. So when you work in the cybersecurity field and have a network of 

cybersecurity professionals, you will often see posts related to security news and events 

on LinkedIn. This is why most professionals end up using LinkedIn for news and events 

as discovered from the survey. It is accidental in the sense that these professionals did not 

connect to others with the intention of getting news and being able to learn from them. It 

just happened because they happen to connect to the right individuals who would make 

these posts. So although LinkedIn can be used as an avenue to learn, it is not the most 

effective nor consistent method. It almost depends on luck on whether or not you connect 

to the right individual who makes these posts, as you typically only connect to people that 

you know.  

The challenge of using LinkedIn for learning is due to the way the platform was 

designed. You are only supposed to connect to users that you know personally, and most 

users do not actively post content on the platform. Even if you know specific individuals 

that are influential in the industry and would like to connect to them to see their posts, 



80 

 

you still have to request to add them and they might not accept your request. Many 

professionals get a lot of connection requests and they just end up ignoring it, only 

accepting those that they know directly and ignoring the rest. So for these reasons, using 

LinkedIn for security news and events for learning has more to do with luck rather than 

intent, so it cannot be used as a consistent method. 

Twitter, on the other hand, is built as an information dissemination platform 

where users are encouraged to follow anyone in whom they are interested, without 

needing any type of formal relationship between the two parties. This means that 

cybersecurity professionals who use the platform to tweet actually want others to follow 

them and read their tweets, and other users can follow them freely without needing 

approval. This encourages users to freely follow anyone that is of interest of them and 

removes the barrier of awkwardly adding someone to be your connection even though 

you might not know the person. This makes Twitter an attractive platform for 

cybersecurity professionals to use as a learning platform. The only thing left for users is 

the ability to know how to most effectively use the platform by knowing what 

organization and influential users to follow. This last piece is what this research tries to 

accomplish by providing a framework that enables anyone to be able to analyze data from 

Twitter to discover this relevant information.  

These findings provide evidence that social media is an untapped source of 

information, used by some but not by others. This motivated the research to find and 

develop methods that could potentially help professionals better use these resources in an 

easy and efficient manner.  



81 

 

 

3.5 Conclusion 

This research looked at professionals and their use of the resources available to 

them in their daily work. The findings suggest that there is a well-defined method of 

information seeking and learning that has developed in the workplace. This process 

consists of utilizing both interpersonal and online resources, depending on the 

requirements and information need of each specific situation. The information seeking 

process is triggered largely by the need to solve problems or by the interests of 

professionals in order to learn new knowledge in the field. Depending on the situation, 

professionals would map the requirements of what was needed to solve the problem, 

identify resources that were available, and then select the best resource that would meet 

their information need. The process itself is iterative, with the professional utilizing 

multiple options in order to find the information they need and to verify the information 

that was found. The situated information seeking framework provides a model to look at 

other technology and information infused workplaces. Prior work on professional 

engineering learning has focused largely on the different kinds of skills and knowledge 

required to succeed in the workplace, such as concepts and communication skills, and 

how they can be translated into formal education. This work extends that line of research 

by providing information seeking perspective. This allows a better understanding of the 

current technology infused workplaces. The work also contributes by outlining the 

specific resources that professionals use and their perceived advantages and 

disadvantages of those resources. It was found that videos are a popular means of 
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informal learning in the workplace but largely for problems that have a linear, step-wise 

solution. Other people continue to be the primary resource of information for learning. 

The overall findings from the surveys confirmed much of the findings from the interview 

study. 

Theoretically, the research contributes by integrating information seeking 

perspective with situated cognition to inform future studies of learning in information-

rich engineering and technology workplaces. In addition, the knowledge of how specific 

resources are utilized by professionals could be used to help students and prospective 

cybersecurity professionals better understand how to effectively use these resources in 

order to prepare themselves for the workforce. Being able to know what resources and 

how to use them to solve problems will help them be more effective and reduce the gap 

between graduates and the knowledge gap required in the field. 
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4. CHAPTER FOUR – CURATING TWEETS FOR WORKPLACE LEARNING 

4.1 Introduction 

Twitter is a social media platform that allows people to communicate using short 

messages called tweets. Tweeting allows a person to publish a message to any one user 

on the platform, or even publicly, about their thoughts, feelings, or opinion of anything 

that is of interest to them. There are about 330 million active users that send out about 

500 million tweets per day (Aslam, 2018). Of those, about 79% are located outside the 

United States. A tweet is a message that can contain up to a maximum of 280 characters 

(used to be 140). There are three types of messages on Twitter: original tweets, replies, 

and retweets. Original tweets are messages that originate with a user and are posted on 

their timeline. Retweets are tweets that have been shared by other users who find a tweet 

to be interesting or important to them. Replies are tweets written in response to what 

someone else has said. 

As discovered through the previous research question, Twitter and LinkedIn are 

both used by some professionals to get information and staying up to date with security 

news and events. The use of LinkedIn for this type of learning is almost accidental, in the 

sense that the user is only able to get relevant information if they happened to know and 

are connected to the right people that make these types of posts. If you’re new to the field 

or a student who doesn’t have much of a network on the platform, you can’t reliably use 
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it for this purpose. In addition, within LinkedIn there is an expectation that users should 

only add people that they personally know, so even if you discover someone who makes 

informative posts, you have to first request to connect to them before you can see their 

posts. This makes LinkedIn a limited platform for these type of interactions. On the other 

hand, Twitter is a platform that was built for information dissemination, and users are 

free to follow anyone that interests them without having to actually know them. This 

makes Twitter a much more attractive platform to use for learning. And this is one of the 

reason why this research focused on Twitter over other platforms.  

One thing that makes the Twitter platform attractive for learning is that it does not 

require the user to be proactive in order to obtain information. A user can just follow 

some influential accounts and be able to obtain all the information they need. These 

accounts can be experts in the field or organizations that focus and aggregate security-

related news. However, the drawback to using this approach is that for many users, it is 

not easy to know who they should follow or apparent who the influential expert is in the 

field. A user with a high number of followers might not necessarily tweet the most 

relevant information. Therefore being able to find and know which users to follow is 

critical in being able to effectively use Twitter for this purpose.  

4.2 Literature Review 

As the Internet has become the accepted avenue to find almost any type of 

information, individuals have come to rely on peer communities for information, advice, 

and expertise (Mamykina, Manoim, Mittal, Hripcsak, & Hartmann, 2011). These peer 

communities include discussion forums, social networks, online questions, and answer 
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sites, amongst others. As text is the main type of data extracted from these communities, 

they all share some commonality in terms of analytical methods. So even though the 

main focus of this research is using Twitter data, this literature review looked at previous 

research that has been done on other types of online communities as well.  

A review of the research literature has found a number of studies on online 

forums including Stack Exchange, along with other Q&A sites such as Answerbag and 

Yahoo Answers (Logie, Weinberg, Harper, & Konstan, 2011; Uduwage & Konstan, 

2012). Research on the Stack Exchange forums has focused mainly on its users and their 

motivating factors in using and contributing to the site (Stern, 2011), along with its 

reputation systems and how it has made the site into one of the fastest Q&A forums on 

the Internet (Mamykina et al., 2011). Another looked at how to utilize online forums in 

the classroom as a tool to improve interactivity with students (Li, 2004; Sherry Markel, 

1999). Other research looked at using text mining methods on online forum data (Ding, 

Cong, Lin, & Zhu, 2008; Fortuna, Grobelnik, & Mladenic, 2005; Meyer, Hornik, & 

Feinerer, 2008; Tan & others, 1999).  

The quality of the content found in online forums has been one area of focus in 

some research. Quality is important because it helps determine if data from online forums 

are even relevant to be used at all. Harper, Raban, Rafaeli, & Konstan (2008) used a 

controlled field study to evaluate the quality of Yahoo Q&A sites. This was done by 

creating a set of 126 questions that were posted on the site, and the responses were 

collected to determine their overall value. They found that answers on fee-based Q&A 

sites were overall higher quality than free sites.  
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Gazan (2015) analyzed first mover advantage in the social Q&A community 

Answerbag and discovered that users who post the first response to a question will 

consistently accumulate 17% more rating points than users who post the second response. 

Each subsequent response will receive fewer rating points than the last. One reason that 

could explain this is due to the nature of the type of users and their activities. There are 

many instances where subsequent users would respond to a question, only to repeat what 

was already said in the first respond, such as “I agree with the answer above”. These 

types of responses do not typically add any value other than to let readers know that 

multiple people agree with it. This is one of the weaknesses of Answerbag, where 

answers to questions are lower quality and thus need additional users to reinforce whether 

or not a response is correct. 

Wei, Chen, & Zhu (2015) looked at factors that determine the success of an online 

forum and suggested that membership size and communication activity are the key 

factors in determining whether or not a community will be able to sustain and survive. 

Jin, Zhou, Lee, & Cheung (2013) surveyed 241 users in China to understand why users 

answer questions. They found that satisfaction and knowledge self-efficacy are important 

factors in promoting the behaviors that these users exhibited. Self-efficacy is defined as 

“an individual’s belief in his or her capacity to execute behaviors necessary to produce 

specific performance attainments” (Carey & Forsyth, 1997). Previous literature has 

suggested that people’s self-efficacy about their knowledge is a factor in the initial 

knowledge contribution in the forums. The study confirmed that this was true and is an 
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important factor in understanding why users take time to answer questions posted in the 

forums.  

Barua et al. (2014) looked at the posts created by developers within Stack 

Overflow to determine topics and trends that are found through time. They used latent 

Dirichlet allocation to discover the main topics that developers are interested in 

discussing. These topics were analyzed to see their trends and relationship over time to 

gain more insight into the development community. They found that the topics of interest 

varied widely and were found mostly to be about jobs, version control systems, and C# 

syntax. Questions from one topic were found to lead to discussions to other topics. Topics 

that are popular include web development, mobile applications, Git, and MySQL (Barua 

et al., 2014).  

Mathioudakis & Koudas (2010) created a tool called TwitterMonitor that 

performed trend detection using the random tweets collected from Twitter. It is designed 

to be able to recognize bursts of popular topics by scanning the tweet and extracting 

keywords that are popular. It tracks the popularity of a subject by capturing the tweet 

timestamps and how quickly a specific topic gains popularity in a short amount of time. 

This method of trend analysis is relevant to this research, as it also aims to look at the 

different topics that trend over time. It shows that keywords and trends can provide 

informative data that can be useful.  

4.3 Research Methodology 

Twitter offers an API that allows researchers and organizations to collect the data 

for analysis purposes (the terms and data shared changes continuously). The Search and 
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Streaming APIs allow data collection of different types of queries, such as by using a 

specific keyword. This open data policy has made Twitter data one of the most popular 

data sources and they have been used widely for analysis. Twitter data for this research 

were collected using the publically available API that Twitter provides. Data collected 

through the API was parsed and stored in an Excel spreadsheet and included the actual 

tweet along with its metadata. Metadata collected included information on the user who 

posted the tweet, how many followers they have, how many times the tweet was 

retweeted, date and time stamps, along with other relevant information. The Twitter API 

only allows acquiring 1% of all the publically available Twitter data, however, even with 

this limitation, the author was able to collect a dataset large enough for this research 

within a period of 45 days. For the initial data collection, the data was configured to 

collect tweets from multiple hashtags, including “infosec”, “malware”, “breach”, 

“security”, among a few others. After analyzing the tweets that were collected, it was 

discovered that the two primary hashtags used in the cybersecurity field are 

#cybersecurity and #infosec, as tweets from the other hashtags also included either one of 

these two primary hashtags. The dataset consists of 23,313 tweets and their metadata 

from the hashtag #cybersecurity and #infosec in a 45 day period from October 31st to 

December 14th, 2017. Figure 6 shows the analysis methods that performed on the data. It 

follows previous research (Chae, 2015) of analyzing Twitter data in the field of supply 

chain management and consists of three types of analytics – descriptive, content, and 

network. Each area focuses on a specific aspect of the data in order to understand the 

characteristics of the tweets, the users, and the connections between the tweets.  
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Figure 6 - Data analysis framework for cybersecurity tweets 

 

4.3.1 Descriptive Analysis 

The data collected from Twitter must be analyzed. Descriptive analysis is used to 

describe basic information and feature of the data in the study. It provides summaries of 

the data including the sample and the measures. In quantitative analysis, it serves as the 

basis for this type of research and is also known as descriptive statistics (Ben-Dov & 

Feldman, 2009; Feldman et al., 1998; Mooney & Bunescu, 2005). It is important to 

understand the features of the dataset in order to understand how and why certain events 

or pattern occurs within the dataset. It provides quantitative insights across a large dataset 

and breaks it down into smaller manageable pieces of information. The benefits of using 
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Twitter data for this type of analysis is that the whole dataset can be used, rather than 

having to select a small sample from the dataset. Variables that are analyzed include text 

data, along with metadata that is found for each tweet. This research is cross-sectional, in 

which the data set is collected from an instance in time. However, future studies can 

utilize a similar set of data for other fields.  

The goal of descriptive statistics is to summarize a given data set, either the entire 

dataset or a sample of it. It is important to understand the features of the dataset in order 

to understand how and why interesting events occur within the forums. It provides 

quantitative insights across a large data set into smaller manageable pieces of 

information. Graphs and general discussions will be used to help explain the findings of 

the data that is being analyzed and can be found in Section 4.4.  

In this study, descriptive analysis will look at information and metrics in three 

main areas of the dataset: tweets, users, and URLs. The outcome of this analysis will 

provide a picture of the data and provide metrics about the tweets. Analyzing the tweets, 

the study will look at word counts, hashtags that are used, how tweets are produced over 

time, and the overall statistics of the tweets themselves. For the users, the study looks at 

who write the tweets, and who responded to them. In addition, it identifies the key 

players and characteristics that make them important in the community, and whether 

there are correlations between certain tweet statistics such as followers and retweets. And 

lastly, URLs are an important aspect as most tweets include a hyperlink that leads to 

news articles, pictures, or other resources. The URL analysis will look at the types of 
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links that are tweeted and where they come from. This could show topics and resources 

that are trusted, and whether there are domains that stand out for certain types of tweets.  

With descriptive analysis, there are other methods and metrics that can be used to 

show interesting facts about the data. However, the goal of this research is to show 

methods that would be useful for security professionals and researchers. Methods used 

are also geared towards analyzing cybersecurity tweets, with variations to be expected if 

it were to be applied in other fields. 

4.3.2 Content Analysis 

The second part of the analysis looks at the actual content of the tweets. It looks at 

the actual text and hashtags that are in the dataset in order to understand the content of 

the tweets and the dataset as a whole. Text data is considered to be “unstructured” data 

(Hearst, 1999), thus it requires content analysis techniques such as text mining and 

natural language processing in order to analyze the data and gain meaningful information 

from it (Mooney & Bunescu, 2005). Text mining is a knowledge discovery field that 

takes unstructured text data and extracts useful information from it. It is an extension of 

data mining, where data mining focuses on processing raw data pieces, text mining 

utilizes textual data. Text data are generated by people, whereas non-text or raw data are 

generated by sensors or some sort of automated mechanisms (Zhai, 2015). According to 

Tan & others (1999), text mining is believed to have more potential than data mining, as 

much useful information can be extracted from the actual text. It is also a more complex 

task as text can be inherently unstructured. It is a field that involves multiple disciplinary 
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areas, including information retrieval, text analysis, clustering, visualization, machine 

learning, data mining, and natural language processing.  

Content analysis looks at all the text within the tweets together as a whole, rather 

than the individual pieces. In order for the tweets to be analyzed, it must go through pre-

processing steps to prepare the unstructured text to be analyzed (Tan & others, 1999). 

These steps include tokenization, stemming, and the removal of stop words.  

The objective of text mining is to create or discover new information from the text 

and finding patterns across the dataset. Text processing methods can be used against the 

corpus to discover knowledge that might not be present by looking at each of the 

individual document themselves. Examples of text mining methods include text 

clustering to visualize themes across text collections (Cutting, Karger, Pedersen, & 

Tukey, 1992), organizing and categorizing search results (Dumais, Cutrell, & Chen, 

2001), an automated system to organize term associations (Xu & Croft, 1996), and 

finding general topics within a collection (Kleinberg, 1999). The output of text mining 

can include visualizations, patterns, connections, or trends.  

In text mining, the vector space model is an algebraic model for representing text 

documents. Each vector consists of identifiers, such as keywords or terms. It is often used 

in information retrieval and to rank relevant words that are within a corpus. Salton, 

Wong, & Yang (1975) created the term frequency-inverse document frequency model 

which shows how important a word is within a corpus. The TF-IDF value increases every 

time a word appears in the document, but this number is off-set by how frequent the word 

appears in the corpus. This allows a more accurate representation of the word as some 
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words tend to appear more often than others in general. Fortuna et al. (2005) created a 

visualization system that utilized the Bag-of-Words representation with TF-IDF 

weighting. In the BOW representation, there is a dimension for each word. Documents 

are presented with a feature vector and the word frequencies are elements.  

Term frequency shows all the keywords that are frequently discussed within the 

tweets, which shows key topics that are important to users. Topics that are more 

discussed, are more likely to be an area that is of interest to users and can be a helpful 

indicator of trending or upcoming topics that are important. As many important topics 

consist of multiple words, n-grams are often used with term frequency in order to 

discover key phrases that are important within the text corpus. The unique aspect of 

Twitter data is that it allows the user to personally label and categorize their tweets using 

hashtags. This provides an important piece of information about each tweet that can be 

useful in understanding the overall subject of the tweet. Other data sources such as 

articles and documents, might not have this piece of information. Therefore, part of the 

content analysis involves analyzing the hashtags as they provide an important piece of 

information about the tweet in addition to the tweet itself.  

Analyzing terms and hashtags only looks at the overall message and content of 

the tweet, it does not look at the actual opinion and the overall feeling of the user writing 

the message. Sentiment analysis (Agarwal et al., 2011; Patodkar & I.R, 2016) extract the 

emotion of the user from the words that are used in the tweet. Previous research has 

shown that tweet sentiments can be an important indicator of current events within the 

cybersecurity field (Gupta, Sharma, & Chennamaneni, n.d.; Jurek, Bi, & Mulvenna, 
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2014; Patodkar & I.R, 2016). There are different algorithms that can be used for 

sentiment analysis, however, most such as LIWC are tailored towards the text that is 

longer in nature such as documents and full articles. Most sentiment analysis techniques 

look at the words that are used in the sentence in order to determine whether the overall 

tone of the message is positive, negative or neutral. 

4.3.3 Network Analysis 

One major aspect of social media such as Twitter is the fact that there are a large 

number of users and interactions between them. Users don’t just tweet messages to 

others; they respond to them and retweets ones that they believe are important. These 

interactions between users can create communities of users within the social network. 

Communities of users can show the dynamics between different groups of users, whether 

they are professionals, organizations, large corporations, or media companies.  

In network theory (Gilbert & Karahalios, 2009), nodes and edges are used to 

represent these users and their relationships. With Twitter data, nodes represent the user, 

while their interactions (@reply or user mentions) with another user is the edge 

(relationship). This allows visualizations to be created that can show these relationships 

and provide network metrics on these interactions. Relationships can be visualized to 

determine communities of users and how they connect to one another. Network theory 

also provides metrics such as betweenness centrality, which shows important key players 

within the network, and degree centrality which shows which user has the most 

connections (degrees) to others (Knoke & Yang, 2008). Betweenness centrality is a 

measure of centrality based on the shortest paths within the network. The shortest path 
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between two users in the Twitter network shows how connected they are to each other, 

and the node (user) with higher betweenness centrality means multiple users connect to 

others through them, signifying their importance within the network. Degree centrality 

measures the number of connections a user has to others, and its simplest form can 

represent the popularity of that user (Opsahl, Agneessens, & Skvoretz, 2010). Centrality 

analysis focuses on each individual user and their connectedness to others.  

Communities of users are an important aspect of network analysis. On Twitter, 

users can use the @reply in their tweet to respond to another user’s tweet. They can also 

use the @ symbol along with the name of a specific user to mention them within their 

tweet. These reply and user mentions form connections between users and generate 

communities. Modularity is a measure of the structure of networks and how they can be 

divided into modules (communities). Communities are groups of highly interconnected 

nodes that are only sparsely connected to the rest of the network (Newman, 2006).  

4.4 Cybersecurity Tweets Analysis 

4.4.1 Descriptive Analysis 

The 23,313 tweets collected contained at least two or more hashtags, including the 

#cybersecurity tag that was used to collect the data. This indicated that cybersecurity 

tweets typically touches multiple domains and validate how the field is multidisciplinary. 

The hashtags used were widely varied, with 5,424 unique hashtags that were used, 

ranging from security-related areas such as “malware” and “ransomware”, to surprising 

areas such as “bitcoin” and “blockchain”.  
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There are 4,290 unique users in the dataset determined by their User ID. There is 

an average of 5.66 tweets per user. Table 4 shows the top 10 users with the most 

followers and retweets. Users with the most followers were mostly large organizations, 

highlighted in blue, such as BlackBerry, ZeeNews, EconomicTimes, and Nokia. Users 

with the most retweets are mostly individual accounts, highlighted in yellow. This 

suggests that while companies and organizations typically get the most followers, it is the 

individual users that make the most influential and important tweets. Companies typically 

get followers due to their brand recognition, and people might follow them to get updates 

and news. Users with the most retweets are usually experts in the field and get followers 

from other professionals.  

 

Table 4 - List of users with the most followers and retweets.  

 

 

Looking at another perspective, these statistics about a user can be representative 

of a user’s popularity and overall influence. Popularity can be defined as the number of 
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followers a user may have, while influence can be defined as how often their tweets are 

retweeted. Is there a correlation between a user’s popularity and their influence? Figure 7 

shows the top 25 users with the most retweets and the number of followers they have. 

The figure shows that users who have a high number of followers (blue line), doesn’t 

necessary means that they get a lot of retweets (red line). One user “TheHackerNews” 

has a high number of followers but does not get a lot of retweets, compared to 

“Fisher85M” who have a lower number of followers but a lot of retweets. This suggests 

that there is no correlation between a user’s popularity and their overall influence. This 

influence is also reinforced through the use of network graphs that will be discussed later 

on in this paper.  

 

 

Figure 7 - Users' number of followers versus retweets 
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4.4.1.1 Positive Tweet Factors 

So what makes a tweet “good” so that users are more likely to retweet it? Look at 

Fisher85M, the user with the most retweets in all of the dataset to find the answer. 

Fisher85M’s profile stated that he was a “Full-Time Analyst, Technology Evangelist, 

#CyberSecurity and #VR Influencer: @DZone & @Onalytica. Made out of 100% Geek”. 

His most retweeted tweets had an average of 150 retweets. The top 25 most retweeted 

tweets all had some type of graphic within the tweet. This shows that users tend to “like” 

or “retweet” tweets that have graphics that show accompanying information in addition to 

the text itself. However, this doesn’t mean that every tweet with a graphic is popular. 

Fisher85M’s infographics contained a lot of information all presented within one graphic, 

and this seems to be the reason why he is the most retweeted user. His 10 most retweeted 

tweets all contained a very detailed infographic relating to cybersecurity. Figure 8 shows 

an example of such tweet. The infographic is very dense and full of information. What 

makes this interesting is that in other media such as presentations, a slide with too much 

text or information packed in one page is typically frowned upon or discouraged. The 

opposite seems to be true for tweets based on this analysis. As tweets are very short in 

nature, the ability to present a lot of information at once seems to be the most useful for 

users ingesting the information. In a way, this seems to be contradiction to Twitter’s main 

appeal, which is to limit the length of the message in order to keep it short and precise. In 

the context of learning, this finding suggests that users like tweets that contain useful 

information, such as a graphic that shows things that could benefit and apply to them. 

These infographics could be presented to security professionals to help them learn and 
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stay abreast of the latest changes that are occurring within the profession. As there are 

thousands of cybersecurity tweets every day, being able to identify and discover these 

infographics and presenting them to those who are interested would help them learn in an 

efficient and effective manner.  

 

 

Figure 8 - Tweet with the highest number of "retweets" from Fisher85M 

 

Tweets can be a very useful tool for learning and staying up to date with the latest 

information. But for most professionals and students, the challenge often comes to 

knowing who to follow in order to most effectively obtain the relevant information. 

Follow too many users and there is information overload, where relevant information is 

buried beneath all the junk and irrelevant tweets. Many people often follow users who 
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have the most followers, as the number of followers often seems to be an important 

indicator of relevancy. However, the findings show that this is not often the case. Users 

often have high number of followers are often due to the fact that they have a name that 

people recognize, rather than from the quality of tweets they produce. It is more 

important to follow users that are more influential in the community, as they tweet out 

information that is highly regarded by others in the community as indicated by the 

retweets.  

In contrast, tweets are less likely to be retweeted if they do not have any type of 

visual graphics along with it. There were many organizations that have a lot of followers 

but did not have much in terms of retweets, which shows that the retweets occur more 

often when you are connected to the right people within the community. Active users 

within the security community are more likely to retweet each other’s tweets in order to 

spread the message. So while some organization may have a large number of followers, it 

does not help them in terms of getting retweets. The key to getting retweets is to provide 

an insightful tweet with useful infographics and having the right connection with the 

users within the community of interest. 

4.4.1.2 URL Analysis 

There are two URLs that are present in almost all the tweets. The first is the link 

to the media for the tweet, the second is the external URL that links to an article or 

another page on the Internet. There are three possible media types; photos, animated 

GIFs, and videos. About half the tweets have no media (12869), with 46% having photos 
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(11224) and 1% having GIFs (155) and videos (65). This suggests that users still prefer 

predominantly photos or images within their tweets over flash animations or videos.  

The majority of tweets that are highly retweeted all have external URLs within 

the tweet. Most of the URLs are in shortened formats using the domains such as bit.ly, 

goo.gl, buff.ly, among others. In order to determine the actual domains that are linked to, 

all shortened URLs were expanded to reveal the actual URL. Popular domains include 

zdnet.com, lastline.com, socialhub.com, darkread.com, csoonline.com, 

bleepingcomputer.com, thecyberwire.com, scmagazine.com, infosecurity-magazine.com, 

and thehackernews.com. These are software companies, social media analytics platforms, 

and security news websites. These make up the top domains that were linked to in the 

tweets. As many tweets are related to current news, the finding reinforces this fact as 

most of the external links are pointing to news websites. These top domains also identify 

the major news resources that professional use for security news and updates. The finding 

also discovered one interesting domain that shows up on a regular basis: PasteBin. 

PasteBin is an online text storage site that allows users to post up anonymous “pastes”. It 

was found that the website was used to post dumps of controversial files such as 

passwords, configurations, system settings, and anything else that is obtained through a 

hack or leak. This suggests that Twitter is widely used to announce and distribute files 

related to security hacks. There is a Twitter bot named “Dumpmon” that monitors 

PasteBin for these types of text paste and automatically tweets this information when it is 

available.  
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There are many websites out there that provide information security news. The 

vast number of available sites can be challenging to students and those new to the field, 

as they might not know which sites are good and are highly used by the community. The 

URL analysis identifies some of the top sites that are used by the community to 

disseminate news and updates in the cybersecurity domain. This information is useful in 

narrowing down some of the best sites that provide security news and information.  

4.4.1.3 User activity over time 

This analysis looks at the overall activity of users and when they tweet. Figure 9 

shows the time in which tweets are created over the course of a 24 hour day in the UTC 

time zone. The activity starts off slow and gradually builds up to the highest levels at 4 

PM, then tapers off as each hour passes. As the tweets come from different countries 

around the world, this would translate to roughly around the morning hours for the 

Americas, and the evening hours for Asia. Figure 10 shows the activity level over the 45 

days the data were collected. The number of tweets being sent each week fluctuate up and 

down depending on the day of the week. The number of tweets is at its lowest on 

Sundays, picks up drastically on Mondays then increasing to its maximum on Wednesday 

and Thursday, and then declines again. This cycle repeats every week. The study looked 

to see if there are correlations between the number of tweets and current security events 

but was not able to conclusively determine this factor as the time period of the data 

collection is short.  
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Figure 9 - Tweets per hour in UTC time zone 

 

 

Figure 10 - Tweets per week 

 

4.4.2 Content Analysis 

This part of the study looked at the actual text content of the tweets of the dataset. 

Text mining methodologies were employed to analyze the terms, hashtags, and the 

overall sentiments of the tweets. In word analysis, the study looked at the words that are 

0

1,000

2,000

3,000

4,000

5,000

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

N
u

m
b

e
r 

tw
e

e
ts

Tweets Per Hour (UTC)

0

500

1000

1500

2000

2500

1-Nov-17 8-Nov-17 15-Nov-17 22-Nov-17 29-Nov-17 6-Dec-17 13-Dec-17

N
u

m
b

e
r 

o
f 

tw
e

e
ts

Tweets Over Time (Weekly)



104 

 

used in the tweets to better understand the topics that are being discussed and what the 

overall discussion is about within the tweets. Hashtags are an important part of every 

tweet, as it allows the user to label their tweets and associate it with specific categories 

that are relevant to users. The goal is to understand the overall content of the tweets and 

how it can be used to improve cybersecurity education.  

4.4.2.1 Word analysis  

The most popular words found in the tweets were malware (8566), ransomware 

(8156), cyber attack (3506), security (3356), data (1971), cybercrime (1909), attacks 

(1740), not (1576), breach (1554), hackers (1518). This shows that tweets related to 

cybersecurity are mostly discussing malware and attacks from hackers. The analysis 

found that many of these tweets were warnings about new malware and discussions about 

incidents of cyber-attacks. This suggested that the tweets are a good source of 

information for current events and could be potentially used as a data source for security 

news and tracking. 
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Figure 11 - Word cloud of the most popular words in tweets 

 

In order to determine if certain words appear together with one another, n-grams 

were generated. As most of the tweets use hashtags as a word in of itself, these hashtags 

were converted to regular terms for this analysis. Table 5 lists the top 10 bigrams or 

trigrams that appears within all the tweets. The findings show that the terms cybersecurity 

and cyberattack appears very frequently together. This suggests that both terms are 

synonymous with one another, which shows that tweets relating to cybersecurity are 

often about cyber attacks. Another top bigram has the terms malware and ransomware, 

suggesting that the most common malware that occurs is ransomware. ‘Technews’ and 

‘hacker’ is another bigram that seems to appear often together, suggesting that these two 

words appear often together. The overall results, however, show that many of the terms 

that appear together are repetitive due to the nature of the tweets. Tweets are short in 

nature and many of the words that appear in them are similar throughout each tweet. 
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Therefore the analysis showed that the use of n-grams can provide some useful 

information but are limited in nature.  

 

Table 5 - Top 10 bigrams and trigrams 

Rank Frequency N-Grams (2 and 3) 

1 1575 cybersecurity cyberattack 

2 1163 cybersecurity infosec 

3 1017 malware ransomware 

4 972 cyberattack technews 

5 968 cybersecurity cyberattack technews 

6 923 technews hacker 

7 921 cyberattack technews hacker 

8 871 hacker cybercrime 

9 870 technews hacker cybercrime 

10 830 cybercrime hackernews 

 

 

4.4.2.2 Hashtag analysis 

About 86% of all tweets included three or more hashtags. The most popular 

hashtags are #cybersecurity, #infosec, #malware, #ransomware, #cyberattack, #security, 

amongst others. The top two hashtags were used to collect data for this study as they 
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were the most widely used by security professionals. The widely used #malware and 

#ransomware hashtags are very telling in terms of the major threats in cybersecurity 

during that timeframe. Malware and ransomware refer to malicious software that is 

designed to cause harm to the system are infected, often leaving them in a state that is 

non-functional or in a severely degraded state. Ransomware is a type of malware that 

extorts the user or organization by encrypting the system and demanding a monetary 

payment in order to restore it. Both are some of the biggest threats facing computer users 

and organizations today (Center for Internet Security, 2017). The hashtags that are highly 

used in tweets can serve as an important piece of information that can highlight current 

trends and issues in cybersecurity. This can be used to help professionals realize the 

current threats and understand trending areas that could be of concern.  

Cybersecurity is an interdisciplinary field that encompasses a large number of 

subject areas that must be taught and learned. Over time, the number of topics that must 

be taught to students has grown, while the number of hours in the curriculum remained 

the same. This means educators must choose what topic areas to focus on based on their 

importance and relevance in the always changing security landscape. Being able to see 

the topic areas that are important during a specific time period can help educators focus 

on these topics in their courses, helping them focus on the areas that are currently 

trending and important in the security field. The methods used in the word and hashtags 

analysis can be used to generate the list of the top areas within the cybersecurity field to 

help educators see what is happening. For example, the results from the dataset show that 

malware and specifically ransomware are the most highly discussed within the tweets. 



108 

 

Educators knowing this can adjust their course to focus a bit more about these areas as 

they represent some of the ongoing security threats professionals and companies are 

facing. By doing this, students are able to learn about topics that are relevant to ongoing 

events and apply them within their studies and educators are able to keep their courses 

more relevant. 

4.4.2.3 Sentiment analysis 

This part of the study looks at the overall sentiment of the tweets. The challenge 

with analyzing sentiments in tweets is that the tweets themselves are very short with a 

few numbers of words. Sentiment classification requires as many words as possible in 

order to increase accuracy. For this analysis, SentiStrength (Thelwall, 2017) is used as it 

supports short sentences that are common in tweets. Sentistrength uses a dictionary of 

words and associates those words with a point value on how negative or positive it is. 

Words such as “stealing”, “threat”, “attack”, are associated with negative sentiments 

whereas words such as “success”, “great”, and “smile” are given positive points. Figure 

12 shows the breakdown of the sentiment across the entire tweet dataset of 23000 tweets.  
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Figure 12 - Sentiment score of tweets 

 

SentiStrength provides a score for both negative and positive sentiment in the 

tweet. The overall score was calculated by combining both scores, shown in Figure 12. 

The result shows that about half of the tweets had a score of 0, which means they were 

neutral in sentiment, in which the tweet shows neither positive or negative sentiment. The 

overall results showed that the tweets had more negative sentiments than positive based 

on the distribution of the number of tweets and their overall sentiment score, with 7001, 

4605, 701, 16 tweets has a score of -1, -2, -3, -4 respectively. The lower the number, the 

stronger the negative sentiment is portrayed in the tweet. Comparatively, a total of 3494 

tweets had a positive sentiment score. The scores indicated that most tweets relating to 

cybersecurity had a negative sentiment. This confirms the fact that many tweets are about 

attacks, breaches, or warnings about security vulnerabilities. The analysis found that 

negative tweets are typically about hackers breaking into companies or organizations, or 

about those organizations being breached. Highly positive tweets (score=3) are typically 
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announcement of awards that companies are receiving or giving. Although Sentistrength 

provides an overall accurate sentiment of all the tweets as a whole, individually it does 

not provide an accurate score for each tweet due to the way certain words are scored. For 

example, a tweet that says “Hackers successfully downloaded data from Citibank”, could 

be scored as positive sentiment, even though when reading it one can see clearly it is not 

exactly good news. The word “success” is scored as positive, while many other words in 

the tweets are not scored as they are not in the dictionary.  

The analysis reinforced the finding that sentiments are important indicator of the 

current events that are occurring. Although cybersecurity-related tweets tend to be 

negative in nature, strong negative scores could indicate that there are major breaches and 

attacks occurring due to some new type of malware or vulnerability. Seeing the 

fluctuation in sentiment scores can provide insights on events that are occurring and 

enable the professional to spend more time to look deeper to see what is happening that 

could threaten their systems.  

4.4.3 Network Analysis 

4.4.3.1 Topological analysis  

In order to understand the social construct of the users and the relationships 

between them, a network graph was created with 5459 nodes and 3533 edges. Nodes are 

users that mention another user as a part of their tweet or reply and could be a single 

individual, an organization, or company. Edges are the relationship between these users 

through their mentions. The network diameter is 15, which represents the longest path 
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between two nodes. The average path length is 5.22, showing that on average each user is 

5 nodes away from each other within the entire network.  

4.4.3.2 Centrality analysis  

There are a few nodes that are more connected than others within the network. 

The degree of a node represents the number of connections that node has to other nodes. 

Companies such as @Masergy, @Forbes, @AppKnow, and others are the most 

connected to other users, with online media companies (@CSOOnline, @ZDNet, 

@TechRepublic, etc.) dominating these connections. Some cybersecurity experts 

(@Fisher85M, @reach2ratan) are also highly connected. These users serve as the central 

node within their communities. Many connections between users and organizations go 

through these central nodes, showing the importance of these nodes and their role within 

the cybersecurity Twitter community. These well-connected users enable them to quickly 

spread information every time they tweet, as their connectedness means every time 

someone retweets their tweet, the information is passed on to the larger community. A 

user with a larger number of followers does not necessarily give them the same reach 

compared to those who have fewer followers but are central nodes within the community.  

4.4.3.3 Community analysis  

The overall network has a low graph density (0.011), which is calculated as the 

number of edges divided by the number of possible edges. This suggests that the entire 

network is sparsely populated and that most users aren’t as highly connected to each 

other. In order to identify communities within the network, the modularity algorithm 

(Blondel, Guillaume, Lambiotte, & Lefebvre, 2008) was used. This algorithm looks for 
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nodes that are more densely connected together compared to the rest of the network. 

Using this algorithm, two major communities and one minor one were identified. Figure 

13 shows the network graph of the community. The orange nodes represent the 

companies and organizations community, and the light blue nodes represent the 

individual user community. Organizations and companies tend to be connected to each 

other, as they frequently mention other organizations in their tweets. Two companies 

stand out within the graph: CSOOnline is a cybersecurity-focused news company, while 

ZDNET is a business technology news website. Both are major nodes within their 

respective communities. CSOOnline is connected more to security organizations, 

whereas ZDNET has more connections to large companies and corporations. They each 

serve similar purposes but to a slightly different audience. Within the individual user 

community, @Fisher85M and @reach2ratan are both highly connected security 

professionals and serve as the connection point to the organization community. Many 

individuals within the user community do not have many degrees (connections), as 

highlighted by their sparse placement within the network graph. This makes the two 

central nodes even more important as they serve as the hub for connecting to the other 

communities. 

There is a third minor community (dark green) that sits in between the two major 

ones. They include companies such as @kaspersky and @Malwarebytes. They seem to 

represent companies that are more connected to individual users rather than other 

organizations. Kaspersky and MalwareBytes are both highly regarded security software 

companies that are typically praised by security experts. This suggests that companies 
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within this small community are highly trusted by individuals and explains their closer 

placement to the two larger communities on the network graph.  

Although tweets are fluid in nature and users are constantly producing new tweets 

on a daily basis, these communities of users are more stable and change at a much slower 

pace. Key players within the communities do not change as quickly. 

 

 

Figure 13 - Network graph showing the community of users 

 

Professionals and students can use this information to discover influential users 

and companies and follow them in order to gain access to useful information. Those who 

are new to the community on Twitter might not know who to follow, and there is really 
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no easy way to find these users. Oftentimes they would look for users who have a lot of 

followers, but the findings from this research show that this might not be the best 

approach in identifying influential and key players.  

Key players from each community tweet important but different types of 

information. Within the companies and organizations community, CSOOline is a 

cybersecurity news organization that provides security news along with their analysis of 

the situation and how to manage it. Anyone following them can learn about security 

events and threats as well as strategies on how to mitigate the risks. Their tweets are more 

geared towards security professionals and what is relevant to them. The key player within 

the individual community, Fisher85M, tweet infographics related to cybersecurity that 

can be used for learning.  

4.5 Leveraging Twitter for Cybersecurity Learning Framework 

The findings from the analysis show that Twitter data can be transformed into 

information that could be used to help professionals and students use Twitter more 

effectively to learn. Interviews with professionals from the previous research question 

found that many professionals want to continuously learn in order to keep up with the 

latest changes in the cybersecurity landscape, but often lack guidance or a method to do 

so. Some don’t even know where to even start or what website to use due to the sheer 

amount of resources that are available out there. The study addresses this gap by 

proposing the use of Twitter, as information from tweets are short and concise, and can 

provide a high-level overview of news and events. 



115 

 

The “Leveraging Twitter for Cybersecurity Learning Framework” was created to 

enhance learning through the use of Twitter. The framework outlines four areas that can 

provide valuable information to the professional and students about the cybersecurity 

field. Although this research is based on cybersecurity tweets, this framework can be 

similarity applied to tweets from other fields as well. The framework consists of four 

pillars: (1) Topics to Learn, (2) Influential People, (3) Key Organizations, (4) Resources 

to Use.  

 

Figure 14 - Leveraging Twitter for Cybersecurity Learning Framework 
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these topics can help the user understand the current security landscape and the areas that 

they should focus on, whether to improve workplace knowledge or to prepare for the 

workforce. Cybersecurity curricula cannot include all the possible topics due to the 

limited number of hours within each program. The topics to learn helps the user identify 

current topic areas that are important and relevant to the field. This will help them know 

what areas to look into and contribute to their continuous learning process. Students can 

learn these topics to better prepare themselves before entering the workforce and be 

exposed to current areas and sources of information that are relevant to the field. Current 

professionals can use these topics to enhance their own knowledge and better understand 

what areas they should focus on in order to secure their organization.  

Influential Users identifies the key players within the community. Professionals 

use Twitter to announce new findings or provide useful information for others when there 

are new threats. These tweets are then retweeted by other professionals and the 

information is passed on quickly to relevant interested parties. Highly connected 

professionals often act as the information disseminator, passing on security news or 

informative infographics in order to educate their followers or helping them stay up to 

date with the latest security news. Users typically follow people that have a lot of 

followers, thinking that if they have a lot of followers, it must mean they tweet out 

important information. The findings show that this is not the case, and people with the 

most followers are typically those who are famous or have name recognition. This pillar 

of the framework provides a way to identify influential people so users can follow in 

order to get the most relevant tweets. These individuals were identified through using 
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factors such as the number of retweets, the quality of their tweets, and how well they are 

connected to the cybersecurity community. The analysis showed that these influential 

users tend to produce high-quality original tweets that are informative and provide 

opportunities for learning. By following these influential users, professionals and students 

can keep up with the latest security news and events as well as learn new content related 

to the field.  

Organizations can play a key role in helping professionals and student learn. The 

finding shows that organizations with a high number of followers do not necessarily 

mean they tweet high-quality content. Organizations with the most followers tend to be 

highly recognized companies and news organizations. Their high number of followers is 

typically due to their brand recognition. The research discovered that organizations that 

are highly connected and most retweeted have one thing in common: they create original 

content. Many organizations often retweet articles and news that are from other 

organizations, whereas key organizations actually produce their own articles and tweets 

out information based on their own discovery. These organizations not only write about 

current security events but provide an in-depth analysis of the situation and provide 

information on how to remediate the issue or mitigate the risks related to it. So although 

these organizations do not necessarily have the most followers, they produce high-quality 

content that professionals and students can learn much from.  

Previous research has shown that professionals use online resources extensively 

throughout the workday in order to solve problems and learn (Le et al., 2018). As there is 

a vast amount of websites available on the Internet, it can be difficult to know what 
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websites are trustworthy and contain high-quality information. The analysis has 

discovered websites that are highly referenced by the security community. These 

websites can be used by professionals and students who wish to continuously learn about 

the field and update their knowledge. It can be especially useful for cybersecurity 

students, who are new to the field and often feel overwhelmed by all the available 

resources that are out there. The findings narrow all these resources into something that is 

more manageable to help aid the learning process. 

Security news and events can develop at a rapid pace, and while news articles can 

be a reliable source of information, they require extensive writing and editing before they 

can be published. This makes tweets an alternative source for current events as it is more 

informal and can be disseminating more quickly. For example, during the WannaCry 

ransomware incident which spread quickly throughout many organizations, Twitter was 

an effective platform for disseminating this type of information. This suggests that 

Twitter can be an effective tool for learning new information that is more fluid and 

changes at a rapid pace. 

4.5.1 Framework Validation 

In order to validate the framework and get feedback on its effectiveness, a 

qualitative interview study was done. Ten cybersecurity professionals were interviewed 

to take part in the study. Most of these professionals have been previously interviewed 

for previous related work regarding how they use online and interpersonal resources to 

learn and seek information.  
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The interviews were carried out twice in a period of two weeks. The first session 

focused on explaining to the participants the objective of the study and the current 

findings from the research so far. Then the author explained the framework with the 

participant and provided the results from the research, explaining to them how they could 

use the information to assist them in learning. Half of the participants did not have a 

Twitter account so the author worked with them to create one.  

 

Table 6 - Interview participants 

Participant Years of 

Experience 

Education Background 

P1  20+ BS Security, developer, business integration 

P2  15+ MS IT, Security, System Administration, Networking 

P3  10+ BS Cloud security, networking 

P4  15+ BS Vendor security, contracts 

P5  5+ High School Penetration testing, insider threat 

P6  10+ High School Security policy, exceptions 

P7  15+ BS Security policy and management 

P8  10+ BS IT, System Administration, Security 

P9  20+ High School Encryption, Pre-Sales, Support engineer 

P10 25+ BS Project Manager 

 

The results for each of the four pillars from the framework were provided to the 

participants. For the “Topics to Learn” pillar, a list of current security topics was 
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provided for them to evaluate and look into. The goal was to determine if the topics are 

relevant to the overall security landscape and what they are dealing with at the 

workplace. The next part was to help the participant in being able to use Twitter more 

effectively as a tool for learning by providing with a list of users to follow based on the 

“Influential Users” and “Organizations to Follow” pillars of the framework. The goal was 

to update their Twitter feed to receive tweets from users that have been deemed as 

influential and known to produce high-quality tweets based on the data analysis. Lastly, 

the participants were given a list of internet resources and websites to add to their 

bookmarks as resources for them to learn from. The goal was for them to use these 

websites as a source of news and information supplementing the information they see 

from their Twitter feed. The participants were asked to check their Twitter feed on a 

regular basis for a period of two weeks and provide feedback on what they saw. After 

two weeks, the author met with the participants again for the second session to collect 

feedback.  

Out of the ten professionals interviewed, seven said that they looked at their 

Twitter feed once every 2-3 days, while three said they only looked at it once during that 

time period. The three that looked at it once explained that they were just too busy and 

didn’t really get a chance to look at it, and the fact that they normally don’t use Twitter 

on a regular basis. Table 7 shows a summary of the key findings based on the interviews. 
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Table 7 - Feedback from the interview study 

Positives Negatives Other 

All the tweets and related 

news and information are 

all in one place 

Not all tweets are related to 

cybersecurity, especially 

from companies 

Individual users post more 

useful and relevant 

cybersecurity tweets 

You can learn a lot from 

tweets with infographics 

Some tweets shown are 

“liked” by the user, and not 

their original tweet 

Some news organizations 

post a lot of non-relevant 

articles 

Security events and news 

are current and relevant 

Not all influential users 

produce relevant security 

tweets 

Need a way to only show 

tweets with a specific 

hashtag from a user 

Identified topics to learn 

were an accurate portrayal 

of current threats 

 A lot of tweets are related to 

future technology that 

might not be relevant today 

 

The overall feedback from the participants was positive. They liked how using the 

framework allowed them to see who the influential users and organizations are that they 

can follow. They mentioned that as professionals, they do not know how to fully use 

Twitter. There is a some skepticism on using the platform professionally due to the 

negative perception of using social media. In cybersecurity, social media is often frowned 

upon as it could be seen as a security risk for both the user and the organization they 

work for. In addition, participants expressed how they feel Twitter can be overwhelming, 
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as there are millions of potential users that they could follow. Common sense would tell 

them to follow users with the most followers, but this only increased the amount of 

content that would fill up their feed, making it hard to see relevant content that they cared 

about. By providing them with the list of users based on data analysis methods, they are 

able to identify key users that could provide relevant information for them.  

On the negative side, the participants had complaints on the feed they were 

reading. Many of these are limitations on Twitter itself in the way it displays the tweets. 

A common complaint was the fact that they would often see tweets that the user has 

“liked”, or tweets that are not related to cybersecurity. Even though the majority of the 

tweets are cybersecurity-related, users would often tweet out other non-related tweets 

from other topics. Within the Twitter feed, there is no way to filter out these types of 

tweets that are not relevant to the user. So although influential users would often tweet 

about cybersecurity, there were times when they did not. The participants would like to 

have a method to be able to view only tweets from those users with the proper 

cybersecurity hashtags and ignore all other tweets without the relevant hashtags. There 

are websites such as TweetDeck that help narrow down tweets based on certain criteria, 

but there is no method to do these types of filtering in an easy and intuitive manner. The 

negative feedback has more to do with the issues of the Twitter platform and its 

limitation, rather than from the framework and the information provided.  

In terms of the list of security topics identified for learning, four participants 

looked into it and said that the topics were relevant to the current work they are doing. 

One participant said that because of the list provided, they were able to realize some of 
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the bigger threats facing organizations today. This helped them prioritize what topic areas 

to look into as part of their continuous learning. Two participants said that they were 

already aware of some of the items on the list, so while it was informative, it only 

reinforced their current knowledge rather than add anything new. The author asked the 

participants if they were able to look at the websites identified under the “Resources to 

Use” pillar of the framework, but unfortunately, none of the participants had time to use 

it so were unable to provide any feedback.  

These findings show that the framework can help provide a useful method for 

cybersecurity professionals to learn and keep up to date with the latest security news and 

information. It shows that using data analytical methods on Twitter data can provide 

valuable information that can be given to professionals in order to assist them to be able 

to use Twitter more effectively as a learning tool. In addition, the feedback on the 

limitation of Twitter itself can provide valuable insights on how the platform can be 

improved in order to be more useful for professionals and thereby increase its usage 

amongst them. 

4.5.2 Personal Learning Environment 

The framework can be used as a part of a personal learning environment (PLE). 

Dabbagh & Kitsantas (2012) looked at using social media in order to facilitate learning 

and created a framework for self-regulated learning in personal learning environments 

(Dabbagh & Kitsantas, 2012). The framework uses scaffolding to help students learn by 

engaging and interacting with social media such as blogs, wikis, and social networking 

sites. The framework contains three levels of interactivity between the student and the 
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social media tool. Each level contains a list of instructions that students are asked to 

perform in order to “enable the degree of interaction and sharing desired and/or required 

for learning”.  

The following process model outlines the four steps that students can follow in 

order to apply the Cybersecurity Twitter Learning framework within their personal 

learning environment. It follows Hiebert’s model of PLE (Nejdl & Tochtermann, 2006) 

and uses scaffolding to help students learn and be engaged. Students learn by creating 

new content, applying what they learn, connecting to the community, and publishing their 

own findings. This can be incorporated within a classroom where the teacher provides the 

students with results from the framework and have students use it as part of their learning 

environment . The model enables the students to not only learn new information and 

content that is relevant to the field but also helps connect them to key players, 

organizations, and the cybersecurity community as a whole. As networking is an 

important aspect of the profession, this two-pronged approach helps the student prepare 

by gaining knowledge and connecting to those in the community.  
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Figure 15 - Methodology applying the framework for personal learning environment 

 

Personal learning environments are typically geared towards each individual 

based on their personal goals and motivations, and in this case, it is specially geared 

towards students and those who are in the cybersecurity field. Future work will consist of 

testing and validating the model with a classroom in order to determine its overall 

effectiveness.  

4.6 Conclusion 

This study has shown that data from Twitter can be used to generate valuable 

information that can be used to help cybersecurity professionals and students learn 

beyond the classroom. It helps address one of the gaps within cybersecurity education by 

providing a continuous learning method that is relevant based on the current events that 
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are taking place. Beyond looking at each individual tweet, analyzing the data collected as 

a whole can yield valuable information for learning and gaining knowledge. 

Cybersecurity users typically tweet about information on current events or 

announce new findings within the security domain. These tweets almost always contain a 

URL that links to an external website that contains more details about the information 

that is presented. Compared to tweets from other domains, these tweets are less 

conversational and more information focused. Hashtags and words that are used within 

the tweets can identify important topics that are currently relevant or trending to be.  

Descriptive analytics can be used to find important tweets and statistics about 

those tweets. Network analytics can be used to find key players within the community 

and identify important individuals who are knowledgeable and influential within the 

community. Content analytics can be used to discover trending security topics that might 

affect the security landscape, or discover upcoming threats that require proactive or 

additional learning. The findings from this study led to the creation of the “Leveraging 

Twitter for Cybersecurity Learning Framework” that can be used by professionals and 

students to learn and advance their knowledge in the cybersecurity field. Although the 

framework is created based on cybersecurity tweets, the same techniques can be used and 

applied to other fields as well. 

The feedback from the interview study that was done to validate the framework 

and findings were positive. Overall the participants found that the framework helped 

make Twitter more useful in terms of using it as a tool for continuous learning. They 

were only able to test three of the four pillars that were identified in the framework. 
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Further research is needed to determine the overall benefits and effectiveness of the 

knowledge that is gained through the use of the framework. In addition, more research is 

needed on whether or not the top websites identified in the “Resource to Use” pillar are 

better and more effective than other websites when used as a resource for learning.  

Professionals can use Twitter to build up a reputation for themselves in order to 

be noticed or recognized by companies and organizations. A professional who has a 

sizable number of followers can show that they are an expert in the field, and advertise 

such status to potential employers. These professionals can build up followers by posting 

useful and relevant information and be engaged with their peers through the use of replies 

and retweets. These engagements allow professionals to communicate with people who 

might not be directly within their network, and allow the expansion of their overall 

network and connect to others around the world. 

In relation to the workplace practices related literature in engineering education, 

the findings from this work extend prior work that has established how professionals 

engage with technical communities and learn from them (Teo, Johri, & Lohani, 2017) by 

showcasing that similar learning through engagement with social media also takes place. 

This research extends the largely organization and placed-based research on workplaces 

that have previously been reported in the engineering education literature (Johri, 2010b, 

2012, 2015; Johri & Olds, 2014; Pipek, Wulf, & Johri, 2012). It adds to research that has 

argued for a more ‘open organizing’ perspective that takes into account that engineering 

and technology professionals work in organizational fields – which consist of 

professionals from different organizations – and not just in a specific company or 
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organization (Johri, 2010a; Pipek et al., 2012). This means that they contribute to a larger 

community by sharing expertise and knowledge. 
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5. CHAPTER FIVE – ONLINE FORUMS AS DYNAMIC KNOWLEDGE 

REPRESENTATION FOR CYBERSECURITY DOMAIN 

In addition to social media, as the research study conducted with cybersecurity 

professionals indicated, online forums have become a popular source of knowledge for 

information security professionals looking for answers to their questions or for engaging 

in learning on the job. This popularity of online forums results from a dynamic 

environment where issues of importance in the security domain change constantly. The 

preliminary work reported in this chapter attempts to better understand the type of 

knowledge that is found in the Stack Exchange Information Security online security 

forum and ascertains whether it can serve as a source of information for dynamically 

updating topics in cybersecurity education. The research used readily accessible data 

analytic methods given that one of the goals would be to design a process that can be 

easily scaled across institutions and faculty.  

5.1 Literature Review 

Previous research literature on online forums are outlined in the previous chapter 

in section 4.2, so this section will only discuss related areas that have not been discussed 

previously. None of these studies have looked at using content from online security 

forums in order to better understand the knowledge found in them and using them to 

advance the state of cybersecurity education.  
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5.1.1 Usage of Online Forums 

In the information technology field, Stack Overflow is one of the top online 

forums for developers. The site has spawned a network of online question and answer 

forums known as Stack Exchange (Uduwage & Konstan, 2012). Stack Exchange is a 

network of online Q&A forums that include forums from multiple fields and topics. 

There are forums for almost every type of topic out there, from Academia to Information 

Security. It was modeled after the successful release of Stack Overflow, a forum for 

programmers to post questions and receive quick and concise answers to their questions. 

It launched in January 2011 with 1.5 million users (Stack Exchange, 2015). The Stack 

Exchange network processes hundreds of thousands of posts every month in almost every 

major field. Each post by itself does not provide much insight other than to provide 

answers to the question that was asked. However, when all the posts are aggregated into a 

data set, much can be learned from the information that is generated by users. 

The Stack Exchange and CNET forums are two different types of online forums. 

Stack Exchange is a Q&A forum while the other is a discussion forum. The difference 

between the two is the type of discussion that takes place. In a discussion forum, users 

post general topics about a subject in order to start a conversation. It can be a question, 

but the resulting replies typically are more conversational in nature. The discussion could 

continue on for many pages, particularly for topics that are especially popular. One issue 

with discussion pages is they can easily get long and information is quickly lost within 

the discussion. A user could start the discussion with a question on a specific topic or 

area. Other users could respond with relevant or irrelevant information, with the original 
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poster hoping that his or her question is answered. Sometimes the answer is not 

immediate, but eventually, someone is likely to provide an answer to the question. These 

discussion forums were not originally created for the purpose of answering questions, but 

rather for discussions.  

In a question and answer (Q&A) forum, the main purpose is for users to answer 

questions and provide direct answers. A user would post the question, and subsequent 

responses would be answers to that question. Discussions are less common unless there 

are no clear concise answers. Incentives are used to encourage users to answer questions 

that are unanswered.  

One major drawback for using a discussion forum for questions and answers is 

that the post with the correct answer might end up being buried beneath all the other 

irrelevant posts. If another user had a similar question, they would have to read through 

the entire discussion in the hope of finding the answer they are looking for. However, 

discussion forums are still relevant for the purpose of starting discussions. A user might 

not necessarily have a question, but rather they might want to post up information that 

could be useful for others. For example, users on the CNET Security forums often post 

up security announcements to alert other users to potential threats that are trending.  

Online forums are often used resources when users have questions or concerns 

regarding security-related problems. In the cybersecurity field, everyone from system 

administrators to security professionals, have relied on online forums to find the answers 

they are seeking. Findings from this research have shown that professionals commonly 

use online forums as a resource when solving problems and finding answers.  
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Literature from online communities has suggested that membership size and 

communication activity are the key factors in determining whether or not a community 

will be able to sustain and survive (Li, 2004; Sherry Markel, 1999). Stack Exchange has 

introduced virtual rewards such as badges, points, levels, and status in order to help 

motivate users and keep them active within the community. Previous studies found that 

users contribute not because they want a higher reputation and more privileges, but they 

are rather motivated by relative reputation and ranking among other members. This 

shows the importance of virtual rewards and reputation in order to encourage 

participation and engagement from users (Wei et al., 2015).  

5.2 Research Questions 

The overarching question for this research is: 

What is the efficacy of online forums as a resource for understanding the dynamics 

of knowledge change within the cybersecurity domain and how does it compare to 

what is currently taught?  

As previously discussed in earlier chapters, there are issues with the current 

cybersecurity education landscape. Security education programs have to deal with 

constant changes and require regular updates to stay relevant (IBM Center for Applied 

Insights, 2013; McGettrick et al., 2014; Woodward & Young, 2007). Although not all 

relevant topics can be covered, it is imperative that as comprehensive and updated 

information be provided to students as possible.  

 Knowledge can be defined as specific security-related keywords that appear in the 

posts within the forums. The keywords were compiled from the CISSP All-in-one book, 
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along with resources from the National Institute of Standards and Technology (Harris, 

2014; Kissel, 2013; Spacey, 2012). The book is well known as a comprehensive resource 

in all things related to cybersecurity. The keywords contain terms that describe major 

security topics that are used by professionals and are typically taught within cybersecurity 

courses.  

The goal is to analyze online forums content in order to determine if it is a source 

of information that can be used to improve the current state of cybersecurity education. In 

addition, this research will explore whether or not the posts themselves correlate to real 

life security events. This information could be useful to security professionals, 

organizations, and government agencies by providing another data source that can be 

used to help prepare for security threats and stay ahead of ongoing trends. The research 

will also look at technology trends over time, and determine if there are specific 

correlations with specific technologies that are popular in the industry.  

The following are sub-research questions that will help answer the main over-

arching question above: 

1. What is the current state of knowledge found in the Stack Exchange 

Information Security and the CNET Spyware, Viruses, and Security forums? 

How do the trending topics compare between the two forums? 

Security forums contain knowledge that has been collected since the beginning of 

their inception. The vast amount of data collected over time can be studied to determine 

the type of knowledge that is found in the forums. The first part of this research will look 

at the type of security knowledge that is found within the forum. Security knowledge is 
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determined by looking at specific keywords in the cybersecurity field. Trends on the use 

of the keywords will be determined and a comparative analysis will be performed 

between the two forums.  

 The Stack Exchange Information Security forum is geared towards professionals, 

whereas the CNET Security Forums is geared towards general users. The comparative 

analysis will compare data between the two forums. This information can be used to 

better understand the state of knowledge between these forums and help determine if one 

is better suited than the other to be used as a data source to improve the state of 

cybersecurity education.  

2. How can data from online forums be portrayed to cybersecurity 

professionals and educators so they can better make sense of the information 

available?  

Visualization plays a key role in portraying information, as it can provide 

feedback to both professionals and educators and improve the way they understand and 

see data. This part of the research will look at different ways to present information and 

feedback on the state of cybersecurity. The goal is to create a security dashboard that 

could portray information to users and help them see trending security topics based on 

forum data. Data within the forums themselves is only useful if it can be presented in a 

way that makes sense to the users. Different dashboards will be created and presented to 

professionals and educators in order to get their feedback on what they find most useful.  

3. How does knowledge on the forums compare with knowledge found in 

cybersecurity courses at George Mason University? 
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The final part of this study looks at the type of knowledge found in online forums, 

and how it compares to what is being taught in security curriculum. Knowledge creation 

occurs whenever a post is created within an online forum and users respond to it. These 

posts show the topic areas that users are concerned about. This part of the research will 

determine how much of this is addressed in the cybersecurity curriculum that is found 

throughout the courses offered at George Mason University. Content analysis methods 

will be used to discover common themes between large sets of data. This information 

would be useful to educators in order to help them understand current needs from users. 

The goal is to determine gaps that are found within security courses and help educators 

incorporate the missing topics and themes that are not found within their courses.   

 

5.3 Research Methodology 

5.3.1 Data Collection 

The main data sources for this part of the research are the Stack Exchange 

Information Security forums, the CNET Security forums, as well as text data from syllabi 

of cybersecurity courses from GMU.   

The Stack Exchange Information Security forum is widely used by professionals 

to find answers to security questions and get answers. As of September 2014, the Stack 

Exchange Information Security forum had over 44,000 users, 16,000 questions, 36,000 

answers, and a 96% answered question percentage. The forum itself is average sized 

compared to the other forums on the Stack Exchange network.  

The Stack Exchange data dump was downloaded from a publically available link 

hosted by the Internet Archive. The original data dump is a zip file that contains these 
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files: Badges.xml, Comments.xml, PostHistory.xml, PostLinks.xml, Posts.xml, Tags.xml, 

Users.xml, and Votes.xml. For this research, only the Posts.xml file will be used. 

Posts.xml is the largest file and contains data on all the posts and responses that users 

have generated from January 2011, the time when Stack Exchange was released, to 

September 2014, the latest data dump available at the time of download.  

Posts.xml is originally in the Extensive Markup Language (XML), which is a 

markup language used for encoding documents. The file was converted into two 

additional formats, Excel and Comma Separated Values (CSV). The Excel format 

displays the data in a human-readable form and allows for easy manipulation of the data. 

It is used primarily to examine the data in order to determine the type of information that 

can be obtained. The CSV format is commonly used and accepted by many applications 

and is widely used for data import and export. The data was sanitized to ensure that it is 

free from characters, symbols, and other bits that could cause errors or cause erroneous 

results. Examples of things removed include symbols, bracket tags, HTML tags, and 

other pieces of text that do not belong in the dataset. Column names and certain fields 

were modified to make them compatible with the application that is used to process the 

data. The data was then imported into a MySQL database and allowed queries to be run 

across the data. 

The second data set is collected from the CNET’s “Spyware, viruses, and 

security” discussion forum. This forum contained approximately 28,400 discussion topics 

spanning over a period of 15 years, from 2000 to November 2014. There are no 

publically available data dumps like the Stack Exchange Information Security forum, so a 
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web scraper was used to collect the data. All forum posts since the beginning of the 

forum’s release in 2000 were scraped and data were converted into an Excel spreadsheet. 

In the Excel spreadsheet, each post was collected and organized into separate data fields, 

including the Topic Title, Author, Date and time posted, and the actual Body Text. In all, 

there were a total of 202,468 discussion posts that were collected. Similar to the Stack 

Exchange forum data, the data were imported into a MySQL database in order to better 

analyze the data.    

5.3.2 Data Analysis 

The first part of the research consists of looking at the knowledge that is on the 

forums. SQL queries were used to find and calculate the number of times a specific 

keyword appeared in the dataset that contains all the posts. Each keyword was counted 

for the number of times it appeared in the posts. The query was written so that when a 

post contained multiple matching keywords within the same post, that keyword is only 

counted once in the calculation. The query takes into consideration the different type of 

spellings that can be used by different users. For example, the type of vulnerability 

known as “cross-site scripting” may also be written as “cross site scripting” or “XSS”. 

These variations of specific keywords are taken into consideration so that they count 

towards the same keyword when the query runs.  

The results of the queries counting the number of time a keyword appears in the 

posts are stored in an Excel spreadsheet. Charts and graphs were generated from these 

results in order to better visualize the data and to determine if any correlation or 

phenomenon exists within the information obtained from the dataset.  
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 In the second stage of the research, findings from the data analysis will be used to 

develop visualizations that can help cybersecurity educators. By showing current trending 

topics within the forums and areas that are highly discussed throughout the forums. 

Statistical methods will be used to calculate the trending topics and how they evolve and 

change over time. The goal is to create a security dashboard that will show relevant 

information to educators. Multiple dashboards will be created and presented to educators. 

Educators can evaluate each one and determine which is more useful and informative. 

Graphic visualization tools such as Tableau and R-Studio will be used to generate the 

dashboards. Tableau is a business intelligence tool that can create visualizations in a 

different format that is configurable by the creator (Tableu, 2015). It is a statistical tool 

that can utilize different functions and analysis methods to present data visually. RStudio 

is a development tool for statistical computing and graphics, able to portray information 

in different ways (RStudio, 2015). The objective of the research is to produce a 

dashboard that most effectively portrays data from online forums in a meaningful format. 

The findings from this research will be used to provide recommendations on how 

visualizations can be used to help portray rapidly changing information to educators. 

  In the third stage of the research, a comparison between content from online 

forums and that in cybersecurity courses at George Mason will be done. Knowledge from 

security courses will be compiled by taking text data from syllabi of all cybersecurity 

courses that are taught at the university. All of the syllabuses will be converted to text 

format so they can be analyzed. A comparative analysis will be done in order to 

determine what the gaps are, and how the data differs from one another. Are there major 
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differences between the common topics on the forums, versus the common topics found 

in the syllabi? If there are major gaps between the two, the results will be used to provide 

recommendations on how to address those gaps and incorporate the shortcomings into 

cybersecurity courses.  

5.4 Preliminary Findings 

5.4.1 Visualizing Information Security Threats/Attacks Discussions over Time 

Figure 16 shows each of the keywords from the Threat/Attack group and how 

many times they each appear within a post on the Stack Exchange Information Security 

forums over time. The graph showed that certain keywords are more popular and more 

discussed on the forums than others. The research aims to answer the question of whether 

or not these trends correlate to security events that happen during that timeframe and 

whether or not there are signs that appear before a major security event will take place. 

Data from the graph can be used to help educators identify which keyword topic 

poses the most concern for security professionals. For example, the “malware” keyword 

can be seen on the graph to be one of the most discussed topic areas. Its popularity 

sharply decreases and increase at a certain time period on the graph. What does this mean 

and why does it occur that way? Can these findings be used to update education programs 

to be more up to date and more effective? 
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Figure 16 - Security Threats - Keywords over Time 

 

Figure 17 shows the five types of malicious software that are discussed on the 

Stack Exchange Information Security forums. From the graph alone, several questions 

arise on how the graph trends appear as they do. Malware and virus-related posts appear 

the most, with sharp rises over the years since the beginning of 2011. Trojans, worm, and 

spyware seems to be not discussed as much, what does that tell us? Does it mean they are 

no longer much of a threat to security than malware and viruses? Or does it means users 

cannot differentiate between the different type of malicious software so they just call 
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everything either “virus” or “malware”? By answering questions that are suggested by 

these data, the goal is to better understand the state of security and the threats that users 

are most concerned about. It can also show in what areas user are lacking knowledge, 

such as being able to differentiate between the type of malicious software that is out 

there.    

 

 

Figure 17 - Type of Malicious Code Discussed Over Time on Stack Exchange Information Security Forums 
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released in 2014. It shows the average number of spear-phishing attacks per day from 

2011 to 2013. Each year is represented by a color-coded line. The second figure was 

created from the forum data set and shows the number of posts related to the “phishing” 

keyword over the same three year period. Each year is represented by a line with the 

same color code from the previous graph taken from Symantec’s ISTR 2014 for better 

viewing comparison.  The two graphs are created from two different datasets, yet show a 

similarity in how the trends appear in each annual period. There seems to be a correlation 

between the two datasets that will need to be investigated further to explain the 

phenomenon.  

 

 

Figure 18 - Average number of spear-phishing attacks per day (Source: Symantec) 
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Figure 19 - Number of phishing-related posts from Stack Exchange forums (2011 - 2013) 

 

 

5.4.3 Frequency of Password Related Posts Over Time 

Figure 20 shows the use of the keyword “password” throughout time. There has 

been a steady increase in the number of “password” related posts throughout the past 

three years. This shows that even with all the changing security trends, passwords are still 

something that users are concerned about, hence the continuous discussion on the topic, 

and even increase over time. This information can provide insights to security 

professionals on how passwords are still an important topic and play a key role in 

security, even with all the changes and advancement in other security-related 

technologies. 

0

5

10

15

20

25

30

35

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Stack Exchange Information Security 
Forums

Number of Phishing Posts (2011 - 2013)

2011 2012 2013



144 

 

 

Figure 20 - Number of "password" related posts over time (Stack Exchange) 
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produced. This graph shows the number of times the “Attack/Threat” keywords appeared 

within all the text of the syllabus. The graph showed certain keywords appeared a good 

number of times, such as password, malware, spam, virus, DoS, injection, man-in-the-

middle, crack, eavesdrop, compromise, Trojan, and sniffing. The rest of the keywords do 

not appear at all within the text. Does this mean these topics are not being taught within 

the courses? Further analysis will be performed in order to understand why certain 

keywords appear, while the rest seems to be ignored completely within the syllabus of 

these courses. Other aspects of the research presented in this chapter will be elaborated in 

future work.  

 

 

Figure 21 - Syllabus text analysis showing the occurrence of keywords appearing 
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6. CHAPTER SIX – SUMMARY AND FUTURE WORK 

6.1 Summary 

The focus of this dissertation is to inform cybersecurity education by better 

understanding how cybersecurity professionals seek information and learn in the 

workplace, and developing methods that can help them continuously learn and stay up to 

date with the latest security news and events. The importance of addressing this issue was 

established through a review of the literature. Overall, this dissertation research 

contributes to the literature by (1) providing a review of the existing literature and 

cybersecurity initiatives that are currently in place to improve cybersecurity education, 

(2) expanding existing information seeking and learning knowledge in the workplace by 

the creation of a model that explained this process, as well as providing insights on the 

types of resources that are used; and (3) improving the understanding of the types of 

tweets within cybersecurity domain, and the creation of framework that could help 

generate information to help cybersecurity professionals learn and stay up to date with 

the latest security news and events. 

Research Question 1 - What is the current state of cybersecurity education? 

 Schools and universities around the country have been rapidly trying to build up 

programs to expand their cybersecurity education programs in order to meet the growing 

demand of the industry. Even so, there are many challenges with these education 
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programs as the cybersecurity landscape changes rapidly and traditional education 

programs have found it difficult to keep up. The body of knowledge required for the field 

is constantly expanding while the number of hours in the curriculum remains limited. 

There are just not enough qualified cybersecurity workers to meet the growing demands 

of the industry. Companies are also facing difficulties with graduates that lack the 

required knowledge and skill set to be successful on the job.  

There are many initiatives from academia, government, and the private sector 

created to address some of these issues. The National Institute for Cybersecurity 

Education was created to promote a robust ecosystem of cybersecurity education, 

training, and workforce development. The NICE Cybersecurity Workforce Framework 

created a common lexicon and catalog of all terms related to the profession so that people 

from different areas of the workforce could better understand common terminology in 

order to standardize skills and requirements for cybersecurity jobs. The NSA and the 

DHS partnered with universities to create Centers of Academic Excellence in the areas of 

cyber defense and cyber operations, working to ensure a certain standard of knowledge 

units is being taught in degree programs so that students have the required baseline 

knowledge when entering the field.  

All these education programs and initiatives help students better prepare for the 

workforce. However, the challenges still existing in terms of helping professionals 

continuously learn and stay up to date with the latest security news and changes that 

occur rapidly within the field. Information seeking is an important aspect of working in 

this field, yet students and graduates are lacking the knowledge and skill set to be able to 
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find solutions to problems while on the job. In terms of continuous learning, 

professionals know that there are many resources out there that they could use, but at the 

same time, they are overwhelmed with the massive amount of resources out there. In 

order to address some of these issues, research questions 2 and 3 were created with the 

goal of understanding how professionals seek information at the workplace, and from this 

knowledge develop methods that could help them better learn and stay up to date with the 

latest security changes.  

Research Question 2 - How do cybersecurity professionals learn and seek 

information during their work? 

This part of the research presented a field study of a highly dynamic workplace – 

a cybersecurity firm – undertaken to better understand how engineers keep up with the 

pace of knowledge that is needed for their work. Fifteen professionals, with a wide range 

of experience and educational backgrounds, were interviewed. Data were analyzed 

iteratively and interpretively. The findings from the study suggest that over time some 

well-defined ways of learning had developed in the workplace studied. These learning 

practices combined in-person and online interactions and resources. It was found that 

learning was triggered largely by the need to solve a problem or by the interests of the 

engineers to learn more in order to be prepared for new knowledge in the field. 

Depending on the problem they faced, the engineers mapped the requirements of what 

was needed to solve the problem, identified the resources that were available, and then 

selected the optimal resource. Often, as is common with problem-solving, the participants 

had to try out multiple options. Theoretically, the study contributes by integrating an 
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information seeking perspective with situated cognition to inform future studies of 

learning in information-rich engineering and technology workplaces. 

Research Question 3 - What is the nature of cybersecurity information shared on 

Twitter? How can data be used to help professionals and students learn to better 

prepare for the work? 

This research analyzed Twitter data and used the findings to aid professionals and 

students to learn more effectively. The research analyzed 23,313 cybersecurity-related 

tweets posted on Twitter across two hashtags #cybersecurity and #infosec. The analysis 

created a framework that explains how using descriptive, content, and network analysis 

can generate information that can help professionals learn. In addition, the analysis 

provided insights on the tweets and the cybersecurity community that use them. These 

insights include: Most tweets covered multiple topics and used three or more hashtags. 

Companies and other organizations had the highest numbers of followers, but individual 

users, experts in the field, were the most retweeted. Popular users, based on follower 

counts, were not necessarily the most influential (based on retweets). In terms of content, 

popular tweets consisted of infographics that packed a lot of information. Tweets were 

commonly used to announce file dumps of hacks and data leaks. Many highly used 

hashtags represented current threats and the overall sentiment of cybersecurity tweets is 

negative. Highly connected users on Twitter served as hubs across the three primary sub-

communities identified in the data. Insights from his study can assist with improving 

workforce development by guiding professionals in getting pertinent information and 

keeping up to date with the latest security threats and news. 



150 

 

Research Question 4 - What is the efficacy of online forums as a resource for 

understanding the dynamics of knowledge change within the cybersecurity domain 

and how does it compare to what is currently taught? 

The preliminary findings from this part of the research showed that knowledge 

found on online forums might be useful in helping to improve cybersecurity education 

programs. There seems to be correlation between the keywords found on the Stack 

Exchange Information Security forum and real events that occurred as reported by the 

Symantec’s report. Further studies are needed to determine if these correlations can be 

used as a predictive factor when determining what should be taught within cybersecurity 

courses. In addition, initial analysis of the content found within syllabi of GMU courses 

seemed to show a gap between what is being covered and the key topics that were 

discussed on the forums. Understanding more about why the gap exists could help 

educators make decisions on whether or not to include these missing topics within their 

courses in order to address the gap in knowledge between what is being taught and what 

users are discussing. These areas are all part of the proposed future work that 

incorporates the findings from the overall research into developing methods to improve 

cybersecurity education objectives.   

6.2 Limitations and Future Work 

This dissertation has contributed to the literature by expanding the knowledge of 

how professionals learn, and developed methods that could help them in this process. In 

terms of learning amongst professional engineers, one limitation of this research is that it 

has focused solely on informal learning experiences of professionals and the analysis 
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lacks information on how these informal experiences interact with the various formal 

experiences, such as training, that professionals receive. As there is other forms of 

learning within the workplace that is more formal, a study of how both of these types of 

learning complement each other could provide a better understanding of all the methods 

that professionals utilize to learn throughout their career. Certifications also play a key 

role in helping professionals gain knowledge in more specific domains, and further work 

needs to be done to understand how this plays into their learning process.  

The research using cybersecurity tweets can be applied to tweets from other fields 

as well, and further work can be done to determine if similar findings apply to other 

communities as well. Longer evaluation of the effectiveness of the Twitter learning 

framework could provide more insights on how effective it is as a learning tool. In 

addition, the model for applying the Twitter learning framework in the classroom needs 

to be tested in order to determine the value and effectiveness it brings to students. The 

preliminary analysis on comparing knowledge found on online forums will play an 

important role in a future study that will determine if online forums can be used to help 

update cybersecurity curriculum.  
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APPENDIX 

Survey questions and results for information seeking at the workplace chapter. 

Demographics Questions 

Q1: What is your gender? 

 

Q2: What is your current employment status? 

 

Q3: Are you currently enrolled in an education program? 
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Q4: How many years of professional experience do you have? 

 

Q5: Do you currently work in a cybersecurity-related field? 

 

Finding Solutions to a Problem – Cybersecurity and Non-Cybersecurity responses 

Q6 - In a typical work week, how often do you use the following online resources in 

order to find solutions to a problem? 
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Q7: In your opinion, how trustworthy is the information provided by the following 

resources when trying to find solutions to a problem? 
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Q8: When looking for information to solve a problem, how often do you go to a 

colleague to ask first before using internet resources? 
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Q9: After consulting a colleague for information, how often do you use online 

resources to verify it? 
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Q10: You are using a search engine to find answers to a problem you are currently 

trying to solve. Select the top 3 factors that are most important to you when 

choosing the specific page that would have information that you are looking for? 

 

 

 

Learning using online resources – Cybersecurity and Non-Cybersecurity responses 

Q11: In a typical work week, how often do you use the following online resources 

when trying to learn about a new topic? 
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Q12: In your opinion, how trustworthy is the information provided by the following 

resources when learning about a new topic? 
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Q13: When looking for information to learn about a new topic, how often do you go 

to a colleague to ask first before using internet resources? 
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Use of Social Media - Cybersecurity and Non-Cybersecurity responses 

Q14: How interested are you to having a method that would help provide security 

news and updates in an efficient and clear manner? 
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Q15: How often do you use social media to keep up with the latest security news and 

information? 

 

 

 

Q16: You indicated that you used social media to keep up with the latest security 

news and information. Which social media platform do you specifically use the most 

for this purpose? 



162 

 

 

 



163 

 

REFERENCES 

Achrekar, H., Gandhe, A., Lazarus, R., Yu, S.-H., & Liu, B. (2011). Predicting flu trends 

using twitter data. Computer Communications Workshops (INFOCOM WKSHPS), 

2011 IEEE Conference On, 702–707. IEEE. 

ACM Computing Curricula Task Force (Ed.). (2013). Computer Science Curricula 2013: 

Curriculum Guidelines for Undergraduate Degree Programs in Computer 

Science. Retrieved from http://dl.acm.org/citation.cfm?id=2534860 

Agarwal, A., Xie, B., Vovsha, I., Rambow, O., & Passonneau, R. (2011). Sentiment 

analysis of twitter data. Proceedings of the Workshop on Languages in Social 

Media, 30–38. Association for Computational Linguistics. 

Armerding, T. (2018, December 20). The 18 biggest data breaches of the 21st century. 

Retrieved June 11, 2019, from CSO Online website: 

https://www.csoonline.com/article/2130877/the-biggest-data-breaches-of-the-

21st-century.html 

Aslam, S. (2018, January 1). • Twitter by the Numbers (2018): Stats, Demographics & 

Fun Facts. Retrieved May 10, 2018, from 

https://www.omnicoreagency.com/twitter-statistics/ 

Baeza-Yates, R., & Ribeiro-Neto, B. (1999). Modern information retrieval. New York : 

Harlow, England: ACM Press ; Addison-Wesley, c1999. 



164 

 

Barua, A., Thomas, S. W., & Hassan, A. E. (2014). What are developers talking about? 

An analysis of topics and trends in Stack Overflow. Empirical Software 

Engineering, 19(3), 619–654. https://doi.org/10.1007/s10664-012-9231-y 

Bates, M. J. (1989). The design of browsing and berrypicking techniques for the online 

search interface. Online Review, 13(5), 407–424. 

https://doi.org/10.1108/eb024320 

Ben-Dov, M., & Feldman, R. (2009). Text Mining and Information Extraction. In O. 

Maimon & L. Rokach (Eds.), Data Mining and Knowledge Discovery Handbook 

(pp. 809–835). Retrieved from http://link.springer.com/10.1007/978-0-387-

09823-4_42 

Billett, S. (2002). Critiquing workplace learning discourses: Participation and continuity 

at work. Studies in the Education of Adults, 34(1), 56–67. 

https://doi.org/10.1080/02660830.2002.11661461 

Bloch, M. (1994, June 1). Situated Learning: Legitimate Peripheral Participation. 

Retrieved May 21, 2019, from MAN website: 

http://link.galegroup.com/apps/doc/A16416440/AONE?sid=googlescholar 

Blondel, V. D., Guillaume, J.-L., Lambiotte, R., & Lefebvre, E. (2008). Fast unfolding of 

communities in large networks. Journal of Statistical Mechanics: Theory and 

Experiment, 2008(10), P10008. https://doi.org/10.1088/1742-

5468/2008/10/P10008 



165 

 

Blue, V. (2014). Cybersecurity’s hiring crisis: A troubling trajectory. Retrieved April 27, 

2015, from ZDNet website: http://www.zdnet.com/article/cybersecuritys-hiring-

crisis-a-troubling-trajectory/ 

Bollen, J., Mao, H., & Zeng, X. (2011). Twitter mood predicts the stock market. Journal 

of Computational Science, 2(1), 1–8. https://doi.org/10.1016/j.jocs.2010.12.007 

Carey, M., & Forsyth, A. (1997). Self-Efficacy Teaching Tip Sheet. Retrieved February 

28, 2015, from American Psychological Association website: 

http://www.apa.org/pi/aids/resources/education/self-efficacy.aspx 

Center for Internet Security. (2017, May 15). Ransomware: Facts, Threats, and 

Countermeasures. Retrieved July 16, 2019, from CIS website: 

https://www.cisecurity.org/blog/ransomware-facts-threats-and-countermeasures/ 

Chae, B. (Kevin). (2015). Insights from hashtag #supplychain and Twitter Analytics: 

Considering Twitter and Twitter data for supply chain practice and research. 

International Journal of Production Economics, 165, 247–259. 

https://doi.org/10.1016/j.ijpe.2014.12.037 

Clancey, W. J. (2008, November). Scientific Antecedents of Situated Cognition. 

https://doi.org/10.1017/CBO9780511816826.002 

College Board. (2017, January 9). College Education Linked to Higher Pay, Job Security, 

Healthier Behaviors and More Civic Involvement: New College Board Report. 

Retrieved July 14, 2019, from The College Board website: 

https://www.collegeboard.org/releases/2016/college-education-linked-to-hgher-

pay-job-security-healthier-behaviors-and-more-civic-involvement 



166 

 

Conklin, W. A., Cline, R. E., & Roosa, T. (2014). Re-engineering Cybersecurity 

Education in the US: An Analysis of the Critical Factors. 2014 47th Hawaii 

International Conference on System Sciences, 2006–2014. 

https://doi.org/10.1109/HICSS.2014.254 

Crumpler, W., & Lewis, J. A. (2019). The Cybersecurity Workforce Gap. 10. 

Cutting, D. R., Karger, D. R., Pedersen, J. O., & Tukey, J. W. (1992). Scatter/Gather: A 

cluster-based approach to browsing large document collections. 318–329. 

https://doi.org/10.1145/133160.133214 

Dabbagh, N., & Kitsantas, A. (2012). Personal Learning Environments, social media, and 

self-regulated learning: A natural formula for connecting formal and informal 

learning. The Internet and Higher Education, 15(1), 3–8. 

https://doi.org/10.1016/j.iheduc.2011.06.002 

Davies, K. (2007). The information-seeking behaviour of doctors: A review of the 

evidence. Health Information & Libraries Journal, 24(2), 78–94. 

https://doi.org/10.1111/j.1471-1842.2007.00713.x 

Dezenhall, E. (2015, April 6). A Look Back at the Target Breach | Eric Dezenhall. 

Retrieved July 27, 2015, from http://www.huffingtonpost.com/eric-dezenhall/a-

look-back-at-the-target_b_7000816.html 

Ding, S., Cong, G., Lin, C.-Y., & Zhu, X. (2008). Using Conditional Random Fields to 

Extract Contexts and Answers of Questions from Online Forums. ACL, 8, 710–

718. Retrieved from 



167 

 

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.294.3427&rep=rep1&t

ype=pdf#page=754 

Dumais, S., Cutrell, E., & Chen, H. (2001). Optimizing search by showing results in 

context. Proceedings of the SIGCHI Conference on Human Factors in Computing 

Systems, 277–284. Retrieved from http://dl.acm.org/citation.cfm?id=365116 

Elsbach, K. D., Barr, P. S., & Hargadon, A. B. (2005). Identifying Situated Cognition in 

Organizations. Organization Science, 16(4), 422–433. 

https://doi.org/10.1287/orsc.1050.0138 

Feldman, R., Fresko, M., Kinar, Y., Lindell, Y., Liphstat, O., Rajman, M., … Zamir, O. 

(1998). Text mining at the term level. In J. M. Żytkow & M. Quafafou (Eds.), 

Principles of Data Mining and Knowledge Discovery (Vol. 1510, pp. 65–73). 

Retrieved from http://link.springer.com/10.1007/BFb0094806 

Fortuna, B., Grobelnik, M., & Mladenic, D. (2005). Visualization of text document 

corpus. Informatica, 29(4). Retrieved from http://wen.ijs.si/ojs-

2.4.3/index.php/informatica/article/viewFile/67/59 

Gayo Avello, D., Metaxas, P. T., & Mustafaraj, E. (2011). Limits of electoral predictions 

using twitter. Proceedings of the Fifth International AAAI Conference on Weblogs 

and Social Media. Association for the Advancement of Artificial Intelligence. 

Gazan, R. (2015). First-Mover Advantage in a Social Q&A Community. Retrieved from 

http://conferences.computer.org/hicss/2015/papers/7367b616.pdf 

Gilbert, E., & Karahalios, K. (2009). Predicting tie strength with social media. 211. 

https://doi.org/10.1145/1518701.1518736 



168 

 

Goddard, W. (2019, April 2). Data – The New Gold Rush for Businesses. Retrieved May 

25, 2019, from ITChronicles website: 

https://www.itchronicles.com/technology/data-the-new-gold-rush-for-businesses/ 

Greeno, J. G., Collins, A. M., & Resnick, L. (1996). Cognition and learning. In Cognition 

and Learning (pp. 15–46). 

Gupta, B., Sharma, S., & Chennamaneni, A. (n.d.). Twitter Sentiment Analysis: An 

Examination of Cybersecurity Attitudes and Behavior. 11. 

Harper, F. M., Raban, D., Rafaeli, S., & Konstan, J. A. (2008). Predictors of answer 

quality in online Q&A sites. Proceedings of the SIGCHI Conference on Human 

Factors in Computing Systems, 865–874. Retrieved from 

http://dl.acm.org/citation.cfm?id=1357191 

Harris, S. (2014). CISSP All-in-One Exam Guide, Fifth Edition (5th ed.). Retrieved from 

http://dl.acm.org/citation.cfm?id=1594805 

Hearst, M. A. (1999). Untangling text data mining. Proceedings of the 37th Annual 

Meeting of the Association for Computational Linguistics on Computational 

Linguistics, 3–10. Retrieved from http://dl.acm.org/citation.cfm?id=1034679 

Hemminger, B. M., Lu, D., Vaughan, K. t. l., & Adams, S. J. (2007). Information seeking 

behavior of academic scientists. Journal of the American Society for Information 

Science & Technology, 58(14), 2205–2225. https://doi.org/10.1002/asi.20686 

Hentea, M. (2005). A perspective on achieving information security awareness. 

Informing Science: International Journal of an Emerging Transdiscipline, 2, 169–

178. 



169 

 

Hibshi, H., Breaux, T. D., Riaz, M., & Williams, L. (2016). A grounded analysis of 

experts’ decision-making during security assessments. Journal of Cybersecurity, 

2(2), 147–163. https://doi.org/10.1093/cybsec/tyw010 

IBM Center for Applied Insights. (2013). Cybersecurity education for the next generation 

(p. 4). Retrieved from 

http://public.dhe.ibm.com/common/ssi/ecm/en/ede12345usen/EDE12345USEN.P

DF 

Jackson, H. (2015). Car Hacking Shifts Into High Gear. Retrieved July 27, 2015, from 

http://www.darkreading.com/attacks-breaches/car-hacking-shifts-into-high-

gear/d/d-id/1321445? 

Järvelin, K., & Ingwersen, P. (2004). Information Seeking Research Needs Extension 

towards Tasks and Technology. Information Research: An International 

Electronic Journal, 10(1). Retrieved from https://eric.ed.gov/?id=EJ1082037 

Jin, X.-L., Zhou, Z., Lee, M. K. O., & Cheung, C. M. K. (2013). Why users keep 

answering questions in online question answering communities: A theoretical and 

empirical investigation. International Journal of Information Management, 33(1), 

93–104. https://doi.org/10.1016/j.ijinfomgt.2012.07.007 

Johri, A. (2010a). Open Organizing: Designing Sustainable Work Practices for the 

Engineering Workforce. 9. 

Johri, A. (2010b). Situated engineering in the workplace. Engineering Studies, 2, 151–

152. https://doi.org/10.1080/19378629.2010.536427 



170 

 

Johri, A. (2012). Learning to demo: The sociomateriality of newcomer participation in 

engineering research practices. Engineering Studies, 4(3), 249–269. 

https://doi.org/10.1080/19378629.2012.709520 

Johri, A. (2015). Impressions in action: The socially situated construction of expertise in 

the workplace. Journal of Organizational Ethnography, 4(1), 44–63. 

https://doi.org/10.1108/JOE-04-2014-0008 

Johri, A., Bland, L. C., & Kusano, S. M. (2016, June 26). Informal Learning in 

Engineering. Presented at the 2016 ASEE Annual Conference & Exposition. 

Retrieved from https://peer.asee.org/informal-learning-in-engineering 

Johri, A., & Olds, B. (2011). Situated Engineering Learning: Bridging Engineering 

Education Research and the Learning Sciencesâ€ ”Johriâ€ ”2011â�”Journal of 

Engineering Educationâ�”Wiley Online Library. Retrieved May 21, 2019, from 

https://onlinelibrary.wiley.com/doi/abs/10.1002/j.2168-9830.2011.tb00007.x 

Johri, A., & Olds, B. (2014, February). Cambridge Handbook of Engineering Education 

Research. https://doi.org/10.1017/CBO9781139013451 

Jurek, A., Bi, Y., & Mulvenna, M. (2014). Twitter Sentiment Analysis for Security-

Related Information Gathering. 2014 IEEE Joint Intelligence and Security 

Informatics Conference, 48–55. https://doi.org/10.1109/JISIC.2014.17 

Kelly, G. (1963). A Theory of Personality: The Psychology of Personal Constructs. W. 

W. Norton & Company. 

Kessler, G., & Ramsay, J. (2013). Paradigms for Cybersecurity Education in a Homeland 

Security Program. Journal of Homeland Security Education, 35–44. 



171 

 

Kissel, R. (2013). Glossary of key information security terms (No. NIST IR 7298r2). 

Retrieved from National Institute of Standards and Technology website: 

http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf 

Kleinberg, J. M. (1999). Authoritative sources in a hyperlinked environment. Journal of 

the ACM (JACM), 46(5), 604–632. 

Knoke, D., & Yang, S. (2008). Social Network Analysis. SAGE. 

Krebs, B. (2014, May 14). The Target Breach, By the Numbers — Krebs on Security. 

Retrieved April 26, 2015, from http://krebsonsecurity.com/2014/05/the-target-

breach-by-the-numbers/ 

Kuhlthau, C. C. (1991). Inside the search process: Information seeking from the user’s 

perspective. Journal of the American Society for Information Science, 42(5), 361. 

Kuhlthau, C. C. (2008). From Information to Meaning: Confronting Challenges of the 

Twenty-first Century. Libri, 58(2). https://doi.org/10.1515/libr.2008.008 

Kvale, S. (1996). Interviews: An introduction to qualitative research interviewing. 

Thousand Oaks, Calif: Sage Publications. 

Kyndt, E., Nijs, H., & Dochy, F. (2009). Learning conditions for non‐formal and informal 

workplace learning. Journal of Workplace Learning, 21(5), 369–383. 

https://doi.org/10.1108/13665620910966785 

Le, H.-T., Johri, A., & Malik, A. (2018). Situated Information Seeking for Learning: A 

Case Study of Engineering Workplace Cognition among Cybersecurity 

Professionals. 17. 



172 

 

Le, H.-T., Johri, D. A., & Malik, D. A. (2019). Curating Tweets: A Framework for Using 

Twitter for Workplace Learning. 19. 

Li, Q. (2004). Knowledge building community: Keys for using online forums. 

TechTrends, 48(4), 24–29. 

Logie, J., Weinberg, J., Harper, F. M., & Konstan, J. A. (2011). Asked and Answered: On 

Qualities and Quantities of Answers in Online Q&A Sites. The Social Mobile 

Web. Retrieved from 

http://www.aaai.org/ocs/index.php/ICWSM/ICWSM11/paper/viewFile/3844/440

1 

Mamykina, L., Manoim, B., Mittal, M., Hripcsak, G., & Hartmann, B. (2011). Design 

lessons from the fastest q&a site in the west. Proceedings of the SIGCHI 

Conference on Human Factors in Computing Systems, 2857–2866. Retrieved 

from http://dl.acm.org/citation.cfm?id=1979366 

Marchionini, G. (1997). Information seeking in electronic environments. Cambridge 

university press. 

Mason, J. (2018, April 25). Why Cybersecurity Is the Fastest Growing Job with a Huge 

Skills Gap. Retrieved July 14, 2019, from ClearanceJobs website: 

https://news.clearancejobs.com/2018/04/24/cybersecurity-fastest-growing-job-

huge-skills-gap/ 

Mathioudakis, M., & Koudas, N. (2010). Twittermonitor: Trend detection over the twitter 

stream. Proceedings of the 2010 ACM SIGMOD International Conference on 



173 

 

Management of Data, 1155–1158. Retrieved from 

http://dl.acm.org/citation.cfm?id=1807306 

McDuffie, E. (2012). National Initiative for Cybersecurity Education. Retrieved from 

NIST website: http://csrc.nist.gov/nice/documents/nicestratplan/nice-strategic-

plan_sep2012.pdf 

McGettrick, A. D., Cassel, L. N., Dark, M., Hawthorne, E. K., & Impagliazzo, J. (2014). 

Toward curricular guidelines for cybersecurity. SIGCSE, 81–82. Retrieved from 

http://www.acm.org/education/TowardCurricularGuidelinesCybersec.pdf 

Meyer, D., Hornik, K., & Feinerer, I. (2008). Text mining infrastructure in R. Journal of 

Statistical Software, 25(5), 1–54. 

Miller, J. (2012, January 6). Huge Security Breach at Security Firm Symantec No Threat 

to Consumers, Analyst Says | Fox News. Retrieved July 27, 2015, from 

http://www.foxnews.com/tech/2012/01/06/symantec-source-code-theft-likely-no-

threat-to-average-user-analyst-says/ 

Mittal, S., Das, P. K., Mulwad, V., Joshi, A., & Finin, T. (2016). Cybertwitter: Using 

twitter to generate alerts for cybersecurity threats and vulnerabilities. Advances in 

Social Networks Analysis and Mining (ASONAM), 2016 IEEE/ACM International 

Conference On, 860–867. IEEE. 

Mooney, R. J., & Bunescu, R. (2005). Mining knowledge from text using information 

extraction. ACM SIGKDD Explorations Newsletter, 7(1), 3–10. 

National Science Foundation. (2014). Cybersecurity Education Workshop. Retrieved 

from 



174 

 

https://research.gwu.edu/sites/research.gwu.edu/files/downloads/CEW_FinalRepo

rt_040714.pdf 

Nejdl, W., & Tochtermann, K. (2006). Innovative Approaches for Learning and 

Knowledge Sharing: First European Conference on Technology Enhanced 

Learning, EC-TEL 2006, Crete, Greece, October 1-4, 2006, Proceedings. 

Springer. 

Newman, M. E. J. (2006). Modularity and community structure in networks. Proceedings 

of the National Academy of Sciences, 103(23), 8577–8582. 

https://doi.org/10.1073/pnas.0601602103 

Opsahl, T., Agneessens, F., & Skvoretz, J. (2010). Node centrality in weighted networks: 

Generalizing degree and shortest paths. Social Networks, 32(3), 245–251. 

https://doi.org/10.1016/j.socnet.2010.03.006 

Patodkar, V. N., & I.R, S. (2016). Twitter as a Corpus for Sentiment Analysis and 

Opinion Mining. IJARCCE, 5(12), 320–322. 

https://doi.org/10.17148/IJARCCE.2016.51274 

Pipek, V., Wulf, V., & Johri, A. (2012). Bridging Artifacts and Actors: Expertise Sharing 

in Organizational Ecosystems. 

Rader, E., & Wash, R. (2015). Identifying patterns in informal sources of security 

information. Journal of Cybersecurity, 1(1), 121–144. 

https://doi.org/10.1093/cybsec/tyv008 



175 

 

Rader, E., Wash, R., & Brooks, B. (2012). Stories as informal lessons about security. 

Proceedings of the Eighth Symposium on Usable Privacy and Security, 6. 

Retrieved from http://dl.acm.org/citation.cfm?id=2335364 

Rajagopal, A. (2019, May 6). Top 5 Cyber Security Breaches of 2019 So Far. Retrieved 

June 11, 2019, from Cyber Security Hub website: 

https://www.cshub.com/attacks/articles/top-5-cyber-security-breaches-of-2019-

so-far 

Rosenblatt, S. (2014, November 6). Home Depot says 53 million emails stolenâ€ ”CNET. 

Retrieved July 27, 2015, from http://www.cnet.com/news/53-million-emails-

stolen-in-home-depot-breach/ 

RStudio. (2015). RStudio. Retrieved July 23, 2015, from https://www.rstudio.com/ 

Salton, G., Wong, A., & Yang, C.-S. (1975). A vector space model for automatic 

indexing. Communications of the ACM, 18(11), 613–620. 

Saracevic, T. (1997). The Stratified Model of Information Retrieval Interaction: 

Extension and Applications. Proceedings of the ASIS Annual Meeting, 34, 313–

327. 

Schneider, F. B. (2013). Cybersecurity Education in Universities. IEEE Security & 

Privacy, 11(4), 3–4. 

Sherry Markel. (1999). Technology and Education Online Discussion Forums: It’s in the 

Response. Retrieved March 29, 2015, from 

http://www.westga.edu/~distance/ojdla/summer42/markel42.html 



176 

 

Spacey, J. (2012, December 8). The Big List of Information Security 

Threatsâ€ ”Simplicable. Retrieved July 21, 2015, from 

http://simplicable.com/new/the-big-list-of-information-security-threats 

Stack Exchange. (2015). Aboutâ€ ”Stack Exchange. Retrieved April 14, 2015, from 

http://stackexchange.com/about 

Stern, T. (2011). User Behavior on Online Social Networks and the Internet: A 

Protection Motivation Perspective (Ph.D., City University of New York). 

Retrieved from 

http://search.proquest.com.mutex.gmu.edu/pqdtft/docview/887719033/abstract/D

CA6A9D17AD143CFPQ/17?accountid=14541 

Stevens, R., Johri, A., & O’connor, K. (2015). Professional engineering work. Cambridge 

Handbook of Engineering Education Research, 119–138. 

https://doi.org/10.1017/CBO9781139013451.010 

Strauss, A. L. (1987). Qualitative Analysis for Social Scientists by Anselm L. Strauss. 

Retrieved May 21, 2019, from https://www.cambridge.org/core/books/qualitative-

analysis-for-social-scientists/1EBB3B490B28C39D7A33EB12A58B211B 

Sutcliffe, A., & Ennis, M. (1998). Towards a cognitive theory of information retrieval. 

Interacting with Computers, 10(3), 321–351. https://doi.org/10.1016/S0953-

5438(98)00013-7 

Swain, N. (2014). A Multi-Tier Approach to Cyber Security Education, Training, and 

Awareness in the Undergraduate Curriculum (CSETA). 9. 



177 

 

Swire, P. (2018). A pedagogic cybersecurity framework. Communications of the ACM, 

61(10), 23–26. https://doi.org/10.1145/3267354 

Symantec. (2014). Internet Security Threat Report 2014 (No. 19; p. 98). Retrieved from 

Symantec website: 

http://www.symantec.com/content/en/us/enterprise/other_resources/b-

istr_main_report_v19_21291018.en-us.pdf 

Tableu. (2015). Business Intelligence and Analytics | Tableau Software. Retrieved July 

23, 2015, from http://www.tableau.com/ 

Tan, A.-H., & others. (1999). Text mining: The state of the art and the challenges. 

Proceedings of the PAKDD 1999 Workshop on Knowledge Disocovery from 

Advanced Databases, 8, 65. Retrieved from 

http://www.ntu.edu.sg/home/asahtan/papers/tm_pakdd99.pdf 

Teo, H. J., Johri, A., & Lohani, V. (2017). Analytics and patterns of knowledge creation: 

Experts at work in an online engineering community. Computers & Education, 

112, 18–36. https://doi.org/10.1016/j.compedu.2017.04.011 

Thelwall, M. (2017). Heart and Soul: Sentiment Strength Detection in the Social Web 

with SentiStrength 1. 

Toth, P., & Klein, P. (2013). A Role-Based Model for Federal Information 

Technology/Cyber Security Training. NIST Special Publication, 800, 16. 

Tse, T., & Esposito, M. (2014, March 30). Academia is disconnected from the real world. 

Retrieved June 9, 2019, from Financial Times website: 

https://www.ft.com/content/4f5fc7a2-7861-11e3-831c-00144feabdc0 



178 

 

Uchill, J. (2015, April 22). Once a field of self-taught hackers, cybersecurity education 

shifts to universities. Christian Science Monitor. Retrieved from 

http://www.csmonitor.com/World/Passcode/2015/0422/Once-a-field-of-self-

taught-hackers-cybersecurity-education-shifts-to-universities 

Uduwage, A., & Konstan, J. A. (2012). The Answer Is Out There: Online Q&A Sites. 

Computer, 45(7), 0090–92. 

Wei, X., Chen, W., & Zhu, K. (2015). Motivating User Contributions in Online 

Knowledge Communities: Virtual Rewards and Reputation. Retrieved from 

http://conferences.computer.org/hicss/2015/papers/7367d760.pdf 

Wenger, E. (2004). Communities of practice. 5. 

What is a Center of Academic Excellence (CAE)? - NSA.gov. (2018). Retrieved October 

3, 2018, from https://www.nsa.gov/resources/students-educators/centers-

academic-excellence/#ops 

Widmer, R. J., Engler, N. B., Geske, J. B., Klarich, K. W., & Timimi, F. K. (2016). An 

Academic Healthcare Twitter Account: The Mayo Clinic Experience. 

Cyberpsychology, Behavior, and Social Networking, 19(6), 360–366. 

https://doi.org/10.1089/cyber.2015.0607 

Woodward, B. S., & Young, T. (2007). Redesigning an information system security 

curriculum through application of traditional pedagogy and modern business 

trends. Information Systems Education Journal, 5(11), 1–11. 

Xu, J., & Croft, W. B. (1996). Query expansion using local and global document 

analysis. 4–11. https://doi.org/10.1145/243199.243202 



179 

 

Zhai, C. (2015). Text Mining and Analytics Lecture. Presented at the University of 

Illinois at Urbana-Champaign. Retrieved from 

https://class.coursera.org/textanalytics-001/lecture 

 



180 

 

BIOGRAPHY 

Hieu-Trung Le received both his Bachelor of Science and Master of Science degrees 

from George Mason University in 2008 and 2010. He has experience working in the 

cybersecurity field for the past 12 years, with expertise in leading IT and security 

engineering implementation, risk management, vulnerability assessment, and ethical 

hacking. He provides consulting services for both the federal and commercial sectors and 

served as the subject matter expert for information security domains. His research focuses 

on engineering education, using social media data and tools to help improve learning for 

students and professionals in the cybersecurity field. 


