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ABSTRACT 

THE DESIGN AND EVOLUTION OF THE UNITED STATES CYBER COMMAND 

Peter K. Patacsil, Ph.D. 

George Mason University, 2021 

Dissertation Director: Dr. Edward Rhodes 

 

This dissertation analyzes the organizational design, establishment, and evolution of the 

United States Cyber Command.  Since its activation in 2009, the United States Cyber 

Command has been at the forefront of the changing character of war and the subject of 

numerous debates among and between members of the executive and legislative branches 

of the United States Government.  Topics explored in this dissertation include early 

efforts by the Department of Defense to integrate cyberspace operations with traditional 

military activities, the dual-hat leadership arrangement whereby the commander of Cyber 

Command also serves as the Director of the National Security Agency, and the 

relationship between the Department of Defense and Congress regarding military 

cyberspace operations.  The findings of this research provide insight for policymakers 

interested in how the Department of Defense organizes to address emerging threats, as 

well as contribute to the knowledge of policy implementation.
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Chapter One: Introduction 

The history of conflict in cyberspace dates back to 1986 and is young relative to 

the history of human conflict.  Jason Healey, a former U.S. Air Force cyber operator and 

senior researcher at Columbia University, marks the beginning of the Age of Cyber 

Conflict with the Cuckoo’s Egg incident.1  In 1986, Clifford Stoll discovered and 

successfully attributed one of the first known cyber-attacks or “hacks” of a computer 

system at several universities in the U.S.2  This incident caused concern for U.S. 

government agencies because there was confusion on who had the responsibility and 

authority to take action against the hacker, who Stoll located in West Germany.  

Confusion about which U.S. government agency had authority and responsibility for 

responding to a cyber-attack would be a problem for many years. 

In the information age, conflict in cyberspace is more prevalent and cybersecurity 

looms as one of the foremost challenges facing nation-states.3  Senior cabinet level 

leaders and Congress recognized this threat and made various efforts to address potential 

vulnerabilities in cyberspace, as well as called upon the military and other U.S. 

 
1 Jason Healey, A Fierce Domain: Conflict in Cyberspace, 1986 to 2012 (Vienna, VA: Atlantic 

Council, 2013), location 95 Kindle. 
2 The Cuckoo's Egg was the first case of cyber espionage in the U.S. The KGB paid German hackers to 

break in to computer networks in search of U.S. military technology, particularly the Strategic Defense 
Initiative. 

3 Donald J. Trump, National Security Strategy of the United States of America (Washington, DC: The 
White House, December 2017), 12. 
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government agencies to bolster the cybersecurity of the nation and deter potential 

adversaries in cyberspace.4   

National Security and Cyberspace 

The Department of Defense (DoD) established the United States Cyber Command 

in June 2009 to improve the synchronization and employment of military power in and 

through cyberspace and defend DoD networks.5  In September 2010, Deputy Secretary of 

Defense William J. Lynn proclaimed cyberspace an operational domain and announced 

that the Pentagon had a new cyber strategy built around Cyber Command.6  However, not 

everyone embraced the new organization.  Ronald Deibert, Director of the Citizen Lab at 

the Munk School of Global Affairs at the University of Toronto, asserted, “the clearest 

and most potent example of the militarization [of cyberspace] in the United States is the 

setup of the Cyber Command, which unifies all of the existing military cyber activities 

under a single command.”7 

Since its establishment, scholars such as Jason Healey, Suzanne Nielsen, and 

Michael Warner explored the capabilities or legal or policy implications of Cyber 

Command.  However, there is a gap in the state of knowledge regarding the 

organizational design, establishment, and evolution of the United States Cyber 

Command.  This dissertation is an initial effort to explore this phenomenon. 

 
4 House Committee on Oversight and Government Reform, Joint Hearing on Digital Acts of War: 

Evolving the Cybersecurity Conversation, 114th Cong., 2nd sess., July 13, 2016, 2. 
5 "U.S. Cyber Command History," U.S. Cyber Command, accessed June 13, 2020, 

https://www.cybercom.mil/About/History/. 
6 William J. Lynn III, “Defending a New Domain – The Pentagon’s Cyberstrategy,” Foreign Affairs 

89, no. 5 (September / October 2010), 101-102. 
7 Ronald Deibert, “Tracking the emerging arms race in cyberspace,” Bulletin of the Atomic Scientists 

67 (2011), 2. 
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The United States military has a rich history of creating and closing commands 

since the end of World War II to include the establishment of Cyber Command.8  The 

organization presents interesting research opportunities in the areas of national security 

agency design and national security decision making in the executive branch.   

Research Question and Propositions 

This dissertation explores the internal and external factors that influence the 

organizational design, establishment, and evolution of the United States Cyber 

Command. The research employs qualitative methods to identify the relationships 

between the executive and legislative branches of the U.S. Government, as well as within 

the DoD, that affect the creation and evolution of Cyber Command.  Changes in the 

security environment (e.g., breaches to U.S. government and private sector information 

networks) as well growing cybersecurity concerns at the individual level illustrate the 

relevance and urgency of the phenomenon. 

For this research, agency design refers to the initial organizational structure once 

a policymaker decides to create a national security agency.  While there may be other 

policymakers (i.e., key members or committees of Congress) involved in the shaping 

process, the focus of this dissertation is on individual policymakers who have the 

authority to establish or create a national security agency.  The establishment phase 

addressed in this dissertation refers to that period in which the organization has attained 

the capability to operate without limitations based on legal authorities or assigned 

 
8 For example, the Department of Defense established the United States Atlantic Command on 

December 1, 1947 and later redesignated the organization the United States Joint Forces Command on 
October 1, 1999.  To address changes in the security environment, DoD established the United States 
Africa Command on October 1, 2008 and disestablished Joint Forces Command on August 31, 2011.    
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operational forces. The evolution part of the research question requires clear definition, 

since agency evolution can occur in different ways.  The term agency evolution for this 

research question refers to changes from the time of establishment in organizational 

structure, authorities to execute tasks or employ capabilities, standard operating 

procedures, core tasks, or leadership positions driven by internal or external factors. 

 The unit of analysis for this research is the U.S. Cyber Command.  The research 

design considered analysis of other cyber organizations within the U.S. government, such 

as the Cybersecurity and Infrastructure Security Agency.  However, the research does not 

include other U.S. government cyber organizations because they perform different 

missions, operate under different authorities, and are integral parts of the U.S. 

government’s cybersecurity apparatus (in partnership with Cyber Command).9  While 

Cyber Command is unique among U.S. government agencies, other nations (e.g., Great 

Britain, France) have established cyber organizations to fulfill similar roles.  The findings 

of this research may be useful for policymakers responsible for cybersecurity and lead to 

improved interagency cooperation within the U.S. government and interoperability 

between the U.S. and its allies or partners.  

 
9 Cybersecurity at the national level is a team effort.  Cyber Command partners with several other U.S. 

government organizations to enhance cybersecurity.  The Cybersecurity and Infrastructure Security Agency 
is part of the Department of Homeland Security and responsible for protecting U.S. critical infrastructure 
from cyber threats. The FBI is the lead federal agency for investigating cyber-attacks by criminals, 
terrorists, and overseas adversaries.  The NSA partners with allies and industry to strengthen cybersecurity 
awareness. The National Institute of Standards and Technology identifies, develops, and promulgates 
cybersecurity standards and best practices. 
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Research Question 

This dissertation addresses the question, what are the internal and external factors that 

affect the design, establishment, and evolution of the United States Cyber Command? 

 Each part of this question highlights a dimension of the research and prompts 

further description.  The internal factors that drive the design, establishment, and 

evolution of the United States Cyber Command refer to actions and directives that 

originate with the executive branch (especially the Department of Defense).  The external 

factors include actions and legislation proposed by the legislative branch, as well as 

changes in the security environment (e.g., major cyberattacks), actions taken by U.S. 

military partners or allies that affect operations in cyberspace, and actions by individuals 

or groups not associated with Cyber Command that affect or disrupt operations. 

The research question concentrates on a ten-year period and specific events for 

identifying decisions or actions that took place during the design, establishment, and 

evolution of Cyber Command.  These parameters are necessary to focus the dissertation 

on the goals of identifying relationships between the internal and external factors and 

agency evolution.  The dissertation focuses on DoD efforts to organize for operations in 

cyberspace for the period May 8, 2008 through May 4, 2018.  The first date corresponds 

to a period when the DoD conducted an analysis of its cyber roles, missions, and 

objectives as part of the Quadrennial Roles and Missions Review (QRMR).  The 

recommendations from the QRMR Cyber Team contributed to the establishment of 

Cyber Command as a permanent organization.  The second date marks the elevation of 

the organization to a unified combatant command.   
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Propositions 

There are five propositions for this research, which correspond to the five 

propositions presented by Zegart regarding the national security agency model.10  

1: The executive branch drives the design of national security agencies  

2: Agencies reflect conflict between contending bureaucrats and the president.  As a 
result, national security agencies are not well designed to promote national interests 

3: The executive branch drives agency evolution 

4: Congress exercises sporadic and ineffective oversight  

5: An agency’s evolution can be explained by initial agency structure, the ongoing 
interests of relevant political actors, and exogenous events 

 
Applying the specific circumstances regarding Cyber Command to Zegart's model 

results in the following: 

P1: The executive branch drives the design of Cyber Command 
 
P2: There was conflict between the executive and legislative branches regarding the 

design of Cyber Command, which resulted in a sub-optimal design 
 
P3: The executive branch drives the organizational establishment / evolution of Cyber 

Command 
 
P4: Congress exercises sporadic and ineffective oversight over military cyberspace 

operations 
 
P5: The establishment / evolution of Cyber Command can be explained by initial 

organizational structure, the ongoing interests of relevant political actors, and 
exogenous events 

 

 
10 Amy Zegart, Flawed by Design (Palo Alto, CA: Stanford University Press, 1999), 10. 
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Zegart did not distinguish between organizational establishment and evolution in her 

model.  Chapters Six and Seven discuss the differences between the two terms and their 

applicability to Cyber Command as used in this dissertation. 

  Confirmation of the five propositions would indicate that Cyber Command 

conforms to the tenets of the national security agency model.  Disconfirming any of the 

propositions may indicate that the organization does not conform to the tenets of the 

national security agency model and is possibly unique.  Such a finding may result in the 

need for a new model, as the phenomenon may be unique to the nature of cyberspace.  

While the DoD may consider cyberspace an operational domain where nation-states 

compete, it is also a domain used by individuals, firms, transnational organizations, and 

nation-states to communicate and collaborate and, in some cases, conduct illicit activities.  

The case studies assess these propositions with respect to the design, establishment, and 

evolution of Cyber Command.    

Listed below are the questions that the research will address and will form the 

foundation of knowledge for developing and answering the main research question. 

a. How did the executive branch drive the design of Cyber Command? 
b. How did conflict between the President or DoD leaders and Congress affect the 

design of Cyber Command? 
c. How did the executive branch drive the evolution of Cyber Command? 
d. How did Congress affect the development of U.S. cyber policy and evolution of 

the Cyber Command? 
e. How did the initial organization structure, ongoing interests of relevant political 

actors, and exogenous events affect the evolution of Cyber Command? 
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Research on the United States Cyber Command 

Although established less than fifteen years ago, there is a growing body of 

literature concerning Cyber Command.  Much of the research examines Cyber Command 

through two lenses.  The first lens focuses on legal authorities to conduct military cyber 

operations, such as the Law of Armed Conflict11 or U.S. law to conduct cyber operations 

in defense of private sector or domestic networks.12 The second lens focuses on the 

changing character of war. The changing character of war includes the designation of 

cyberspace as a domain to dominate,13 the increasing importance of the private sector in 

cyber conflicts,14 and the notion of deterring an adversary in or through cyberspace.15  

There are also three relevant organizational histories. The U.S. Army War College 

explored the creation of security organizations and dedicated a chapter to Cyber 

Command.16  The Joint Staff published a history of the Unified Command Plan (UCP), 

which included the establishment of Cyber Command.17  The DoD also explored the 

establishment and evolution of early U.S. military cyber organizations.18   

 
11 Paul Walker, "Organizing for Cyberspace Operations: Selected Issues," 89 International Law 

Studies 341 (2013), 348. 
12 Erica Hauck, "The Cloud of War: Securing the Operational Domain of Cyberspace with a Robust 

Military Command," Northern Kentucky Law Review 41 no. 3 (2014), 529. 
13 Richard A. Clarke and Robert Knake, Cyber War: The Next Threat to National Security and What to 

Do About It (New York, NY: HarperCollins, 2011), 41. 
14 Healey, A Fierce Domain: Conflict in Cyberspace, 1986 to 2012, location 269 Kindle. 
15 Brandon Valeriano and Ryan C. Maness, Cyber War versus Cyber Realities: Cyber Conflict in the 

International System, (New York, NY: Oxford University Press, 2015), 13. 
16 Michael Warner, “U.S. Cyber Command's Road to Full Operational Capability,” in Stand Up and 

Fight! The Creation of U.S. Security Organizations, 1942-2005, ed. Ty Seidule and Jacqueline E. Whitt 
(Carlisle, PA: Strategic Studies Institute and U.S. Army War College Press, 2015), 119. 

17 Edward J. Drea, et. al., The History of the Unified Command Plan, 1946-2012. (Washington, DC: 
Defense Technical Information Center, 2013), 106. 

18 Timothy Madden, JTF-CND / JTF-CNO / JTF-GNO – A Legacy of Excellence: December 30, 1998 
– September 7, 2010, (Arlington, VA: Joint Task Force Global Network Operations, 2010), 5. 
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Contribution to the Body of Knowledge on Public Policy Implementation 

This dissertation includes three case studies that explore the initial design, 

establishment, and subsequent evolution of Cyber Command in light of events in the 

contemporary security environment and the changing character of war.  The qualitative 

data collected and analyzed using document analysis, elite interviews, and process tracing 

provide complementary forms of evidence. The findings may provide insight for 

policymakers interested in how the DoD organizes to address emerging threats, as well as 

contribute to the knowledge of policy implementation.19 

To date, no one has used Zegart’s National Security Agency Model to explore the 

design, establishment, and evolution of Cyber Command.  Zegart's framework is valuable 

for developing a perspective on organizations that implement policy in support of the 

National Security Strategy, the Unified Command Plan, or other U.S. national level 

policy.20  However, her framework was not universally accepted, particularly by scholars 

associated with the Intelligence Community.21   

The dissertation proceeds in several broad sections.  Chapter Two reviews 

Zegart’s National Security Agency Model and other theories that could explain the 

organizational design, establishment, and evolution of the Cyber Command.  The third 

chapter provides an overview of the Unified Command Plan, U.S. government strategy 

 
19 This dissertation expands on research previously conducted.  See Peter Patacsil, "How the Design 

and Evolution of the United States Cyber Command Affect Its Operations" (GMU School of Public Policy 
Research Paper No. 1., June 11, 2014), http://dx.doi.org/10.2139//ssrn.2448911. 

20 Kevin V. Mulcahy, "U.S. National Security" A Presidential Perspective," Presidential Studies 
Quarterly, 30, no. 4 (December 2000), https://www.jstor.org/stable/27552151, 805. 

21 In their respective reviews of Flawed by Design, Jeffrey Richelson, David Barrett, Michael Warner, 
and John Prados each expressed disappointment in Zegart's analysis and conclusions regarding the 
organizational evolution of the Central Intelligence Agency. 
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documents pertaining to military operations in cyberspace, and early U.S. military cyber 

organizations.  Chapter Four explains the research methodology and discusses in detail 

the qualitative methods used in the dissertation. Chapters Five through Seven explore the 

organizational design, establishment, and evolution of Cyber Command in three case 

studies.  The eighth and concluding chapter reviews the utility of the National Security 

Agency Model and discusses the policy implications of the research and identifies 

potential topics for future research. 
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Chapter Two: The National Security Agency Model 

This dissertation employs the framework and propositions of Amy Zegart’s 

National Security Agency Model to explore and analyze relationships between the 

executive and legislative branches of the U.S. government and the design, establishment, 

and evolution of Cyber Command.  Zegart argues that neither the realist nor new 

institutionalist models are adequate for explaining the creation and evolution of national 

security agencies, because they serve different purposes and are affected by different 

forces than domestic agencies (e.g., initial agency structure, domestic politics, or changes 

in the security environment).  

The National Security Agency Model will help identify and explain the internal 

and external factors that shaped the organizational design and drove the evolution of 

Cyber Command.  Other models considered for this dissertation include James Q. 

Wilson’s bureaucratic model, Graham Allison’s Organizational Process Model, and John 

Kingdon’s revised Garbage Can Model.  However, these models focus on the decision-

making by individual policymakers and the impact of those decisions on organizational 

outcomes, not how decision-making affected the design and evolution of an organization.   

Amy Zegart’s National Security Agency Model 

 To introduce her National Security Agency Model,  Zegart made three arguments: 

(1) the development of a theory that explains how an agency influences policy begins 

with the development of a theory of agency design; (2) the design and evolution of U.S. 

national security organizations lie at the intersection of international relations and 
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American politics; and (3) American politics can explain the design and evolution of 

domestic agencies, but falls short when applied to national security organizations.22   

With those three arguments in mind, Zegart sets out to develop a theory that 

explains the design and evolution of national security agencies.  To begin, she reviews 

how two different theories, realism and new institutionalism, apply to national security 

agency design and evolution.  According to Zegart, the realist and new institutionalist 

models are inadequate for explaining the design and evolution of national security 

agencies.23  After explaining the shortfalls of each theory, she develops her National 

Security Agency Model.  This section briefly reviews Zegart's examination of realism 

and new institutionalism before exploring the tenets of her National Security Agency 

Model. 

Realism, one of the prominent theories of international relations, posits a nation-

state's primary goals are self-preservation and gaining power.  Realist scholars tend to 

focus on what happens between nation-states and not on the inner workings of 

government agencies within the nation-states.  In the realist paradigm, nation-states are 

rational and behave like unitary actors.  Zegart argues that if realism accurately explains 

how nation-states behave, national security agencies would be well designed in terms of 

meeting the needs of the state to act in rational manner. 24  Zegart also asserts realism is 

inadequate because it does not address the design and evolution of domestic agencies in a 

nation-state.  Realism treats nation-states as unitary actors and assumes all agencies 

 
22 Zegart, Flawed by Design, 5. 
23 Ibid. 
24 Ibid, 13. 
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operate under the same facts and assumptions when taking action.  Zegart seeks to 

explain the design and evolution of national security agencies in light of domestic politics 

and a dynamic security environment.  This is a task for the new institutionalist model. 

The new institutionalist model posits that analyzing the origins and policies of 

institutions can illuminate their influence.  The impact of interest groups is an important 

factor in the design and evolution and an organization.  Also, in the new institutionalist 

model, Congress shapes an agency’s initial design and drives its evolution through 

oversight and legislation.  According to Zegart, the institutionalist model was more 

applicable for explaining domestic agencies. 25  The crux of the problem is that national 

security agencies are too domestic for scholars of international relations and too foreign 

for scholars of American politics.26  International relations scholars tend to focus on 

interactions between nation-states and not how the design and evolution of national 

security agencies affect those interactions.  Conversely, scholars of American politics 

often focus on the impact of domestic factors on national security agency design and 

evolution, such as interest groups or political parties.   

To address the limitations of these models, Zegart developed the National 

Security Agency model of organization design and evolution.  This dissertation refers to 

Zegart's framework and propositions as the National Security Agency Model to 

distinguish it from the new institutionalist model, which was the basis for her model.  

According to Zegart, the forces that shape national security agencies are different from 

 
25 Ibid. 
26 Ibid., 3. 
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domestic agencies because interest groups are less powerful in international relations, 

which makes Congress less likely to influence agency design and evolution.  For 

example, there are 23 standing committees in the House of Representatives.27  Of those, 

only three committees have direct ties to the security aspect of international relations 

(Armed Services, Foreign Relations, and the House Permanent Select Committee on 

Intelligence). 

In national security agency formation, the executive branch takes precedence and 

the bureaucracy is tightly connected.  Also, the environment in which a national security 

agency operates is marked by a fluid and weak interest group environment and Congress 

provides sporadic and weak oversight because lawmakers lack expertise and focus on 

domestic issues to get reelected.  Last, the agency’s operations are conducted in secrecy 

and information is difficult to obtain.  The propositions for Zegart’s model are as follows: 

Agency Design 

1. The executive branch drives initial agency design. 

2. Agencies reflect conflict between contending bureaucrats and the president.  As a 
result, agencies are not well designed to promote national interests. 

 
Agency Evolution 

3. The executive branch drives agency evolution. 

4. Congress exercises only sporadic and ineffectual oversight; legislators have weak 
incentives and blunt tools. 

 

 
27 "Committees of the U.S. Congress," accessed July 31, 2020, https://www.congress.gov/committees. 
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5. An individual agency’s evolution can be explained by three factors (in order of 
descending importance): initial agency structure, the ongoing interests of relevant 
political actors, and exogenous events.28 

 
Zegart’s model is of special interest for analyzing the organizational design and 

evolution of Cyber Command, which is responsible for operating in and through 

cyberspace in support of national security, because it is similar to the three agencies she 

explored: the Central Intelligence Agency; the National Security Council; and the Joint 

Chiefs of Staff.  When Zegart published her book, she stated that existing theory about 

the creation and evolution of U.S. national security agencies was scarce.  More than 

twenty years later, that gap continues.  To date, there is no analysis of the design and 

evolution of Cyber Command using Zegart’s model.  The findings from this research will 

help to fill that gap. 

Criticisms of Zegart’s National Security Agency Model 

The basis for Flawed by Design was Zegart's doctoral dissertation, "In Whose 

Interest? The Making of American National Security Agencies", which she completed at 

Stanford University.29  The American Political Studies Association presented Zegart with 

the 1997 Leonard D. White Award for the outstanding dissertation in public 

administration.30  Despite this auspicious beginning, some scholars did not embrace 

Zegart's National Security Agency Model, when she published Flawed by Design. 

 
28 Zegart, Flawed by Design, 10. 
29 Amy Zegart, "In Whose Interest? The Making of American National Security Agencies," (PhD diss., 

Stanford University, 1996), iv.  
30 "Leonard D. White Award," American Political Science Association, accessed May 8, 2020, 

https://www.apsanet.org/PROGRAMS/APSA-Awards/Leonard-D-White-Award. 
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Some scholars called Zegart's attempt to develop a unitary framework that could 

explain the evolution of the NSC, JCS, and CIA "ambitious,"31 or "distinctly plausible," 

but also noted that it would not appeal to non-academics.32  The major issues included 

flaws in Zegart's conclusions using the National Security Agency Model, lack of rigor in 

her historical analysis, inadequate treatment of Realism to explain organizations, and an 

unbalanced assessment of the CIA's performance during the Cold War.  While Zegart's 

model sparked interest, critics found those four issues to be too much to overcome.     

Regarding the National Security Agency Model, John Prados noted that "it is 

arguable whether the claim to a new theory can be sustained."33  Jeffrey Richelson 

echoed Prados' comment stating "no one model may be well suited to all agencies at all 

times."34   Kevin Mulcahy found that Zegart had "a tendency to overstate the newness of 

certain propositions" to strengthen her National Security Agency Model.35  Further, 

Barrett asserted that the National Security Agency Model did not do a good job of 

predicting that significant changes in the design of the JCS would have been mandated by 

Congress in the later part of the Cold War; however it did work better at explaining the 

evolution of the NSC.36   

 
31 John Prados, The American Historical Review 106, no. 3 (June, 2001), 

http://ww.jstor.org/stable/2692438, 1020. 
32 David M. Barrett, "Review: Valid by Design," The Review of Politics 63, no. 1 (Winter, 2001), 

https://www.jstor.org/stable/1408398, 211. 
33 Prados, 1020. 
34 Jeffrey T. Richelson, "No Expert on Design," International Journal of Intelligence and 

Counterintelligence 13, no. 4, 2000, https://doi.org/10.1080/08850600050179119, 524.  
35 Mulcahy, 804. 
36 Barrett, 212. 
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Zegart's biggest detractors were historians; especially those with ties to the 

Intelligence Community.  Some of the harshest criticisms of Zegart's use of history came 

from Barrett and Warner, particularly for her selective use of history to characterize the 

performance of the CIA.   Barrett praised Zegart for her "commendable research" into the 

creation of the National Security Act of 1947.37  However, Barrett also lamented that 

Zegart frequently skewed her historical accounts to fit the predictions of the National 

Security Agency Model.  Former CIA Deputy Historian Michael Warner found that 

Flawed by Design had some "worthy insights built on a wobbly foundation" – 

particularly regarding the historical facts surrounding the origins of the CIA.38   

Mulcahy also noted that Zegart's historical analysis was lacking, but he 

acknowledged her effort to "compress a great deal of information and particular 

nuances."39  Richelson took umbrage with Zegart because her assessment of the CIA's 

analytic performance during the Cold War suffered from oversimplification and a lack of 

understanding of the issues involved, which resulted from her failure to analyze key 

primary and secondary sources (to include works by Prados and Lawrence Freedman).40  

Prados found Zegart's analysis in the case studies "less than satisfying."41   

No less scathing was the critique by Anna Nelson who characterized Zegart's 

conclusions from her analysis using the National Security Agency Model as "shallow, 

 
37 Ibid., 211. 
38 Michael Warner, "Flawed by Design and Creating the Secret State," Library, Central Intelligence 

Agency, last updated June 27, 2008, accessed May 8, 2020, https://www.cia.gov/library/center-for-the-
study-of-intelligence/csi-publications/csi-studies/studies/fall_winter_2001/article09.html.  

39 Mulcahy, 804. 
40 Richelson, 522. 
41 Prados, 1020. 
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derivative and lacking in context."42  Part of Nelson's issue with Zegart's historical 

analysis was in how she developed the case studies using "secondary sources, some 

government documents, and interviews with forty-eight individuals, twenty-eight of 

whom chose to remain anonymous."43  Nelson acknowledged that Zegart proved national 

security agencies are flawed, but countered that Zegart failed to demonstrate that "they 

were flawed by design."44  It is important to note that Zegart is a political scientist and 

not an historian, but so is David Barrett. 

As a political scientist, Zegart should be familiar with other theories of 

international relations, such as liberalism and constructivism.  However, she chose "the 

venerable theory of international relations, Realism," to compare against her National 

Security Agency Model.45  Zegart and Barrett noted Realism is not a theory of internal 

governance.  Nonetheless, Barrett charged that Zegart failed to explain why Realism was 

a good theory to explain the design and evolution of national security agencies versus 

other theories of international relations.    

Besides flaws in the National Security Agency Model, lack of historical analysis, 

and inadequate treatment of Realism, another area where Zegart received a great deal of 

criticism was her assessment of the CIA.  Four of the scholars who reviewed Zegart's 

work (Barrett, Prados, Richelson and Warner) published histories of the CIA.  All of 

them took exception to her depiction of the CIA.  Richelson, in particular, was displeased 

 
42 Anna Kasten Nelson, "Flawed by Design: The Evolution of the CIA, JCS, and NSC (review)," 

Journal of Interdisciplinary History 31, no. 2, (Autumn 2000) https://muse.jhu.edu/article/16061, 303. 
43 Ibid. 
44 Ibid. 
45 Barrett, 211. 
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with Zegart's characterization of the CIA as focused on covert action at the expense of 

producing intelligence analysis or centralizing intelligence.  Further, Richelson viewed 

her assessment of the evolution of the CIA as unbalanced, which he attributed to 

inadequate research. Prados simply called Zegart's work "frustrating."46 

Despite some of the negative criticisms listed above, the National Security 

Agency Model holds promise as an analytic tool.  The next section reviews instances 

where other scholars employed the National Security Agency Model or some of its tenets 

in their research. 

Other Applications of the National Security Agency Model 

As noted earlier, this dissertation combined Zegart's National Security Agency 

Model and process tracing to explore the design, establishment, and evolution of Cyber 

Command.  There is a growing body of literature that employs the National Security 

Agency Model to examine organizational evolution as part of a larger phenomenon such 

as the Interagency Process47 or U.S. Detainee Policy in the Global War on Terror.48 Other 

research includes Zegart's propositions to explore executive branch agencies with regard 

to the use of force,49 national security advice provided to the president,50 and ineffective 

oversight by Congress.51  Related literature acknowledges the evolution of national 

 
46 Prados, 1020. 
47 Ted T. Uchida, "Reforming the Interagency Process" (Air Force Fellows Research Report, Air 

University, 2004), 67. 
48 Marc A. Sheie, "The Evolution of Warfare, the Laws of War, and the Ethical Implications of U.S. 

Detainee Policy in the Global War on Terror and Beyond" (Thesis, Naval Postgraduate School, 2006), 48. 
49 Joon Seok Hong, "The Legalization of National Security: State, Society, and the Law on the Use of 

Force" (PhD dissertation, University of California, Berkeley, 2012), 36. 
50 Jared J. Brupbacher, "People, Process, and Policy: Case Studies in National Security Advising, the 

National Security Council, and Presidential Decision Making" (Thesis, Air University, 2017), 17. 
51 Matthew S. Van Hook, "Congress and National Security: Interest, Influence and Speed" (Thesis, 

Naval Postgraduate School, 2010), 11. 
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security agencies as explained by Zegart and their impact on efforts to improve efficiency 

or effectiveness in specific areas like U.S. Army transformation,52 intelligence 

cooperation,53 and Department of Defense reform.54   

Another use of the National Security Agency Model was to analyze the design, 

establishment, and evolution of U.S. government organizations, such as the Special 

Operations Command South55 or the National Guard Bureau.56  However, these works 

did not employ the same method as Zegart by strictly analyzing their respective 

organizations in light of the five propositions of the National Security Agency Model.  

This dissertation is part of this third group of scholarly works. 

Interestingly, much of the research that makes use of the National Security 

Agency Model or Zegart's propositions comes from the Naval Postgraduate School 

located in Monterey, California – just 90 miles from Stanford University, where Zegart 

completed her dissertation and serves as a Senior Fellow and professor.  Another 

institution with a number of scholars employing Zegart's model is the Air University at 

Maxwell Air Force Base in Alabama.  Of the ten dissertations and theses that employ or 

refer to Zegart's National Security Agency Model or propositions, seven were from 

 
52 David Jerome, "Army Transformation: What Does it Mean?" (PhD dissertation, University of 

Arkansas, Fayetteville, 2011), 79. 
53 James William Hugh Thomson, "Prolegomenon to a Political Economy of Intelligence and Security: 

Can Microeconomic Analysis Explain Success or Failure in Intelligence Cooperation?" (PhD dissertation, 
Brunel University, 2015), 20. 

54 Stifani M. Rori, "United States Civil-Military Relations: Defense Reform" (Thesis, Naval 
Postgraduate School, 2016), 45. 

55 Christian M. Averett, Louis A. Cervantes, and Patrick M. O'Hara., "An Analysis of Special 
Operations Command - South’s Distributive Command and Control Concept" (Thesis, Naval Postgraduate 
School, 2007), 77. 

56 Suzanne M. Kim, "Applying new institutionalism to the National Guard Empowerment Act" 
(Thesis, Naval Postgraduate School, 2007), 11. 
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students at the Naval Postgraduate School or Air University.  One could conclude that the 

National Security Agency Model resonates with some U.S. military scholars. 

Other Organizational Theories Considered 

 Other organizational theories were considered to explain the design and evolution 

of Cyber Command.  Among the organizational scholars considered were James Q. 

Wilson, John Kingdon, and Graham Allison.  This section briefly reviews their respective 

theories and why they were not employed in this dissertation. 

James Q. Wilson: Bureaucratic Tasks 

James Q. Wilson explored several American bureaucracies in his work, 

Bureaucracy, including prisons, schools, and military organizations.  However, Wilson is 

quick to point out that he has doubts about the existence of “organizational theory.”57  

Wilson makes key contributions to the study of bureaucracy by seeking to explain 

bureaucratic efficiency in the public and private sectors.  He raises questions about the 

power of bureaucracies and their accountability (or lack thereof) toward the public and 

the legislative bodies that created them, and the authority they receive to conduct the 

affairs of government. 

A key concept that Wilson develops is that of the critical tasks that a bureaucracy 

must accomplish.  Wilson defines a critical task as, “those behaviors, which, if 

successfully performed by key organizational members, would enable the organization to 

manage its critical environmental problem.”58  Wilson posits that tasks cannot be 

 
57 James Q. Wilson, Bureaucracy: What Government Agencies Do and Why They Do It. (New York, 

NY: Basic Books, 1989), ix. 
58 Ibid., 25. 
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completely defined without regard to goals.  This concept is central in analyzing the 

efficiency and effectiveness of organizations designed for cyberspace operations.  It is 

also important to understanding the design of an organization because organizational 

structure often reflects the allocation of resources to accomplish critical tasks. 

In addition to determining how to perform critical tasks, bureaucracies face two 

other challenges: how to gain consensus on the definition of the critical tasks and to 

acquire sufficient freedom of action and external political support to allow the 

organization to redefine those tasks.  These two challenges are also germane in exploring 

the organizational evolution of a bureaucracy.  While Wilson’s model could provide 

insights into the design and evolution of Cyber Command, Zegart’s model is better suited 

to the task because her framework specifically addresses national security agencies, as 

opposed to bureaucracies in general.  Wilson's research mostly addressed domestic 

agencies, which Zegart argued evolve differently from national security agencies. 

Graham Allison: Three Conceptual Models for Policy-Making 

Perhaps one of the most well-known discussions of bureaucratic decision-making 

is Graham Allison’s “Conceptual Models and the Cuban Missile Crisis.”   Allison 

presents three decision-making models to explain what happened during the Cuban 

Missile Crisis.59  One challenge for Allison’s effort is proving why the U.S. government 

followed a particular course of action during the crisis.  Allison’s objective is not so 

much to explain what happened, as it is to show that alternative conceptual models are 

 
59 Graham Allison, “Conceptual Models and the Cuban Missile Crisis,” The American Political 

Science Review 63, no. 3 (September 1969): 690, http://www.jstor.org/stable/1954423.  



 
 

23 
 

also important and offer suitable explanations.  Allison identifies three models to explore 

the decision-making processes of the Kennedy Administration during the Cuban Missile 

Crisis in October 1962: Rational Policy Model (Model I); Organizational Process Model 

(Model II); and Bureaucratic Politics Model (Model III). 

Allison’s conceptual models can provide insights into the design of Cyber 

Command because the establishment of the organization was an attempt to 

institutionalize the DoD response to a crisis.  The crisis was an unprecedented attack in 

2008 on the Department of Defense Information Network by a malicious computer code 

hidden on a portable data drive inserted on the unclassified and classified networks of the 

United States Central Command.   Within days, the agent.btz virus had been transmitted 

to U.S. military bases and organizations across the globe.   

The DoD effort to counter this intrusion was known as Operation Buckshot 

Yankee.  The cleanup operation revealed that there was great confusion within the DoD 

and among Military Departments and the Combatant Commands regarding responsibility 

and authority for cyber operations.  The infected networks fell under the purview of 

Strategic Command, Central Command, and the military services. This led to 

uncoordinated, conflicting, and unsynchronized guidance via multiple channels.  There 

were multiple directives that contributed to confusion at the execution level, causing 

operators and leaders to reconcile competing or conflicting priorities and question which 

procedures were appropriate to address the intrusion.60   

 
60 U.S. Government Accountability Office, Defense Department Efforts: DoD Faces Challenges in its 

Cyber Efforts, GAO-11-75, (Washington, DC: July 25, 2011), 51.   
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In response to this crisis and to better posture the DoD for cyber operations, 

Secretary Robert M. Gates established Cyber Command to centralize command of 

cyberspace operations, organize existing cyber resources, and synchronize defense of 

U.S. military networks.   Allison’s models can help explain the decisions that impacted 

the design and establishment of Cyber Command, but falls short in explaining how the 

organization evolved. 

In the Rational Policy Model, the state acts as a unitary rational actor to make 

decisions.  When confronted with a strategic problem, the state selects a course of action 

that maximizes benefits.  Threats and opportunities in the "international market" or 

security environment cause the state to take action.  Government officials that have a 

stake in the issue make decisions after weighing the costs and benefits of available 

solutions.  Policy is the outcome of a rational choice.   

Applying the Rational Policy Model to the design and establishment of Cyber 

Command would compel a relevant government official to focus on the strategic problem 

facing the United States at the time of Operation Buckshot Yankee: how best to centralize 

command of cyberspace operations, organize existing cyber resources, and synchronize 

defense of DoD information networks. There would be no shortage of possible courses of 

action, but any course of action selected only addresses part of the issue because of the 

interconnected nature of cyberspace.  Any solution designed to benefit U.S. military 

networks would inevitably impact the private sector, academia, local and state 

governments, as well as individuals.  The assumption that the state is a unitary actor that 

makes rational choices does not necessarily hold true in matters of cybersecurity.  Using 
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Model I may explain the design and establishment of Cyber Command by focusing on the 

crisis surrounding Operation Buckshot Yankee.  However, the model falls short in 

explaining the subsequent organizational evolution because many national-level 

cybersecurity crises and actions taken by the U.S. government were beyond the 

authorities of Cyber Command. 

According to Allison’s Organizational Process Model, subordinate units of the 

state act according to pre-determined procedures to produce an “output.”  The state is not 

a unitary actor.  Instead, there is “a constellation of loosely allied organizations” taking 

action or making choices according to pre-determined procedures to produce an output.61   

Policy is the outcome of organizational choices.   An analyst employing the 

Organizational Process Model identifies the organizations within the state and analyzes 

the patterns of organizational behavior or the output. 

Using the Organizational Process Model to analyze the origins of Cyber 

Command could yield interesting results.  The analysis could include processes and 

procedures for communication between the Office of the Secretary of Defense, U.S. 

Strategic Command, the Joint Staff, and National Security Agency to arrive at the 

decision to establish Cyber Command.  Model III could also explain the evolution of 

Cyber Command, but since many of the situations the DoD faced regarding cyberspace 

had little to no precedent, previously adopted standard operating procedures, and 

organizational searches for solutions were not relevant or required significant changes 

before implementing.  

 
61 Allison, 699. 
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The third model that Allison discusses is the Bureaucratic Politics Model.  In this 

model, if a nation took action, then that was the outcome of interactions between 

individuals or players and groups within the government.  A key proposition of Model III 

is "where you stand depends on where you sit."62  In the Bureaucratic Politics Model, the 

state is not a unitary actor.  Government decisions and actions are the results from 

compromise, coalition, competition, and confusion among the players.  Players 

responsible for various state functions (e.g., Secretary of State or Secretary of Defense) 

make predictable arguments based on their present positions.  Policy outcomes are the 

result of bargaining among these players.   An analyst employing the Bureaucratic 

Politics Model identifies the players and the problems that they are facing relative to the 

strategic problem.   

Employing the Bureaucratic Politics Model to explain the establishment of Cyber 

Command would focus on the interaction between senior DoD players to produce an 

organization to centralize command of cyberspace operations, organize existing cyber 

resources, and synchronize defense of U.S. military networks.  Key players in this model 

include Secretary of Defense Gates, General Kevin Chilton of Strategic Command, and 

Lieutenant General Keith Alexander from the National Security Agency.  The decision to 

establish Cyber Command has critical consequences for each player's organizational, 

reputational, and personal stakes, which an analyst would want to consider.  For example, 

Secretary Gates was a holdover from the George W. Bush administration.  As an outsider 

 
62 Ibid., 711. 
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in the Obama Administration, his decision to establish Cyber Command could adversely 

impact his future interactions with other cabinet members as well as other DoD leaders.   

Model III, like the other two conceptual models from Allison, could be used to 

explain the design and establishment of Cyber Command and provide interesting insights.  

However, the evolution of Cyber Command would be harder to analyze and explain using 

this model.  Shortly after the establishment of Cyber Command, the U.S. entered a 

recession, which affected all government agencies.  Further, the DoD was actively 

working to reduce operations in Iraq.  Examining Secretary Gates' or other DoD senior 

leaders' interactions with other players in the administration during this time in light of 

changes at Cyber Command would no doubt demonstrate that policy was the output of 

politics.  The challenge would be demonstrating causation or developing generalizable 

conclusions. 

John Kingdon: The Garbage Can Model 

In John Kingdon’s revised garbage can model (based on the original model 

specified by Cohen, March and Olson), he identifies three “streams” in the policymaking 

process that flow largely independently of each other.63   Participants in the three streams 

are part of a visible cluster, like the President, members of Congress, or the media; or part 

of a hidden cluster, such as academics, bureaucrats or congressional staffers.64  The three 

major streams in the federal government are problem recognition, formation and refining 

 
63 John W. Kingdon, Agendas, Alternatives, and Public Policies (New York: Harper Collins, 1984), 86. 
64 Ibid., 68. 
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of policy proposals, and politics.65  When the three streams converge, a policy window 

opens, which leads to a resetting of the national agenda and a change in policy.   

The Problems Stream involves focusing attention on a particular problem, 

defining the problem, and either implementing a new policy to solve the problem or 

allowing the problem to fade away.  The public and policymakers often view problems in 

terms of values (conservative or liberal), comparisons (U.S. vs. China), or categories 

(e.g., is cybersecurity a defense problem or a commerce problem?). 

In the Policy Stream, there is a community of policy specialists who formulate the 

decision agenda or list of topics in the governmental agenda that are pending a decision.66  

The policy community includes bureaucrats, congressional staffers, interest groups, and 

academics.  These policy specialists generate ideas or proposals and in a selection 

process, some receive consideration and others are discarded.  The major forces in this 

stream are intellectual and personal while ideas play a major role. 

The Political Stream consists of national mood, public opinion, election results, 

administration changes, and shifts of party power in Congress.  The political stream also 

includes cabinet members, other high-level political appointees, the presidential staff, 

Congressional members, and the media. Formulation of a governmental agenda, or list of 

topics getting attention, takes place in the political stream.67  Participants in the political 

stream bargain and negotiate to achieve consensus.  Some political stream participants 

will compromise so they will not be excluded from the policymaking process. 

 
65 Ibid., 87. 
66 Ibid., 4. 
67 Ibid. 
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After Operation Buckshot Yankee, Secretary Gates saw the synchronization of 

cyber operations as an organizational problem.  He directed a workable solution – 

reorganize by consolidating offensive and defensive cyber capabilities in Cyber 

Command.  However, there was no consultation with Congress before Secretary Gates 

took action, so it does not appear there was a visible cluster of actors in the political 

stream beyond DoD leadership.  The purpose of the resulting policy was to centralize 

command of cyberspace operations, organize existing cyber resources, and synchronize 

defense of U.S. military information networks.  Application of Kingdon’s model can help 

explain the design of the U.S. Cyber Command.  However, as Kingdon points out, policy 

windows open infrequently and do not stay open long.68  There is little evidence of other 

policy windows opening for Cyber Command since its establishment in 2009, so 

application of the revised garbage can model would not be as helpful to explain the 

organization’s evolution. 

This chapter reviewed frameworks that explore the design, establishment, and 

evolution of Cyber Command.  Zegart's National Security Agency Model provides the 

most effective method to address the research question.  The next chapter explores the 

efforts by the U.S. military to organize for operations in support of strategic guidance, 

with a separate section on cyberspace operations.  This information provides background 

information to place the case studies in context. 

 
68 Ibid., 165. 
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Chapter Three: The Unified Command Plan and U.S. Military Cyberspace 
Operations 

This chapter explores the establishment and purpose of the Unified Command 

Plan (UCP) and the conduct of U.S. military operations in cyberspace.  The intersection 

of the UCP and military operations in cyberspace is the starting point for analyzing the 

establishment and evolution of Cyber Command. Reviewing this information foretells the 

impact that Cyber Command had on the UCP and U.S. military operations (as discussed 

in Chapter Five).  Reviewing these concepts also lays the foundation for how the 

establishment and evolution of Cyber Command fit within the national security apparatus 

to illustrate the applicability of Zegart's national security agency model. 

The Unified Command Plan 

 The United States Department of Defense (DoD) is one of the largest 

bureaucracies in the world.  The department manages a number of installations and 

facilities globally and conducts and coordinates activities in support of the National 

Security Strategy.  With a budget of approximately $717 billion in fiscal year 2019 and 

an employee pool of more than three million personnel, the DoD dwarfs many private 

sector corporations.69  Like many organizations, the DoD must periodically reorganize 

and adapt to meet the challenges of a dynamic security environment as well as changes of 

national leadership, e.g., the transition of the President of the United States, who serves as 

the Commander-in-Chief. 

 
69 Richard Sisk, "Trump Signs $717 Billion Defense Bill Including 2.6 Percent Troop Pay Raise,” 

August 13, 2018, accessed April 14, 2020, https://www.military.com/daily-news/2018/08/13/trump-signs-
717-billion-defense-bill-including-26-percent-troop-pay-raise.html. 
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One reason the DoD reorganizes or creates new organizations is to address 

changes in the security environment.  A recent example of organizational change within 

the DoD because of a change in leadership is the 2015 establishment of the Defense 

Innovation Unit, charged with finding solutions to some of the department's toughest 

problems.70  Another example is the direction of President Donald J. Trump to elevate the 

United States Cyber Command to a unified combatant command, placing it on the same 

level as its parent headquarters, the United States Strategic Command, and other 

Combatant Commands.71 The next section reviews the origins and explores the 2019 

version of the UCP. 

Origins of the Unified Command Plan 

Since the end of World War II, the Unified Command Plan guided operations 

and served as the organizing construct for the U.S. military.  President Harry S. Truman 

approved the Outline Command Plan on December 14, 1946, which established seven 

military commands as an “interim measure for the immediate post war period.”72  The 

purpose of the Outline Command Plan was to ensure unity of effort by U.S. military 

forces instead of the practice where each military service independently planned its 

operations.  The Outline Command Plan was the first Unified Command Plan and 

specified the geographic responsibilities, missions, and authorities for defending U.S. 

national security interests around the world.   

 
70 Department of Defense, "Defense Innovation Unit," accessed April 14, 2020, https://www.diu.mil/. 
71 Donald J. Trump, "Presidential Memorandum for the Secretary of Defense," August 18, 2017, 

accessed April 14, 2020, https://www.whitehouse.gov/presidential-actions/presidential-memorandum-
secretary-defense/. 

72 Drea, et. al., 9. 
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The purpose of the UCP is to establish the missions, responsibilities, and 

geographic areas of responsibilities of each combatant command.  Since the publication 

of the first UCP in 1948, the Department of Defense has revised and made changes to 

the UCP to adapt to a dynamic security environment.  The UCP is a classified document 

that the Chairman of the Joint Chiefs of Staff reviews every two years as specified in 

Section 161(b) of Title 10 USC.  The President approves the UCP. 

Changes to the UCP include reorganizing or merging organizations, assigning or 

changing the Area of Responsibility, or changing assigned missions.  For example, the 

DoD established the United States Space Command in 1985 and assigned all space 

operations related tasks to the organization.73 In June 1992, the DoD assigned the 

functions and responsibilities of the Strategic Air Command to the newly established 

United States Strategic Command.74  The rationale for establishing Strategic Command 

was to provide a single organization responsible for all strategic nuclear forces.  In 2002, 

Secretary of Defense Donald Rumsfeld deactivated Space Command and assigned its 

missions and responsibilities to Strategic Command.75   

Other changes to the UCP since the end of the Cold War include the renaming of 

United States Atlantic Command to United States Joint Forces Command in 1999 and 

assigning the new organization the mission of synchronizing military transformation.  

Emerging threats also drove the establishment of new Combatant Commands.  The 

 
73 Drea, et. al., 56. 
74 U.S. Strategic Command, "History," current as of January 2018, accessed September 6, 2020, 

https://www.stratcom.mil/About/History/. 
75 Sonja Chambers, "Strategic, Space Commands Merge," October 2, 2002, accessed September 6, 

2020, https://archive.defense.gov/news/newsarticle.aspx?id=42665. 
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United States Special Operations Command was a result of lessons learned from the 

failed attempt to rescue hostages from the American Embassy in Iran in 1979.  The DoD 

created the United States Northern Command to serve as the single military organization 

responsible for homeland defense after the terrorist attacks of September 11, 2001.  As 

this dissertation will illustrate, the establishment of the United States Cyber Command 

was not without precedent.     

Organization of the Unified Command Plan 

The DoD operates on a global scale.  The Secretary of Defense is the principal 

defense policy maker and is responsible for overseeing the Department's performance of 

tasks in support of national policy.  The purpose of the UCP is to ensure unity of effort 

for military operations by assigning responsibilities for regions of the world and 

synchronizing the effects of strategic military capabilities worldwide.  The Combatant 

Commands conduct operations and activities under the direction of the President and the 

Secretary of Defense. 

On August 2, 1990, the Iraqi Army invaded and occupied Kuwait.  The U.S. 

military and coalition partners responded quickly to this act of aggression and began a 

massive buildup of land, air, and naval forces in the Kingdom of Saudi Arabia.  

International media provided coverage of what became known as Operation Desert 

Shield.  As part of that coverage, General H. Norman Schwarzkopf, Commander of the 

United States Central Command and the term, CENTCOM became household names.  

Since then, awareness of CENTCOM and the other Geographic Combatant Commands 

has increased.   
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Another well-known military organization, the United States Special Operations 

Command, or SOCOM, is a Functional Combatant Command.  Normally shrouded in 

secrecy, people became more familiar with the organization as a result of operations 

conducted since the terrorist attacks against the U.S. on September 11, 2001 – especially 

the raid to kill or capture al-Qaida leader Usama bin Laden.  The Geographic and 

Functional Combatant Commands are the operational organizations for the Unified 

Command Plan and conduct operations and activities in support of the National Security 

Strategy.  The next section explores the Combatant Commands (also known as Unified 

Combatant Commands) and provides an overview of the 2011 Unified Command Plan, 

which was the plan in effect for most of the time period covered by this dissertation.   

The 2011 Unified Command Plan 

 On April 6, 2011, President Barack Obama approved the 2011 Unified Command 

Plan.76  The 2011 UCP specified the roles, responsibilities, and missions for six 

Geographic Combatant Commands and three Functional Combatant Commands.  The 

Geographic Combatant Commands were: Pacific Command (PACOM); European 

Command (EUCOM); Central Command (CENTCOM); Africa Command (AFRICOM); 

Northern Command (NORTHCOM); and Southern Command (SOUTHCOM). The 

Geographic Combatant Commands conduct operations and military relations with the 

nation states within the boundaries of their geographic Areas of Responsibility.  The 2011 

UCP modified which Combatant Commands were responsible for the Arctic region. 

 
76 Department of Defense, “Unified Command Plan,” last updated October 28, 2011, accessed 

November 17, 2017, http://archive.defense.gov/ucc/. 



 
 

35 
 

PACOM no longer had any responsibility and NORTHCOM and EUCOM shared 

responsibility for the Arctic.77 

The Functional Combatant Commands were responsible for planning and 

conducting capability-specific operations globally.  The 2011 Unified Command Plan 

formalized the disestablishment of Joint Forces Command (JFCOM) as a Functional 

Combatant Command.  Secretary Gates announced on August 9, 2010 that the DoD 

would close JFCOM to reduce defense spending.78  Headquartered at Norfolk Naval 

Station in Virginia, JFCOM was responsible for synchronizing the transformation of the 

U.S. military through professional military education and experimentation.  

Consequently, the 2011 UCP specified three Functional Combatant Commands: 

Transportation Command (TRANSCOM); Special Operations Command (SOCOM); and 

Strategic Command (STRATCOM).   

According to the 2011 UCP, TRANSCOM was responsible for planning, 

coordinating, and overseeing the strategic deployment of U.S. Forces around the world.  

SOCOM was responsible for organizing, training, and equipping special operations 

forces as well as providing those forces to the Geographic Combatant Commanders under 

whose operational control they serve.  STRATCOM was responsible for the planning and 

employment of U.S. nuclear forces, countering weapons of mass destruction, 

coordinating the integrated missile defense for the homeland, executing command and 

 
77 Henry Kenyon, “DoD maps out new command structure for Arctic region,” April 11, 2011, accessed 

24 November 2017, https://defensesystems.com/articles/2011/04/11/dod-releases-new-strategic-plan.aspx. 
78 Howard LaFranchi, “Gates' budget ax swings at Pentagon overhead, Joint Forces Command,” 

August 9, 2010, accessed November 24, 2017, 
https://www.csmonitor.com/USA/Military/2010/0809/Gates-budget-ax-swings-at-Pentagon-overhead-
Joint-Forces-Command.  
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control of joint space forces, and serving as the DoD coordinating agent for information 

operations and the higher headquarters for CYBERCOM. 

Figure 1 provides a graphic representation of the 2011 UCP and shows the 

Combatant Commands and Military Departments.  The figure also depicts many of the 

characteristics found in a bureaucracy.  First, it shows the line of authority starting with 

the President of the United States, who as Commander-in-Chief of the Armed Forces, 

provides direction to the Secretary of Defense and Combatant Commanders.   

Additionally, the shaded rectangles around the boxes depicting the Combatant 

Commands specify the type or responsibility of each command.  Third, the Military 

Departments report to the Secretary of Defense, but do not have a role in the command 

and control of operations.  Next, the gray boxes show some of the Defense Agencies that 

fall under the purview of the Secretary of Defense.  Of special note are the four in the teal 

shaded rectangle.  The National Reconnaissance Office, National Geospatial-Intelligence 

Agency, National Security Agency, and Defense Intelligence Agency are also members 

of the Intelligence Community.  The gray box in the lower left-hand corner depicts the 

Defense Information Systems Agency (DISA).  A later section of this chapter explores 

the mission and command and control of DISA, as these are relevant to CYBERCOM.  

There are several organizations worth noting that are not included in Figure 1 for 

the sake of clarity.  Figure 1 does not depict the Office of the Secretary of Defense and 

the Joint Staff.   These two organizations advise the Secretary of Defense and the 

Chairman of the Joint Chiefs of Staff, respectively.  Both have a role in developing, 

interpreting, and promulgating defense policy (including cyberspace operations).  Also 
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not depicted are the remainder of the Defense Agencies or the DoD Field Agencies.  

Some of these organizations have roles that affect the DoD cyber enterprise or play a role 

in cyber conflict.  However, they are not depicted to avoid making the figure overly 

complex.  Figure 4 depicts the organization of DoD in November 2019. 

 

 
Figure 1 – 2011 Unified Command Plan 
 

 

Under the Combatant Commands are service components and sub-unified 

commands.  These subordinate organizations are generally under the command of a 

three-star flag officer (Lieutenant General or Vice Admiral) or a four-star flag officer 

(General or Admiral).  The service component commands are the operational units 



 
 

38 
 

provided by the Military Departments to the Combatant Commands to conduct operations 

in support of the National Security Strategy.  Examples include the Pacific Fleet, which 

controls the Navy’s Third and Seventh Fleets, and primarily operates in the Pacific 

Command Area of Responsibility and the U.S. Army Central, formerly Third U.S. Army, 

which supports the U.S. Central Command.  There are also service component commands 

that support the Functional Combatant Commands, such as the U.S. Army Special 

Operations Command, which aligns with the United States Special Operations Command 

and provides trained and ready Army Special Operations Forces. 

When authorized to do so by the Commander-in-Chief, the Combatant 

Commands have the ability to establish sub-unified commands.  Sub-unified commands 

may be assigned a portion of the Combatant Command’s overall mission.  U.S. Forces 

Korea and U.S. Forces-Afghanistan are two sub-unified commands that fall under the 

command of four-star flag officers because of the greater scope of responsibility for these 

two organizations (command and control of the Combined Forces Command-Korea in 

defense of the Korean Peninsula and command, control, and conduct of operations in 

Afghanistan in support of Operation Freedom’s Sentinel, respectively).  Another example 

is the Joint Special Operations Command, which is responsible for analyzing Special 

Operations requirements and techniques, ensuring interoperability and equipment 

standardization, both planning and conducting Special Operations exercises and training, 

as well as developing joint Special Operations tactics.79   

 
79 United States Special Operations Command, “Joint Special Operations Command,” accessed 

November 23, 2017, https://www.socom.mil/Pages/jsoc.aspx. 
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The 2011 UCP remained intact during the remainder of President Obama's time in 

office.  There were recommendations to make changes, i.e., elevate the U.S. Cyber 

Command to a unified combatant command, but he demurred.  Chapter Five analyzes 

those recommendations in detail.  The next section concludes the discussion of the 

Unified Command Plan by reviewing the plan under President Trump. 

The 2019 Unified Command Plan 

Since assuming office, President Trump has directed two changes to the Unified 

Command Plan – elevating Cyber Command in August 2017 and re-establishing Space 

Command in December 2018.  The changes made to the UCP by President Trump were 

additive and provided the means to achieve specific ends outlined in the 2018 National 

Defense Strategy.  Structurally, the current UCP is the same.  The major difference is the 

addition of the two Functional Combatant Commands directed by the president. 

Prior to its elevation as a unified combatant command, Cyber Command was a 

sub-unified command under Strategic Command and responsible for the planning, 

coordination, and execution of DoD operations in cyberspace in support of the National 

Security Strategy.  Another change to the Unified Command Plan occurred on May 30, 

2018 when the DoD renamed United States Pacific Command to United States Indo-

Pacific Command.  According to Secretary of Defense James Mattis, the change in name 

was in recognition of the increasing connectivity between the Indian and Pacific Oceans 

and the increasing military relevance of India to the United States."80   

 
80 Idrees Ali, "In symbolic nod to India, U.S. Pacific Command changes name," May 30, 2018, 

accessed March 21, 2020, https://www.reuters.com/article/us-usa-defense-india/in-symbolic-nod-to-india-
us-pacific-command-changes-name-idUSKCN1IV2Q2. 



 
 

40 
 

In June 2018, the DoD had six Geographic Combatant Commands and four 

Functional Combatant Commands.  Figure 2 provides a graphic representation of the 

Unified Command Plan in June 2018 and shows how the DoD continued to reorganize 

and adapt to meet the challenges of a dynamic security environment.  

 
Figure 2 – Unified Command Plan in June 2018 

 

 

President Trump directed the re-establishment of the United States Space 

Command on December 18, 2018.81  The DoD did not release a publicly available UCP 

 
81 The White House, "Text of a Memorandum from the President to the Secretary of Defense 

Regarding the Establishment of the United States Space Command," December 18, 2018, accessed May 21, 
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after the elevation of Cyber Command or the re-establishment of Space Command.  That 

was in keeping with the practice established by Secretary Mattis where he released an 

unclassified summary of the 2018 National Defense Strategy, but the primary document 

remained classified.  Figure 3 provides a graphic representation of the current UCP that 

includes the Combatant Commands and their respective Areas of Responsibility.   

 
Figure 3 – Unified Command Plan as of December 2019 
 
 
 

The changes that resulted in the 2019 UCP were among several made by the DoD 

to accomplish its goal to "Reform – Change the Way We Do Business" as stated in the 

 
2019, https://www.whitehouse.gov/briefings-statements/text-memorandum-president-secretary-defense-
regarding-establishment-united-states-space-command/ 
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National Defense Strategy.82  One example was the transfer of administration and 

management of military medical treatment facilities from the Military Departments to the 

Defense Health Agency.83  A second example was the transfer of responsibility for 

conducting background investigations for the Federal Government to the Defense 

Counterintelligence and Security Agency.84  

 

 
82 Katie Lange, "What is the National Defense Strategy?," October 8, 2018, accessed August 16, 2020, 

https://www.defense.gov/Explore/Features/Story/Article/1656414/what-is-the-national-defense-strategy/. 
83 Tom McCaffery, "Transformation underway across the Military Health System," January 24, 2019, 

accessed August 16, 2020, https://www.health.mil/News/Articles/2019/01/29/Transformation-underway-
across-the-Military-Health-System. 

84 Defense Counterintelligence and Security Agency, "New agency name, acting director," June 24, 
2019, accessed August 16, 2020, https://www.dcsa.mil/about/news/Article/1999900/new-agency-name-
acting-director/. 
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Figure 4 – Organization of the Department of Defense 
 

Figure 4 provides a graphic representation of the organization of the myriad 

organizations that comprise the DoD as of November 15, 2019.85  This figure includes the 

organizations not depicted in Figure 1 (e.g., the Office of the Secretary of Defense, the 

Joint Staff, the Defense Agencies and the DoD Field Agencies).86  As noted earlier in the 

chapter and illustrated in Figure 4, the Department of Defense is one of the largest 

bureaucracies in the world.   

The purpose for reviewing the Unified Command Plan –the organizing construct 

for the Combatant Commands and the Department of Defense – was to place the 

elevation of Cyber Command as a Unified Combatant Command in context.  The rest of 

Chapter Three explores select U.S. and DoD strategies concerning cyberspace and U.S. 

military cyberspace organizations. 

U.S. and Department of Defense Cyberspace Strategies and Organizations 

In 2010, Deputy Secretary of Defense Lynn announced that as “a doctrinal matter, 

the Pentagon has formally recognized cyberspace as a new domain of warfare.”87  

Writing about the Pentagon’s perspective on cyberspace in Foreign Affairs, Lynn stated, 

 
85 Department of Defense, Department of Defense Agency Financial Report for Fiscal Year 2019, 

November 15, 2019, accessed August 16, 2020, https://comptroller.defense.gov/ODCFO/afr2019.aspx, 13. 
86 The dashed line extending from the Joint Staff to the Combatant Commands depicts the role of the 

Joint Staff to assist in providing unified direction on behalf of the Secretary of Defense through the 
development and dissemination of orders.  By law, the Chairman of the Joint Chiefs of Staff serves as the 
principal military advisor to the President and Secretary of Defense and only possesses the authority to 
direct the activities of the Joint Staff. Only the President and the Secretary of Defense have the authority to 
direct the Combatant Commands. "The Joint Staff," accessed August 15, 2020, https://www.jcs.mil/About/. 

87 William J. Lynn III, “Defending a New Domain: The Pentagon’s Cyberstrategy.” Foreign Affairs 
89, no. 5 (September / October 2010), 101. 
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“the military must be able to defend and operate within it.”88  In that article, he also 

announced that the DoD had a new cyber strategy built around Cyber Command.89  The 

next section analyzes the strategic documents that identified cyberspace as a national 

interest the U.S. and its military should defend and reviews the DoD organizations that 

preceded Cyber Command.   

U.S. and DoD Strategies for Cyberspace 

The strategies analyzed in this section help explain how and why the DoD 

discerned the need to establish an organization focused on cyberspace operations and 

identified cyberspace as an operational domain.   

Preparing for Warfare in the Information Age 

The Quadrennial Defense Review (QDR) was a report required by Section 923 of 

the National Defense Authorization Act for Fiscal Year 1997.  The first QDR published 

in June 1997, identified “Information warfare (attacks on our infrastructure through 

computer-based information networks) as a growing threat.”90  In December 1997, a 

National Defense Panel outlined a transformation strategy that stressed control of 

cyberspace by the U.S.   The panel recommended giving responsibility to U.S. Space 

Command for information operations on a global scale, which included “continuous 

military operations within the military information environment that enable, enhance, and 

protect the friendly force’s ability to collect, process, and act on information to achieve 

an advantage across the full range of military operations.”91   

 
88 Ibid. 
89 Ibid., 98. 
90 Department of Defense, Quadrennial Defense Review, (Washington, DC: GPO, 1997), 4. 
91 Drea, et. al., 84. 
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President Bill Clinton issued Presidential Decision Directive 63 (PDD-63) on 

May 22, 1998, which identified critical infrastructure in the United States.  Critical 

infrastructure included "those physical and cyber-based systems essential to the minimum 

operations of the economy and government."92 Additionally, PDD-63 established a goal 

that not later than the year 2000, the U.S. would establish an Initial Operational 

Capability to protect the nation's critical infrastructure and achieve Full Operational 

Capability not later than May 22, 2003.  Accomplishing these goals required a 

partnership between the public and private sectors and resulted in new government 

organizations such as the Critical Infrastructure Assurance Office within the Department 

of Commerce, the National Infrastructure Protection Center at the Federal Bureau of 

Investigation, and a number of Information Sharing Analysis Centers to coordinate with 

the private sector. 

In July 2002, President Bush issued a classified policy document – National 

Security Policy Directive 16 (NSPD-16).  This document remains classified, but James 

Lewis of the DC-based think tank, Center for Strategic and International Studies, noted in 

his "Federal Cybersecurity Initiatives Timeline" that NSPD 16 outlines guidance about 

offensive cyber operations.93  It is possible the directive established the criteria for U.S. 

offensive cyberspace operations against adversary networks.  

Shortly after the issue of NSPD-16, the Bush White House published The 

National Strategy to Secure Cyberspace on February 14, 2003, which identified the 

 
92 William J. Clinton, Presidential Decision Directive 63, Critical Infrastructure (Washington, DC: 

The White House) May 22, 1998, 1. 
93 James Lewis, "Federal Cybersecurity Initiatives Timeline," May 9, 2016, accessed April 2, 2020, 

https://www.csis.org/blogs/strategic-technologies-blog/federal-cybersecurity-initiatives-timeline. 
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national security threat posed by cyber-attacks: “organized attacks capable of causing 

debilitating disruption to our Nation’s critical infrastructures, economy, or national 

security.”94  The strategy required defense and security agencies to strengthen 

counterintelligence efforts, improve attribution capabilities, deconflict interagency 

coordination, and announced the U.S. “reserves the right to respond in an appropriate 

manner” to nation-state, terrorist groups, and other adversarial cyberattacks.95  While the 

strategy outlined specific goals for improving U.S. cybersecurity, much of the 

government, especially the DoD, focused on the Global War on Terrorism and combat 

operations in Afghanistan and Iraq. 

Over the next three years, the U.S. Government published the 2004 National 

Military Strategy, the 2005 National Defense Strategy, and the 2006 National Security 

Strategy – all of which acknowledged potential disruptive threats from cyber-attacks or 

the need to secure the nation's access to cyberspace as part of the global commons.  

Nonetheless, the strategies concentrated mostly on preparing for conventional threats 

from nation-states and defeating trans-national terrorist organizations.   

As early as February 2006, Secretary of Defense Rumsfeld contemplated the 

creation of a sub-unified command for cyber operations.  He directed the Joint Staff to 

organize a planning team to prepare a military strategy for cyberspace operations.  The 

result was the National Military Strategy for Cyberspace Operations, which the DoD 

published on December 11, 2006.  This document provided the first definition of 

 
94 The White House, The National Strategy to Secure Cyberspace (Washington, DC: GPO, 2003), 6. 
95 Ibid. 50. 
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cyberspace for the Department of Defense: “A domain characterized by the use of 

electronics and the electromagnetic spectrum to store, modify, and exchange data via 

networked systems and associated physical infrastructures.”  Within two years, DoD 

modified the definition to “A global domain within the information environment 

consisting of the interdependent network of information technology infrastructures, 

including the Internet, telecommunications networks, computer systems, and embedded 

processors and controllers.”96   

This definition of cyberspace was consistent with the definition contained in 

National Security Presidential Directive 54/Homeland Security Presidential Directive 23 

(NSPD-54/HSPD-23), published in January 2008.  Defining cyberspace was important to 

the DoD because it specified where cyber operations were to occur as well as who had 

operational authority.  The challenge was that cyberspace does not have neatly delineated 

(or enforceable) boundaries and it is possible to mask the identity of the attacker or the 

true point of origin of a cyber-attack.   

President Bush approved the first Comprehensive National Cybersecurity 

Initiative (CNCI) as part of NSPD-54 in January 2008.  The CNCI established national 

level policy goals across many U.S. government agencies including the National Security 

Agency (NSA) and Department of Homeland Security (DHS).97  The purpose of the goals 

outlined in the CNCI was to help secure the U.S. in cyberspace.  President Obama 

 
96 The Joint Staff, Director for Operational Plans and Joint Force Development (J-7), Joint Publication 

1-02, Department of Defense Dictionary of Military and Associated Terms 12 April 2001 (as Amended 
Through 17 October 2008), (Washington, DC: GPO, 2008), 141. 

97 Barack H. Obama, Comprehensive National Cybersecurity Initiative, March 5, 2010, accessed 
December 26, 2020, https://obamawhitehouse.archives.gov/issues/foreign-policy/cybersecurity/national-
initiative. 
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directed a review of the "plans, programs, and activities underway throughout the 

government dedicated to cyber security" – to include the CNCI on February 9, 2009.98   

On March 5, 2010, President Obama declassified portions of the CNCI to provide greater 

transparency.  The CNCI was not an overarching national strategy document with 

specific instructions for federal agencies to implement.  Instead, the CNCI was an action 

plan to address cybersecurity at the tactical level.  

At least since 1997, the White House and the DoD identified that defending 

access to cyberspace and information systems and critical infrastructure that connected to 

networks in and through cyberspace was in the national interest.  None of the strategic 

guidance documents just discussed identified the need for a Cyber Command.  However, 

these documents shaped the policy environment in which Cyber Command would later 

conduct operations. 

Having established national-level goals, the next task for the DoD was to identify 

who was responsible for defending against threats to U.S. national interests in and from 

cyberspace.  The next section reviews the DoD organizations that preceded Cyber 

Command. 

Predecessors to Cyber Command 

The last section of this chapter explores how the DoD addressed emerging threats 

identified earlier in various strategic guidance documents and sought to assign missions 

that involved defending friendly information systems and networks and attacking an 

 
98 John Rollins and Anna C. Henning, Comprehensive National Cybersecurity Initiative: Legal 

Authorities and Policy Considerations, (Washington: Congressional Research Service, 2010), 2. 
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adversary's information systems and networks.  The organizations discussed in this 

section were the foundation from which the DoD built Cyber Command. 

Tracing the origin of Cyber Command leads to outer space.  Specifically, its roots 

are in the United States Space Command, first established on September 23, 1985 at 

Peterson Air Force Base in Colorado Springs, Colorado.  The initial mission of Space 

Command was to exercise operational control over all space-related systems developed 

for military application.99  Additionally, the commander of Space Command served as the 

commander-in-chief of the U.S.-Canadian North American Air Defense command.  As 

one might imagine, computer networks and automated information systems figured 

heavily in the accomplishment of both missions for the first iteration of Space Command. 

The Advent of Information Warfare 

The Cuckoo's Egg incident in 1986 caused concern for several U.S. Government 

agencies because there was confusion on who had the responsibility and authority to take 

action against the attacker.  Some viewed the attack as a crime. Others approached the 

incident from a counterintelligence perspective.  Stoll was able to discern the attackers 

were searching the Lawrence Berkeley National Lab networks for information to sell to 

the KGB.100  At the conclusion of the incident, the affected organizations fixed the 

vulnerabilities and eradicated the malware.   

Shortly after the Cuckoo's Egg incident, another piece of malware, the Morris 

Worm, rapidly spread throughout the nascent Internet in November 1988 and rendered 

 
99 Drea, et. al., 55. 
100 Cliff Stoll, "Stalking the Wily Hacker - 10 Years Later," International Computer Science Institute, 

September 24, 1997, accessed June 13, 2020, http://www.icsi.berkeley.edu/talks/previous/1997/stoll.html. 
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computers inoperable.101  The General Accounting Office reported the Morris Worm 

infected ten percent of the computers connected to the Internet.102  The U.S. government 

response was uncoordinated and heavy-handed at times, but ultimately successful and 

resulted in a criminal conviction of the perpetrator, Robert Morris.103  This incident led to 

the establishment of a Computer Emergency Response Team Coordination Center 

(CERT/CC) at Carnegie Mellon University.104  Funded by DoD and partnered with the 

Defense Advanced Research Projects Agency (DARPA), the CERT/CC identified 

computer security threats and responded to incidents that threatened computer networks. 

The U.S. military began to organize for the conduct of information warfare just 

after the first Gulf War of 1991.105  Operation Desert Storm was the first major conflict 

where the U.S. made extensive use of computer technology and it changed the character 

of war.106  The conflict was also the first time that space played a major role in 

transmitting information at accelerated speeds – satellites facilitated navigation across the 

desert, enabled communications and press conferences back to the U.S., and provided a 

view of the battle in near real time.  The DoD recognized that part of the technological 

superiority enjoyed by the U.S. military was because of its ability to transmit and share 
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information faster than the enemy.  After Operation Desert Storm, the DoD needed units 

that could protect friendly information networks and attack enemy networks – units that 

could conduct information warfare.  

The U.S. Air Force created the first military organization to defend against cyber-

attacks – the Air Force Computer Emergency Response Team (CERT) in 1992.107  In 

1993, the Air Force established the Information Warfare Center in 1993.  The Navy 

created its CERT in 1995 and the Army followed suit in 1996.108  These early units only 

addressed concerns from their respective Service and generally could not direct cyber 

defenses, only make suggestions to the DoD.109  

Joint Task Force for Computer Network Defense 

 The DoD conducted the first large-scale exercise to test the military's ability to 

respond to a cyber-attack in June 1997. The exercise, known as ELGIBLE RECEIVER, 

revealed that the DoD information systems had significant vulnerabilities and there was 

no single point of contact responsible for defending the military's networks.110  After 

considering different options, to include assigning network defense to one of the 

Combatant Commands or DISA, the Joint Chiefs of Staff directed the establishment of 

the Joint Task Force for Computer Network Defense (JTF-CND).  Assigning the mission 

to the DISA was not optimal because the agency had limited authority over the Military 

Departments and Combatant Commands.111  The challenge of assigning the mission to a 
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Combatant Command was determining which one could best assume that responsibility. 

A joint task force addressed both of those challenges.  

Established in August 1998, JTF-CND reported directly to the Secretary of 

Defense.  That solved the issue of authority because JTF-CND had the backing of the 

senior official in the DoD.  As a joint task force, the organization's mission was very 

specific – coordinating and directing the defense of DoD information systems and 

networks.  The unit became operational on December 30, 1998 and consisted of just 24 

members including “Air Force and Navy combat pilots, a Marine armor officer, [and] an 

Army Ranger.”112  The selection of personnel with a warfighting background was 

intentional, as the DoD was beginning to see the value of information or cyber warfare.113 

Former cyber operator and founding member Jason Healey called JTF-CND the first 

predecessor to Cyber Command.114 

JTF-CND was the first joint cyber warfighting organization in the Department of 

Defense.  Perhaps most significant was that JTF-CND could issue directives (backed by 

the Secretary of Defense) rather than providing suggestions or asking for cooperation 

from other military organizations.115  Establishing its headquarters in Arlington, Virginia 

allowed the task force to have access to senior DoD leadership and key mission partners 

such as the Defense Intelligence Agency, the National Infrastructure Protection Center, 

the NSA, as well as DISA.  In fact, DISA provided some of the first members of the task 
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force, temporary trailers in a parking lot, and access to the Global Operations and 

Security Center.116  Founding members Bob Gourley and Jason Healey note with distinct 

pride that JTF-CND was a frontrunner and consistently "punched above its weight class" 

(as a small joint task force compared to other military organizations) when providing 

support to the geographic Combatant Commands.117  

 

 

 

Figure 5 – JTF-CND Workspaces, March 1999 
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Joint Task Force Computer Network Defense achieved Full Operational 

Capability (FOC) in June 1999.118  In October 1999, Space Command assumed 

operational control of JTF-CND.119  The JTF-CND remained in Virginia even though the 

headquarters for Space Command was at Peterson Air Force Base in Colorado.   

According to the 1999 UCP, Space Command was responsible for the command 

and control of military space forces in support of the other Combatant Commands.120  

Space Command also received responsibility for providing information support to the 

Combatant Commands.121 This entailed coordinating support for communications 

satellites, which Space Command managed through DISA.  The commander of Space 

Command, General Richard B. Myers, believed there was a clear linkage between 

information warfare and space capabilities.  Placing JTF-CND under Space Command 

better aligned the missions of the two organizations.  JTF-CND directed the defense of 

DoD information networks.  Space Command managed the satellites that connected the 

information networks.   

Under the control of Space Command, JTF-CND no longer reported directly to 

the Secretary of Defense.  Secretary of Defense William Cohen was still in the chain of 

command, but the JTF-CND commander, Lieutenant General "Soup" Campbell, reported 

 
118 Timothy Madden lists October 1, 1999 as the date JTF-CND attained FOC (Legacy of Excellence, 

page 6).  However, Commander Bob Gourley (U.S. Navy Retired), who served as the J-2 for JTF-CND 
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Agency, New Missions," accessed May 4, 2020, https://www.disa.mil/About/Our-History/1990s.   
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first to General Myers.  This task organization under Space Command remained in effect 

through the transition from President Clinton to President Bush. 

Joint Task Force Computer Network Operations 

In April 2001, the DoD designated the JTF-CND the lead defense agency for 

offensive cyber operations and renamed the unit Joint Task Force for Computer Network 

Operations (JTF-CNO).  Secretary of Defense Rumsfeld wanted to include offensive 

capability in the joint task force as operations in cyberspace were becoming more 

relevant.122  The new designation and offensive orientation resulted in a single 

organization responsible for defending DoD information systems and networks and 

conducting information warfare against adversaries.  The change in mission for the task 

force included providing direct support to the Combatant Commands.123 

Organization under United States Strategic Command 

 In October 2002, the DoD modified the UCP and reassigned the responsibilities 

of Space Command to Strategic Command.  Headquartered at Offutt Air Force Base near 

Omaha, Nebraska, Strategic Command received operational control of JTF-CNO.  

However, JTF-CNO remained in Virginia.  The DoD dis-established Space Command 

and established United States Northern Command at Peterson Air Force Base.  Northern 

Command was responsible for homeland defense and defense support to civil 

authorities.124  This change was part of the DoD response to the terrorist attacks on 

September 11, 2001.  At that point, JTF-CNO had 122 personnel and an annual budget of 
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$26 million.125  As a point of reference, an Army airborne artillery battery in 2001 had 

about the same number of personnel, but an annual budget of less than $200,000.126  

However, the JTF-CNO operated on a strategic level and often with advanced 

technology, which differed greatly from the tactical operations planned and conducted by 

an artillery battery equipped with rifles and howitzers. 

 Under Strategic Command, the JTF-CNO transformed computer network 

operations for all of the DoD. The task force improved the defensive posture of 

unclassified and classified information networks, developed tactics, techniques, and 

procedures, for its computer network attack mission, and worked to integrate military 

cyber operations with Combatant Command operations.127   

In August 2003, Admiral James Ellis, Commander of U.S. Strategic Command, 

separated the Computer Network Defense (CND) and Computer Network Attack (CNA) 

missions of JTF-CNO.  Admiral Ellis assigned computer network attack to the Network 

Attack Support Staff, which was an operational component of Strategic Command 

located at Fort Meade, Maryland.128  JTF-CNO retained its responsibility to coordinate 

and direct the defense of DoD computer systems and networks. 

Joint Task Force Global Network Operations 
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In April 2004, Secretary Rumsfeld directed JTF-CNO to merge with DISA and 

conduct operations on a global basis.  The new organization created a Global Network 

Operations Center by combining elements from the JTF-CNO Operations Directorate, the 

DISA Global Network Operations and Security Center, the DoD Computer Emergency 

Response Team, and the Global Satellite Communications Support Center.129  This laid 

the foundation for the Joint Task Force - Global Network Operations (JTF-GNO).   

Admiral Ellis approved the Global Information Grid Network Operations Concept 

of Operations (NetOps CONOPS) in June 2004.130  The NetOps CONOPS established the 

framework and command and control structure for how Strategic Command would 

operate and defend the DoD information networks.  It combined the disciplines of 

enterprise systems management, network management, network defense, and information 

decision management.  Later that month, Secretary Rumsfeld directed the Director of 

DISA to serve also as the Commander of JTF-GNO.  This was one of several instances of 

a dual-hat leadership arrangement where the director of a defense agency also 

commanded a military cyber unit.   

Joint Functional Component Command – Network Warfare 

Another organization with a dual-hat arrangement was the Joint Functional 

Component Command – Network Warfare (JFCC-NW).  To more efficiently and 

effectively manage the resources allocated to accomplish the command’s mission, the 

commander of Strategic Command organized key subordinate elements by functional 
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capabilities in 2005.  These Joint Functional Component Commands (JFCCs) managed 

the day-to-day operations and decision making, which allowed the Strategic Command 

commander to focus on strategic-level issues.  The six JFCCs provided tailored forces 

that aligned with Strategic Command mission areas in support of the Geographic 

Combatant Commands (e.g., Central Command or Pacific Command).  The six mission 

areas included: Space; Integrated Missile Defense; Global Strike; Intelligence, 

Surveillance, and Reconnaissance (ISR); Combating Weapons of Mass Destruction; and 

Network Warfare. 

The DoD designated part of the NSA as the Joint Functional Component 

Command for Network Warfare (JFCC-NW) and placed it under the command and 

control of Strategic Command.  The Director of the NSA served as the commander of 

JFCC-NW, which resulted in another dual-hat leadership arrangement.  Headquartered at 

Fort Meade, Maryland, the JFCC-NW was responsible for coordinating, planning, and 

executing offensive computer network operations for the DoD.131   

  The establishment of JTF-GNO and JFCC-NW provided a clear separation of 

authorities and capabilities between the two DoD cyber organizations.  JTF-GNO 

operated and defended the DoD information networks.  JFCC-NW planned for the 

employment of offensive cyber tools against adversaries.  The relationship and separation 

between the two agencies worked, but was not efficient.  The commander of each unit 

was also the director of a defense agency, which required two reporting chains: to 
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Strategic Command for defensive and offensive cyber operations and to the Secretary of 

Defense for matters pertaining to DISA or NSA.  To compound matters, the Director of 

NSA also reported to the Under Secretary of Defense for Intelligence and the Director of 

National Intelligence.  Figure 5 provides a graphic representation of DoD cyber 

organizations prior to the establishment of Cyber Command.   

The separation of authorities and capabilities between the two military cyber 

organizations and dual-hat leadership arrangements would later present challenges as the 

DoD encountered what Deputy Secretary of Defense Lynn characterized as "the most 

significant breach of U.S. military computers ever."132  This breach would be one of the 

catalysts for creating Cyber Command.  Chapter Five explores this incident and its 

impact on the DoD in greater detail. 
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Figure 6 – DoD Cyber Organizations Before Establishment of Cyber Command 
 

 
The Security Environment Before Establishment of Cyber Command  

The purpose of this chapter was to outline the organizational and strategic context 

that the DoD faced with regard to cyber operations.  However, there were other events 

that competed for the attention of senior DoD leadership, such as combat operations in 

Iraq.  The optimism that resulted from the relative ease in which the U.S.-led coalition 

accomplished initial objectives was waning.  In February 2006, insurgents detonated an 

improvised explosive device at the Golden Mosque in Samarra, Iraq in order to start a 
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civil war between the Shia and Sunni populations.133  Violence in Iraq increased and DoD 

leadership focused on helping newly elected Iraqi President Nouri al-Maliki build a stable 

government.  Cybersecurity was not a high priority at the time for the U.S. military. 

Cyber-attacks caught the attention of DoD leadership in April 2007 and August 

2008 as Russian hackers conducted distributed denial of service (DDOS) attacks in 

Estonia and Georgia, respectively.134  The DDOS attacks disrupted personal, business, 

and government information networks.  The cyber-attack in Georgia was especially 

noteworthy because it coincided with the Russian invasion of South Ossetia.  However, 

interest at DoD was fleeting as the U.S. military was consolidating hard-won gains in Iraq 

during the surge in operations that began in May 2007 and concluded in July 2008.135  

The security environment the DoD faced in 2008 was complex and ambiguous.  An 

inability to effectively synchronize military cyber operations would make it worse.   

This chapter set the historical foundation and explored the background of the DoD 

cyber organizations that later became part of Cyber Command.  Understanding the 

origins of the predecessor cyber organizations and how the DoD reorganizes the UCP is 

important for analyzing the case studies in Chapters Five, Six, and Seven.  Before 

examining the design, establishment, and evolution of Cyber Command, it is necessary to 

discuss the research approach and methodology, describes case selection, and explains 

data selection and collection.  The next chapter serves that purpose. 
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134 Healey, A Fierce Domain: Conflict in Cyberspace, 1986 to 2012, location 1731 Kindle. 
135 Karen DeYoung, July 2, 2008, accessed June 13, 2020, "U.S. Embassy Cites Progress in Iraq," 

https://www.washingtonpost.com/wp-dyn/content/article/2008/07/01/AR2008070102860.html. 



 
 

62 
 

Chapter Four: Research Approach, Methodology, and Research Design 
  

This chapter discusses the research approach, methodology, and research design 

of the dissertation.  The case study is the best approach for the research question of the 

five research approaches from the qualitative paradigm outlined by John Creswell.136  

The case studies in this dissertation analyze specific issues within a defined period of 

time for a specific organization.  The next section discusses the rationale and 

implementation of the case study approach for this dissertation in greater detail. 

Research Approach 

Case Studies 

A case study “is an intensive study of a single unit for the purpose of 

understanding a larger class of (similar) units according to Gerring,.”137  This dissertation 

seeks to determine the internal and external factors that drive the design, establishment, 

and evolution of Cyber Command.  The research question is a "what" type of question, 

which is better suited to interviews and document analysis.  However, identifying the 

factors that drive the design, establishment, and evolution of Cyber Command also 

address a "how" type question.    The case study is the preferred method when the 

researcher has little control over events and the focus is on a contemporary phenomenon.  

Case studies allow the researcher to explore a real-life phenomenon in great depth while 
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considering the context in which the phenomenon occurred – addressing "what" and 

"how."  

The use of interviews and document analysis when employed as part of process 

tracing make case studies an ideal approach for analyzing and organizing the phenomena 

under investigation.  The focus for the dissertation is a within-case analysis – i.e., the 

design, establishment, and evolution of Cyber Command studied as a sequence of 

individual decisions or actions.  An important element to the success of this approach is 

case selection.   

Case Selection 

According to George and Bennett, “the primary criterion for case selection should 

be relevance to the research objective of the study."138  The cases selected for the 

dissertation were based on the outcome (i.e., the dependent variable).  Each case study 

analyzes an organizational outcome for Cyber Command (design, establishment, and 

evolution) using Zegart's National Security Agency Model. 

Amy Zegart used case studies when she applied her model to three organizations 

created by the National Security Act of 1947: The National Security Council; the Central 

Intelligence Agency; and the Joint Chiefs of Staff. This dissertation applies her model 

only to Cyber Command. There is no intent to compare it with another combatant 

command, such as SOCOM.  That approach could be an area for future research, which 

has already drawn initial interest from other scholars.139  Further, one cannot compare 
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Cyber Command to organizations in the Intelligence Community (IC), such as the CIA or 

NSA.  Organizations of the IC collect, analyze, and produce intelligence.  Cyber 

Command uses intelligence products from the IC to plan, inform, and conduct operations.  

Last, Cyber Command may be a deviant case (i.e., one that fails to fit existing theories) 

because unlike other Combatant Commands, the effects it generates are largely 

manifested in cyberspace.  As such, they are not readily visible to outsiders and the 

activities and their effects are usually not publicized because of a desire to not reveal a 

vulnerability or a capability unless it creates a deterrent effect. 

A case connotes the spatial and temporal limits of a phenomenon of theoretical 

significance.140   In this dissertation, the spatial dimensions focus on decision-making and 

actions within the Department of Defense (internal factors).  At times, the case studies 

include actors, actions, and events outside of the DoD (external factors), especially with 

regard to the evolution of Cyber Command.  The temporal dimensions for each case 

correspond to stages in the organizational lifecycle of the Cyber Command; each case 

marks a significant milestone.   

Three themes emerged during document analysis.  These themes align with the 

temporal dimensions and organizational focus of each case study – the design, 

establishment, and evolution of Cyber Command: building capability; building advocacy; 

and building capacity.  The three themes characterized the activities of Cyber Command 

during the time period specified. 

 
140 John Gerring, Case Study Research: Principles and Practices (Cambridge, UK: Cambridge 

University Press, 2017), 27. 



 
 

65 
 

Time Periods for Case Studies 

The first case study examined the period from the start of the Quadrennial Roles 

and Missions Review, which considered the establishment of a cyber command for the 

DoD to the date Cyber Command attained Full Operational Capability.  The specific 

dates are May 6, 2008 to October 31, 2010.  During this period, the Department of 

Defense created Cyber Command.  The focus of Cyber Command during case one was 

building capability to conduct military operations in cyberspace. 

The intended outcome (i.e., the dependent variable) for case one was the 

attainment of Full Operational Capability (FOC) of Cyber Command.  The DoD tasked 

Strategic Command, as the higher headquarters, to develop criteria for assessing the 

operational capability of Cyber Command.  Those criteria are discussed in detail in 

Chapter Five. 

Case two focused on DoD efforts to establish Cyber Command.  The intended 

outcome of case two was the setting of conditions to facilitate the first change of 

command for the organization.  The dates for case two are November 1, 2010 to April 2, 

2014.  Case two also explores the remainder of General Alexander's time in command 

and his efforts at building advocacy for Cyber Command within the Department of 

Defense and with select members of Congress, as well as his outreach campaign to 

industry, academia, and private citizens.   

 During that period, there were internal conditions the Cyber Command staff had 

to achieve or enable, such as the preparation of transition briefs and operational updates.  

The other condition was the successful confirmation of Admiral Mike Rogers for 
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appointment to Admiral and assignment as the Director of the National Security Agency 

and Commander of Cyber Command.  Other key events related to the establishment of 

Cyber Command or building advocacy included an attempt to split the dual-hat 

leadership arrangement and the speech by Secretary of Defense Leon Panetta warning of 

a "cyber Pearl Harbor."  

The third case study spans the command tenure of Admiral Mike Rogers and his 

efforts for building capacity within Cyber Command.  The dates of case study three are 

April 3, 2014 through May 4, 2018.  The intended outcome during case three was the 

elevation of Cyber Command to a unified combatant command.  Case three explores the 

growth of the Cyber Mission Force, operations conducted by Joint Task Force-Ares to 

disrupt the Islamic State in Iraq and Syria (ISIS), the impact of leaks of classified 

information, and events within the DoD leading up to the elevation of Cyber Command 

as a Unified Combatant Command. 

The change in status for the command coincided with the change of command 

between Admiral Rogers and General Paul M. Nakasone.  Upon assuming command, 

General Nakasone became the first officer to serve as a combatant commander while 

simultaneously serving as a director of an intelligence agency.   

Having selected the cases, the next step was to develop and implement a 

methodology that collected the data to conduct analysis.  The next section discusses the 

methodology in detail. 
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Methodology 

This dissertation employed descriptive case studies and process tracing to explore 

and analyze the design, establishment, and evolution of Cyber Command over a ten-year 

period using the framework of Zegart’s National Security Agency Model.  Additionally, 

data collected through document analysis of media articles, press releases, official 

documents, organizational histories, memoirs, and transcripts from elite interviews, 

podcasts, and other online media were used for the analysis presented in the case studies 

in the chapters that follow.  Conduct of the research took place from a privileged point of 

observation because of the types of methods used and the status of the researcher.   

The following strategy guided the development of each case to establish the 

priority for data sources, sequence for employing the selected methods, and criteria for 

success.  The first priority was to collect data from primary sources that were readily 

available, such as Congressional hearing transcripts, policy and strategy documents, and 

official statements by DoD officials.  The second priority was to collect data through elite 

interviews using a semi-structured format.  The third priority was the collection of 

secondary sources that added context or background, such as media accounts, 

organizational histories, and journal articles.   

Research Design 

This section discusses the research design and includes research goals, conceptual 

framework, research variables, units of analysis, data sources, data collection, analytic 

methods, techniques to increase validity and reliability and criteria for interpretation of 

findings. 
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Research Goals 

From a national security perspective, the designation of cyberspace as an 

operational domain by the DoD resulted in policy decisions that are ripe for research.  

The primary goal of the research was to identify internal and external factors that drive 

the design, establishment, and evolution of national security agencies like Cyber 

Command, to understand the design, establishment, and evolution of Cyber Command 

and, ultimately, to gain greater insight into the organization and policies of the leading 

DoD agency responsible for the employment of cyber power.   

Conceptual Framework 

As discussed earlier, the conceptual framework used in the dissertation is Amy 

Zegart's National Security Agency Model.  According to Zegart's model, one should 

expect to see extensive influence by the executive branch (particularly the Secretary of 

Defense) with regard to the design, establishment and evolution of Cyber Command.  

Additionally, one would expect there to be sporadic or ineffective oversight from 

Congress, resulting in an agency design not well suited to promote the national interest. 

The dissertation focused on the executive branch, specifically the Department of 

Defense and its subordinate organizations.  However, actions by the president and the 

National Security Council also played a role in the design, establishment, and evolution 

of Cyber Command.  While the focus was on the influence of the executive branch, there 

are instances where Congress impacted Cyber Command, particularly in the annual 

passage of the National Defense Authorization Act and congressional hearings to assess 
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the posture of Cyber Command.  Case two and case three explore these phenomena in 

more detail. 

Research Variables 

This dissertation used terminology consistent process tracing terminology for 

describing the research variables – intended outcomes and contributing factors.  Aspects 

of the organizational design, establishment, and evolution are the intended outcomes (i.e., 

dependent variables).  Contributing factors (i.e., independent variables) include internal 

and external DoD actions.  Internal factors include actions taken by the Secretary of 

Defense, the commander of Strategic Command, or the command of Cyber Command.  

External factors include changes in technology, changes in the security environment, and 

directives or guidance from the White House or legislative branch.   

Unit of Analysis 

Cyber Command is the sole unit of analysis.  The design, establishment, and 

evolution of the command as a national security agency allows for three cases at different 

periods of time.  The case studies use specific periods in time when the Cyber Command 

attained a certain level of organizational readiness or capability as the dependent 

variables.  The case studies explore and analyze the internal and external factors that 

drive the design, establishment, and evolution of Cyber Command.   
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Data Sources 

Process tracing requires collecting large amounts of data from a wide range of 

sources.141  This dissertation relied on unclassified information available through official 

government websites and publications, data collected through fieldwork from primary 

sources, and media reports. An initial concern for this dissertation was access to official 

documents and the potential need to use the Freedom of Information Act (FOIA) process 

to obtain memoranda or other official documents that were previously classified as 

national security information.  Use of the FOIA process is not rapid and approval for a 

request for information is less than certain.  As Bennett and George noted, "evidence that 

is unavailable at the time of research, such as classified information, lowers the upper 

limit of the probability that one can attach to the likely truth of an explanation."142  

However, the National Security Archive, a non-profit organization headed by George 

Washington University, maintains hundreds of previously classified documents related to 

Cyber Command that were obtained through FOIA requests.  Access to documents 

obtained by the National Security Archive and other related archives like the Homeland 

Security Digital Library or the FOIA Reading Room on the Cyber Command website 

greatly reduced the time and other resources required for collecting this data. 

Data Collection 

Data collection occurred at different times and was iterative, depending on the 

method used.  For example, collection for timeline development to support process 
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tracing occurred at the very beginning.  However, as each case developed, there were 

times where additional evidence was needed to confirm or deny a process tracing test.  

Collection also occurred while gathering official documents for document analysis and 

conducting elite interviews.   It is important to note here that none of the historical 

documents collected and analyzed for the dissertation came from sources that may have 

obtained them without proper authorization (e.g., Wikileaks).  While there may be useful 

documents within those archives, the very act of viewing such documents on an 

unauthorized information system contravenes DoD policy, is unlawful, and would 

jeopardize the researcher's security clearance. 

The data used for process tracing is qualitative in nature and includes historical 

memoirs, interviews, media reports, and archival documents.143  The initial collection 

phase consisted of collecting documents from key events to construct the timeline for 

each case.  Data collected for this dissertation included official memoranda, strategic 

guidance documents from the White House or DoD, transcripts from speeches, and media 

engagements by key DoD leaders.  Collection focused on data created during the time 

period specified for the case study and relevance to the research question.  Other data 

collected were transcripts from Congressional hearings, or online media (such as 

recordings from conferences or panels), and memoirs.  Appendix 1 provides a summary 

of the sources collected. 

 
143 Rosemary C. Riley, eds. Albert J. Mills, Gabrielle Durepos & Elden Wiebe, "Process Tracing" in 

Encyclopedia of Case Study Research (Thousand Oaks, CA: SAGE Publications, 2012), 735. 
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In addition to collecting data through document analysis, elite interviews were 

conducted with key personnel who performed roles that affected the design, 

establishment, or evolution of Cyber Command, such as staff officers or personnel from 

the Cyber Mission Force.  Some elite interviews were conducted with personnel who did 

not actually serve as a member of Cyber Command, but had knowledge of events that 

affected the design, establishment, or evolution of Cyber Command.  For example, 

interviews with members of the military cyber organizations preceding Cyber Command 

provided context with regard to the growing importance of cyberspace to the DoD.  

Additionally, an interview with the junior military assistant who served two Deputy 

Secretaries of Defense (William Lynn and Ash Carter), provided background information 

regarding senior leader views on the design and establishment of Cyber Command.  

Another example was an interview with the Special Assistant for National Security 

Affairs, which provided insight regarding the issues contemplated by the National 

Security Council regarding the evolution of Cyber Command. 

 U.S. government or DoD press releases were also collected for analysis.  While 

these were very similar to the media reports and may even document the same events, 

this dissertation treated the official press releases as primary sources.  The media reports, 

even if they made use of quotes from government officials, were secondary sources. 

 Other official executive branch documents collected were also used as primary 

sources.  This included official memoranda, operations orders published by DoD 

organizations, and strategy and policy documents such as the Department of Defense 

Strategy for Operating in Cyberspace. 
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Legislation that addressed the design, establishment, and evolution of U.S. Cyber 

Command, such as the National Defense Authorization Acts (NDAAs), provided another 

form of primary sources.  Appendix 7 lists the NDAAs passed during the specified 

research time periods used for the three case studies, as well as the significance each act 

had for Cyber Command.  The NDAAs identified organizational or process changes that 

affected Cyber Command and were later analyzed as part of process tracing.  

Transcripts from speeches made by U.S. government officials (primarily from the 

DoD), Congressional hearings, online media, and elite interviews were the final type of 

data analyzed.  All of these were treated as primary sources.  The most numerous of this 

type of data collected were transcripts from Congressional hearings.  Appendix 5 lists the 

Congressional hearings that had relevant transcripts with testimony from select witnesses 

collected for analysis.  With the exception of the elite interviews and online media 

content, all of the transcripts were available via the World Wide Web.  Elite interview 

transcripts were created at the conclusion of each interview and later verified for 

accuracy by the respondent.  Transcripts for online media content (e.g., podcasts or 

YouTube videos) were created using manual procedures.   

Media reports provided important dates for the development of a timeline and 

identification of other events that affected the design, establishment, and evolution of 

Cyber Command, such as changes in the security environment (i.e., a major cyber-attack 

sustained by a public or private sector organization in the U.S.).  These media reports 

were instrumental in establishing the timelines required for the case studies and for 

identifying key events in the design and evolution of Cyber Command.   
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This dissertation relied on a large amount of data, which include over 1,200 

documents from government websites, the Homeland Security Digital Library, and the 

National Security Archive.144  In total, over 1,600 different media (news reports, speech 

transcripts, podcasts, and videos) were collected and analyzed for this dissertation.  The 

information collected was used to construct a timeline for each of the three case studies.  

Data was also collected from the transcripts of interviews conducted with personnel who 

had a role in the design, establishment, or evolution of Cyber Command. 

Field work resulted in 26 semi-structured interviews in support of this 

dissertation.  Interviews took place between April and September 2020. Each respondent 

received a copy of the standard questions, which provided some control and 

standardization to ensure reliability.  Although the standard questions were asked of each 

respondent, the follow-on questions differed based on the unique position and perspective 

of each respondent.  Appendix 8 contains the standard questions for each interview. 

Some of the respondents chose to provide answers in written format prior to the 

interview, which made it possible to probe deeper and have detailed follow-on questions 

prepared prior to the actual interview.  Interview transcripts from key individuals 

identified during research design provided information not readily available through 

historical document analysis.  This data was the most challenging to collect because of 

access to and availability of key individuals, as well as stay-at-home restrictions imposed 

by state governments during the COVID-19 pandemic.   

 
144 The Electronic Freedom of Information Act, FOIA [5USC 552(a)(2)(D)], requires electronic 

publication of certain documents of interest to the general public. One change after Cyber Command 
became a unified combatant command was the addition of a "Reading Room," which posted documents 
approved for public release on the command's website (https://www.cybercom.mil/FOIA/Reading-Room/).  



 
 

75 
 

This dissertation employed purposive non-probability sampling.  The sample’s 

purpose and researcher's knowledge of the population guided the selection process for 

candidates to interview.  Also, non-probability sampling was used because making 

generalizations from the sample to the population was not one of the research goals.  This 

technique is often used when interviews are combined with process tracing.  The purpose 

of these elite interviews was to understand what contributed to specific phenomena 

regarding the design, establishment, and evolution of Cyber Command rather than to 

generalize about the factors drive the design, establishment, and evolution of Combatant 

Commands.     

The elite individuals selected are mostly military and civil servant personnel at the 

middle to senior manager level within the DoD (e.g., Major or Lieutenant Commander 

through Colonel or Captain for military and GS/GG-13 through GS/GG-15 for civil 

servants).  While obtaining interviews from senior DoD leaders was of obvious value, 

much of what could be collected was already in the public domain through published 

memoirs, interviews, or other media.  The individuals identified for interviews all had 

roles affecting the design, establishment, and evolution of Cyber Command.  However, 

their experiences were largely unrecorded until now. 

 Initial contact was made with each respondent through email and all agreed to the 

terms specified in the Consent Form the Institutional Review Board approved.  Because 

of the nature of the organization under examination, all of the respondents were current 

or former members of the Department of Defense. Some were still serving on active duty 

or as civil servants.  This presented two challenges: ensuring there was no discussion of 
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classified information and ensuring the responses were opinions of the respondents based 

on personal experiences regarding the design, establishment, or evolution of Cyber 

Command and not official Department of Defense policy (unless otherwise stated).  At 

the start of each interview, the researcher reminded the respondent that the discussion of 

classified information was not authorized and the information sought was the 

respondent's personal perspective or recollection. Respondent-driven sampling (e.g., 

snowball or chain referral sampling) was not used as a list of interview candidates was 

already established based on document analysis.  Appendix 9 contains a listing of the 

subjects interviewed.  The majority of the subjects requested anonymity.145     

The use of mitigating measures helped improve validity and reliability during data 

collection and conduct of the interviews.  Mitigation techniques included pilot testing of 

the interview and confirming accuracy of the transcripts with respondents.  Because of 

the researcher's position and status within the Department of Defense, field work at times 

resembled participant-observer ethnography.  The researcher's service on active duty and 

current employment afforded a level of access that greatly facilitated research.   

Data Analysis 

Data analysis consisted of document analysis, coding and analysis of elite 

interview transcripts, and conducting process tracing tests.  These methods were used 

employed concurrently as each case was built.  The objective was to identify patterns, 

 
145 Two of the subjects, Bob Gourley and Jason Healey, did not request anonymity.  They are 

published authors and frequently write about cybersecurity and cyber conflict. 
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connections, or relationships relevant to the design, establishment, and evolution of 

Cyber Command. 

Document	Analysis	
 

Document analysis was used to examine a number of documents including 

national and DoD strategic guidance, congressional hearing transcripts and other 

documentation, legislation, and media reports.  After establishing the timeline, analysis of 

the historical documents and media reports occurred; this helped to fill in gaps identified 

through each organizational analysis and to identify key areas to explore during process 

tracing.  To supplement the information collected from historical archive and press 

account analysis, memoirs of selected key leaders and transcripts from speeches, 

podcasts, and Congressional testimony were also analyzed. 

Documents were analyzed using key terms from the code book. Key terms from 

the code book included cyber, Cyber Command, design, establishment, evolution, 

building, capability, advocacy, capacity, authority, and legislation.  The findings from 

document analysis provided evidence later used for process tracing.  For example, one set 

of documents analyzed were transcripts from congressional hearings.  The number of 

hearings as well as which congressional committees convened a hearing with Cyber 

Command as a topic were items of interest.  Chapters Six and Seven address this analysis 

in greater detail 

Elite	Interviews	
 
Elite interviews were used to fill in some of the gaps discovered during document 

analysis.  As Richards notes, elite interviews can assist in "understanding the theoretical 
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position/s of the interviewee; his/her perceptions, beliefs, and ideologies."146  Interview 

transcripts were organized by case study and analyzed using the code book.  The key 

terms from document analysis were the same used for the analyzing the interview 

transcripts. 

The results from follow-on questions, based on each respondent's unique 

perspective, provided interesting insights with regard to the design, establishment, or 

evolution of Cyber Command.  These follow-on responses also provided evidence to later 

analyze using the process tracing tests. 

Process	Tracing		
 
The focus of the dissertation is the systematic study of the link between an 

outcome of interest (design, establishment, or evolution of Cyber Command) and an 

explanation based on the rigorous assessing and weighting of evidence for and against 

causal inference.147  By employing process tracing in this manner, the emphasis is to craft 

a sufficient explanation of the outcome.  Instead of studying mechanisms that drive 

organizational production or activity, the analysis focuses on explaining a particular 

outcome.148  Process tracing is compatible with and complementary to other positivist 

methods including case studies and document analysis.  Of the different types of process 

tracing identified, the techniques employed for this dissertation are most often associated 

 
146 David Richards, “Elite Interviewing: Approaches and Pitfalls.” Politics 16, no. 3 (September 1996): 

199. 
147 Jacob Ricks and Amy H. Liu, "Process-tracing research designs: A practical guide," PS: Political 

Science and Politics 51, no. 4 (October 2018), 842. 
148 Derek Beach and Rasmus Brun Pedersen, Process-Tracing Methods, (Ann Arbor, MI: University of 

Michigan Press, 2013), 11. 
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with explaining-outcome process tracing.149  Beach and Pedersen assert this type of 

process tracing is more compatible for a case-centric case study instead of a theory-

centric case study to generalize to a broader population.150 

This dissertation uses explaining-outcome process tracing to apply Zegart's 

National Security Agency Model for explaining the design, establishment, and evolution 

of Cyber Command.  As stated earlier, Zegart's National Security Agency Model is less 

of a theory than an analytic framework.  The five propositions developed using her model 

are ideally suited for the techniques used for explaining-outcome process tracing.  They 

are ideal because they seek to identify the factors (internal and external to the DoD) that 

drove the design, establishment, and evolution of Cyber Command.  The outcome of each 

case is not defined as a theoretical concept (i.e, this is a case of . . .), but as an event to be 

explained (i.e., the elevation of Cyber Command as a Unified Combatant Command).   

Process tracing can incorporate recurring events or a singular event. Examples of 

recurring events include Congressional hearings, where the Cyber Command commander 

and other DoD senior leaders addressed national security issues related to cyberspace.  

Large scale or large impact cyber-attacks are examples of singular events (e.g., revelation 

of personnel data stolen from the U.S. Office of Personnel Management in 2015).   

Process Tracing Steps 

The sequence used in this dissertation follows the seven steps for process tracing 

outlined by Ricks and Liu.151 The steps are: (1) identify propositions; (2) establish 

 
149 Ibid., 19. 
150 Ibid., 156. 
151 Ricks and Liu, 843. 
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timeline; (3) construct causal graph; (4) identify alternative event or choice at each 

moment; (5) identify counterfactual outcomes; (6) find evidence to support primary 

propositions; and (7) repeat for rival propositions. 

Step one was to identify propositions.  Ricks and Liu used the term hypotheses.  

As stated earlier, this dissertation employs Zegart's National Security Agency Model and 

the term propositions, which conform to her model.  Chapter One outlines the five 

propositions evaluated in the dissertation.   

 The next step was establishing timelines for the design, establishment, and 

evolution of the Cyber Command and then separating the events in accordance with the 

time periods associated with each case study.  The construction of the timeline was one of 

the key and foundational steps in the research process because selecting the key events 

for the organization, its higher headquarters, as well other occurrences in the security 

environment helped to identify the internal and external factors that shaped agency design 

and establishment or drove agency evolution.  Appendix 2 contains the timelines that 

outline the organizational design, establishment, and evolution of Cyber Command. 

The construction of the timeline used information from official organization or 

agency websites and DoD press releases.  Also used were media reports from the New 

York Times and the Washington Post that reported on key events concerning the design, 

establishment, and evolution of Cyber Command.152     

 
152 The initial timeline was later expanded with information collected from media reports from other 

media outlets that reported on U.S. military operations in cyberspace or cybersecurity to provide additional 
details or context to the events reported by traditional news media. 
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The third step was to construct causal graphs.  The causal graphs identified the 

explanatory variables of interest and provided structure for determining the linkages 

between these and the intended outcomes. The causal graphs visually depict the process 

through which the explanatory variables lead to the design, establishment, and evolution 

of Cyber Command. The causal graphs facilitated the identification of the key actors (in 

most cases, from the executive branch) who made choices that could have resulted in the 

intended outcome.   

As discussed by Ricks and Liu, the causal graphs used in this dissertation contain 

some exogenous events (i.e., not all relevant moments are the result of choices), but may 

be "critical junctures that emerge from events."153 Also, the causal graphs contain events 

that do not neatly fit into the causal process under analysis.  For example, the release of 

classified information by a Booz Allen Hamilton contractor, who was not part of Cyber 

Command, affected the ability of the organization to build advocacy and impacted the 

establishment of Cyber Command.  Appendix 3 contains the causal graphs constructed 

and used for this dissertation.  

The fourth step in process tracing was to identify an alternative event or choice at 

each moment on the causal graph.  The challenge here was ensuring that each relevant 

moment identified was theoretically grounded. In other words, there had to be a reason 

for choosing a certain way or for the event to occur in a different manner, as opposed to 

chance.  The identification of an alternative event or choice may yield a rival hypothesis 

to assess later. 

 
153 Ricks and Liu, 844. 
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In the fifth step, the task was to identify counterfactual outcomes based on 

choosing the alternative course of action or the occurrence of an alternative event.  For 

example, if the breach of DoD information networks in 2008 did not take place, would 

Secretary of Defense Gates still choose to place JTF-GNO under the operational control 

of JFCC-NW in November 2008 and set the foundation of Cyber Command?  As with the 

fourth step, the counterfactual outcomes must be theoretically grounded.  Ricks and Liu 

note process tracing can also be conducted with controlled comparisons instead of 

counterfactual outcomes.154  This dissertation focused on one unit of analysis, Cyber 

Command, and the three cases are not comparable based on the research design; thus, 

controlled comparisons were not appropriate.  Because there was no basis for 

comparison, the use of counterfactuals was all the more important, particularly for 

identifying data to collect. 

Ricks and Liu warn that steps one through five should be complete before 

proceeding to data collection.155  For this dissertation, collection of some primary and 

secondary sources was necessary to establish the timelines specified in step two.  It was 

important when collecting data relevant to the timelines to not get ahead and analyze 

some of the data.   

In step six, the task was to find evidence to assess the hypotheses that aligned 

with each case.  Data collection focused on finding evidence that was necessary to 

 
154 Ibid. 
155 Ibid. 
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determine the presence of a causal link.  The data would then be subjected to the four 

process tracing tests.  

Process Tracing Tests 

According to Van Evera, there are four types process tracing tests: Straw-in-the-

Wind Test, Hoop Test, Smoking Gun Test, and the Doubly-Decisive Test.156  The process 

tracing tests conducted and the inferences made for each case are listed in Appendix 10.  

A brief description of each process tracing test used for the dissertation follows. 

The Straw-in-the-Wind Test provides weak evidence that is not certain nor unique 

and lacks the power to confirm or reject the hypothesis. This test is the weakest of the 

process tracing tests.  For example, when testing the hypothesis that the executive branch 

drives the design of Cyber Command, one should expect to discover multiple pieces of 

evidence such as official memoranda or operations orders directing organizational action 

and transcripts of speeches by DoD officials that support the hypothesis.  This evidence 

neither confirms nor or rejects the hypothesis, but should undergo other process tracing 

tests.  Passing the Straw-in-the-Wind Test affirms the relevance of the rival hypothesis, 

but does not confirm it.  Failing the test suggests the hypothesis is relevant, but does not 

eliminate it.     

Hoop tests assess the certainty of the evidence the researcher would expect to 

find.  Hoop test evidence has a degree of certainty, but is not unique; i.e., one expects to 

find the evidence if the hypothesis is true.  Passing the Hoop Test gives little support for 

 
156 Stephen Van Evera, Guide to Methods for Students of Political Science (Ithaca, NY: Cornell 

University Press, 1997), 31. 
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the hypothesis, but failing the test eliminates an explanation.  Hoop Tests are useful for 

eliminating alternative or rival hypotheses.  The strength of the Hoop Test depends on the 

frequency in which the explanation in question occurs.  An example of using the Hoop 

Test in this dissertation is assessing if the legislative branch exercises sporadic and 

ineffective oversight over military cyberspace operations.  One should expect to find 

evidence of sporadic and ineffective congressional oversight of Cyber Command (e.g., 

inconsistent or random hearing schedules and little to no follow up to unsatisfactory 

responses from witnesses).  Failing to discover evidence of sporadic and ineffective 

oversight of Cyber Command would eliminate that proposition.       

Smoking-Gun Tests are not certain, but have a high degree of uniqueness.  

Smoking-Gun Test evidence is the type a researcher wants to find because it is so unique 

that any other explanation besides the proposition under assessment is difficult to 

consider.  Passing the Smoking-Gun test corroborates the explanation, but failing the test 

shows the proposition is not true.  Similar to the Hoop Test, the strength of the evidence 

in favor of a proposition depends on the frequency in which the passing condition occurs.  

Using the same example from the Hoop Test discussed earlier, one should expect to see 

examples of ineffective congressional oversight for the proposition to pass the Smoking-

Gun Test conducted on a haphazard basis.      

Doubly-Decisive Tests use evidence that have a high degree of certainty and 

uniqueness.  This test combines the power of the Hoop Test and the Smoking-Gun Test.  

A researcher can use the Doubly-Decisive Test to confirm the proposition because the 

evidence is necessary and sufficient to support an explanation.  This is the strongest of 
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the process tracing tests and passing eliminates the rival proposition.  An example of the 

application of the Doubly-Decisive Test for this dissertation is assessing how the 

executive branch drives the design of Cyber Command.  Using the Doubly-Decisive Test, 

if one discovered certain and unique evidence that supports the claim that the executive 

branch drives the design of Cyber Command, then passing the test would eliminate the 

rival proposition. 

Step seven repeated step six for rival propositions.  The goal of this step was to 

eliminate as many rival propositions as possible.  The rival propositions (RP) developed 

are the opposite of Zegart's propositions and listed below.  It was interesting to note 

Zegart developed her model because new institutionalism did not adequately explain 

organizational design and evolution for agencies concerned with national security.  Thus, 

confirmation of the alternative propositions would indicate that new institutionalism 

might explain the design, establishment, and evolution of Cyber Command. 

RP1: The legislative branch drives the design of Cyber Command  

RP2: Conflict between the executive and legislative branches regarding the design of 
Cyber Command, did not result in a sub-optimal design 

RP3: The legislative branch drives the establishment / evolution of Cyber Command 

RP4: Congress exercises routine and effective oversight over military cyberspace 
operations 

RP5: The establishment / evolution of Cyber Command cannot be explained by initial 
agency structure, the ongoing interests of relevant political actors, and exogenous 
events  

Techniques to Ensure Validity and Improve Reliability 

There were a number of techniques used to ensure validity and improve reliability 

of the research.  For data collected as part of elite interviews, validity was ensured by 
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conducting a pilot testing of the interview protocol and confirming accuracy of the 

interview transcript with each respondent.  The validity of data collected by document 

analysis was checked by triangulation, i.e., verifying media reports with official 

organizational histories or websites and accounts provided by personnel during 

interviews or vice versa.  Reliability of the research was improved by maintaining a 

journal that included detailed notes of analysis conducted, a catalogue of all data 

collected, and documentation of action taken during each phase. 

As outlined, the research approach and methodology were deemed the most likely 

to effectively answer the research question through the combination of the research 

methods and the data collected.  The next three chapters explore and analyze the design, 

establishment, and evolution of Cyber Command through three case studies.  Table 1 

provides a synopsis of the case studies. 
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Table 1 – Synopsis of Case Studies 
 Chapter 5 Chapter 6 Chapter 7 
 Case One Case Two Case Three 

Time Period May 8, 2008 to 
October 31, 2010 

November 1, 2010 
to April 2, 2014 

April 3, 2014 to 
May 4, 2018 

Focus of DoD 
actions  

Design of Cyber 
Command 

Establishment of 
Cyber Command 

Evolution of Cyber 
Command 

Focus of Cyber 
Command actions  

Building Capability Building Advocacy Building Capacity 

Propositions 
Assessed 

P1: The executive 
branch drives the 
design of Cyber 
Command 
 
P2: There was 
conflict between 
the executive and 
legislative branches 
regarding the 
design of Cyber 
Command, which 
resulted in a sub-
optimal design 
 

P3: The executive branch drives the 
organizational establishment / evolution 
of Cyber Command 
 
P4: Congress exercises sporadic and 
ineffective oversight over military 
cyberspace operations 
 
P5: The establishment / evolution of 
Cyber Command can be explained by 
initial organizational structure, the 
ongoing interests of relevant political 
actors, and exogenous events 
 

Rival Propositions 
Assessed 

RP1: The 
legislative branch 
drives the design of 
Cyber Command  
 
RP2: There was 
conflict between 
the executive and 
legislative branches 
regarding the 
design of Cyber 
Command, which 
resulted in an 
optimal design  
 

RP3: The legislative branch drives the 
establishment / evolution of Cyber 
Command 
 
RP4: Congress exercises routine and 
effective oversight over military 
cyberspace operations 
 
RP5: The establishment / evolution of 
Cyber Command cannot be explained by 
initial agency structure, the ongoing 
interests of relevant political actors, and 
exogenous events 
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Chapter Five:  The Design of Cyber Command 

Chapter Five analyzes efforts by the Department of Defense (DoD) to design a 

single organization with the required authorities and resources to conduct military 

operations in cyberspace and actions taken by Cyber Command to build capability.  The 

case study reviews actions by the DoD that led to the design of Cyber Command, 

attempts by Cyber Command leadership to build capability and endeavors by senior DoD 

officials to enable the command to achieve Full Operational Capability (FOC).  The 

chapter concludes with an assessment of the first two propositions based on Zegart's 

National Security Agency Model as applied to the design of Cyber Command. 

Case One – The Design of Cyber Command and Building Capability 

The purpose of case one is to identify and analyze the factors that shaped the 

design of the United States Cyber Command.  Of special emphasis are changes in the 

DoD directed by Secretary of Defense Gates to address events that occurred in the 

security environment. This case covers the period from May 8, 2008 to October 31, 2010.  

The first date corresponds to the establishment of the Quadrennial Roles and Missions 

Review (QRMR) Cyber Issue Team, which was responsible for reviewing a number of 

issues regarding military operations in cyberspace.  The end date of case one is the date 

when Cyber Command attained Full Operational Capability. 

In this case study, there are two propositions under assessment.  The first 

proposition is: the executive branch drives the initial design of Cyber Command.  One 

should expect to find evidence of directives issued or actions taken by senior DoD 
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leadership to drive the initial design of Cyber Command to confirm the first proposition.  

If the first proposition is denied, one should find a lack of evidence from the DoD.   

The second proposition in this case study is: there was conflict between the 

executive and legislative branches regarding the design of Cyber Command, which 

resulted in a sub-optimal design.  For the second hypothesis to be confirmed, one should 

find evidence of conflict between the president or the DoD and Congress regarding the 

design of Cyber Command, which resulted in a sub-optimal design.  If the second 

proposition is denied, one should expect to see an optimal organizational design. 

The Design of Cyber Command 

The DoD was aware of the increasing significance of information as part of the 

changing character of war as early as 1997.  In a report published that year, the National 

Defense Panel presciently stated,  

The very context of war and battle could change dramatically over the 
next generation as enemies find ways to deny us access to contested 
regions, attack our information systems, and strike at our deployed forces 
or citizens with chemical and biological weapons. They will seek 
asymmetric means to overcome our forces and our will. If we fail to 
anticipate such new challenges and if we fail to change commensurately 
over the next twenty years, our ability to protect U.S. interests will 
inexorably erode.157 
 
The 1997 National Defense Panel recommended changes to the 1996 Unified 

Command Plan (UCP) to address future security challenges, such as making Space 

Command responsible "for managing information infrastructure on a global scale and 

 
157 Report of the National Defense Panel. Transforming Defense: National Security in the 21st 

Century, (Washington, DC: Government Printing Office, 1997), 1. 
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providing support and immediate access by combat commanders."158  This change took 

place when Space Command took operational control of Joint Task Force for Computer 

Network Defense (JTF-CND) in 1999.159 As noted in Chapter Two, the DoD renamed 

JTF-CND to Joint Task Force for Computer Network Operations (JTF-CNO) and 

assigned it responsibility for offensive military cyberspace operations in 2001. In October 

2002, the DoD transferred responsibility for the tasks performed by Space Command 

(e.g., operational control of JTF-CNO, information operations, and space operations) to 

Strategic Command.  Change 2 of the 2002 UCP reflected this new structure.160 

As the significance of cyberspace operations grew, the DoD updated the UCP to 

adapt to advances in technology.  The 2006 UCP specified ten major responsibilities for 

Strategic Command, most of them related to nuclear forces and weapons.  The DoD also 

made Strategic Command responsible for conducting information operations (which 

included computer network attack, computer network defense, electronic warfare, 

operations security, psychological operations, and military deception) and coordinating 

the DoD global information network.161  The 2006 UCP was in effect when the DoD 

began contemplating changes on how to better organize for cyberspace operations.   

Assessments	of	DoD	Cyber	Capabilities	and	Organizations	in	2008	
 

The U.S. military had already been conducting cyberspace operations for more 

than ten years when Secretary of Defense Gates directed the creation of Cyber Command.  

 
158 Ibid., 72. 
159 U.S. Strategic Command, "History," current as of January 2018, accessed September 6, 2020, 

https://www.stratcom.mil/About/History/. 
160 Drea, et. al., 87. 
161 Department of Defense, Unified Command Plan, (Washington, DC: GPO, 2006), 14. 
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In early 2008, the Department of Defense looked at ways to fix "a complicated 

arrangement of cyber capabilities and organizations."162  These efforts included the 

Quadrennial Roles and Missions Review (QRMR), an assessment by the Joint Staff 

focused on the 2008 UCP; and an independent assessment conducted by the Institute of 

Defense Analysis. 

2008 Quadrennial Roles and Missions Review 

On May 8, 2008, Secretary Gates approved the Terms of Reference for the 

Quadrennial Roles and Missions Review.  Secretary Gates charged the personnel 

responsible for conducting the QRMR to "develop recommendations for aligning the 

functions and core competencies of the Department to improve the effectiveness of 

operations and joint interdependencies."163   Section 941 of the National Defense 

Authorization Act for Fiscal Year 2008 directed the Secretary of Defense to conduct a 

comprehensive review "of the roles and missions of the armed forces and the core 

competencies and capabilities of the DoD to perform and support such roles and 

missions."164  The QRMR team also included four emerging focus areas in its review: 

Irregular Warfare; Intra-theater Airlift; Unmanned Aerial Systems; and Cyberspace.165 

The Office of the Under Secretary of Defense for Policy and Strategic Command 

were the two lead organizations for the QRMR Cyber Issue Team.166  The Cyber Issue 

 
162 Warner, “U.S. Cyber Command's Road to Full Operational Capability,” 122. 
163 Robert M. Gates, "Memorandum for Department of Defense, May 8, 2008, Subject: 2008 
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Team consisted of four smaller teams that analyzed various issues regarding military 

cyberspace operations: Emerging Structure; Force Development; Force Employment; and 

Assessment.167  Members of the different teams were military personnel and career civil 

servants who had vast experience in cyberspace operations or related fields, such as 

intelligence, information operations, or electronic warfare, as well as lawyers from the 

DoD Office of the General Counsel.168 

 The Cyber Issue Team presented seven initiatives focused on developing, 

structuring, and employing the DoD cyberspace force.169 Three key initiatives would 

impact the design and establishment of Cyber Command: the establishment of adaptable 

and responsive organizations and processes; development of a professional cyberspace 

force, and modification of DoD acquisition processes for cyberspace capabilities to be 

"more responsive to warfighter requirements."170  These initiatives later manifested in the 

establishment of the Cyber Command, the Cyber Mission Force, and the Capabilities 

Development Group, respectively.  Chapters Six and Seven explore the outcomes of these 

initiatives in greater detail. 

Joint Staff Unified Command Plan Assessment 

Around the same time as elements of the Office of the Secretary of Defense and 

Strategic Command conducted the QRMR, the Joint Staff conducted an assessment of the 

2006 UCP.  This assessment focused on the assignment of responsibilities to the newly 
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formed Africa Command, along with missile defense and cyberspace responsibilities that 

were ultimately assigned to Strategic Command in the 2008 UCP.171  

Cyberspace was an emerging mission for the DoD and was not specifically 

addressed in the 2006 UCP.  Secretary of Defense Rumsfeld directed the Joint Staff to 

explore the creation of a cyber command in February 2006.172  However, the initiative did 

not gain much traction before Secretary Rumsfeld departed the DoD in December 2006.   

Robert M. Gates was sworn in as the Secretary of Defense on December 18, 

2006.173  Based on guidance from Secretary Gates, the Joint Staff developed and 

analyzed different courses of action to better organize the DoD cyber efforts.174  Under 

the 2006 UCP, Strategic Command was responsible for planning and conducting 

information operations, including Computer Network Attack and Computer Network 

Defense, but no organization had responsibility for planning and synchronizing military 

action in cyberspace for all elements within the DoD.   

As discussed in Chapter Three, the DoD had JFCC-NW to conduct offensive 

actions and JTF-GNO for defensive actions.  Both organizations had commanders who 

had other duties using a dual-hat leadership arrangement (Director of NSA and Director 

of DISA, respectively) and reported to the commander of Strategic Command for 

guidance related to cyberspace operations.  The primary responsibility of Strategic 
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Command was preparing for and deterring global thermonuclear war.  The flaws in this 

arrangement would manifest later during Operation Buckshot Yankee.   

The findings of the Joint Staff Assessment were presented to the Joint Chiefs of 

Staff and other senior DoD and military leaders in a forum known as the "Tank" in 

August 2008.175  The existence of Tank meetings is unclassified.  However, the 

deliberations are sensitive and classified and not readily available to the public.  The 

briefings provided to the attendees were classified and considered pre-decisional working 

papers, which made them exempt from release under the Freedom of Information Act.   

The Joint History Office, which falls under the Office of the Chairman of the 

Joint Chiefs of Staff, documented that the deliberations took place in History of the 

Unified Command Plan 1946–2012.  Therefore, there is little publicly available 

information about what was discussed regarding the Joint Staff assessment regarding 

military operations in cyberspace, besides this official history.  However, it appeared 

some of the decisions were later captured in the 2008 UCP because the cyberspace 

responsibilities for Strategic Command changed substantially from the cyberspace 

responsibilities specified in the 2006 UCP.  The changes in responsibilities would later 

present challenges for the DoD during Operation Buckshot Yankee. 

Institute for Defense Analyses (IDA) Assessment 

In June 2008, the Institute for Defense Analyses, began an independent study to 

assess the command and control (C2) and authorities of DoD cyber organizations.176  
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General Larry Welch, former Chief of Staff of the Air Force, led the assessment team.  

As a federally funded research and development center, IDA had not only a quality 

civilian research staff, but several military officers serving as research fellows.  The 

military fellows had extensive experience in military and joint operations and were 

generally acknowledged as subject matter experts within their respective services.177  

Besides General Welch, the team conducting the Cyber C2 Assessment were senior 

researchers and hand-picked military fellows with backgrounds in intelligence, 

information operations, and acquisition.178  

The IDA Cyber C2 Assessment, presented to the Joint Chiefs of Staff on 

September 19, 2008, stated the command-and-control structure for DoD cyber 

organizations was sub-optimal.179  Because of the nature of the study, the information 

was classified and not released to the public.  Further, the information was intended only 

for senior DoD officials and military officers and declared pre-decisional and not subject 

to Freedom of Information Act requests.  It is unknown if the specific findings of the IDA 

Cyber C2 Assessment aligned with the recommendations of the 2008 Quadrennial Roles 

and Missions Review Report and the Joint Staff UCP assessment.  However, based on 

subsequent events, it is reasonable to infer that the DoD had a complicated arrangement 

with regard to the command and control and division of labor for cyberspace operations. 
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While the DoD was assessing its ability to plan, synchronize, and conduct 

cyberspace operations, an unprecedented intrusion on its information networks took 

place.  The response to the intrusion, Operation Buckshot Yankee, would provide a 

"wake up call" to DoD leaders to examine the authorities, capabilities, organizations, and 

conduct of military operations in, from, and through cyberspace.180 

Operation	Buckshot	Yankee	
 

In early-to-mid 2008, the DoD experienced the most significant breach (up to that 

time) of its information networks.181  According to General Alexander, the NSA detected 

malware on the Secret Internet Protocol Router Network (SIPRNet) on or about October 

14, 2008.182  The SIPRNet is a classified DoD information network.  As discussed in 

Chapter Two, malicious computer code hidden on a portable data drive was inserted on 

the unclassified and classified networks at a Central Command headquarters location in 

the Middle East.   The agent.btz virus was soon transmitted to U.S. military bases and 

organizations around the world.  This was the malware the NSA detected in October. 

The responsibility for synchronizing the efforts to disinfect and protect over 2.5 

million computers in 3,500 DoD organizations in 99 countries rested with JTF-GNO.183  

 
180 Interview with Jason Healey, July 2, 2020.  Healey states the same in A Fierce Domain: Conflict in 

Cyberspace, 1986 to 2012, location 1738 Kindle. 
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The DoD response, Operation Buckshot Yankee, lasted over 14 months.184  The foreign 

intelligence intrusion of the military’s networks required a combined effort by JTF-GNO 

and JFCC-NW.  The two organizations had different, but complementary, authorities and 

capabilities.  To enhance unity of effort, JTF-GNO was placed under the operational 

control of JFCC-NW.185  JFCC-NW coordinated and developed tactics, techniques, and 

procedures for offensive cyber tools to deter future intrusions while JTF-GNO cleaned 

and bolstered the DoD information networks.  Despite the impressive technical 

capabilities of the JTF-GNO and JFCC-NW, neither was fully prepared to conduct the 

full range of tasks required for cyber conflict.  

One of the issues for the JTF-GNO was a lack in technical capability to exploit 

malware once identified – i.e., gathering intelligence on the perpetrator and origin of the 

cyber-attack rather than eradicating the malware.  Electronic spying, or exploitation, was 

the responsibility of the National Security Agency.  The authorities specified in Title 50 

of the United States Code limit what the NSA can collect and the types of operations the 

agency can conduct.  Without special approval, NSA activities had to focus on the 

collection and analysis of foreign communications intelligence.   

Operation Buckshot Yankee revealed there was great confusion within the 

Department of Defense and among the Military Departments and Combatant Commands 

regarding responsibility and authority for cyber operations.  A forward command post of 

 
184 Martin Matishak, "A decade after Russia hacked the Pentagon, Trump unshackles Cyber 
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Central Command was the location where the virus first entered the network and spread 

to other military organizations.186  That meant Central Command bore part of the 

responsibility for responding.  All of the Military Departments managed separate 

networks connected to the exploited network and were susceptible to infection by the 

agent.btz virus.  The connectivity of the networks became problematic in determining 

who had responsibility for responding because the networks crossed multiple boundaries. 

This mix of authorities and responsibilities led to uncoordinated, conflicting, and 

unsynchronized guidance via multiple channels.  The myriad of DoD, joint, and Military 

Department directives contributed to confusion at the execution level, causing operators 

and leaders to question which procedures were appropriate to address the intrusion.187  

The DoD discovered during Operation Buckshot Yankee it possessed the 

technical capabilities required to respond to the incursion on its networks.  However, the 

subordinate organizations that possessed the needed capabilities required coordination, 

synchronization, and de-confliction of authorities to successfully conduct the cleanup 

operation.  To reduce the complexity involved with synchronization and de-confliction, 

Secretary Gates placed the JTF-GNO under the operational control under Lieutenant 

General Alexander, who was already serving as the Director of the NSA and the 
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Commander of JFCC-NW.188  As discussed in Chapter Two, this new task organization 

set the foundation for what would soon become Cyber Command.   

The realignment of operational control under Lieutenant General Alexander and 

JFCC-NW reduced some of the complexity encountered by the DoD in synchronizing 

cyberspace operations.  However, the change in operational control did not resolve some 

of the issues encountered at the Combatant Command level.  On December 17, 2008, 

shortly after Secretary Gates placed JTF-GNO under Lieutenant General Alexander, 

President Bush approved the 2008 Unified Command Plan.  The 2008 UCP made 

Strategic Command largely responsible for cyberspace operations across the DoD and 

specified eight cyberspace related tasks for Strategic Command:  

(1) directing Global Information Grid operations and defense;  

(2) planning against cyberspace threats;  

(3) coordinating with other Combatant Commands and U.S. government agencies prior to 
conducting cyberspace operations that crossed areas of responsibility; 

(4) providing military representation to U.S. national agencies, U.S. commercial entities, 
and international agencies for matters related to cyberspace;  

(5)  advocating for cyberspace capabilities;  

(6) integrating theater security cooperation activities, deployments, and capabilities that 
support cyberspace operations in coordination with the geographic combatant 
commanders;  

(7) planning Operational Preparation of the Environment (OPE), and  

(8) when directed, executing or synchronizing OPE in coordination with the geographic 
combatant commanders; and executing cyberspace operations, as directed. 189   

 
188 Gates, “Memorandum for Department of Defense, 12 November 2008, Subject: Command and 

Control for Military Cyberspace Missions.” 
189 Department of Defense, Unified Command Plan, (Washington, DC: GPO, 2008), 29. 



 
 

100 
 

When the cyber tasks were combined with the tasks associated with maintaining 

and planning for the use of the U.S. nuclear arsenal, Strategic Command had a daunting, 

if not overwhelming, set of responsibilities.  In the view of one senior military officer, the 

focus on the nuclear arsenal detracted from the ability of Strategic Command to 

effectively synchronize cyberspace operations.190  In this context, Operation Buckshot 

Yankee may have provided the impetus for creating Cyber Command.191 

Secretary	Gates	Directs	the	Creation	of	Cyber	Command	
 

Secretary Gates directed Strategic Command to "establish a subordinate unified 

command designated as U.S. Cyber Command" on June 23, 2009.192  In his directive, 

Secretary Gates specified the following: his intent for the official serving as Director of 

the NSA to also serve as the commander of Cyber Command (i.e., a dual-hat leadership 

arrangement); deadlines for Cyber Command to attain Initial Operational Capability 

(IOC) and Full Operational Capability (FOC); the disestablishment of the JFCC-NW and 

JTF-GNO; and the development of an Implementation Plan (I-Plan) that outlined a 

phased approach for how the command would meet the conditions for IOC and FOC.193   
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Secretary Gates stated he would recommend the president designate the position 

of Director of the NSA and commander of Cyber Command as a position of national 

importance and require an officer in the grade of General or Admiral.  This would require 

a nomination by the president and confirmation by the Senate.  Secretary Gates made his 

made his recommendation to President Obama on October 16, 2009.194  Congress 

received President Obama's nomination of Lieutenant General Alexander for appointment 

to the rank of General and commander of Cyber Command on October 20, 2009.195  It 

would take over six months before the Senate Armed Services Committee (SASC) 

convened the confirmation hearing for General Alexander. 

Part of the delay in confirming General Alexander was uncertainty and 

unfamiliarity with the application of military action in or through cyberspace.  Perhaps 

even more uncertain was the need for Cyber Command.  As discussed earlier, cyberspace 

was an emerging mission area for the DoD in 2010.  Two documents regarding national 

interests in cyberspace, NSPD-54/HLSD-38 and the National Military Strategy for 

Cyberspace Operations, were classified and not publicly available. 

While General Alexander awaited his confirmation hearing, the newly formed 

Cyber Command set about completing the tasks in the Implementation Plan (I-Plan).  In 
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his memo, Secretary Gates requested an implementation plan from the commander of 

Strategic Command that specified the following: 

• mission, roles, and responsibilities of Cyber Command; 

• command and control, reporting and support relationships with Combatant 
Commands, Military Services, and U.S. Government departments and agencies; 

• minimum requirements to achieve IOC and FOC; and 

• accountability measures with Service and DISA network operating centers.196   
 
Submitted on September 1, 2009 by General Chilton to Secretary Gates, the I-Plan 

specified 13 tasks Cyber Command had to complete to attain IOC.197 

Setting	the	Conditions	to	Attain	Initial	Operational	Capability	

Guiding Cyber Command through the myriad of tasks was a group of specially 

selected officers charged with executing the I-Plan.  The Implementation Planning Team, 

also called "the Four Horsemen" by General Alexander, was responsible for "hammering 

out the plan to build the country’s first cyber warfare command."198  The key tasks 

completed under the coordination of the "Four Horsemen" included: establishment of a 

joint staff; transfer of the JTF-GNO responsibilities to Cyber Command; establishment of 

a Joint Operations Center; establishment of effective command and control measures for 

active missions; and establishment of support mechanisms within the DISA.  Most, if not 
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all, of the key tasks were complete by the time the Senate confirmed General 

Alexander.199   

In addition to coordinating and monitoring the completion of the tasks contained 

in the I-Plan, the "Four Horsemen" were responsible for helping General Alexander 

explain what a cyber warfare unit should look like and how it contributed to national 

security.  The primary audience was Congress, other key influencers, and potential 

advocates within the National Capital Region, such as former Director of National 

Intelligence Mike McConnell.200   The "Four Horsemen" brought in a graphic artist (with 

a Top-Secret security clearance) to create story boards to help explain the need for and 

purpose of Cyber Command.   Those story boards were used by General Alexander in 

numerous briefings to "dubious Pentagon officials, the leaders of the existing Combatant 

Commands and congressional members."201  

Confirmation	Hearing	for	General	Alexander	
				

General Alexander appeared before the Senate Armed Services Committee 

(SASC) for his confirmation hearing on April 15, 2010.202  A question on the minds of 

many of the committee members was whether or not the newly created command had 

sufficient policy and law and guidance to conduct military cyberspace operations.  

Senator Carl Levin noted "capabilities to operate in cyberspace have outpaced the 
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development of law, policy and precedent to guide and control these operations."203   

Senator John McCain stated there were concerns about "the role, mission, legal 

authorities, and rules of engagement" for Cyber Command.204 These statements by the 

committee chairman and ranking member highlight how some members of the SASC 

may have been apprehensive about the laws and policies governing military operations 

in, from, and through cyberspace.  A gap in law or policy could negatively impact 

congressional oversight. 

One of the advance questions addressed oversight of offensive cyber warfare. 

General Alexander was asked if there was a substantial mismatch with the laws or 

policies concerning cyberspace operations and the U.S. military's offensive cyber 

capabilities. General Alexander acknowledged there was a mismatch, but also stated 

"there are sufficient law, policy, and authorities to govern DoD cyberspace 

operations."205  Further, he referred to the requirement in Secretary Gates' memo for the 

Under Secretary of Defense for Policy to lead a review of policy and strategy to develop 

a comprehensive approach to DoD cyberspace operations.  That review was underway 

when the SASC met to confirm General Alexander for appointment to Cyber Command.  

Another concern for the SASC was oversight of offensive cyberspace operations.  

Senator Levin stated, "an action to penetrate a network in order to collect intelligence is 
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deemed by experts to be virtually identical to the steps one would take to prepare the 

target for offensive operations."206  In this example, oversight of the first action 

(intelligence collection) is approved under intelligence authorities and reported to the 

intelligence committees.  Oversight of the second action (target preparation) would be the 

responsibility of the House and Senate Armed Services Committees.  Senator Levin 

asked General Alexander if he thought it was appropriate that he report all offensive 

cyberspace operations to the Armed Services Committees.  General Alexander agreed it 

was appropriate.  However, as the DoD would discover later, the issue was not about 

distinguishing between an intelligence operation in cyberspace and target preparation for 

a future offensive cyberspace operation.  The issue was whether or not to conduct a 

cyber-attack, which could lead to the loss of access to an adversary network for future 

intelligence collection. 

Some members of the SASC were also uncertain about appointing a career 

intelligence officer as a subunified combatant commander.  Senator Levin acknowledged 

the committee's misgivings at the start of the hearing.  Although General Alexander 

served as the Commanding General of the U.S. Army Intelligence and Security 

Command and commander of the JFCC-NW, he did not have experience commanding 

large formations of combat forces.  General Alexander spent much of his career as the 

principal intelligence officer in military organizations and provided staff estimates and 

intelligence recommendations to commanders of combat forces.   When compared to the 

command assignments of the other officers who appeared before the SASC in 2009, 
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Senator Levin's comment is understandable.207  Despite the concerns of the SASC 

regarding his ability to command at that level, General Alexander clearly had the 

technical expertise and experience concerning military cyberspace operations.208 

Additionally, it appeared the SASC recognized an emerging need to be able to defend 

national interests in and through cyberspace.  

The Senate confirmed the appointment and assignment on May 7, 2010.209  

General Alexander assumed command of Cyber Command during a ceremony at Fort 

Meade, Maryland on May 21, 2010.210 Secretary Gates presided over the ceremony, 

which included promotion from Lieutenant General to the rank of General.  General 

Alexander became the fourth member of the Class of 1974 from the United States 

Military to become a four-star general, joining Martin Dempsey, David Petraeus, and 

Walter "Skip" Sharp.211  General Chilton, commander of Strategic Command, later 
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informed Secretary Gates that as a result of Alexander's assumption of command, Cyber 

Command met the conditions to attain Initial Operational Capability.212   

Initially, Secretary Gates directed Cyber Command to attain IOC by October 

2009.  However, there was no commander at that point.  The exact requirements for 

Cyber Command to attain IOC were specified by Strategic Command in Operational 

Directive (OPDIR) 10-001.  Strategic Command published an announcement on May 21, 

2010, which stated Cyber Command had met the conditions for IOC.  OPDIR 10-001 is a 

classified document, so the specific conditions for IOC are not publicly available, but it is 

reasonable to infer tasks listed in the I-Plan supported meeting the conditions for IOC.  

Having attained IOC, the next task for Cyber Command was to attain FOC. 

Setting	the	Conditions	for	Attaining	Full	Operational	Capability	
 

Shortly after Cyber Command attained IOC, the "Four Horsemen" moved to other 

assignments.213  However, Cyber Command still had to attain FOC no later than October 

2010 to comply with the directive from Secretary Gates.214  Attaining FOC would be the 

responsibility of the newly established Cyber Command staff.  When Strategic Command 

announced Cyber Command attained IOC, the following tasks were listed as required 
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prior to attaining FOC: create a robust, transparent process to receive and provide 

feedback submitted by the Combatant Commands, services, and agencies; consolidate the 

requirements processes of the JFCC-NW and JTF-GNO; receive delegated Strategic 

Command UCP authorities to synchronize cyberspace planning; and transform the cyber 

liaison structure into Cyber Support Elements for each command.215 

General Chilton sent a letter to Secretary Gates on September 21, 2010 

recommending that the attainment of FOC for Cyber Command should be based on 

meeting certain conditions for operating instead of a specific date.216  The conditions he 

recommended for FOC were based on the ability of Cyber Command to accomplish tasks 

related to 2008 UCP responsibilities.  The attainment of FOC required Cyber Command 

to have the ability to: direct the operation of DoD networks; conduct active and passive 

defense of DoD networks; conduct defensive cyberspace operational planning; execute 

offensive cyberspace operations; and support Combatant Command global and theater 

plans.217  General Chilton also identified two key shortfalls to attaining FOC: the 

authority to secure, defend, and operate DoD networks on a global scale and service 

component forces to accomplish the tasks specified by UCP or the Secretary of Defense. 

Addressing the first issue required Secretary Gates to approve the global 

campaign plan, GLADIATOR PHOENIX, which provided Cyber Command the 

 
215 U.S. Strategic Command, "USCYBERCOM Announcement Message," May 21, 2010, accessed 

August 18, 2019, https://nsarchive.gwu.edu/briefing-book/cyber-vault/2016-01-20/united-states-
cyberspace-military-organization-policies-activities. 

216 Kevin P. Chilton, "Memorandum for the Secretary of Defense, Subject: Full Operational Capability 
(FOC) of U.S. Cyber Command (USCYBERCOM)," September 21, 2010, accessed August 18, 2019, 
nsarchive.gwu.edu/briefing-book/cyber-vault/2016-01-20/united-states-cyberspace-military-organization-
policies-activities. 

217 Ibid. 
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authority to successfully operate and defend DoD networks.  The second issue soon 

resolved as the Military Services reorganized or established the organizations that would 

support Cyber Command: Army Cyber Command; Fleet Cyber Command/10th U.S. 

Fleet; 24th Air Force/Air Forces Cyber; and Marine Corps Forces Cyberspace Command.  

Although these two gaps continued and presented risk to DoD cyberspace 

operations early on, Admiral Michael Mullen, Chairman of the Joint Chiefs of Staff, and 

his Vice Chairman, General James V. Cartwright, recommended that Cyber Command 

met the intent of Secretary Gates' June 2009 memorandum and attained FOC.218 Deputy 

Secretary of Defense Lynn concurred with the recommendation on October 31, 2010.219  

The design of Cyber Command was complete and the new organization had built the 

capability to conduct military cyberspace operations.   

Analysis of Case One 

The first case study explored events regarding DoD efforts for the design of 

Cyber Command and Cyber Command's efforts to build capability.  This section assesses 

the first two propositions based on the results of process tracing tests conducted on the 

events explored and evidence collected. 

Key events or activities that contributed to DoD efforts toward the initial design 

of Cyber Command include: the directive by the Secretary of Defense Gates to create 

Cyber Command; the placement of the JTF-GNO under the operational control of the 

JFCC-NW and General Alexander; changes to the Unified Command Plan approved by 

 
218 Warner, “U.S. Cyber Command's Road to Full Operational Capability,” 133. 
219 Ibid. 
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President Bush in December 2008; the nomination of General Alexander by President 

Obama to become the first commander of Cyber Command; the recommendation by 

General Chilton, Commander of Strategic Command, to base the attainment of FOC on 

when Cyber Command met certain conditions, rather than a fixed date; the 

recommendation by Admiral Mullen and General Cartwright to approve FOC for Cyber 

Command; and approval of FOC by Deputy Secretary of Defense Lynn. 

Key events or activities that contributed to the efforts of Cyber Command to build 

capability include the work completed by the "Four Horsemen" to build a new 

organization from two organizations (JFCC-NW and JTF GNO) and efforts by General 

Alexander to obtain the necessary support for Senate confirmation, which led to his 

appointment as the commander of Cyber Command (and the attainment of IOC for the 

organization).   

Proposition 1: The Executive Branch Drives the Design of Cyber Command 

The executive branch drove the design of Cyber Command, which resulted in the 

attainment of FOC.  The evidence presented that decisively supports Proposition 1 

includes: the directive by the Secretary of Defense to create Cyber Command; the 

nomination of General Alexander by President Obama; the recommendation by General 

Chilton, commander of Strategic Command, to base FOC on Cyber Command meeting 

certain conditions; the recommendation by Admiral Mullen and General Cartwright to 

approve FOC for Cyber Command; and the approval by Deputy Secretary of Defense 

Lynn to declare FOC for Cyber Command. 
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Proposition 2: There was conflict between the executive and legislative branches 

regarding the design of Cyber Command, which resulted in a sub-optimal design 

The initial design of Cyber Command was sub-optimal. The organization lacked 

the required authorities and forces to accomplish all of the tasks specified by the Unified 

Command Plan.  Further, the dual-hat leadership arrangement required the director of an 

intelligence collection agency to also serve as the commander of a warfighting unit.  Last, 

two organizations shared not only a leader, but a few key personnel who had unique and 

highly sought-after skills.  This resulted at times in a competition for intellectual capital 

as well as conflict between intelligence collection and warfighting for those personnel 

who supplied their expertise to both organizations. 

The sub-optimal design was not a result of direct conflict or compromise between 

the executive and legislative branches regarding the design of Cyber Command.  Rather, 

the evidence suggests that the threat of conflict between the executive and legislative 

branches contributed to a sub-optimal design.  Richard A. Clarke, former Special Advisor 

to President George W. Bush, stated the DoD “created a new military command to 

conduct a new kind of high-tech war, without public debate, media discussion, serious 

congressional oversight, academic analysis, or international dialogue.”220 Clarke rightly 

asserts there was no serious congressional oversight with regard to the design of Cyber 

Command.  Although there was an extended period of time between the nomination of 

General Alexander by President Obama to the date of confirmation for appointment to 

lead Cyber Command, there is no evidence of stalling by members of the SASC. There 

 
220 Clarke and Knake, location 42 Kindle. 
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was also no evidence discovered of tension between Congress and the DoD regarding the 

creation or design of Cyber Command. Further, there was no evidence of conflict 

between the executive and legislative branches to indicate the need for compromise with 

respect to the design of Cyber Command.   

 However, there was conflict between the two branches regarding the size of the 

DoD and its components; including the number of Combatant Commands.  The creation 

of Cyber Command occurred between the establishment of Africa Command 

(AFRICOM) and the disestablishment of Joint Forces Command (JFCOM).  The 

establishment of AFRICOM brought no new jobs to a U.S. Congressional district because 

its headquarters was in Stuttgart, Germany.  The creation of Cyber Command meant 

more jobs and a boost for the local economy near Fort Meade, Maryland.  Closing 

JFCOM meant the loss of jobs in the Tidewater region of Virginia.   

Secretary Gates announced that he was closing JFCOM, headquartered at Norfolk 

Naval Base, Virginia in August 2010 as part of budget reforms for the DoD. 221   Senator 

Mark Warner expressed his displeasure with the announcement and challenged the lack 

of transparency on the part of the DoD.222 He co-sponsored an amendment to the 

National Defense Authorization Act for Fiscal Year 2011 with his colleague from 

Virginia, Senator Jim Webb.  Section 953 of S.Amdt 4667 to S.3454 stipulated 

conditions the president had to meet before disestablishing JFCOM.223  There was no 

 
221 Larry Shaughnessy, "Gates proposes cutting Joint Forces command from defense budget," August 

10, 2010, accessed January 7, 2021, 
http://www.cnn.com/2010/POLITICS/08/09/gates.joint.forces/index.html. 

222 Mark Warner, "Challenging Pentagon Decision on JFCOM," September 28, 2010, accessed January 
7, 2021, https://www.warner.senate.gov/public/index.cfm/2010/9/challenging-pentagon-decision-on-jfcom. 

223 Cong. Rec., 111th Cong., 2nd sess., 2010, vol. 156, no. 132, S7638. 
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action taken on the amendment.224 However, this would not be the last time Congress 

attempted to influence the Unified Command Plan through legislation.   

The emphasis by Secretary Gates on keeping costs low may have contributed to 

the sub-optimal design of Cyber Command.  The U.S. was in the middle of a financial 

recession for most of the time period addressed by this case study.  Efficiencies could be 

gained by using pre-existing organizations and reassigning personnel into new duty 

positions.  An example was the placement of the JTF-GNO under the operational control 

of the JFCC-NW in November 2008.  Those two organizations provided the basic 

structure for Cyber Command in June 2009. 

Cyber Command was created by combining parts of two different military 

organizations with very different missions and cultures.225  The intent was to more 

efficiently and effectively respond to the most serious breach of DoD information 

networks.  Despite the considerable efforts of the "Four Horsemen" to execute the I-Plan 

for Cyber Command, there was a lack of experienced personnel to assign to the 

headquarters, few operational units from the Military Services, and little in the way of 

DoD level policy and joint doctrine regarding military cyberspace operations.226   

The manning shortfalls would not become apparent until General Alexander 

departed.  About a year after assuming command, Admiral Michael S. Rogers, testified 

about the sub-optimal design of Cyber Command before the SASC:  

 
224 U.S. Congress, "S.Amdt.4667 to S.3454," September 28, 2010, accessed January 7, 2021, 

https://www.congress.gov/amendment/111th-congress/senate-
amendment/4667/actions?q=%7B%22search%22%3A%5B%22webb%22%5D%7D&r=438&s=4. 

225 Interview with Officer-in-Charge; Expeditionary Cyber Support Element for JFCC-NW, later U.S. 
Cyber Command, August 6, 2020. 

226 Interview with Bob Gourley, June 2, 2020 and interview with Jason Healey, July 2, 2020. 
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The organization had been well scoped and granted the authorities 
necessary to do our work. The bad news was that USCYBERCOM was 
built from the ground up by cutting manning to the bone, initially 
sacrificing vital support functions and institutional infrastructure to build 
mission capabilities as fast as possible.227 
 

The design of Cyber Command was sub-optimal, but not because of direct conflict 

between the executive and legislative branches over the organizational design. The threat 

of conflict, as illustrated by Senator Warner's actions regarding the closing of JFCOM, 

may have limited how far the DoD would push in the design of Cyber Command. 

Counterfactuals,	Alternative	Choices,	and	Rival	Propositions	
 
Counterfactuals 

Part of process tracing includes the consideration of counterfactuals.  For case 

one, the only counterfactual considered was: would the DoD have sought to create a 

Cyber Command if the DoD information networks had not been infected with the 

agent.btz virus?  It is possible, based on the results of the three different assessments 

conducted in 2008, especially the QRMR recommendation to establish adaptable and 

responsive cyberspace organizations and processes.  However, it is also possible that the 

DoD would have kept the status quo (i.e., JFCC-NW and JTF-GNO) because there was 

no compelling need for them to coordinate on a larger scale prior to Operation Buckshot 

Yankee. 

 
227 U.S. Congress, Senate, Committee on Armed Services, Department of Defense Authorization for 

Appropriations for Fiscal Year 2016 and the Future Years Defense Program, 114th Cong., 1st sess., 2015, 
415. 
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Alternative Choices 

Another part of process tracing is the consideration of alternative choices.  In this 

instance, the alternative choices are somewhat limited.  Instead of creating Cyber 

Command, Secretary Gates could have maintained the status quo, or chosen some other 

command and control design.  However, since any discussion regarding the consideration 

of those choices are not publicly available, it is difficult to assess the feasibility and 

suitability of a different design for cyberspace command and control.  It is reasonable to 

speculate that one possible alternative was to create Cyber Command as a unified 

combatant command from the beginning.  However, that alternative becomes less likely 

because of the shortfall in qualified personnel to assign to both Cyber Command and the 

NSA.  Further, given the difficulty in explaining the need for a subordinate unified 

combatant command oriented on cyberspace operations, it appears that Secretary Gates 

chose the alternative that was likely to be acceptable to stakeholders (i.e., Congress and 

the Intelligence Community). 

Rival Propositions 

Based on the outcome of the analyses of counterfactuals and alternative choices 

for case one, it is apparent that the two rival propositions are not viable.  There is no 

evidence that the legislative branch drove the design of Cyber Command.  Also, Admiral 

Rogers' testimony regarding the sub-optimal design of Cyber Command as well as the 

lack of assigned forces provide strong evidence against the second proposition.  There 

was no actual conflict or threat of conflict between the executive and legislative branches, 

that resulted in an optimal design of Cyber Command. 
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Conclusion 

The design of Cyber Command marked the culmination of almost 20 years of 

work by the DoD to better conduct military cyberspace operations.  Created during a 

crisis, Cyber Command provided the DoD with defensive and offensive cyberspace 

capabilities in one organization, closely linked to the NSA.  The shared location at Fort 

Meade and the dual-hat leadership arrangement where General Alexander commanded 

Cyber Command and served as the Director of the NSA facilitated access to crucial 

cryptologic and signals intelligence to support military cyberspace operations. The 

combination of authorities and capabilities organic to Cyber Command provided the 

Combatant Commands, Intelligence Community, and other U.S. Government agencies a 

single entity to synchronize and coordinate military operations in cyberspace in support 

of the National Defense Strategy and U.S. interests.  

Two issues faced Cyber Command after attaining FOC: establishment as a 

subordinate unified combatant command and building advocacy among members of the 

executive and legislative branches and other stakeholders.  Chapter Six explores these 

two phenomena with respect to the three remaining propositions based on the National 

Security Agency Model. 
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Chapter Six: The Establishment of Cyber Command 

Chapter Six investigates actions by the Department of Defense (DoD) to establish 

the recently created Cyber Command as a fully functional organization able to 

accomplish tasks specified by the Unified Command Plan (UCP) and the work by Cyber 

Command leadership to build advocacy among members of the executive and legislative 

branches and other stakeholders.  The case study reviews the remainder of General 

Alexander's tenure as commander of Cyber Command and efforts to set the conditions for 

the first change of command for the organization.  The chapter concludes with an 

assessment of three propositions based on the National Security Agency Model as applied 

to the establishment of Cyber Command. 

Case Two – The Establishment of Cyber Command and Building Advocacy 

The purpose of this case study is to explore and analyze the factors that drove the 

establishment of Cyber Command, which includes a proposal by policymakers to end the 

dual-hat leadership arrangement and appoint a separate Director of the NSA and 

commander of Cyber Command. The second case study covers the period from 

November 1, 2010 to April 2, 2014, which begins on the day after Cyber Command 

attained Full Operational Capability (FOC) and ends on the day before Admiral Michael 

S. Rogers assumed command.228 

 
228 Jim Garamone, "Rogers Takes Over Top NSA, Cyber Command Posts," April 3, 2014, accessed 

September 6, 2020, https://archive.defense.gov/news/newsarticle.aspx?id=121975. 



 
 

118 
 

The Establishment of Cyber Command 

The declaration of attainment of FOC by Cyber Command was a significant 

milestone, but was not an acknowledgement that the organization was ready to conduct 

military operations in cyberspace immediately.  When Admiral Mullen and General 

Cartwright recommended to Deputy Secretary of Defense Lynn to approve declaration of 

FOC for Cyber Command, they recognized that two key elements were lacking: the 

authorities and the forces to conduct military cyberspace operations.  Case two explores 

DoD and Cyber Command efforts to address these shortfalls and other actions to 

establish Cyber Command as a fully functional organization capable of accomplishing 

tasks specified in the UCP as well as endeavors to build advocacy among stakeholders. 

In applying Zegart's National Security Agency Model to Cyber Command, this 

case study slightly modifies her model.  The propositions assessed in this second case 

study are: 

P3a: The executive branch drives the organizational establishment of Cyber 
Command 

P4a: Congress exercises sporadic and ineffective oversight over military cyberspace 
operations 

P5a: The establishment of Cyber Command can be explained by initial organizational 
structure, the ongoing interests of relevant political actors, and exogenous events 

In this case study, the purpose of the modification is to draw a distinction between the 

actions by DoD leaders for the establishment of Cyber Command, on the one hand and 

the evolution of Cyber Command, on the other.229  For this case study, establishment 

 
229 I distinguish between establishment and evolution for two reasons: (1) to create manageable periods 

of time for analysis subsequent to the attainment of FOC; and (2) to acknowledge the differences in 
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refers to DoD efforts to obtain the authorities and subordinate organizations for 

conducting military cyberspace operations, as well as to institutionalize organizational 

procedures for planning, conducting, and sustaining military cyberspace operations.  The 

establishment efforts culminate with the setting of the conditions to conduct the first 

change of command.  Part of establishment includes Cyber Command efforts to build 

advocacy among stakeholders for future operations.     

Publication	of	the	DoD	Strategy	for	Operating	in	Cyberspace	
 

The Department of Defense published its Strategy for Operating in Cyberspace 

on July 14, 2011.230  Deputy Secretary of Defense Lynn announced the release of the new 

strategic guidance document during remarks at the National Defense University.231 The 

Department of Defense Strategy for Operating in Cyberspace was "a roadmap for DoD to 

operate effectively in cyberspace, defend national interests, and achieve national security 

objectives."232 Perhaps most significant was the proclamation that the DoD would treat 

cyberspace as an operational domain.233 The 2011 cyber strategy also stated the DoD 

would: employ new defense operating concepts;234 partner with other U.S. government 

agencies and the private sector;235 build robust relationships with U.S. allies and 

 
leadership styles between General Alexander and Admiral Rogers with regard to the organizational 
development of Cyber Command. 

230 Cheryl Pellerin, "DOD Releases First Strategy for Operating in Cyberspace," July 14, 2011, 
accessed August 2, 2020, https://archive.defense.gov//News/NewsArticle.aspx?ID=64686. 

231 William J. Lynn, "Remarks on the Department of Defense Cyber Strategy," July 14, 2011, accessed 
August 2, 2020, https://archive.defense.gov/Speeches/Speech.aspx?SpeechID=1593. 

232 Department of Defense.  Department of Defense Strategy for Operating in Cyberspace, 
(Washington, DC: GPO, 2011), 13. 
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partners;236 and leverage the ingenuity of the U.S. through an exceptional cyber 

workforce and rapid technological innovation.237 

The rationale for publishing the Department of Defense Strategy for Operating in 

Cyberspace appeared to be to justify the creation of Cyber Command and set conditions 

for deterring potential adversaries form conducting cyber-attacks.  Richard A. Clarke, 

who served as National Coordinator for Security, Infrastructure Protection, and Counter-

terrorism under President Obama, opined the DoD was under pressure from Congress and 

pundits to provide a strategy for how to employ the newly established Cyber 

Command.238  Deputy Secretary of Defense Lynn noted in his speech regarding the new 

strategy that Cyber Command had "a full spectrum of capabilities, but the thrust of the 

strategy is defensive.”239  General Robert Kehler of Strategic Command acknowledged 

only a few months later the "Defense Department had more work to do in clarifying the 

military’s doctrine for waging offensive computer warfare and setting up rules of 

engagement to guide specific cyberattacks."240  

One of the harshest critics of the Department of Defense Strategy for Operating in 

Cyberspace was General Cartwright, who retired less than a month after the DoD 

published the strategy.  Having served as the Vice Chairman of the Joint Chiefs of Staff 

 
236 Ibid., 9. 
237 Ibid., 10. 
238 Richard A. Clarke, "The Coming Cyber Wars," July 31, 2011, accessed December 8, 2017, 

http://archive.boston.com/bostonglobe/editorial_opinion/oped/articles/2011/07/31/the_coming_cyber_wars. 
239 Karen Parrish, "Lynn: Cyber Strategy’s Thrust is Defensive," July 14, 2011, accessed August 2, 

2020, https://archive.defense.gov/news/newsarticle.aspx?id=64682. 
240 Thom Shanker, "U.S. Weighs Its Strategy on Warfare in Cyberspace," October 18, 2011, accessed 

January 12, 2020, https://www.nytimes.com/2011/10/19/world/africa/united-states-weighs-cyberwarfare-
strategy.html. 
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and commander of Strategic Command, General Cartwright had a unique perspective on, 

as well as experience with military operations in cyberspace.  He deemed the cyber 

strategy "way too predictable" and declared "there is no penalty for attacking us now."241  

Richard A. Clarke asserted the Department of Defense Strategy for Operating in 

Cyberspace was "missing the strategy" and exhorted the Obama Administration to reveal 

that the DoD actually possessed an offensive cyber war capability to deter potential 

adversaries.242   

Professor Sean Lawson of the University of Utah agreed with both assessments 

and countered the claim by Deputy Secretary of Defense Lynn during his speech that the 

2011 cyber strategy was "the Department’s first ever Strategy for Operating in 

Cyberspace," by pointing out the Joint Chiefs of Staff published the National Military 

Strategy for Cyberspace Operations in 2006.243 In addition, Professor Lawson argued the 

confusion over the two strategies was another example of the larger problem regarding 

identification, synchronization, and integration of roles, responsibilities, and authorities 

for cyber activities among DoD organizations, the Intelligence Community, and other 

U.S. government departments and agencies.  Although Cyber Command had already been 

in existence for two years when the DoD Strategy for Operating in Cyberspace was 

published, it lacked clarity as to the ends to achieve and the ways and means to do so. 

 
241 Ellen Nakashima, "U.S. cyber approach ‘too predictable’ for one top general," July 14, 2011, 

accessed April 18, 2020, https://www.washingtonpost.com/national/national-security/us-cyber-approach-
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242 Clarke, "The Coming Cyber Wars." 
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Secretary	of	Defense	Panetta's	"Cyber	Pearl	Harbor"	Speech		
 

In a speech to business leaders in October 2012, Secretary of Defense Panetta 

warned of the possibility of a "Cyber Pearl Harbor" that could involve the derailing of 

passenger trains, contamination of the water supply in major cities, or the shutdown of 

the power grid across large parts of the country.244  This was not the first time that 

Secretary Panetta warned of the potential for a catastrophic cyber-attack using the Pearl 

Harbor analogy.  When he was the Director of the CIA, he testified before the House 

Permanent Select Committee on Intelligence that the next Pearl Harbor-like event could 

be a cyber-attack that brings down government systems and paralyzes the country.245   

Secretary Panetta's use of the Pearl Harbor analogy shaped the nation’s approach 

to cyber operations in the short term and the ramifications of that warning manifested 

later in Cyber Command’s evolving mission.246  The Pearl Harbor analogy also shaped 

how senior officials in the DoD and Intelligence Community perceived cyber-attacks as 

part of a larger influence campaign, such as Russian meddling in the 2016 U.S. 

presidential election.247  Chapter Seven explores these actions in greater detail.   

 
244 Leon E. Panetta, Secretary of Defense, "Defending the Nation from Cyber Attack," Speech to 

Business Executives for National Security, October 11, 2012, accessed August 21, 2019, 
https://archive.defense.gov/speeches/speech.aspx?speechid=1728. 

245 U.S. Congress, House of Representatives, House Permanent Select Committee on Intelligence, 
Open Hearing on the Worldwide Threat Assessment, 112th Cong., 1st sess., February 10, 2011.  Also 
available on video at https://www.c-span.org/video/?297949-1/international-security-threats. 
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Because of the increasing number of cyber-attacks on the private sector and other 

government agencies, senior government officials worried about cyber-attacks on critical 

infrastructure and sought to better protect those assets.  Some lawmakers, like Senator 

McCain, believed that task should belong to Cyber Command.  Others were unsure and 

asked about the role of Cyber Command to protect those assets.248  Cyber Command is 

responsible for defending DoD information networks, which connect to other information 

networks.  The challenge was determining where responsibility for one information 

network stopped since most of the networks crossed physical and organizational 

boundaries. 

Professor Lawson and his University of Utah colleague, Michael K. Middleton, 

opined that continued reliance on the "cyber Pearl Harbor" analogy could undermine the 

ability of the U.S. to effectively identify and respond to cyberthreats.249  Secretary 

Panetta stated that when he delivered his speech, his intention was to raise awareness of 

the vulnerability of America's critical infrastructure, particularly with Congress.250   

Another DoD official who employed the Pearl Harbor analogy in a congressional 

hearing was Deputy Secretary of Defense John Hamre.  He testified before the Senate 

Committee of the Judiciary in November 1997 regarding risks to critical infrastructure 
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and warned of an "electronic Pearl Harbor."251  Secretary Hamre also warned the Senate 

Armed Services Committee (SASC) the U.S was susceptible to an electronic Pearl 

Harbor when he testified in March 1999.252  Despite Secretary Hamre's admonitions, the 

threat of a catastrophic cyber-attack was not really contemplated by either the executive 

or legislative branches until after the DoD established Cyber Command.   

The analogy appeared to gain the attention of senior government officials to the 

extent that General Alexander published an assessment of his command's limited ability 

to prevent a cyber-attack along the scale of the attack on Pearl Harbor.  General 

Alexander assessed Cyber Command could defend against some, but not all cyber-attacks 

against critical infrastructure.  Further, he advocated for additional authorities to operate 

beyond DoD information networks and for streamlined processes to improve response 

times to attacks.253 

There has not been an “electronic Pearl Harbor” on U.S. critical infrastructure 

since the establishment of Cyber Command because nation-states appear reluctant to 

conduct large-scale destructive cyber-attacks except during geopolitical conflicts.254  This 

 
251 U.S. Congress, Senate, Committee on the Judiciary, The Nation at Risk: Report of the President's 
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may be a result of the protests against Russian cyber-attacks conducted in Estonia in 2007 

and Georgia in 2008.  In both cases, the cyber-attacks attributed to Russian hackers 

disrupted and degraded internet connectivity, but were not permanent.  The cyber-attacks 

generated effects that supported larger military campaigns in localized areas, such as the 

Russian military's invasion of South Ossetia and Abkhazia in the Republic of Georgia.  

Despite the warnings, organizations were slow to improve cybersecurity for the 

networks that control critical infrastructure as well as other possible targets like financial, 

personnel, or medical databases.  For example, there were numerous cyber-attacks 

attributed to hackers in Iran from 2011-2012 against U.S financial institutions including 

Bank of America, JPMorgan Chase, Citigroup, Wells Fargo, US Bancorp, PNC, Capital 

One, Fifth Third Bank, BB&T, and HSBC.255  Later, other non-military organizations 

experienced significant cyber-attacks.  These included the Office of Personnel 

Management,256 Sony Pictures Entertainment,257 the Republican National Committee,258 

and the Democratic National Committee.259 Chapter Seven explores these cyber-attacks 

in greater detail. 
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Presidential	Policy	Directive	20	(PPD-20)	
 

On November 12, 2012, The Washington Post reported President Obama signed a 

classified directive, known as Presidential Policy Directive 20 (PPD-20) to "thwart cyber-

attacks."260  PPD-20 contained classified information and was not publicly available.  The 

Obama Administration published an unclassified fact sheet, which it later removed from 

the White House website after the unauthorized disclosure of the contents of PPD-20 by 

The Guardian, as explained below.  The unclassified fact sheet stated PPD-20 was part of 

the Obama Administration’s effort to make cybersecurity a top priority.261  The goal of 

the policy was to enable more effective planning, development, and use of cyber to 

mitigate threats.262  Also, PPD-20 established principles and processes for the conduct of 

cyber operations as part of a whole-of-government approach consistent with national 

values and U.S. law.263   

PPD-20 aligned with the Obama Administration's objective of avoiding the 

militarization of cyberspace.264  The fact sheet asserted the principles and processes 

outlined in PPD-20 made network defense and law enforcement the preferred courses of 

action. The emphasis on defensive action in PPD-20 raised the ire of Senator John 

McCain, who was Chairman of the Senate Armed Services Committee. Senator McCain 
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found the requirement for the DoD to coordinate with DHS "burdensome" and accused 

the Obama administration of "supporting a policy, which elevates DHS as a regulator and 

an information broker, at the expense of improved national security and private sector 

flexibility.”265  On a broader scale, others criticized PPD-20 as being "a particular source 

of inertia" for a bureaucratic morass that involved too many federal agencies to plan and 

conduct potential attack plans.266  President Trump rescinded PPD-20 in August 2018.267  

Unauthorized	Disclosure	of	Classified	Information	
 

The British periodical, The Guardian, published an article on June 6, 2013 that 

contained classified information received from Edward Snowden.  Snowden was a 

computer security consultant for Booz Allen Hamilton who provided support to the 

NSA.268  The story divulged some of the practices of the NSA and other U.S. government 

organizations.  The Washington Post, New York Times, and Der Spiegel also published 

stories that divulged similar information.   
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The day after it published the story on NSA intelligence collection practices, The 

Guardian posted a link to the full contents of PPD-20.269  According to The Guardian, 

PPD-20 established U.S. policy for cyber operations not involving foreign intelligence 

collection.  Additionally, The Guardian speculated that PPD-20 enabled the military to 

act more aggressively to defend against cyberattacks on the nation’s government and 

private computer networks.   

The unauthorized disclosure of information caused great consternation for the 

Obama Administration and especially General Alexander who had to tighten up the 

security practices of the NSA and deal with much of the public backlash.270  Because of 

some of the shocking information revealed by the media, Congress went so far as to 

consider an amendment to the Defense Appropriations Act for Fiscal Year 2014 to 

restrict how the NSA collected intelligence under Section 215 of the PATRIOT Act and 

require that Foreign Intelligence Surveillance Act (FISA) court opinions were made 

publicly available.271  During the vote in the House of Representatives, the amendment 

narrowly missed passage.272 
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The unauthorized disclosure of classified information concerning NSA data 

collection and PPD-20 adversely impacted the trust of the American people and would 

later frustrate General Alexander's efforts at building advocacy for Cyber Command.  

Although the perpetrator was an employee of the NSA, many people equated Snowden 

with Cyber Command because both organizations were led by General Alexander and 

had their headquarters at Fort Meade, Maryland.  As a consequence of the unauthorized 

disclosures of NSA practices, General Alexander found himself in situations where he 

had to defend the PATRIOT Act or the opinions of the FISA court when conducting 

public outreach on improving cybersecurity.273  The fact that General Alexander was the 

head of both organizations exacerbated the problem.  Former CIA and NSA Director 

Michael Hayden noted that to many people, NSA and Cyber Command were 

"indistinguishable."274 

In August 2013, Secretary of Defense Hagel considered realigning select 

Geographic Combatant Commands to gain greater efficiencies.275  Elevating Cyber 

Command to a Unified Combatant Command was not part of the realignment proposal.  

Some strategists believed removing Strategic Command as the higher headquarters 

between the Secretary of Defense and the commander of Cyber Command would provide 

“the most effective means for developing and maturing the tactics, techniques, and 
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procedures that will allow U.S. cyber components and capabilities to be employed for 

military purposes and to generate strategic effects.”276  However, because of the fiscally 

constrained environment facing all of the U.S. government, the likelihood of change to 

any DoD organization, besides personnel reductions or elimination of part or all of the 

organization, was low. 

Decision	by	President	Obama	to	Retain	the	Dual-Hat	Arrangement	
 

In November 2013, President Obama received a proposal to split the dual-hat 

leadership arrangement whereby the commander of Cyber Command also served as the 

Director of the NSA.277  When the DoD created Cyber Command, policymakers assumed 

the dual-hat leadership arrangement would yield some efficiencies by having the same 

individual lead the two organizations because they relied on the same types of technical 

expertise, operated on the same networks, and were located at Fort Meade.278 The 

revelation of NSA intelligence collection practices brought the dual-hat leadership 

arrangement under greater scrutiny, raised concern among government officials regarding 

the consolidation of power in one individual, and thwarted a proposal by General 

Alexander to bolster cybersecurity.279  His plan called for using software on private sector 
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networks similar to the type used by the NSA for phone and email surveillance to detect 

malware and prevent cyber-attacks like the one attributed to Iran against U.S. banks 

earlier that year.280  Neither Cyber Command nor the NSA implemented the plan. 

General Alexander advocated keeping the dual-hat arrangement because he 

believed it facilitated conducting cyberspace operations against adversaries to protect 

U.S. information networks.  During testimony to the House Armed Services Committee 

(HASC), General Alexander explained the complementary roles of the NSA (gaining 

access) and Cyber Command (delivering operational effects): 

Cyber offense requires a deep, persistent and pervasive presence on 
adversary networks in order to precisely deliver effects. We maintain that 
access, gain deep understanding of the adversary, and develop offensive 
capabilities through the advanced skills and tradecraft of our analysts, 
operators and developers.281 

General Alexander believed ending the dual-hat arrangement would "create more 

problems by trying to separate them and have two people fighting over who’s in charge 

than putting it all together.”282   However, there were many who advocated ending the 

dual-hat leadership arrangement. 
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Current and former government officials, including Director of National 

Intelligence James Clapper, recommended splitting the dual-hat arrangement.283  James 

Stavridis, former commander of European Command, saw the transition from General 

Alexander as an opportunity to split the dual-hat arrangement and ensure each 

organization had the undivided attention of its leader.284 Concerning the dual-hat 

leadership arrangement, Peter W. Singer of the Brookings Institution remarked, the 

"mashing together of the NSA and Cyber Command has blurred the lines between a 

military command and a national spy agency.”285 Former White House Cyber Advisor 

and JTF-CND operator Jason Healey noted the dual-hat arrangement concentrated an 

enormous amount of power in one place and risked the militarization of cyberspace.286   

Besides the recommendations in the press to end the dual-hat leadership 

arrangement, there was also a review commissioned by President Obama.  The 

President’s Review Group on Intelligence and Communications Technologies, comprised 

of former government officials and legal scholars, published a report in December 2013.  

The report, Liberty and Security in a Changing World, set forth 46 recommendations 

designed to protect national security and advance U.S. foreign policy while respecting 
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commitment to privacy and civil liberties.287  Recommendation 24 called for ending the 

dual-hat leadership arrangement to distinguish the warfighting role from the intelligence 

role.288  Additionally, the report called for other organizational reforms to the NSA such 

as designating the position of Director a Senate-confirmed position and nominating a 

civilian to succeed General Alexander as the Director.289  

Secretary of Defense Hagel had the authority to end the dual-hat leadership 

arrangement – in the same manner as Secretary Gates had the authority to create Cyber 

Command. However, it appears the greater scrutiny placed on the NSA because of the 

Snowden revelations compelled President Obama to become the decision-maker.  In its 

analysis of what was needed to split the two positions, the DoD determined there was a 

lack of adequate personnel with the right skills and knowledge.  Secretary Hagel and 

General Dempsey, Chairman of the Joint Chiefs of Staff, recommended to President 

Obama to retain the dual-hat leadership arrangement.290 

Despite the number of officials and experts who advocated splitting the duties of 

the Director of the NSA and commander of Cyber Command, President Obama chose to 

retain the dual-hat arrangement in December 2013.291  The Obama administration 
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concurred with the concept of separating the leadership positions to improve 

accountability and avoid centralizing power.  However, the administration concluded 

keeping the Director of the NSA and commander of Cyber Command positions in the 

dual-hat leadership arrangement was the most effective approach to accomplishing the 

missions of both organizations at that time.292 This decision would shape who would be 

nominated to succeed General Alexander. 

Amid the debate of the dual-hat arrangement, General Alexander announced his 

intent to retire from active duty in the spring of 2014.293  Some speculated the next 

Director of the NSA would be a civilian.  Many went so far as to name NSA Deputy 

Director Chris Inglis as the probable replacement for Alexander.294  Others thought Fran 

Fleisch, NSA Executive Director, would be the choice when Inglis also announced he 

wanted to retire.295  

Identification	of	a	Second	Commander	/	NSA	Director	
 

General Alexander expressed his desire in the fall of 2013 to retire from active 

duty.  When he assumed command of Cyber Command, he had already served as the 

Director of the NSA for almost five years.  The DoD had to find a replacement who could 
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fill both roles because President Obama did not change the dual-hat arrangement.  That 

meant General Alexander's successor had to be a military officer and have experience 

with the Intelligence Community as well as the ability to command a Functional 

Combatant Command with global responsibilities.  The pool of qualified candidates was 

small.  Additionally, the U.S. government, especially the NSA and Cyber Command, 

faced allegations of betrayal from international partners and information technology firms 

as well as expressions of mistrust or dissatisfaction from Americans.  It was imperative 

the DoD identify a suitable and acceptable successor to General Alexander.    

On January 30, 2014, President Obama nominated Vice Admiral Michael S. 

Rogers for appointment to the rank of Admiral and Commander of Cyber Command and 

Director of the NSA.296  Admiral Rogers was commanding the Navy's Fleet Cyber 

Command when the president nominated him.  General Alexander recommended 

Admiral Rogers as his replacement and President Obama personally interviewed him 

before nominating him.297  Appointment as the Director of the NSA also required the 

Senate Select Committee on Intelligence to confirm the nomination of Admiral Rogers 

after his hearing before the SASC.298 General Alexander retired on March 28, 2014 – 

three days before Admiral Rogers' Senate confirmation. 

 
296 U.S. Congress, "PN1386 — Vice Adm. Michael S. Rogers — Navy," March 31, 2014, accessed 

August 3, 2020, https://www.congress.gov/nomination/113th-congress/1386. 
297 Ellen Nakashima, "Obama signs off on nomination of Rogers as NSA director," January 25, 2014, 

accessed September 8, 2018, https://www.washingtonpost.com/world/national-security/obama-signs-off-
on-nomination-of-rogers-as-nsa-director/2014/01/25/bc54378c-85f7-11e3-801f-e3ff2ca3fab6_story.html. 

298 U.S. Congress, " S.Res.470 - A resolution amending Senate Resolution 400 (94th Congress) to 
clarify the responsibility of committees of the Senate in the provision of the advice and consent of the 
Senate to nominations to positions in the intelligence community," June 11, 2014, accessed December 5, 
2020, https://www.congress.gov/bill/113th-congress/senate-resolution/470/text. 



 
 

136 
 

During General Alexander's retirement ceremony, DoD leadership focused on the 

contributions of Cyber Command and the NSA.  In his remarks, Secretary of Defense 

Hagel thanked General Alexander for his leadership and announced the Cyber Mission 

Force would grow to over 6,000 personnel by 2016.  Secretary Hagel also announced the 

intention of the DoD to maintain an approach of restraint with regard to military 

cyberspace operations, particularly regarding non-DoD information networks.299 

General Alexander retired from active duty after 39 years of service and as the 

longest serving Director of the NSA and inaugural commander of Cyber Command.300  

General Dempsey, General Alexander's West Point classmate and Chairman of the Joint 

Chiefs of Staff presided over the retirement ceremony.301 The ceremony not only 

recognized General Alexander's service to the nation, but was broadcast live via digital 

streaming to demonstrate the transparency of NSA, Cyber Command, and the DoD in 

response to negative publicity surrounding the unauthorized disclosure of information by 

Snowden.302  The Deputy Commander, Lieutenant General Jon M. Davis, became the 

acting commander while Admiral Rogers awaited Senate confirmation.303 
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Admiral Rogers appeared before the SASC for his confirmation hearing on March 

11, 2014.  Senator Inhofe acknowledged the progress made by Cyber Command under 

General Alexander to "normalize cyber planning and capabilities," but also lamented the 

Obama Administration's lack of a cyber deterrence policy and meaningful norms 

regarding illicit activities in cyberspace. 304  The hearing for Admiral Rogers was 

generally cordial and not confrontational.   Most of the questions from members of the 

committee focused on policies regarding cyberspace, particularly how to respond to 

intrusions on information networks.  The Senate confirmed Admiral Rogers by voice vote 

on March 31, 2014.305   

Building Advocacy 

From a business perspective, building brand advocacy entails generating interest 

in a product or company to increase awareness among new customers while developing 

strong, personalized relationships with current customers to foster loyalty, and harnessing 

that interest or loyalty to have a positive impact and generate profits.306  In the case of 

Cyber Command, General Alexander and his staff undertook a number of tasks to build 

advocacy: generating awareness for an emerging manner of competing asymmetrically in 

the security environment and dealing with a different type of threat that fell short of the 

threshold of war, i.e., cyber-attacks to degrade or disrupt communications; developing 
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strong personal relationships with stakeholders in the U.S. government and private sector 

because cyberspace is a domain that transcends traditional physical domains; and 

explaining how Cyber Command supported traditional military activities and the 

Combatant Commands.   

Efforts by Cyber Command to build advocacy among stakeholders manifested in 

a number of ways including: an increased number of congressional hearings focused on 

cyber activities and Cyber Command, the use of non-traditional public affairs means such 

as the delivery of the keynote address by General Alexander at the Def Con hacker 

convention in July 2012, and the use of other means of communicating with target 

audiences outside of traditional media channels, such as popular magazines or social 

media generally eschewed by senior military leaders.  

Congressional	Hearings	Focused	on	Cyber	Activities	and	Cyber	Command	
 

Once established as a sub-unified command under Strategic Command, 

Congressional committees asked question of DoD leaders about Cyber Command.  

General Cartwright affirmed his support for the establishment of Cyber Command during 

his confirmation hearing before the SASC to become Vice Chairman of the Joint Chiefs 

of Staff, on July 9, 2009.307  This hearing took place a little more than two weeks after 

Secretary Gates directed the establishment of Cyber Command as a subordinate 

organization under Strategic Command.  At that time, General Cartwright, as the 

commander of Strategic Command, was well aware of the support needed to establish a 
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new sub-unified command responsible for the day-to-day conduct of military operations 

in cyberspace and defense of DoD information networks. 

The first hearing in which General Alexander appeared before Congress regarding 

Cyber Command was his confirmation hearing on April 15, 2010.308  Senate Armed 

Services Committee Chairman Carl Levin noted the creation of a new combatant 

command warranted careful scrutiny because the mission of Cyber Command was to 

address the "relatively sudden dominance of the new computer and communications 

technology of our age, technology that is ubiquitous, rapidly evolving, and fraught with 

both great promise and new perils for the country and the world."309  Further, Senator 

Levin acknowledged that there was a policy gap regarding cyberspace operations and 

charged General Alexander with providing insights to help close the gap, which would be 

a recurring topic for General Alexander and his successors. 

A powerful advocate for General Alexander and Cyber Command was Senator 

Barbara Mikulski.  She introduced General Alexander at his confirmation hearing in 

April 2010 and worked tirelessly to ensure Fort Meade, Maryland and its tenant 

organizations (especially the NSA and Cyber Command) remained at the forefront of any 

discussions regarding military construction and modernization.  Senator Mikulski became 

the first woman to chair the Senate Appropriations Committee in December 2012.310   

During the time period covered by this second case study, Senator Mikulski participated 

 
308 U.S. Congress, Senate, Committee on Armed Services, Nominations Before the Senate Armed 

Services Committee, Second Session, 111th Congress, 111th Cong., 2nd sess., 2010, 145. 
309 Ibid., 147. 
310 U.S. Senate, "Barbara Mikulski: A Featured Biography," no date, accessed December 24, 2020, 

https://www.senate.gov/senators/FeaturedBios/Featured_Bio_Mikulski.htm. 
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in 15 hearings held by Senate committees concerning appropriations, cybersecurity, and 

homeland security.  One could conclude that she was an advocate for Cyber Command 

and NSA based on the large influx of construction and renovation that began in 2015 at 

Fort Meade and continued after she retired in 2017.311 

General Alexander's first appearance before Congress after assuming command 

took place on September 23, 2010 to testify on how Cyber Command organized for 

cyberspace operations.312 In his role as the commander of Cyber Command, General 

Alexander testified before Congress ten times over a period of 46 months.  Prior to 

assuming command, General Alexander appeared once before the Senate Judiciary 

Committee in July 2006 as the Director of the NSA.313  The number of times General 

Alexander testified before the intelligence committees as the Director of the NSA is not 

publicly available.  He also testified once in May 2009 in his role as Commander of 

JFCC-NW.314  When testifying as the commander of Cyber Command, General 

 
311 There were several major military construction projects that took place at Fort Meade, MD.  One 

example was the construction of the NSA West Campus Building.  For FY15 and before, the value of 
military construction was $977.5 million.  Future projects in FY16 were valued at $507.9 million and 
$251.1 million in FY17.  US Army Corps of Engineers, "National Security Agency, MD; West Campus at 
Fort Meade, Maryland Fact Sheet as of February 2015," February 1, 2015, accessed December 27, 2020, 
https://usace.contentdm.oclc.org/digital/collection/p16021coll11/id/504/rec/12.  The East Campus 
Building, which will house NSA and Cyber Command personnel, had construction valued at $420 million 
in FY020 and another $1.7 billion for FY21 to FY26.  US Army Corps of Engineers, "East Campus on Fort 
Meade, Maryland Fact Sheet as of February 1, 2020," February 1, 2020, accessed December 27, 2020, 
https://usace.contentdm.oclc.org/digital/collection/p16021coll11/id/3435/rec/3. 

312 U.S. Congress, House of Representatives, Committee on Armed Services, U.S. Cyber Command: 
Organizing for Cyberspace Operations, 111th Cong., 2nd sess., 2010, 3. 

313 U.S. Congress, Senate, Committee on Judiciary, FISA for the 21st Century, 109th Cong., 2nd sess., 
2006, 11. 

314 U.S. Congress, House of Representatives, Committee on Armed Services, Cyberspace as A 
Warfighting Domain: Policy, Management and Technical Challenges to Mission Assurance, 111th Cong., 
1st sess., 2009, 6. 
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Alexander thanked the members of Congress present for their support of the command 

and reminded them, "cyber is a team sport."315  

As time progressed, the number of references to "Cyber Command" and "cyber" 

during congressional hearings increased.  Further, committee members and witnesses 

often invoked General Alexander's assertion that the theft of intellectual property and 

industrial information by hackers was "the greatest transfer of wealth in history."316  The 

Armed Services Committees were not the only ones paying more attention to Cyber 

Command and cyber.  Other congressional committees – Judiciary, Intelligence, 

Appropriations – also called on General Alexander to testify because of the growing 

ubiquity of digital connections to and from cyberspace and the emergence of cyberspace 

as a domain for crime, espionage, and commerce.  Appendix 6 provides a brief summary 

of the congressional hearings where General Alexander appeared as a witness.   

Congressional interest regarding the pursuit of U.S. national security and 

economic interests in and through cyberspace grew from the time Secretary Gates 

directed the creation of Cyber Command in June 2009.  During General Alexander's 

command tenure from 2010 to 2014, there were 136 congressional hearings where a 

witness or committee member referred to the purpose of Cyber Command.  While many 

of the hearings focused on the role of Congress for authorizations and appropriations for 

the DoD, other hearings explored specific topics related to cybersecurity, such as specific 

 
315 U.S. Congress, Senate, Department of Defense Authorization for Appropriations for Fiscal Year 

2013 and the Future Years Defense Program, Part 1, 112th Cong., 2nd sess., 2012, 962. 
316 Josh Rogin, "NSA Chief: Cybercrime constitutes the 'greatest transfer of wealth in history,'" July 9, 

2012, accessed January 16, 2021, https://foreignpolicy.com/2012/07/09/nsa-chief-cybercrime-constitutes-
the-greatest-transfer-of-wealth-in-history/.   
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threats presented by potential adversaries.317  Another frequent topic was the role of other 

U.S. government agencies relative to Cyber Command.  There were 11 hearings that 

referred to the relationship between Cyber Command and the FBI, DHS, and the 

Intelligence Community during the time General Alexander served as the commander of 

Cyber Command.318  

Some of the testimony provided at congressional hearings required additional 

information or clarification from Cyber Command.  After General Alexander testified on 

March 27, 2012 before the Senate Armed Services Committee, Senator McCain sent him 

a letter inquiring about: (1) the sufficiency of current authorities to conduct military 

cyberspace operations against China; (2) an assessment of which U.S. government 

organization possessed the best expertise and capability to protect U.S. critical 

infrastructure; (3) the provision of cybersecurity by DHS for critical infrastructure used 

by the DoD; (4) the ability of DHS to protect non-DoD networks owned or operated by 

U.S. entities; (5) the effectiveness of DoD efforts to deter or dissuade adversaries from 

conducting cyber-attacks; and (6) the ability of regulations proposed by the Obama 

Administration to keep pace with changes in technology and effectively defend against a 

catastrophic cyber-attack.319   

The publicly available answers do not adequately answer Senator McCain's 

questions, which is likely because the complete answers would divulge classified 

 
317 U.S. Congress, House of Representatives, Committee on Homeland Security, Cyber Threats from 

China, Russia, And Iran: Protecting American Critical Infrastructure, 113th Cong., 1st sess., 2013, 1. 
318 See Appendix 6 for a listing of the 11 hearings.   
319 Senator John A. McCain, Letter to General Keith B. Alexander, March 29, 2012, accessed August 

20, 2019, https://assets.documentcloud.org/documents/2700150/Document-68a.pdf.  
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information.  However, one could conclude Congress was attempting to exercise 

oversight, but the nature of open hearings prevented General Alexander from providing 

detailed answers.    

Increasing	Awareness	Through	Non-Traditional	Public	Affairs	Means	
 

On July 31, 2012 General Alexander gave the keynote address at Def Con 2012 in 

Las Vegas, Nevada.  The Def Con Hacking Conference is billed as the "world's largest, 

longest continuously run underground hacking conference."320 Attendees include 

software developers, cybersecurity professionals, and hackers.  The conference founder, 

Jeff Moss, stated he had been trying for 20 years to get someone from the NSA to speak 

at the Def Con Hacking Conference.321  General Alexander attempted to appeal to the 

audience to consider working for the NSA or Cyber Command, but instead was heckled 

by some of the conference attendees.322   A former NSA employee who sat on a panel at 

the conference disputed the claim General Alexander made during his address that the 

NSA was not actively collectively collecting domestic email and phone calls for 

intelligence purposes.323  That claim by General Alexander would later be called into 

question again with the release of information illicitly provided by Edward Snowden to 

various media outlets.  

 
320 Def Con, "About," 1992-2020, accessed July 30, 2020, https://www.defcon.org/html/links/dc-

about.html. 
321 Elinor Mills, "NSA director finally greets Defcon hackers," July 27, 2012, accessed July 30, 2020, 

https://www.cnet.com/news/nsa-director-finally-greets-defcon-hackers/. 
322 Janus Kopfstein, "NSA trolls for talent at Def Con, the nation's largest hacker conference," August 

1, 2012, accessed July 30, 2020, https://www.theverge.com/2012/8/1/3199153/nsa-recruitment-
controversy-defcon-hacker-conference. 

323 Kim Zetter, "Former NSA Official Disputes Claims by NSA Chief," July 29, 2012, accessed July 
30, 2020, https://www.wired.com/2012/07/binney-on-alexander-and-nsa/. 
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Jeff Moss publicly recommended federal employees (especially from the NSA) 

not attend Def Con 2013 because of the Snowden revelations.324  Although General 

Alexander did not attend Def Con 2013, he gave the keynote address at Black Hat 2013, a 

similar conference aimed at cybersecurity professionals, also held in Las Vegas.325  The 

attendance of General Alexander at both conferences was a deliberate effort to recruit 

talent from a population with the skills needed by Cyber Command or the NSA.326  While 

many of the attendees had the aptitude, many lacked the desire to work for the 

government or were outright opposed to the idea because of a disdain for rules and 

government invasion of privacy (as was reportedly done by the NSA).  Those with the 

desire were often already government employees.  Since the inception of Def Con and 

Black Hat, government cybersecurity workers regularly attended both conferences, 

seeking to learn of new trends and techniques in the hacker community.327 

Many U.S. military organizations have webpages to publish official 

announcements and provide unclassified information.  Strategic Command established a 

webpage for Cyber Command shortly after its establishment.  However, the Cyber 

Command leadership sought other ways to increase awareness by connecting with media 

 
324 Spencer Ackerman and Amanda Holpauch, "NSA director Keith Alexander to speak at hacker 

conference in Las Vegas," July 11, 2013, accessed July 30, 2020, 
https://www.theguardian.com/world/2013/jul/11/nsa-director-black-hat-hackers-defcon. 

325 Geoffrey Ingersoll, "A 30-Year-Old Hacker Just Cursed at The Most Powerful Man in Global 
Surveillance," July 31, 2013, accessed July 30, 2020, https://www.businessinsider.com/keith-alexander-
gets-heckled-at-black-hat-2013-7. 

326 Marcus Colon, "Spies recruiting hackers: Gen. Keith Alexander at DefCon," September 4, 2012, 
accessed July 30, 2020, https://www.scmagazine.com/home/security-news/spies-recruiting-hackers-gen-
keith-alexander-at-defcon/ and Jim Finkle, "NSA at Defcon? More like No Spooks Allowed," July 11, 
2013, accessed July 30, 2020, https://www.nbcnews.com/technolog/nsa-defcon-more-no-spooks-allowed-
6C10600964. 

327 Interview with Bob Gourley, June 2, 2020. 
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sources not usually used by the DoD.  For example, in June 2013, General Alexander 

provided an interview to Wired magazine.328  This magazine is a favorite source of 

information for people interested in technology and its integration in many facets of 

life.329  Previously, the magazine reported on significant events that involved military 

operations in cyberspace, such as the attack which led to the establishment of Cyber 

Command.330 

As social media accounts, such as Facebook, Twitter, or Instagram, became more 

pervasive, how people received information changed.  It was no longer necessary to 

watch an interview or speech in real time.  Instead, a person could watch those 

engagements later.  Interviews and other public outreach engagements, such as General 

Alexander's speech at Black Hat 2013 were posted to YouTube.331  This activity not only 

increased awareness, but provided interested people the opportunity to gain greater 

understanding about events involving Cyber Command, such as the unauthorized 

disclosure of information by Snowden.332 

After General Alexander retired, he continued to build advocacy among the 

general public and lawmakers by increasing media engagements, as well as appearances 

before Congress.  Within a month after leaving active duty, General Alexander appeared 

 
328 James Bamford, "The Secret War of Keith Alexander," June 12, 2013, accessed October 4, 2020, 

http://www.wired.com/threatlevel/2013/06/general-keith-alexander-cyberwar/all/. 
329 Wired.com, "Press: About," July 30, 2010, accessed November 28, 2020, 

https://www.wired.com/about/press_about/. 
330 Noah Shachtman, "Under Worm Assault, Military Bans Disks, USB Drives," November 19, 2008, 

accessed October 12, 2020, http://www.wired.com/2008/11/army-bans-usb-d/. 
331 Black Hat, "NSA Director Keith Alexander Keynote at Black Hat USA," August 1, 2013, accessed 

November 28, 2020, https://www.youtube.com/watch?v=WeeQdoJWAHA. 
332 ABC News, "'This Week' Keith Alexander Interview: Snowden 'Has Caused Irreversible, 

Significant Damage,'" June 23, 2013, accessed November 28, 2020, 
https://www.youtube.com/watch?v=OL5Fa8EZTEA 
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on Last Week Tonight with John Oliver where the host conducted a rather unorthodox 

interview to inform the audience of the impact to national security information illicitly 

obtained by Snowden and revealed by the media.333  During the period covered by the 

third case study, General (Retired) Alexander testified as a subject matter expert before 

Congress four times.  During those appearances, he continued to build advocacy for 

Cyber Command and addressed questions regarding the mitigation of cyber threats, the 

balance between civil liberties and protecting information networks, and the necessity of 

the private sector with relevant and timely intelligence from the U.S. government to 

enhance cybersecurity. 

Part of building advocacy involved setting conditions to maintain relationships 

when key stakeholders left office.  In an environment like the National Capital Region, 

one constant is personnel turnover – elected officials, political appointees, military 

personnel, and civil servants leave office and are soon replaced.  Cyber Command 

continued the efforts begun by General Alexander to increase awareness and maintain 

connectivity by expanding into other forms of social media.  In observance of the ninth 

anniversary of its establishment, Cyber Command created a Twitter account.334  

Additionally, the service component commands of Cyber Command created accounts on 

Facebook as well as Twitter to provide greater awareness, improve transparency, and 

 
333 John Oliver, "General Keith Alexander Extended Interview: Last Week Tonight with John Oliver 

(HBO)," April 27, 2014, accessed July 18, 2020, https://www.youtube.com/watch?v=k8lJ85pfb_E. 
334 U.S. Cyber Command, May 21, 2019, accessed November 28, 2020, 

https://twitter.com/US_CYBERCOM. 
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build advocacy.335  The use of non-traditional means helps to maintain relationships with 

key stakeholders and reach new audiences and potential advocates for Cyber Command. 

Analysis of Case Two  

The second case study explored activities by the DoD related to establishing 

Cyber Command and actions taken by Cyber Command to build advocacy.  This section 

assesses the three propositions concerning establishment using process tracing tests. 

Key events or activities that contributed to DoD efforts to establish Cyber 

Command include: publication of the DoD Strategy for Operating in Cyberspace; 

Secretary Panetta's Cyber Pearl Harbor Speech; the recommendation by Secretary Hagel 

regarding the dual-hat leadership arrangement; and the identification of a suitable and 

acceptable replacement for General Alexander as the second commander of Cyber 

Command and NSA Director.   

Key events or activities that contributed to the command's efforts to build 

advocacy include the increased number of congressional hearings focused on cyber 

activities and Cyber Command and attempts to increase awareness through non-

traditional public affairs means.  These events were shaped by the unauthorized 

disclosure of classified information by Edward Snowden and affected Cyber Command. 

Proposition 3a: The executive branch drives the organizational establishment of Cyber 
Command  
 

The Department of Defense, part of the executive branch, drove the establishment 

of Cyber Command, which facilitated the setting of conditions to conduct the first change 

 
335 Interview with Director, Cyber Planning & Operations, Office of the Under Secretary of Defense 

for Policy, September 9, 2020. 
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of command for Cyber Command.  Establishment refers to DoD efforts to obtain the 

authorities and establish the forces for conducting military cyberspace operations, as well 

as institutionalize organizational procedures for the planning, conduct, and sustainment of 

military cyberspace operations.  The establishment efforts culminate with the setting of 

the conditions to conduct the first change of command.  Part of establishment includes 

Cyber Command efforts to build advocacy among stakeholders for future operations. 

The evidence presented that decisively supports Proposition 3 includes the 

approval of authorities under the global campaign plan, GLADIATOR PHOENIX, and 

assignment of service cyber forces, as discussed in Chapter Five.  Subsequent evidence 

demonstrating how the DoD drove the establishment of Cyber Command includes: the 

development and promulgation of strategic guidance, such as the Department of Defense 

Strategy for Operating in Cyberspace, conduct of strategic outreach such as Secretary 

Panetta's Cyber Pearl Harbor Speech; the recommendation regarding the dual-hat 

leadership arrangement provided by Secretary Hagel to President Obama; and the setting 

of conditions to conduct the first change of command.  Cyber Command, a sub-unified 

command within the DoD, built advocacy among stakeholders and other U.S. 

government organizations to increase awareness of its purpose and capabilities, garner 

support for future operations, and to obtain the necessary resources and authorities to 

accomplish its mission.  In the vast majority of the events discussed in the case study, the 

executive branch drove establishment of Cyber Command.  
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Proposition 4a: Congress exercises sporadic and ineffective oversight over military 
cyberspace operations 

There is fairly strong evidence from this case study that argues against the first 

half of Proposition 4.  During the time period of case two, congressional oversight of 

military cyberspace operations increased in frequency and became more routine.  

Possible explanations include the novelty of cyberspace and Cyber Command as well as 

the growing pervasiveness and dependency on information networks and digital devices 

in the U.S.  Additionally, the commander of Cyber Command appeared annually as part 

of the DoD budget appropriations hearings.   

During General Alexander's 46 months in command, there were 136 

congressional hearings where a witness or committee member referred to the purpose of 

Cyber Command.  While many of the hearings focused on the role of Congress for 

authorizations and appropriations for the DoD, other hearings explored specific topics 

related to cybersecurity, such as specific threats presented by potential adversaries.  The 

findings reached during these hearings informed future decisions and legislation.  

Another frequent topic was the role of other U.S. government agencies relative to Cyber 

Command, such as the FBI, DHS, and the Intelligence Community. 

There were 44 hearings related to Cyber Command during the period associated 

with case one (May 8, 2008 to October 31, 2010).  For the period associated with case 

two (November 1, 2010 to April 2, 2014), there were 128 hearings related to Cyber 

Command.  Comparing the number of hearings from the two cases is not valid, as the 

time periods are not the same (2.5 years for case one and 3.4 years for case two).  

However, comparing the average number of hearings per month yields an interesting 



 
 

150 
 

result.   There were 1.46 hearings per month during case one in which Cyber Command 

was referenced.  During case two, there were 3.08 hearings per month.   

The evidence is mixed regarding the effectiveness of congressional oversight as 

specified in Proposition 4.  The criteria for assessing the effectiveness of congressional 

oversight include legislation passed that adversely affects Cyber Command or military 

cyberspace operations and changes in practices or procedures by leaders of military 

cyberspace organizations because of questions or comments from lawmakers.   

There was no legislation passed during the time period of this second case study 

that adversely affected Cyber Command or military cyberspace operations, so that 

criterion does not support the proposition concerning ineffective congressional oversight.  

Assessing the effectiveness of congressional oversight also required reviewing the 

substance of the congressional hearings that took place during the time period of this case 

study.  The strongest evidence considered were the transcripts for the annual DoD 

authorization for appropriations hearings.  These hearings, conducted in March of each 

year, required General Alexander to discuss the readiness levels and accomplishments of 

Cyber Command.  As members of congress became more knowledgeable about military 

operations in cyberspace, the scope of questions expanded and sometimes led to further 

inquiries after the hearing.   

Information illicitly obtained by Snowden and disclosed by the media indicate 

that congressional oversight of military cyberspace operations, which included phone and 

email surveillance, was possibly ineffective because of the outrage expressed by many 

lawmakers toward the executive branch.  Although the outrage was directed mostly at the 
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NSA, Cyber Command became a more frequent topic at congressional hearings because 

General Alexander was the leader of both organizations. This may have resulted in more 

focused and deeper questions asked by legislators.  The evidence presented in the 

transcripts analyzed for the second case study does not support Proposition 4.   

Congressional oversight during this case study appears more effective than not. 

Proposition 5a: The establishment of Cyber Command can be explained by initial 
organization structure, ongoing interests of relevant political actors, and exogenous 
events 

Evidence considered in this case study strongly supports Proposition 5.  The 

establishment of Cyber Command – acquiring the authorities and forces to conduct 

military operations in cyberspace can be explained by initial organization structure, 

ongoing interests of relevant political actors, and exogenous events.  The initial 

establishment was complete after the approval of the global campaign plan, 

GLADIATOR PHOENIX, to grant authorities and the Military Services assigned cyber 

forces to Cyber Command.  However other factors impacted the establishment of Cyber 

Command, primarily the unauthorized disclosure of classified information by Snowden.  

The hallmark of the initial design of Cyber Command was the dual-hat leadership 

arrangement.  The proposal in December 2013 to end the dual-hat arrangement impacted 

the DoD efforts to establish Cyber Command.  Ending the arrangement should have been 

a decision made within the DoD.  However, pundits, members of Congress, and even the 

White House had strong opinions regarding continuing or ending the arrangement, which 

were often made public.  Secretary Hagel recommended to President Obama to retain the 

dual-hat leadership arrangement, but that is a decision he could have made – just as 
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Secretary Gates chose to create Cyber Command.  It is possible President Obama chose 

to make the decision at his level because of the increased scrutiny the NSA and General 

Alexander were receiving following the Snowden revelations.  

Events external to the DoD that negatively impacted the establishment of Cyber 

Command include the unauthorized disclosure of classified NSA practices and PPD-20 

by Edward Snowden and the decision by President Obama to retain the dual-hat 

leadership arrangement and appoint a military flag officer to serve as the successor to 

General Alexander.  The unauthorized disclosure of information by Snowden was 

perhaps the most damaging to the establishment of Cyber Command.  As previously 

discussed, even though Snowden was employed by the NSA, the fact that General 

Alexander also commanded Cyber Command resulted in the command receiving some 

negative publicity.  At the minimum, the dual-hat arrangement would lead some to call 

for the splitting of duties so as to not consolidate so much power in one individual.  

Further, some advocated for appointing a civilian to serve as the Director of the NSA to 

demonstrate the U.S. did not intend to militarize cyberspace.  However, President Obama 

chose to retain the dual-hat arrangement.  This arrangement continued the consolidation 

of an immense amount of power in a single individual responsible for leading two 

organizations with different cultures and missions.  

The unauthorized disclosure of classified information by Snowden adversely 

impacted the establishment of Cyber Command.  Cyber Command and other U.S. 

military organizations may still be at risk because the amount and type of classified 

information taken without authorization is unknown.  The revelation of classified policies 
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or procedures, such as PPD-20, could allow potential adversaries to identify 

vulnerabilities or impede future operations.  A possible consequence because of the 

disclosure of information by Snowden was the revelation of sources or methods used by 

members of the Intelligence Community.  This could lead to the exposure of or harm to 

operatives.  This is different from an intelligence gain/loss assessment, which weighs the 

quality and quantity of intelligence lost against the potential gain from generating effects 

on a target. 

Counterfactuals,	Alternative	Choices,	and	Rival	Propositions	

Counterfactuals 

 Case two considered two counterfactual scenarios: no authorized disclosure of 

classified information by Snowden and ending the dual-hat leadership arrangement.  In 

both cases, the DoD would have continued efforts to establish Cyber Command and set 

the conditions to conduct the first change of command.  However, the sense of urgency 

which the Obama Administration, as well as the DoD, displayed to address the backlash 

from the disclosure would not have been the same.  Without the Snowden disclosures, it 

is unlikely that there would have been demands to end the dual-hat arrangement – 

particularly from outside the DoD.  

Ending the dual-hat leadership arrangement would likely have led to a very 

different result. There was a great desire to appoint a civilian as the Director of the NSA 

upon General Alexander's departure.  The military officer appointed to serve as the 

second commander of Cyber Command could have been a senior officer who did not 

have an intelligence background.  Instead, the incoming commander could have been a 
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paratrooper, an aviator, or a submariner.  As a combatant commander, the credentials 

required would be a demonstrated history of excellence leading large and complex 

military organizations at the highest levels in pursuit of the National Defense Strategy. 

Alternative Choices 

In this case study, there was only one decision where an alternative choice would 

have resulted in a significant and different outcome.  If President Obama chose to end the 

dual-hat leadership arrangement in December 2013, Admiral Rogers could have been 

appointed solely as the commander of Cyber Command.  However, his organization 

would still be subordinate to Strategic Command.  Further, ending the dual-hat leadership 

arrangement would have allowed the appointment of a civilian to the position of Director 

of the NSA.  That would have aligned with the recommendation of the President’s 

Review Group on Intelligence and Communications Technologies and possibly mitigated 

some of the public outrage experienced by the DoD because of the information disclosed 

by Edward Snowden without authorization. 

Rival Propositions 

RP3a:	The	legislative	branch	drives	the	establishment	of	Cyber	Command	
 

There was no evidence discovered or analyzed that directly supported the rival 

proposition that the legislative branch drives the establishment of Cyber Command.  

There is one instance where the legislative branch shaped the establishment of the 

organization.  Senator McCain's 2012 letter to General Alexander inquiring about the 

sufficiency of the authorities and capabilities of Cyber Command to defend U.S. critical 

infrastructure suggests that he was attempting to drive Cyber Command in a certain 
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direction.  The questions Senator McCain asked in his letter would prove prescient in 

Chapter Seven, but in this case study there is not strong evidence to support the 

proposition that Congress drives the establishment of Cyber Command.  

RP4a:	Congress	exercises	routine	and	effective	oversight	over	military	cyberspace	
operations	

The evidence to support this proposition was the strongest regarding the 

consistency of congressional oversight.  As discussed earlier, there was evidence that 

Congress exercised routine oversight over military cyberspace operations based on the 

increase in number and frequency of hearings convened that considered some aspect of 

Cyber Command or DoD contributions to cybersecurity.  Assessing the effectiveness of 

these oversight activities is difficult.  Besides the National Defense Authorization Acts 

that were passed during the time period of this case study (2010 to 2014), there was no 

other legislation that affected military cyberspace operations.  Further, the number of 

cyber-attacks directed against U.S. public and private information networks increased.  

Evidence to support the second part of the proposition, Congress exercises effective 

oversight over military cyberspace operations is lacking. 

RP5a: The establishment of Cyber Command cannot be explained by initial agency 
structure, the ongoing interests of relevant political actors, and exogenous events 

There was no evidence to support this rival proposition.  As outlined in the review 

of key events, the initial structure of Cyber Command, ongoing interests of relevant 

political actors, and exogenous events drove the establishment of Cyber Command.  

Evidence that disconfirms this rival proposition includes the dual-hat leadership 
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arrangement, inquiries by Senator McCain, and the unauthorized disclosure of classified 

information by Snowden.   

Conclusion 

The establishment of Cyber Command by the DoD coincided with a marked 

increase of cyber-attacks on private sector organizations and the U.S. government.  The 

revelations of Intelligence Community and military cyberspace activities brought select 

government organizations into the public eye, which impacted efforts by Cyber 

Command to build advocacy among executive and legislative branch stakeholders, as 

well as external audiences.  Cyber Command emerged from this tumultuous period 

postured to transfer command to General Alexander's successor, Admiral Rogers.  The 

command acquired the authorities and the initial forces to conduct operations in 

cyberspace, but toward the end of General Alexander's command tenure faced a new 

challenge – overcoming the negative perceptions resulting from the information disclosed 

by Snowden.  These challenges notwithstanding, Cyber Command was in a favorable 

position.  Secretary Hagel's speech at General Alexander's retirement ceremony foretold 

of DoD endeavors supporting the evolution of Cyber Command as well as the command's 

efforts to build capacity.  Chapter Seven examines these two phenomena.  
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Chapter Seven: The Evolution of Cyber Command 

Chapter Seven examines efforts by the Department of Defense (DoD) that led to 

the evolution of Cyber Command, particularly events that took place in the security 

environment that shaped how policymakers and military professionals perceived military 

operations in cyberspace.   This case study explores the work by Admiral Rogers and his 

staff to build capacity and facilitate the elevation of the organization to a Unified 

Combatant Command.  The chapter concludes with an assessment of three propositions 

of the National Security Agency Model as applied to the evolution of Cyber Command. 

Case Three – The Evolution of Cyber Command and Building Capacity 

The purpose of case three is to identify and analyze the factors that drove the 

evolution of the command and examine the actions surrounding President Trump's 

decision and the issuance of guidance by the DoD to elevate Cyber Command. This case 

study covers the command tenure of Admiral Michael S. Rogers, who assumed command 

on April 3, 2014.336  The end date for case three is May 4, 2018, which was the day 

General Paul M. Nakasone assumed command and the Department of Defense designated 

Cyber Command a Unified Combatant Command.337 Unlike the previous case studies 

where the events proceed strictly in chronological order, this case study examines events 

categorically, but also adheres to the timeline as far as possible.  

 
336 Jim Garamone, "Rogers Takes Over Top NSA, Cyber Command Posts," April 3, 2014, accessed 

September 6, 2020, https://archive.defense.gov/news/newsarticle.aspx?id=121975. 
337 Office of the Assistant Secretary of Defense (Public Affairs), “Cyber Command achieves full 

operational capability,” U.S. Strategic Command, November 3, 2010, accessed March 21, 2020, 
https://www.stratcom.mil/Media/News/News-Article-View/Article/983818/cyber-command-achieves-full-
operational-capability/. 
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The Evolution of Cyber Command  

The assumption of command by Admiral Rogers of Cyber Command was a 

significant milestone for the organization.  However, it was not an acknowledgement that 

the organization was ready to conduct military operations in cyberspace immediately.  

This case study analyzes DoD and Cyber Command efforts to build on the authorities and 

initial assignment of cyberspace forces discussed in Chapter Six, as well the impact of 

external events on organizational evolution.  The analytical framework used is Zegart's 

National Security Agency model with slight modifications to tailor the propositions for 

Cyber Command.  Case three assesses three propositions:  

P3b: The executive branch drives the organizational evolution of Cyber Command 
 
P4b: Congress exercises sporadic and ineffective oversight over military cyberspace 
operations 
 
P5b: The evolution of Cyber Command can be explained by initial organizational 
structure, the ongoing interests of relevant political actors, and exogenous events 

 
The purpose for the modification is to draw the distinction between the actions by 

DoD leaders for the establishment versus the evolution of Cyber Command.  For this 

case, evolution refers to DoD efforts to acquire additional authorities and increase the 

forces available for conducting military cyberspace operations, addressing emerging 

threats in the security environment, and institutionalizing organizational procedures to 

facilitate the elevation to a Unified Combatant Command.  The next section explores the 

evolution of Cyber Command by reviewing key events that occurred in the security 

environment, within the U.S. government, and at the DoD and Cyber Command.   
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Admiral	Rogers	Assumes	Command		

Admiral Rogers assumed his position as the commander of Cyber Command and 

Director of the NSA on April 3, 2014.  He faced anger and mistrust from the American 

people and U.S. allies resulting from the unauthorized disclosures by Snowden and an 

increasing number of cyber-attacks on U.S. networks in the public and private sector, 

including DoD information networks.  To ensure Cyber Command maintained focus 

despite these challenges, he outlined five priorities: (1) build a trained and ready cyber 

force; (2) emplace tools to gain true situational awareness in cyberspace; (3) create 

command-and-control and operational concepts to execute the mission; (4) build a joint 

defensible network, and (5) ensure the command had the right authorities and polices to 

allow it to execute the full-spectrum of operations in cyberspace.338  

Although these were the areas that Admiral Rogers wanted to emphasize, he still 

had to devote time and effort to the impact surrounding the classified information that 

Snowden gave to the media without authorization.  In June 2014, Admiral Rogers 

acknowledged that the unauthorized disclosure of information resulted in some 

adversaries changing the manner in which they operated.  However, unlike General 

Alexander, he was pragmatic about the incident and noted advancements in technology 

and the development of new practices would enable the NSA and Cyber Command to 

overcome any short-term advantages resulting from the information gleaned by the 

 
338 Cheryl Pellerin, "Rogers: Cybercom Defending Networks, Nation," August 18, 2014, accessed 

December 27, 2020, https://www.defense.gov/Explore/News/Article/Article/603083/. 
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Snowden disclosures.339  Unfortunately, Admiral Rogers would also need to address 

other instances of classified information taken by NSA employees without authorization, 

that would not be discovered for two years. 

Theft	and	Unauthorized	Disclosures	of	Classified	Information		
 

The first incident involving the unauthorized handling of classified information 

that Admiral Rogers had to address was perhaps the most serious.  An unnamed NSA 

employee took classified documents home without authorization and placed them on his 

personal computer, which was later infiltrated by Russian cyber operators who stole the 

classified documents.340  The NSA employee had antivirus software made by Kaspersky 

Labs on his home computer, which U.S. officials believed had ties to the Russian 

government.341  Israeli intelligence officers informed the NSA they uncovered evidence 

that Russian cyber operators used the Kaspersky anti-virus software to scan for American 

government classified programs and exfiltrate the files.342  The theft of the classified 

information by Russian cyber operators occurred in mid-2015, but was not discovered 

until 2017 by Israeli intelligence.343 

 
339 David E. Sanger, "New N.S.A. Chief Calls Damage from Snowden Leaks Manageable," June 29, 

2014, accessed January 12, 2020, https://www.nytimes.com/2014/06/30/us/sky-isnt-falling-after-snowden-
nsa-chief-says.html. 

340 Gordon Lubold and Shane Harris, "Russian Hackers Stole NSA Data on U.S. Cyber Defense," 
October 5, 2017, accessed February 7, 2021, https://www.wsj.com/articles/russian-hackers-stole-nsa-data-
on-u-s-cyber-defense-1507222108. 

341 Byron Tau, "Senate Seeks to Ban Software from Russian Cybersecurity Firm," June 30, 2017, 
accessed February 7, 2021, https://www.wsj.com/articles/u-s-senate-seeks-to-ban-software-from-russian-
cybersecurity-firm-1498844196.  

342 Nicole Perlroth and Scott Shane, "How Israel Caught Russian Hackers Scouring the World for U.S. 
Secrets," October 10, 2017, accessed February 7, 2021, 
https://www.nytimes.com/2017/10/10/technology/kaspersky-lab-israel-russia-hacking.html. 

343 Ibid. 
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The next incident was called "one of the worst security debacles ever to befall 

American intelligence."344  A group known as the Shadow Brokers began posting on 

websites in mid-August 2016 that it obtained offensive cyber tools used by intelligence 

services and was willing to sell them to the highest bidder.345  The group posted cyber 

tools for sale multiple times and investigators believed that there had to be someone from 

the NSA helping to acquire the classified information or the Shadow Brokers were 

affiliated with Russia.346  To date, the identities and location of the Shadow Brokers 

remain unknown. 

On August 27, 2016, Harold T. Martin III, a Booz Allen Hamilton contractor who 

provided support to the NSA was arrested for willful retention of national defense 

information.347 Martin was employed by at least seven different private companies and 

assigned as a contractor to work at several government agencies for over 25 years, during 

which time he removed a massive quantity of classified documents without authorization 

and stored them at his residence or in his vehicle.348  Discovered in his collection were 

five documents from Cyber Command that discussed U.S. military cyberspace 

 
344 Scott Shane, Nicole Perlroth and David E. Sanger, "Security Breach and Spilled Secrets Have 

Shaken the N.S.A. to Its Core," November 12, 2017, accessed January 18, 2020, 
https://www.nytimes.com/2017/11/12/us/nsa-shadow-brokers.html. 

345 BBC News, "Hackers auction files 'stolen from NSA'," August 16, 2016, accessed February 7, 
2021, https://www.bbc.com/news/technology-37095037. 

346 James Bamford, "Commentary: Evidence points to another Snowden at the NSA," August 21, 2016, 
accessed February 7, 2021, https://www.reuters.com/article/idUSKCN10X01P.  

347 Department of Justice, "FBI Criminal Complaint Against Harold Martin, NSA Contractor," August 
29, 2016, accessed February 7, 2021, https://www.documentcloud.org/documents/3123427-Harold-Martin-
NSA.html. 

348 Scott Shane, Matt Apuzzo, and Jo Becker, "Trove of Stolen Data Is Said to Include Top-Secret U.S. 
Hacking Tools," October 19, 2016, accessed February 7, 2021, 
https://www.nytimes.com/2016/10/20/us/harold-martin-nsa.html. 
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capabilities and limitations and details of specific operations.349 At one point, the FBI 

was looking for ties between Martin and the Shadow Brokers because some of the 

documents he absconded with matched the cyber tools that were posted for sale.350  

Martin pleaded guilty in federal court and was sentenced to nine years of prison.351   

Less than a year after Martin's arrest, another NSA contractor, Reality Winner, 

was arrested on June 3, 2017 for unauthorized transmission of national defense 

information.352  Winner was working at the NSA campus in Augusta, GA when she 

smuggled a classified document out of her secure facility and later provided it to an 

online news outlet for publication.353  She also pleaded guilty and received a sentence of 

five years.354  Investigators determined she did not provide classified information to a 

foreign intelligence service, but the document she provided was posted to a website.355 

 
349 Nora Ellingsen, "Harold Thomas Martin III's Indictment and Arraignment," February 15, 2017, 

accessed February 7, 2021, https://www.lawfareblog.com/harold-thomas-martin-iiis-indictment-and-
arraignment. 

350 Jo Becker, Adam Goldman, Michael S. Schmidt and Matt Apuzzo, "N.S.A. Contractor Arrested in 
Possible New Theft of Secrets," October 5, 2016, accessed January 18, 2020, 
https://www.nytimes.com/2016/10/06/us/nsa-leak-booz-allen-hamilton.html. 

351 Department of Justice Office of Public Affairs, "Former Government Contractor Sentenced to Nine 
Years in Federal Prison for Willful Retention of National Defense Information," July 19, 2019, accessed 
February 7, 2021, https://www.justice.gov/opa/pr/former-government-contractor-sentenced-nine-years-
federal-prison-willful-retention-national. 

352 Charlie Savage, Scott Shane and Alan Blinder, "Reality Winner, N.S.A. Contractor Accused of 
Leak, Was Undone by Trail of Clues," June 6, 2017, accessed September 7, 2020, 
https://www.nytimes.com/2017/06/06/us/politics/reality-leigh-winner-leak-nsa.html. 

353 Dave Phillips, "Reality Winner, Former N.S.A. Translator, Gets More Than 5 Years in Leak of 
Russian Hacking Report," August 23, 2018, accessed September 7, 2020, 
https://www.nytimes.com/2018/08/23/us/reality-winner-nsa-sentence.html. 

354 Ibid. 
355 Department of Justice Office of Public Affairs, "Federal Government Contractor Sentenced for 

Removing and Transmitting Classified Materials to a News Outlet," August 23, 2018, accessed February 7, 
2021, https://www.justice.gov/opa/pr/federal-government-contractor-sentenced-removing-and-transmitting-
classified-materials-news. 
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None of the incidents just reviewed involved employees who worked for Cyber 

Command.  However, it is reasonable to conclude that the theft and unauthorized 

disclosure of classified information affected Cyber Command, particularly the revelation 

of offensive cyber tools disclosed by the Shadow Brokers.  Because of the lapses in 

security at the NSA, Admiral Rogers was under greater scrutiny.  From a military morale 

perspective, when the commander is under duress, the organization will often feel the 

impact.  At least for one officer assigned to Cyber Command, the incidents caused by the 

NSA employees adversely affected his morale because his leadership became so 

hypervigilant and draconian about handling classified information to the point where it 

almost shut down planning because information security became the only focus.356   

By late November 2016, President Obama had considered removing Admiral 

Rogers.357 Both Secretary of Defense Carter and Director of National Intelligence 

Clapper recommended the removal of Admiral Rogers to President Obama a month 

earlier because of the security incidents at the NSA and lackluster performance by Cyber 

Command against the Islamic State.358  During the same period of time as the NSA 

incidents, the U.S. would experience three significant cyber-attacks that caused some 

 
356 Interview with Information Operations Planner, Cyber Command J-39, April 17, 2020. 
357 David E. Sanger, Julie Hirschfeld Davis, and Eric Schmitt, "Obama Is Considering Removing 

N.S.A. Leader," November 19, 2016, accessed February 7, 2021, 
https://www.nytimes.com/2016/11/20/us/politics/obama-remove-nsa-leader-michael-rogers.html. 

358 Ellen Nakashima, "Pentagon and intelligence community chiefs have urged Obama to remove the 
head of the NSA," November 19, 2016, accessed February 7, 2021, 
https://www.washingtonpost.com/world/national-security/pentagon-and-intelligence-community-chiefs-
have-urged-obama-to-remove-the-head-of-the-nsa/2016/11/19/44de6ea6-adff-11e6-977a-
1030f822fc35_story.html. 
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lawmakers to question the role of Cyber Command to protect more than just DoD 

information networks. 

Cyber-Attacks	Against	the	U.S.	

There were three major cyber-attacks that occurred during Admiral Rogers tenure 

as commander (2014-2018) that affected the evolution of Cyber Command.  None of the 

cyber-attacks were directed against a DoD information network, However, the inaction 

(or appearance of) on the part of Cyber Command after the cyber-attacks occurred caused 

some to wonder why the DoD was not taking action in response to these attacks.   

The Office of Personnel Management Breach 

The Office of Personnel Management (OPM) experienced several cyber-attacks 

from spring 2014 until summer 2015.  It was perhaps one of the most damaging attacks 

against a U.S. government information network.  The U.S. Computer Emergency 

Readiness Team (US-CERT) notified OPM that data was taken from the OPM 

information network on March 20, 2014.359  Network administrators determined that the 

attackers had not taken personnel data and chose to not to publicize that breach so that the 

US-CERT could continue to monitor for counterintelligence purposes.360  OPM Later 

reported the data exfiltrated were manuals and system architecture documents, but the 

full extent of the data loss was unknown.361   

 
359 U.S. Congress, House, Committee on Oversight and Government Reform, OPM Data Breach: Part 

II, Serial 114-81, June 24, 2015, 23. 
360 Sam Sanders, "Massive Data Breach Puts 4 Million Federal Employees' Records at Risk," June 4, 

2015, accessed February 1, 2021, https://www.npr.org/sections/thetwo-
way/2015/06/04/412086068/massive-data-breach-puts-4-million-federal-employees-records-at-risk. 

361 U.S. Congress, House, Committee on Oversight and Government Reform, Majority Staff Report, 
The OPM Data Breach: How the Government Jeopardized Our National Security for More than a 
Generation, September 7, 2016, 5. 
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Katherine Archuleta, Director of OPM, announced she was taking action to 

bolster cybersecurity.362  OPM network administrators planned to conduct a system reset 

they called the Big Bang in May 2014.363  The Big Bang would reset the system and force 

the attackers off the network.364  Unknown to the OPM cybersecurity personnel at the 

time, another intruder had established a foothold on the network.  

In June 2015, OPM suffered a breach of its networks resulting in a massive theft 

of data.  Director of National Intelligence James Clapper stated agents of the Chinese 

government were the leading suspects. 365 The intruders exfiltrated digital copies of the 

Standard Form-86 (SF-86) Questionnaire for National Security Positions.366  The SF-86 

contains Personally Identifiable Information that  

could be used for purposes of identity theft for profit, for gathering 
information to be used by the Chinese government to enhance their spying 
capabilities or even as part of their ongoing worldwide corporate 
espionage efforts by which they steal corporate and military secrets.367   

 
362 Office of Personnel Management Press Release, "OPM to Notify Employees of Cybersecurity 

Incident," June 4, 2015, accessed February 1, 2021, https://www.opm.gov/news/releases/2015/06/opm-to-
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367 Steve Weisman, "The hacking of OPM: Is it our cyber 9/11?" June 13, 2015, accessed February 1, 
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Also stolen were more than five million fingerprint records.368  Investigators 

estimated the attackers absconded with the records for 22.1 million current and former 

government employees.369  Members of Congress from both parties called for Archuleta 

to resign as Director of OPM, but she initially refused.370 

Unlike other cases where Chinese cyber operators breached U.S. networks, the 

cyber-attacks against OPM did not involve stealing commercial secrets, which presented 

fewer options for responding.371  In May 2014, the U.S. publicly indicted five Chinese 

military officials for stealing commercial secrets and other private information from 

American companies.372  However, response and condemnation of the cyber-attacks by 

the Obama Administration against the perpetrators of the OPM Breach was limited 

because of the unauthorized disclosure of information by Snowden, which revealed U.S. 

intelligence operatives were also engaging in espionage through cyberspace.373   
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One media outlet called the OPM Breach "America's cyber 9/11."374  At that 

point, the largest cyber incident in the U.S. was the theft of credit card numbers and other 

personal information from over 110 million customer accounts from the retail chain, 

Target.375  However, the OPM Breach represented just one of many cyber-attacks against 

U.S. government agencies.  Other organizations that sustained cyber-attacks included the 

State Department and DoD, but neither experienced a loss of data similar to OPM.  The 

OPM Breach served as a wakeup call to many in the U.S. government. 

In light of the "single greatest theft of sensitive information in history," Congress 

called OPM leadership to testify on the causes and actions taken during the OPM Breach 

on June 16, 2015.376  Appearing before the House Committee on Oversight and 

Government Reform, OPM Director Katherine Archuleta and other officials involved in 

the incident appeared as witnesses.  Members of Congress questioned the OPM officials 

for three hours and Committee Chairman Jason Chaffetz called for Archuleta to resign.377  

At a second hearing that month, OPM leadership outlined plans to bolster the 

cybersecurity of the agency and requested Congress provide additional resources.378 
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2015, accessed February 1, 2021, https://www.nationalreview.com/2015/06/opm-hack-katherine-archuleta-
obama-administration-politicized-federal-government/. 

375 David Goldman and Jose Pagliery, "The worst hacks of all time," June 5, 2015, accessed February 
1, 2021, https://money.cnn.com/gallery/technology/2015/02/05/worst-hacks-ever/index.html. 

376 Michael Adams, "Why the OPM Hack Is Far Worse Than You Imagine," March 11, 2016, accessed 
February 3, 2021, https://www.lawfareblog.com/why-opm-hack-far-worse-you-imagine. 

377 Lisa Rein, "Top House Republican calls on OPM director to resign over employee data breach," 
June 16, 2015, accessed February 3, 2021, https://www.washingtonpost.com/news/federal-
eye/wp/2015/06/16/lawmaker-tells-opm-chief-you-failed-utterly-and-totally-to-prevent-data-breach-by-
chinese/. 

378 Andy Medici, "OPM fires back at hack criticism, vows further reform," June 24, 2015, accessed 
February 3, 2021, https://www.federaltimes.com/smr/opm-data-breach/2015/06/24/opm-fires-back-at-hack-
criticism-vows-further-reform/. 



 
 

168 
 

Several members of Congress remained adamant that Archuleta resign, which she did on 

July 10, 2015.379 

After Archuleta resigned, Representative Chaffetz commissioned a report on the 

OPM Breach and disseminated it to Federal Chief Information Officers so they could 

improve cybersecurity at their agencies.380  In August 2017, the FBI arrested a Chinese 

national, Yu Pingan because he used malware that was linked to the OPM Breach.381 

There were no other perpetrators identified or indicted. 

Cyber-Attacks Against Sony Pictures Entertainment  

In November 2014, a group known as the Guardians of Peace infiltrated the 

networks of Sony Pictures Entertainment. 382  The cyber-attack disrupted the studio’s 

corporate email system, leaked five films before their release in theaters, and exfiltrated 

sensitive personnel data, including a spreadsheet allegedly containing salaries of 6,000 

employees and top executives.383  The government of the Republic of Korea asserted the 

attack was conducted by the Democratic People’s Republic of Korea (DPRK) 

Reconnaissance General Bureau.384  

 
379 Julie Hirschfeld. Davis, "Katherine Archuleta, Director of Personnel Agency, Resigns," July 10, 

2015, accessed February 3, 2021, https://www.nytimes.com/2015/07/11/us/katherine-archuleta-director-of-
office-of-personnel-management-resigns.html?_r=0. 
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In addition to disrupting the company's email system, the cyber-attacks also 

resulted in the posting of personnel data such as employee salaries, birth dates and Social 

Security numbers to file-sharing sites.385  After further investigation, cybersecurity 

experts could not recall another cyber-attack that resulted in so much data from one high 

profile company made available on data sharing websites and assessed the attackers 

illicitly obtained the personal information of 47,000 former and current employees, to 

include health records, home addresses, and taxpayer identification numbers.386 

Cybersecurity expert Kevin Mandia called the cyber-attack "unprecedented" 

because of the combination of stolen personnel information, erased hard drives, and 

leaked documents.387 While many were trying to determine what was stolen or damaged, 

others sought to understand why the attack occurred.  Someone said it was because Sony 

Pictures Entertainment was about to release a film called, "The Interview."  The film did 

not portray the DPRK or its leader, Kim Jong Eun, in a favorable light.388  Further, the 

movie included a fictionalized assassination attempt against Kim Jong Eun orchestrated 

by the CIA.389  Emails sent to various media outlets threatened additional cyber-attacks 
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and 9/11 type terrorist attacks on movie theaters if Sony Pictures Entertainment released 

"The Interview for public viewing."390 

The DPRK denied it was responsible for the cyber-attack, but the FBI said 

otherwise.391  The Obama Administration considered if and how it should respond to 

what amounted to extortion against a private company.  The U.S. had already imposed a 

number of sanctions against the DPRK to prevent the proliferation of weapons of mass 

destruction.392  There were concerns within the Obama Administration as to what actions 

the U.S. could take that would provide a future deterrent effect as well what information 

to reveal to demonstrate the certainty of the DPRK as the perpetrator.393 

President Obama issued an Executive Order (EO) on January 2, 2015 authorizing 

additional sanctions on the DPRK. This EO was in response to the DPRK government's 

repressive actions and policies and its recent cyber-attack on Sony Pictures 

Entertainment.394 The Treasury Department issued a statement that named three DPRK 

entities – the Reconnaissance General Bureau, Korean Mining Development Trading 

Company, and Korean Tangun Trading Company – and ten government officials as 
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targets of the sanctions and denied them access to the U.S. financial system and 

prohibited U.S. persons from engaging in transactions or dealings with them.395  White 

House Press Secretary Josh Earnest said the sanctions were a "first step in the U.S. 

response to the Sony Pictures cyberattack."396   

The imposition of sanctions against the DPRK for its role in the cyber-attacks 

against Sony Pictures Entertainment set a precedent.  The issuance of the EO by 

President Obama was a formal accusation against the DPRK.  Prior to that, the U.S. had 

not formally accused another government of conducting cyber-attacks against U.S. 

targets.397  Sanctions were one response the U.S. could have used.  Another response 

could have been cyber-attacks by Cyber Command on DPRK networks.  Whether or not 

Cyber Command played any role in responding to this cyber-attack is not publicly 

known.  As a sub-unified combatant command, offensive action on the part of Cyber 

Command falls under the purview of Title 10.  It is reasonable to conclude that Cyber 

Command could not take offensive action as a traditional military activity under the 

authority of Title 10 because the U.S. and DPRK were not at war and there was no 

Authorization for the Use of Military Force at the time.   

 
395 U.S. Department of the Treasury, "Treasury Imposes Sanctions Against the Government of the 

Democratic People’s Republic of Korea," January 2, 2015, accessed February 3, 2021, 
https://www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx. 

396 Carol E. Lee and Jay Solomon, "U.S. Targets North Korea in Retaliation for Sony Hack," January 
3, 2015, accessed February 1, 2021, https://www.wsj.com/articles/u-s-penalizes-north-korea-in-retaliation-
for-sony-hack-1420225942?mod=article_inline. 

397 David E. Sanger and Martin Fackler, "N.S.A. Breached North Korean Networks Before Sony 
Attack, Officials Say," January 18, 2015, accessed February 7, 2021, 
https://www.nytimes.com/2015/01/19/world/asia/nsa-tapped-into-north-korean-networks-before-sony-
attack-officials-say.html. 
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Attempts to Influence the 2016 U.S. Presidential Election 

The 2016 presidential election became a battleground as the U.S. experienced 

cyber-attacks as part of a larger influence campaign.  Ohio Secretary of State Jon Husted 

requested support from National Guard cyber teams to monitor and defend the state’s 

election networks in support of the 2016 U.S. presidential election.  According to Husted, 

“cyberwarfare is a new front for the military, for business and now for elections.”398  In 

the case of the 2016 elections, cyber-attacks were part of an influence campaign to 

interfere with the U.S. political process. Lucas Kello described cyberspace as “a perfect 

breeding ground for political disorder and strategic instability.”399 The U.S. would 

experience this first hand. 

During the 2016 U.S. presidential campaign, the Democratic National Committee 

(DNC) experienced unprecedented cyber-attacks.  Cyber operators exfiltrated research 

documents on Republican candidates as well as email messages from a server and later 

made public on websites.400  Also, the Russia-based Internet Research Agency created 

social media accounts and pretended to be Americans who supported Republican 

candidate Donald Trump.401  The FBI and the CIA attributed the attacks to cyber 

operators from Russia whose goal was allegedly helping Trump win the election because 

 
398 Rene Marsh, “Ohio taps National Guard to defend election system from hackers,” November 1, 

2016, accessed November 3, 2016, http://www.cnn.com/2016/11/01/politics/election-hacking-cyberattack/. 
399 Lucas Kello.  “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” 

International Security vol. 38, no.2 (2013), 32. 
400 Eric Lipton, David E. Sanger and Scott Shane, "The Perfect Weapon: How Russian Cyberpower 

Invaded the U.S.," December 13, 2016, accessed January 18, 2020, 
https://www.nytimes.com/2016/12/13/us/politics/russia-hack-election-dnc.html. 

401 Ellen Nakashima, "Russian government hackers penetrated DNC, stole opposition research on 
Trump," June 14, 2016, accessed February 4, 2021, https://www.washingtonpost.com/world/national-
security/russian-government-hackers-penetrated-dnc-stole-opposition-research-on-
trump/2016/06/14/cf006cb4-316e-11e6-8ff7-7b6c1998b7a0_story.html. 
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Russian president Vladimir Putin had a personal grudge against the Democratic 

candidate, Hillary Clinton.  A declassified report that contained assessments by the FBI, 

CIA, and NSA asserted Putin believed Clinton incited protests against him in 2011 when 

she was Secretary of State, but did not substantiate the claim that Trump won because of 

Russian actions.402  However, a separate CIA assessment stated the goal of the campaign 

was to help Trump win the election.403 

The CIA and FBI concluded the overall goal of the Russian misinformation 

campaign was increasing political and social discord in the U.S.404  Some members of 

Congress called on the Obama Administration to respond to Russian attempts to interfere 

with the presidential election.405 One of the loudest voices came from Senator McCain, 

who was concerned that if the Russians were "able to harm the electoral process, then 

they destroy democracy."406  Almost immediately after the 2016 presidential election, 

Senator McCain attempted to warn President-Elect Trump: 

We should place as much faith in such statements as any other made by a 
former KGB agent who has plunged his country into tyranny, murdered 

 
402 David E. Sanger, "Putin Ordered ‘Influence Campaign’ Aimed at U.S. Election, Report Says," 

January 6, 2017, accessed February 4, 2021, https://www.nytimes.com/2017/01/06/us/politics/russia-hack-
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403 Adam Entous, Ellen Nakashima, and Greg Miller, "Secret CIA assessment says Russia was trying 
to help Trump win White House," December 9, 2016, accessed February 4, 2016, 
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presidential-campaign/2016/12/09/31d6b300-be2a-11e6-94ac-3d324840106c_story.html. 

404 Adam Entous and Ellen Nakashima, "FBI in agreement with CIA that Russia aimed to help Trump 
win White House," December 16, 2016, accessed February 4, 2021, 
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accessed February 7, 2021, https://www.klobuchar.senate.gov/public/index.cfm/2016/12/klobuchar-
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his political opponents, invaded his neighbors, threatened America's allies, 
and attempted to undermine America's elections.407 

In an uncommon act of bipartisan solidarity, Senator McCain, along with Senators 

Lindsey Graham, Chuck Schumer and Jack Reed, called for a select Senate committee to 

investigate Russia's cyber activities during the election.408   The New York Times deemed 

the Russian influence campaign "the most effective foreign interference in an American 

election in history.409 

The Obama Administration considered all of the options available to respond to 

this provocation, which included sanctions, indictments, and retaliatory cyber-attacks.410  

Prior to leaving office, President Obama issued an amendment to EO 13964 in response 

to "significant malicious cyber-enabled activities."411  In accordance with the authority of 

the amended EO, the U.S. imposed sanctions against nine entities and two individuals, 

which included the Russian intelligence services (the GRU and the FSB), four GRU 

officers and three Russian companies that supported GRU cyber operations.412  In 
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January 2018, a grand jury indicted 13 Russians and three Russian companies for their 

roles in meddling in the 2016 U.S. presidential elections.413  On February 16, 2018, 

federal arrest warrants were issued for the Russian operatives in the United States District 

Court for the District of Columbia after they were charged with conspiracy to defraud the 

U.S.414  After Donald Trump won, he denied that Russia had any effect on the election, 

despite members of both political parties affirming Russian attempts to influence the 

presidential election.415   

The significance of Russian cyber-attacks is great, and must be viewed in context.  

Unlike the two previous cyber-attacks discussed, the exfiltration of email messages and 

other data from the DNC was conducted as part of a larger influence campaign targeting 

the population of the U.S. with the goal of interfering in the political process.  The Office 

of the Director of National Intelligence published a declassified version of a report that 

detailed how the Russian government employed a multifaceted campaign that included 

"covert intelligence operations—such as cyber activity—with overt efforts by Russian 

Government agencies, state-funded media, third-party intermediaries, and paid social 
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media users" to discredit Secretary Clinton and portray her unfavorably.416  While the 

initial goal was to undermine the Clinton presidential campaign, the broader goal for 

Russian operatives was to sow discord and undermine the confidence of the U.S. 

electoral process.417 

After the 2016 presidential election, it appeared adversaries were emboldened to 

conduct cyber-attacks against the U.S. and not just for the purpose of stealing technology 

or disrupting networks.  There is no evidence of Cyber Command conducting operations 

in response to any of the cyber incidents just discussed.  However, in each of the 

incidents just examined, there was no clearly defined military objective.  Activities that 

took place were not considered acts of war.  These incidents sparked a quest in Congress 

to better understand cyber conflict. 

Congressional	Hearings	to	Better	Understand	Cyber	Conflict	
 

During the period of case study three (April 2014 to May 2018), Congress 

convened 169 hearings to receive testimony on "cyber" or "Cyber Command."  There 

were 60 hearings that addressed the National Defense Authorization Act or 

appropriations and funding for Cyber Command for each fiscal year.  There were 24 

hearings that stood out because they were convened to better understand the role of Cyber 

Command relative to cyber conflict and how the organization contributed to the 

execution of the National Defense Strategy.  Some of the hearings explored how 

 
416 Office of the Director of National Intelligence, Background to “Assessing Russian Activities and 

Intentions in Recent US Elections”: The Analytic Process and Cyber Incident Attribution, (Washington, 
DC: GPO, 2017), ii.  
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cyberspace operations were part of larger influence campaigns, such as those conducted 

by Russia during the 2016 U.S. Presidential election or how cyber-attacks were part of 

"gray zone" activities or hybrid warfare.  Other hearings considered how the DoD or U.S. 

military might deter future cyber-attacks or explored the linkage between cybersecurity 

and national security.  

Because there was a lack of familiarity regarding how cyber-attacks could 

generate effects in the physical world, members of Congress wanted to know more and 

called upon current and former government officials including General (Retired) Keith 

Alexander, Deputy Assistant Secretary of Defense for Cyber Policy Aaron Hughes, State 

Department Coordinator for Cyber Issues Christopher Painter, and former White House 

Advisor and cyber operator Jason Healey.  However, some of the hearings also included 

prominent scholars and strategists such as Martin Libicki of the RAND Corporation, 

James Lewis of the Center for Strategic and International Studies, and Peter W. Singer 

from the New America Foundation.  Appendix 5 contains a summary of the 

congressional hearings that were convened to better understand cyber conflict or the role 

of Cyber Command with regard to the changing character of war and increased emphasis 

on cybersecurity. 

Two hearings helped shape how Congress viewed cyber conflict and the role of 

Cyber Command regarding deterrence in and through cyberspace:  Cyber War: 

Definitions, Deterrence, and Foreign Policy, which convened in September 2015 and 

Digital Acts of War: Evolving the Cybersecurity Conversation, which took place in June 

2016.  These two hearings are significant from the perspective of Congress, the branch in 
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the U.S. government that has the authority to declare war.  The last time Congress 

formally declared war was December 8, 1941 – the day after the attack on the U.S. 

Pacific Fleet at Pearl Harbor.418  As often as the "Cyber Pearl Harbor" analogy was used, 

it appeared Congress wanted to define what constituted an act of war originating in, from, 

or through cyberspace so the U.S could appropriately respond to a cyber-attack.419   

In both hearings, members of the legislative branch sought to understand how a 

cyber-attack could be construed as an act of war, although members in the first hearing 

were also interested in how to deter a cyber-attack.  The challenge for many of the 

lawmakers was that an act of espionage in cyberspace looked almost identical to an act of 

war in cyberspace.420  The U.S. government did not have a clear process for determining 

an appropriate response.  Further, the amount of time required to identify the perpetrator 

of the attack could be lengthy.421  This delay could be perceived by an adversary as 

indecisiveness or lack of capability by the U.S. and not deter future cyber-attacks, or as 

Representative Edmund Royce asked, "Why aren't we hitting back?"422 

In the second hearing, it appeared the key conclusion was the establishment of 

norms regarding behavior in cyberspace would help in much the same way the U.S. and 

Soviet Union understood the process of action – reaction – counteraction during the Cold 
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30, 2015, https://fcw.com/Articles/2015/09/30/Hack-back-strategy.aspx? 
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War.  However, the difficulty of gaining acceptance of a set of norms regarding behavior 

in cyberspace was far greater because the 2016 security environment was much more 

dynamic and information flowed more rapidly.  Additionally, the security environment 

featured multiple actors (versus the bi-polar struggle of the Cold War) and the costs to act 

in cyberspace were low (compared to conventional or nuclear forces) and the ability to 

obfuscate one's true identity or location in cyberspace was relatively easy.423  

Legislation	that	Affected	Cyber	Command	
 

Concomitant with the convening of hearings as a function of performing oversight 

of military cyberspace operations was the passing of legislation that affected Cyber 

Command.  Congress passed key legislation that granted additional authorities to Cyber 

Command that led to increased capability and capacity.  For example, the National 

Defense Authorization Act for Fiscal Year 2016 (FY16 NDAA) and the National Defense 

Authorization Act for Fiscal Year 2017 (FY17 NDAA) granted Cyber Command 

authorities that facilitated its elevation to a unified combatant command.  This section 

explores legislation considered or passed that was relevant to Cyber Command.  

Cyber Act of War Act of 2016 

Because of gaps in policy, the U.S. government sought to “better define what 

constitutes an act of cyber warfare”424 and “what kinds of attacks and what level of 

 
423 U.S. Congress, House of Representatives, Committee on Oversight and Government Reform, 
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damage would trip the threshold into an act of war.”425  Senator Mike Rounds introduced 

S.2905 – Cyber Act of War Act of 2016 on May 9, 2016, which was co-sponsored by 

Senator Angus King.  The bill was read twice and referred to the Foreign Relations 

Committee, but did not proceed any further.426  

Senator Rounds opined in The Wall Street Journal the day before he introduced 

the bill, "the executive branch needs such a definition so it can fully formulate policies 

governing, for example, when it might be appropriate for the U.S. to undertake offensive 

operations against a cyber adversary."427  The Council on Foreign Relations (CFR) blog 

countered Senator Rounds argument – the U.S. "already has ample reasons to respond 

effectively to cybersecurity threats, and a definition will not produce better response 

strategies or capabilities.428 

The House of Representatives version of the bill, H.R. 5220 – Cyber Act of War 

Act of 2016, was introduced by Representative James Himes on May 12, 2016 and 

referred to the Committee on Foreign Affairs and to the Committee on Armed 

Services.429  The bill was later referred by the Armed Services Committee to the 
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427 Mike Rounds, "Defining a Cyber Act of War," May 8, 2016, accessed February 12, 2021, 
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Subcommittee on Emerging Threats and Capabilities on June 17, 2016, but like its Senate 

counterpart, did not proceed further.430 

The language of both bills was the same and directed the President to: develop a 

policy for determining when an action conducted in cyberspace constituted a use of force 

against the U.S. and revise the DoD Law of War Manual.  The bill also required the 

President to consider the ways the effects of a cyber-attack could be equivalent to a 

conventional attack (e.g., casualties or physical destruction), as well as "intangible effects 

of significant scope or duration."431  The CFR blog noted the bill was not mandating a 

definition of what constituted an act of war in cyberspace, but instead required the 

development of a process for defining an act of war.  U.S. Army judge advocate officer 

Mike Tregle Jr. asserted the term “act of war” is antiquated and mostly irrelevant in the 

current security environment.  He recommended broadening the circumstances under 

which force may be used in response to a cyber-attack to enhance the deterrent effect 

against future adversaries.432  

National Defense Authorization Act for Fiscal Year 2016 

 President Obama signed S.1356 into law as PL 114-92 on November 25, 2015.433  

He vetoed a previous version of the bill because it impeded the closure of the detention 
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facility located at U.S. Naval Base Guantanamo, Cuba.434  With the passage of the FY16 

NDAA, the Commander of Cyber Command received the authority to conduct limited 

acquisition activities.  Section 807, "Acquisition authority of the Commander of United 

States Cyber Command," authorized the development and procurement of cyber 

capabilities costing up to $75 million at the direction of Secretary of Defense or in 

support of the National Defense Strategy.435 

The granting of acquisition authorities was a significant milestone in the evolution 

of Cyber Command.  The organization now possessed the ability to develop or procure 

capabilities in a manner similar to the Military Departments and Special Operations 

Command.  Limited acquisition authority could reduce the amount of time required to 

obtain cyber capabilities and technology required to conduct operations by eliminating 

the requirement to work through a Military Department.  This authority was also 

necessary to continue to build capacity within the Cyber Mission Force and would be 

important if Cyber Command was later elevated to a unified combatant command. 

Section 1642 of the FY16 NDAA, "Authorities concerning military cyber 

operations," amended chapter 3 of Title 10 U.S. Code and added a new section that 

clarified the authorities of the Secretary of Defense.  Specifically, the Secretary of 

Defense was required to plan, prepare, and conduct military operations in cyberspace 

"when appropriately authorized to do so" against a foreign power or in "response to 

 
434 The White House Office of the Press Secretary, "Veto Message -- H.R. 1735," October 22, 2015, 

accessed February 12, 2021, https://obamawhitehouse.archives.gov/the-press-office/2015/10/22/veto-
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183 
 

malicious cyber activity carried out against the United States."436  This amendment 

authorized the Secretary of Defense to conduct military cyberspace operations in 

response to malicious foreign cyber activities, but there had to be an external 

authorization, i.e., an Authorization for the Use of Military Force or orders from the 

President in his role as commander-in-chief.  

Providing the Secretary of Defense this authority to conduct military cyberspace 

operations would reduce the amount of time required to make a decision to respond to 

foreign cyber activities.  As written, the law did not specify "cyber-attacks," so one can 

assume that specific authority remained with the President, unless specifically delegated 

to the Secretary of Defense or a combatant commander as part of an ongoing 

operation.437  Perhaps the most salient aspect to Section 1642 of the FY16 NDAA was it 

dispelled any claim that the DoD was not the appropriate U.S. government agency to 

conduct military cyberspace operations.438 

National Defense Authorization Act for Fiscal Year 2017 

President Obama signed S.2943, the National Defense Authorization Act for 

Fiscal Year 2017 (FY17 NDAA), into law as PL 114-328 on December 23, 2016.439   At 

the time of the signing, it was the most extensive legislation to affect the DoD Cyber 

Enterprise and Cyber Command.  The FY17 NDAA contained seven relevant sections; 
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two for the DoD and five that affected Cyber Command.  Section 923 and Section 1642 

contained key provision that were instrumental to the evolution of Cyber Command. 

Section 923, "Establishment of unified combatant command for cyber 

operations," required the President to establish a unified combatant command for cyber 

operations, whose primary function was to prepare cyber operations forces to carry out 

assigned missions.440  Also included in Section 932 were requirements to assign all active 

and reserve cyber operations forces of the armed forces stationed in the U.S. to the cyber 

command, appoint a military officer in the grade of four-star general or admiral as the 

commander, and a specification for the commander of the command to be responsible for 

and have the authority to conduct all affairs relating to cyber operations activities.441    

Section 1642 of the FY17 NDAA, "Limitation on termination of dual-hat 

arrangement for Commander of the United States Cyber Command," required the 

Secretary of Defense and the Chairman of the Joint Chiefs of Staff to certify to Congress 

that the DoD had met certain criteria before ending the dual-hat leadership arrangement.  

Specifically, the Secretary and Chairman had to jointly certify to the appropriate 

Congressional committees that they conducted an assessment of the operational 

dependence of Cyber Command on NSA as well as the ability of Cyber Command and 

NSA to carry out their respective roles and responsibilities independently.  Further, the 

law required an assessment regarding the termination of the dual-hat arrangement to 
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ensure Cyber Command possessed an acceptable level of military effectiveness and 

would not result in unacceptable risk to U.S. national security interests.442 

The FY17 NDAA outlined six conditions that the DoD had to meet before 

Congress would consider whether it was appropriate to end the dual-hat leadership 

arrangement of the Commander of Cyber Command serving simultaneously as the 

Director of the NSA.  The conditions included: 

(1) deployment of a robust operational infrastructure that is sufficient to meet the 

unique cyber mission needs of Cyber Command and NSA;  

(2) establishment of robust command and control systems and processes for 

planning, deconflicting, and executing military cyber operations;  

(3) confirmation that the tools and weapons used in cyber operations are sufficient 

for achieving required effects;  

(4) establishment of capabilities to enable intelligence collection and operational 

preparation of the environment for cyber operations;  

(5) establishment of capabilities to train cyber operations personnel, test cyber 

capabilities, and rehearse cyber missions; and  

(6) attainment of FOC by the Cyber Mission Force.443 

Although the FY17 NDAA appeared to be a boon to those who were in favor of 

elevating Cyber Command and ending the dual-hat leadership arrangement, President 

Obama took umbrage with parts of Section 923 and Section 1642.  In a statement issued 
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by the White House Office of the Press Secretary, President Obama, stated he supported 

elevating Cyber Command as unified combatant command ending the dual-hat leadership 

arrangement, but he did not support the provisions of the two sections as drafted:    

the Congress should leave decisions about the establishment of combatant 
commands to the executive branch and should not place unnecessary and 
bureaucratic administrative burdens and conditions on ending the dual-hat 
arrangement at a time when the speed and nature of cyber threats requires 
agility in making decisions about how best to organize and manage the 
Nation's cyber capabilities.444 

 
President Obama also expressed deep concern regarding the use of the NDAA to 

compel organizational change on the DoD, noting that the changes impose administrative 

burdens, decrease the agility of the DoD to respond to threats, create additional 

bureaucracies, and generate inefficiencies.  Although he supported elevating Cyber 

Command and ending the dual-hat leadership arrangement, President Obama chose to not 

act on either initiative before his term in office ended.  The next section explores DoD 

efforts to evolve Cyber Command that occurred during much of the same period of time. 

DoD Efforts to Evolve Cyber Command  

There were a number of efforts undertaken by the DoD with respect to the 

evolution of Cyber Command at the same time as the events just reviewed.  The efforts 

that contributed to the evolution of Cyber Command include: publication of the 2015 

DoD Cyber Strategy; attainment of IOC by the Cyber Mission Force; activation and 

conduct of military cyberspace operations by JTF-ARES; and assignment of a second 

 
444 The White House Office of the Press Secretary, "Statement by the President on Signing the 

National Defense Authorization Act for Fiscal Year 2017," December 23, 2016, accessed January 26, 2019, 
https://obamawhitehouse.archives.gov/the-press-office/2016/12/23/statement-president-signing-national-
defense-authorization-act-fiscal. 
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Deputy Commander to plan for and manage the activities to elevate Cyber Command to a 

unified combatant command. 

Publication	of	the	2015	Department	of	Defense	Cyber	Strategy	
 

In April 2015, Secretary of Defense Ash Carter announced the release of an 

updated DoD Cyber Strategy.445  The DoD published unclassified and classified versions.  

A key component of the updated strategy was an explicit emphasis on deterrence in 

cyberspace.  The strategy also stressed the importance of attribution for deterrence and 

discussed the need for the DoD to continue collaboration with the Intelligence 

Community and private sector to attribute cyber-attacks.446   

The 2015 DoD Cyber Strategy emphasized deterrence in cyberspace and a whole-

of-government approach.  The strategy also stressed the importance of attribution for 

deterrence and discussed the need for the DoD to continue collaboration with the 

Intelligence Community and private sector to attribute cyber-attacks.  A key difference 

from other strategic guidance was that this strategy specifically addressed deterrence in 

cyberspace.  The policy did not designate cyberspace as an operational domain for all 

agencies of the U.S. Government nor did it include the "cyber Pearl Harbor" analogy.  

Instead, the most likely threats were persistent and low-level cyber-attacks on private 

sector firms or individuals to damage networks or steal data or technology.447 

 
445 DoD Press Release, "Drell Lecture: "Rewiring the Pentagon: Charting a New Path on Innovation 

and Cybersecurity" (Stanford University)," April 23, 2015, accessed August 1, 2020, 
https://www.defense.gov/Newsroom/Speeches/Speech/Article/606666/drell-lecture-rewiring-the-pentagon-
charting-a-new-path-on-innovation-and-cyber/. 

446 Department of Defense, Department of Defense Cyber Strategy (Washington, DC: GPO, 2015), 11. 
447 Henry Farrell, "What’s new in the U.S. cyber strategy," April 24, 2015, accessed February 12, 2021, 

https://www.washingtonpost.com/news/monkey-cage/wp/2015/04/24/whats-new-in-the-u-s-cyber-strategy/. 
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Questions remained among members of Congress as to how the DoD and Cyber 

Command would implement the updated DoD Cyber Strategy. Six months after the 

release of the 2015 DoD Cyber Strategy, the House Armed Services Committee devoted 

a week to learning more about cybersecurity issues and convened a series of hearings.448  

Two of the hearings for that week focused on outside perspectives and implementation of 

the 2015 DoD Cyber Strategy.  Key discussion items among both hearings were how to 

recruit, develop, and sustain talent in the Cyber Mission Force and the role of the DoD 

regarding the protection of private networks.  Both of these items are relevant to how the 

DoD deters cyber-attacks. 

Two years after the publication of the strategy, it appeared there was still 

uncertainty regarding how the DoD deterred cyber-attacks.  Senator King asked Assistant 

Secretary of Defense (ASD) for Homeland Defense and Global Security Kenneth 

Rapuano why the DoD was unable to provide clear criteria for what would cause a 

military response to a cyber-attack.  ASD Rapuano posited a clearly defined threshold 

could embolden an adversary to stop just short each time when conducting a cyber-attack 

and not commit an act of war, but still cause damage.  Thus, the DoD determined 

responses on a case-by-case basis and specific capabilities were not publicly known so as 

to not allow an adversary to devise a defense or countermeasure. Senator King countered 

"a secret deterrent is not a deterrent."449  This retort was reminiscent of the Doomsday 

 
448 U.S. Congress, House of Representatives, Committee on Armed Services, Outside Perspectives on 

the Department of Defense Cyber Strategy, 114th Cong., 1st sess., September 29, 2015, 1. 
449 U.S. Congress, Senate, Committee on Armed Services, The Roles and Responsibilities for 

Defending the Nation from Cyber Attack, 115th Cong., 1st sess., October 19, 2017, 67. 
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Machine in Stanley Kubrick's motion picture, Doctor Strangelove – an unknown or 

undisclosed capability is unable to deter potential adversaries. 

Regarding Cyber Command, Stanford Professor Herbert Lin observed the 2015 

DoD Cyber Strategy did not specify any limits on how the organization would conduct 

operations for other government agencies.  The strategy stated Cyber Command may "be 

directed to conduct cyber operations, in coordination with other U.S. government 

agencies as appropriate, to deter or defeat strategic threats in other domains."450  Admiral 

Rogers clarified the intent of this guidance in at a hearing convened by the House Armed 

Services Committee regarding the 2015 DoD Cyber Strategy: 

DOD does not physically act on private sector networks.  I am not 
responsible for hardening them... that is not Cyber Command’s role. What 
we do is we partner with DHS in their role.  I try to make sure that, again, 
because one of the missions you heard the Secretary talk about in the very 
beginning, where there is an expectation that DOD needs to be ready to 
respond if the President decides that we have to respond to a cyber event 
of significant consequence.451 
 
The 2015 DoD Cyber Strategy provided guidance for the development and 

fielding of the Cyber Mission Force (CMF) and acknowledged that it represented 

a major investment by the Department of Defense and the United States as 
whole, and a central aim of this strategy is to set specific goals and 
objectives to guide the development of the Cyber Mission Force and 
DoD’s wider cyber workforce to protect and defend U.S. national 
interests.452 
  

Once it attained Full Operational Capability, the CMF would consist of 133 teams 

comprised of 6,200 cyber professionals assigned to the Cyber National Mission Force, 

 
450 Department of Defense, Department of Defense Cyber Strategy, 5. 
451 U.S. Congress, House of Representatives, Committee on Armed Services, Implementing the 

Department of Defense Cyber Strategy, 114th Cong., 1st sess., September 30, 2015, 43. 
452 Department of Defense, Department of Defense Cyber Strategy, 6. 
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Cyber Combat Mission Force, Cyber Protection Force, Joint Force Headquarters-Cyber 

(JFHQ-C), Joint Force Headquarters-DoD Information Networks (JFHQ-DODIN), and 

the National Mission Force-Headquarters (NMF-HQ).453  The strategy also noted reliance 

on one single organization for cybersecurity was impractical because of the 

interconnectedness of information networks and called for collaboration with other 

agencies.454 Admiral Rogers wanted to emphasize partnership with other agencies as part 

of his vision for Cyber Command. 

Admiral	Rogers	Publishes	Commander's	Vision	and	Guidance	
 

In June 2015, Admiral Rogers emphasized collaboration and innovation in his 

vision and guidance for Cyber Command.    Admiral Rogers summarized his vision using 

three themes that described how he viewed Cyber Command: (1) motivated by mission; 

(2) powered through partnerships; and (3) oriented toward outcomes.455   These themes 

were the hallmarks for how Admiral Rogers wanted his tenure in command remembered.  

Of special note was the emphasis on building and expanding partnerships with other 

federal agencies, the private sector, coalition partners and allies, and academia, as stated 

in the 2015 DoD Cyber Strategy.  This was also a reference to the work started under 

 
453 U.S. Cyber Command, United States Cyber Command (USCYBERCOM) Tasking Order 

(TASKORD) 14-0061, USCYBERCOM Operational Processes, March 13, 2014, accessed December 21, 
2020, https://www.cybercom.mil/Portals/56/Documents/FOIA%20Reading%20Room%20Docs/2014-03-
13_USCYBERCOM_Operational_Process_Gladiator_Shield.pdf?ver=2020-01-24-095942-497. 

454 Department of Defense, Department of Defense Cyber Strategy, 32. 
455 Michael S. Rogers, Beyond the Build: Delivering Outcomes through Cyberspace – The 

Commander’s Vision and Guidance for US Cyber Command, (Washington, DC: GPO, 2015), 3-4. 
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General Alexander and furthered by Admiral Rogers' exhortation that, "Cybersecurity is 

the ultimate team sport."456   

One purpose of the command vision was to provide direction for how Cyber 

Command would attain the ends specified in the 2015 DoD Cyber Strategy published two 

months earlier.  Admiral Rogers stated, "We must build the capacity of the Cyber 

Mission Force and enable the partnerships so vital to its success."457  Few people knew 

the ability of Cyber Command to achieve Admiral Rogers' vision in support of combat 

operations would soon be tested.  The next section explores the quest by Cyber 

Command to fulfill that vision and build capacity while supporting combat operations. 

Building Capacity 

In business, a firm increases capacity to meet an actual or immediate increase in 

customer demand.  Under Admiral Rogers, Cyber Command organized and fielded the 

Cyber Mission Force and implemented the guidance outlined in the 2015 Department of 

Defense Cyber Strategy. That guidance specified tasks to deter malicious actors in 

cyberspace and to develop means to “control escalation and to shape the conflict 

environment.”458  Additionally, Cyber Command had to build capacity to implement 

sections in the FY16 NDAA regarding Secretary of Defense responsibilities for military 

cyber operations and limited acquisition authority of cyber capabilities.  Finally, Cyber 

Command made organizational changes to facilitate the command and control of military 

 
456 Michael S. Rogers, Remarks to PUBP 710-007, National Security, Ethics and the Constitution, 

March 26, 2015, Founders Hall, George Mason University, Arlington, VA. 
457 Rogers, Beyond the Build: Delivering Outcomes through Cyberspace – The Commander’s Vision 

and Guidance for US Cyber Command, 8. 
458 2015 DoD Cyber Strategy, 14 
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cyberspace operations in support of JTF Ares and prepare for elevation as unified 

combatant command.   

Joint	Task	Force-Ares	
 

Operation Inherent Resolve began on October 17, 2014 in support of United 

Nations Security Council Resolutions 2170 and 2254.459  The DoD established Combined 

Joint Task Force – Operation Inherent Resolve (CJTF-OIR) to provide command and 

control of U.S. and coalition forces in the fight against the Islamic State of Iraq and Syria 

(ISIS).460  Cyber Command issued its Operations Order on March 29, 2015, which 

specified how it would provide support to CJTF-OIR to defeat ISIS in designated areas of 

Iraq and Syria and set conditions for follow-on operations to increase regional stability.461 

In April 2016, Secretary of Defense Ash Carter announced that he had given 

Cyber Command “its first wartime assignment” by directing the organization to conduct 

online attacks to disrupt the Islamic State in Iraq and Syria (ISIS).462  Deputy Secretary of 

Defense Robert Work elaborated by stating that the U.S. was “dropping cyber bombs” on 

ISIS and conducting a “cyber campaign.”463  These were the first public announcements 

of Cyber Command conducting military cyberspace operations in support of a geographic 

 
459 CJTF-OIR Public Affairs Officer, "Mission," December 31, 2020, accessed February 15, 2021, 

https://www.inherentresolve.mil/About-CJTF-OIR/. 
460 Ibid. 
461 U.S. Cyber Command, "USCYBERCOM Operations Order (OPORD) 15-0055, Operations in 

Support of Operation Inherent Resolve," March 29, 2015, accessed August 25, 2019, 
https://assets.documentcloud.org/documents/5751043/National-Security-Archive-COS-MEMO-11-FEB-
19.pdf. 

462 Geoff Dyer, “US Launches Online Assault on ISIS,” Financial Times, April 6, 2016, accessed April 
23, 2016, http://www.ft.com/intl/cms/s/0/4d98edd0-fba5-11e5-b3f6-
11d5706b613b.html?siteedition=uk#axzz45EzdwfZK. 

463  Colin Clark and Sydney J. Freedberg Jr., “Bye Bye QDR; Hello Stand-Alone Cyber Command: 
HASC Markup,” April 22, 2016, accessed April 23, 2016, http://breakingdefense.com/2016/04/bye-bye-
qdr-hello-stand-alone-cyber-command-hasc-markup/. 
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combatant command.  However, Cyber Command was not organized to manage and 

synchronize the myriad tasks associated with combat operations on a daily basis. 

Cyber Command established Joint Task Force-Ares (JTF-Ares) on May 5, 2016 to 

provide the command and control necessary to deny the use of cyberspace to ISIS.464  

Regarding the establishment of JTF-Ares, Admiral Rogers testified to the Senate Armed 

Services Committee in May 2017: 

The result of this change was a new organization, Joint Task Force (JTF)-
Ares, established by me as the Commander of USCYBERCOM in the 
spring of 2016 to coordinate cyberspace operations against ISIS. JTF-
Ares' mission is to provide unity of command and effort for 
USCYBERCOM and coalition forces working to counter ISIS in 
cyberspace. The JTF model has helped USCYBERCOM to direct 
operations in support of USCENTCOM operations, and marks an 
evolution in the command-and-control structure in response to urgent 
operational needs.465 
 
Six months later, later Cyber Command and JTF-Ares initiated Operation 

Glowing Symphony.  The purpose of the operation was to disrupt ISIS cyberspace 

activities and media operations.466 Operation Glowing Symphony included cyber 

operators and analysts from Cyber Command, JTF-Ares, coalition partners, the 

Intelligence Community, and the FBI.467   

 
464 U.S. Cyber Command, "USCYBERCOM FRAGORD 01 TO TASKORD 16-0063, to Establish 

Joint Task Force (JTF)-ARES, to Counter the Islamic State of Iraq and Syria (Isis) in Cyberspace," May 5, 
2016, accessed August 25, 2019, https://assets.documentcloud.org/documents/3678213/Document-07-
USCYBERCOM-to-CDRUSACYBER-Subj.pdf. 

465 U.S. Congress, Senate, Committee on Armed Services, Part 1 - Department of Defense 
Authorization for Appropriations for Fiscal Year 2018 and the Future Years Defense Program, 115th 
Cong., 1st Sess., March 9, 2017, 466. 

466 U.S. Cyber Command, "USCYBERCOM OPORD 16-0188 Operation Glowing Symphony," 
November 9, 2016, accessed February 14, 2021, 
https://assets.documentcloud.org/documents/4638024/USCYBERCOM-Subject-USCYBERCOM-
OPORD-16-0188.pdf. 

467 U.S. Cyber Command, "United States Cyber Command Concept of Operations – Operation 
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After a month, Cyber Command conducted an assessment of Operation Glowing 

Symphony and deemed it the most complex offensive cyberspace operation conducted to 

date.468  Cyber Command extended the conduct of activities for Operation Glowing 

Symphony on July 7, 2017.469  It is unknown if the extension was to reinforce success or 

because the operation did not achieve the desired results.  

After departing office, Secretary of Defense Carter revealed he was disappointed 

in the performance of Cyber Command because it did not produce any effective cyber 

weapons or tools and when it was time to act, the intelligence community would delay or 

avoid taking action because there was a belief that cyber operations would hinder 

intelligence collection.470  Some members of Cyber Command perceived the conflict 

between military activities and intelligence collection decreased the potential contribution 

of cyberspace operations against ISIS.471  The perception of conflict would become an 

issue later, but not before Cyber Command made other changes to build capacity. 

Cyber	Command	Capabilities	Development	Group	(CDG)	
 

 
https://assets.documentcloud.org/documents/4638018/USCYBERCOM-JTF-ARES-United-States-Cyber-
Command.pdf. 
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Symphony," July 7, 2017, accessed August 31, 2019, 
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In February 2016, Admiral Rogers established the Capabilities Development 

Group (CDG) as “a distinct and core element” of Cyber Command.472  The CDG was 

responsible for managing the activities associated with the limited acquisition authority 

provided by Section 807 of the FY16 NDAA.  Activities included coordinating, 

integrating, and prioritizing cyberspace capability development efforts rapidly deliver 

tools and products in support of full-spectrum military cyberspace operations.473  The 

CDG also worked with mission partners in the private sector to effectively integrate 

Cyber Command tools and bolster cybersecurity.474   

The acquisition model that Cyber Command adopted was very similar to the one 

used by the Special Operations Command, which performed rapid acquisition of 

advanced and specialized technical capabilities to accomplish assigned missions.475  In 

October 2017, Cyber Command awarded its first contract under its limited acquisition 

authority.476  For Fiscal Year 2018, the command planned to award $40 million in 

 
472 George "Dennis" Bartko, "US Cyber Command Capabilities Development Group," no date, 

accessed January 27, 2019, https://fcw.com/events/security-summit-aug-
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contracts.477  Professor Jacqueline Schneider of the Naval War College identified the 

ability to rapidly acquire technology and to execute contracts as key organizational 

processes for Cyber Command, as part of its evolution to becoming a Unified Combatant 

Command.478  Admiral Rogers testified that the CDG enabled Cyber Command to move 

from "a focus on developing capacity to a focus on employing capacity."479   

Cyber	Mission	Force	Attains	Initial	Operational	Capability	
 
On October 21, 2016, Cyber Command announced all 133 Cyber Mission Teams 

of the Cyber Mission Force (CMF) attained Initial Operational Capability (IOC).480  Each 

of the Military Services contributed a number of teams to the CMF.  Table 2 provides a 

summary of the contributions to the CMF by service.481  Each service was responsible for 

ensuring its teams met the deadlines specified for attaining Initial Operational Capability 

and reporting the status to the Deputy Assistant Secretary of Defense for Cyber Policy 

and Cyber Command. 
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Table 2 – Contribution by Military Services to the Cyber Mission Force 
Army Navy Air Force Marines Total 

41 40 39 13 133 
 

As discussed earlier, the CMF consisted of three elements: National Mission 

Force; Combat Mission Force; Cyber Protection Force.  The National Mission Force 

consists of National Mission Teams and National Support Teams charged with defending 

the U.S. and national interests against cyber-attacks of strategic importance.482  The 

Combat Mission Force conducted military cyber operations in support of the regional and 

Functional Combatant Commands through the Combat Mission Teams and Combat 

Support Teams.483  The Cyber Protection Force was responsible for defending DoD 

information networks and systems and has Cyber Protection Teams at the national, 

combatant command, and service levels.484  Table 3 provides a summary of the various 

teams that comprise the CMF.485  When the CMF attained Full Operational Capability, 

Cyber Command would have the required forces to conduct the full spectrum of military 

cyberspace operations in support of military operations worldwide. 
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484 DoD Inspector General, U.S. Cyber Command and Military Services Need to Reassess Processes 
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Table 3 – Organization of the Cyber Mission Force 
National Mission Force Combat Mission 

Force 
Cyber Protection Force 

National 
Mission 
Teams 

National 
Cyber 

Protection 
Teams 

National 
Support 
Teams 

Combat 
Mission 
Teams 

Combat 
Support 
Teams 

DoD 
Cyber 

Protection 
Teams  

Military 
Services 

Cyber 
Protection 

Teams 

Combatant 
Command 

Cyber 
Protection 

Teams 
13 13 13 27 17 6 24 20 

	

 
Consideration	of	the	Dual-Hat	Leadership	Arrangement	
 

At the end of the summer of 2016, it appeared Cyber Command was on the verge 

of flourishing –the CMF was making progress on building capacity and JTF-ARES was 

conducting military cyberspace operations against ISIS.  However, the dual-hat 

leadership arrangement would come under scrutiny again and with it, a number of other 

actions that would affect the evolution of Cyber Command. 

In September 2016, the Washington Post reported Secretary of Defense Carter 

and DNI Clapper were planning to recommend ending the dual-hat leadership 

arrangement.  Secretary Carter wanted the commander of Cyber Command to focus on 

military cyberspace operations and Director Clapper wanted to reduce the tension that 

existed between warfighting and intelligence functions.486  There was also concern over 

Admiral Rogers' leadership and management stemming from the improper handling of 

classified information that took place under his command, as well as rumors of low 

 
486 Ellen Nakashima, "Obama to be urged to split cyberwar command from NSA," September 13, 

2016, accessed December 22, 2020, https://www.washingtonpost.com/world/national-security/obama-to-
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morale at NSA.487  Both senior officials were in favor of appointing a civilian to head the 

NSA, in keeping with the recommendation from the President’s Review Group on 

Intelligence and Communications Technologies. In response to the planned 

recommendation, Senator McCain announced, “if a decision is prematurely made to 

separate NSA and Cyber Command" he would object to the confirmation of any 

individual nominated to serve as Director of the NSA, if not also nominated to be 

commander of Cyber Command.488  

Two months later, The New York Times revealed President Obama was 

considering the removal of Admiral Rogers from his two leadership positions.489  

Secretary Carter was displeased with the performance of Cyber Command in support 

Operation Inherent Resolve, as well as the discovery in October of willful mishandling 

and unauthorized transportation and storage of classified information by NSA contract 

employee Harold T. Martin.  However, Secretary Carter and Director Clapper also 

learned that Admiral Rogers had met with President-elect Trump without the knowledge 

of any senior officials from the DoD, Intelligence Community, or White House.490 
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President Obama contemplated firing Admiral Rogers as well as splitting the two 

leadership positions prior to departing office, but ultimately decided to leave that decision 

to President Trump.491  As the Trump administration took office, the two officials who 

sought to remove Admiral Rogers departed.  James Mattis was sworn in as the 26th 

Secretary of Defense on January 20, 2017.492  Vice President Mike Pence presided over 

the swearing in ceremony for Dan Coats as Director of National Intelligence on March 

16, 2017.493  Although his detractors were no longer in office, the issue of the dual-hat 

leadership arrangement continued to dog Admiral Rogers.  It was a topic at 

Congressional hearings, 494 a premise for professional publications,495 and the topic of a 

Government Accountability Office (GAO) report. 

In August 2017, the GAO examined the impact of ending the dual-hat leadership 

arrangement where the commander of Cyber Command also served as the Director of 

NSA.496  The GAO report discussed the advantages and disadvantages of the arrangement 

as perceived by personnel assigned to Cyber Command or NSA.  The report argued the 

tension between warfighting and intelligence functions and limited understanding of 
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494 U.S. Congress, House of Representatives, Cyber Warfare in the 21st Century: Threats, Challenges, 
and Opportunities, 115th Cong., 1st sess., 2017, 14. 

495 Michael Hayden, "Cutting Cyber Command's Umbilical Cord to the NSA," July 17, 2017, accessed 
July 17, 2017, https://www.thecipherbrief.com/article/tech/cutting-cyber-commands-umbilical-cord-nsa-
1092/. 

496 Government Accountability Office, Defense Cybersecurity: DoD's Monitoring of Progress in 
Implementing Cyber Strategies Can be Strengthened, (Washington, DC: GAO, 2017), 11. 



 
 

201 
 

resources shared by Cyber Command and NSA provided neither and advantage or 

disadvantage.497  There was no evidence discovered of an official DoD position in favor 

of or against the dual-hat leadership arrangement.  Some senior officials in the DoD and 

Intelligence Community had strong opinions, but often chose anonymity in order to share 

those opinions with the media.  Table 4 outlines the advantages and disadvantages 

contained in the GAO report.  

 

Table 4 – Advantages & Disadvantages of the Dual-Hat Leadership Arrangement 
Advantages Disadvantages 

More in-depth coordination and 
collaboration 

Concerns about unfair prioritization of 
requests for support 

Faster decision-making Increased potential for exposure of 
NSA tools and operations 

More efficient use of resources Broad span of control 
 

The report was generally well accepted by DoD officials.498  However, the dual-hat 

arrangement emerged again as an issue after President Trump directed the DoD to elevate 

Cyber Command to a unified combatant command on August 18, 2017.499  

President	Trump's	Directive	to	Elevate	Cyber	Command	
 

Almost eight months after his inauguration, President Trump issued a directive to 

the DoD to elevate Cyber Command as a Unified Combatant Command and assign it the 

 
497 Ibid., 13. 
498 Mark Pomerleau, "What do DoD officials think of splitting NSA/CyberCom dual hat?" August 1, 

2017, accessed August 21, 2017, https://www.fifthdomain.com/dod/cybercom/2017/08/01/what-do-dod-
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responsibilities previously assigned Strategic Command.500  While some lauded the 

decision, Michael Sulmeyer, former Director for Plans and Operations for Cyber Policy 

in the Office of the Secretary of Defense, thought the idea of elevating Cyber Command 

was "overhyped" and would not afford the organization any additional capabilities.501  

For Professor Sulmeyer, the more salient issue was when and how to end the dual-hat 

leadership arrangement.502   

Senator McCain and Senator Lindsey Graham issued a statement regarding the 

directive: “While we welcome this elevation, there is much more to be done to prepare 

our nation and our military to meet our cybersecurity challenges.”503  Senator McCain 

also cautioned the Trump administration to develop “a clear policy and strategy for 

deterring and responding to cyber threats” and “an integrated, whole-of-government 

approach to protect and defend the United States from cyberattacks.”504   

With the issuance of the Presidential Memorandum to the DoD to elevate Cyber 

Command, the next stage in the organization's evolution was clear.  The dual-hat 

leadership arrangement would continue at least until the Secretary of Defense and 
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Chairman of the Joint Chiefs of Staff could certify to Congress that the Cyber Command 

and NSA met the conditions specified in the FY17 NDAA. In the meantime, there were 

many tasks to complete before Cyber Command took its place as the 10th Unified 

Combatant Command within the DoD. 

2017	Unified	Command	Plan	
 

One of the tasks was incorporating changes to the Unified Command Plan (UCP) 

into planning and operations processes because of new authorities granted with the 

impending elevation of Cyber Command.   The 2017 UCP specified the following tasks 

to Cyber Command: directing the operations, security, and defense of DoD Information 

Networks; directing cyber defenses of critical infrastructure to ensure the DoD can 

accomplish its missions; providing warning and defending against significant cyber-

attacks on the U.S.; coordinating across the DoD and the U.S. Government before 

military cyberspace operations; providing military liaison officers to U.S. Government 

and international agencies to represent Cyber Command; advocating for cyberspace 

capabilities in DoD programming and budgeting processes; integrating theater security 

cooperation of cyberspace operations in support of Joint Force commanders; and 

executing cyberspace operations in support of military and civilian authorities in defense 

of the homeland.505 

The 2017 UCP also gave Cyber Command the responsibility of serving as the 

force provider for military cyber forces to the Combatant Commands.  Accomplishment 
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of this task required preparing and submitting program recommendations and budget 

proposals for military cyber forces.  This last task made Cyber Command similar to 

SOCOM in that it now acted like a military service for cyber operations forces.506  With 

these additional responsibilities, Cyber Command required a deputy commander whose 

sole purpose was coordinating and managing the tasks associated with elevation. 

Appointment	of	Two	Deputy	Commanders		
 

Lieutenant General Vincent R. Stewart was confirmed by the Senate by voice 

vote on July 31, 2017 to serve as the Deputy Commander of Cyber Command.507  

Lieutenant General William C. Mayville was also confirmed by the Senate on the same 

day for appointment as a deputy commander.508 Prior to his appointment to Cyber 

Command, he was the Director of the Joint Staff (DJS), a position renowned within DoD 

as a stepping stone to four-star rank.509  Officers who previously served as the DJS and 

were subsequently promoted to four-star rank included: General George Casey, 36th 

Chief of Staff of the Army; General Lloyd J. Austin III, Commander of Central 

Command; and General Mike Scaparrotti, Commander of European Command. 

The two deputy commanders were among the officers being considered to take 

command of the Cyber Command after its elevation.510  Stewart managed the day-to-day 
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operations of Cyber Command and Mayville coordinated actions and planned for the 

elevation to a unified combatant command.511  Many within the Pentagon believed 

Mayville would assume command of the newly elevated unified combatant command, 

but that was predicated on ending the dual-hat leadership arrangement.512  Lieutenant 

General Mayville had a distinguished career and extensive experience commanding 

troops in combat.  However, he had no experience as an intelligence officer and would 

not have the expertise necessary to also serve as the Director of the NSA.   

It soon became apparent that the successor to Admiral Rogers would have to be 

an intelligence officer because Cyber Command had not met all of the conditions for 

ending the dual-hat leadership arrangement.  Admiral Rogers announced his intent to 

retire in January 2018.513  President Trump nominated Lieutenant General Paul Nakasone 

for appointment to the rank of general and assignment as the Director of the NSA and 

commander of Cyber Command on February 8, 2018.514  At the time, Lieutenant General 

Nakasone was commanding Army Cyber Command.515 A career military intelligence 

officer and one of the "Four Horsemen" responsible for the design of Cyber Command, 

Lieutenant General Nakasone previously served as the commander of JTF-ARES and the 
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Cyber National Mission Force.516  The DoD submitted Lieutenant General Mayville's 

approved retirement request to Congress on March 20, 2018.517   

Lieutenant General Nakasone appeared before the Senate Armed Services 

Committee on March 1, 2018 and among the questions asked by lawmakers was his 

position on the dual-hat leadership arrangement.518  He said if he were confirmed, he 

would conduct an assessment on the dual-hat arrangement within 90 days after taking 

command and report his findings to the Secretary of Defense and Director of National 

Intelligence.  Another line of questions involved Russian attempts to influence the 2016 

election.519   

The Senate confirmed the appointment of General Nakasone by voice vote on 

April 24, 2018.  General Nakasone assumed command from Admiral Rogers on May 4, 

2018 at a ceremony officiated by Deputy Secretary of Defense Patrick Shanahan.520  Over 

ten years, Cyber Command built capability, advocacy, and capacity and evolved into a 

functional combatant command capable of conducting operations worldwide. 
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Analysis of Case Three 

Case Three explored DoD efforts to drive the evolution of Cyber Command and 

Cyber Command's efforts to build capacity.  The next section discusses the observations 

and evidence analyzed through process tracing with respect to the three propositions.  

Evidence was analyzed at three levels: external to DoD; DoD level actions; and Cyber 

Command actions. 

Proposition 3b: The executive branch drives the evolution of Cyber Command  

There is strong evidence that supports this proposition.  President Trump, as 

Commander-in-Chief and head of the executive branch drove the evolution of Cyber 

Command through his directive to DoD to elevate it to a Unified Combatant Command.  

Prior to that, President Obama, also drove the evolution through his approval of the FY17 

NDAA, which made the elevation of Cyber Command part of public law.  However, as 

President Obama noted to Congress, such authority already belonged to the executive 

branch and Section 923 and Section 1642 of the FY17 NDAA placed administrative 

burdens on the DoD. 

The Department of Defense, part of the Executive Branch, drove the evolution of 

Cyber Command through the publication of orders and strategic guidance, granting 

authorities to the commander of Cyber Command to deploy and conduct cyber 

operations, and appointing senior officials to serve in key leadership positions in Cyber 

Command.  Evidence that supports the hypothesis includes: the 2015 DoD Cyber 

Strategy; operations orders providing authorities and guidance for operations, e.g., 

Operation Glowing Symphony; changes to command and control, such as assignment of 



 
 

208 
 

two deputy commanders to facilitate the elevation of Cyber Command; and efforts by 

Cyber Command to build capacity, such as the establishment of the Capabilities 

Development Group or activation of JTF-Ares.  

Proposition 4b: Congress exercises sporadic and ineffective oversight over military 
cyberspace operations 
 
 The evidence analyzed for this case study does not support Proposition 4b.  

Congressional oversight of military cyberspace operations during this case study is better 

described as timely and effective.  Congress played a vigorous role in the evolution of 

Cyber Command.  During the period examined, 169 hearings were convened with regard 

to Cyber Command or cybersecurity topics.  There were 86 hearings in the Senate, 82 

hearings in the House of Representatives, and one joint hearing with committees from 

both chambers.  Congress took great effort to better understand the nature of cyber 

conflict and how cyber operations were part of the changing character of war.  Topics 

included the efficacy of deterrence in cyber conflict, the role of cyber operations in 

hybrid warfare, the conduct of cyber-attacks as part of a larger influence campaign, and 

the relationship between cybersecurity and national security.   

 

Proposition 5b: The evolution of Cyber Command can be explained by initial 
organization structure, ongoing interests of relevant political actors, and exogenous 
events 
 

The evidence analyzed for this case study support this proposition.  The evolution 

of Cyber Command resolved one of two issues stemming from the initial organizational 

structure.  The elevation of Cyber Command resulted in the removal of a layer of 

bureaucracy, i.e., Cyber Command was no longer a sub-unified command under Strategic 
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Command.  The other issue from the initial design of Cyber Command was the dual-hat 

leadership arrangement.  There were two opportunities for President Obama to end the 

arrangement, but he decided against that course of action both times. The first 

opportunity, in 2013, the arrangement was retained because Cyber Command did not 

have the resources to operate independently.  The second opportunity, in 2016, was more 

complicated.  The congressional requirement placed on the Secretary of Defense and the 

Chairman of the Joint Chiefs of Staff to certify to Congress that Cyber Command and 

NSA could operate as independent agencies with no degradation of capabilities before 

ending the dual-hat leadership arrangement delayed what many senior officials believed 

was the next stage in the evolution of Cyber Command. 

The key political actor opposed to ending the dual-hat leadership arrangement 

was Senator John McCain.  As the Chairman of the Senate Armed Services Committee, 

his threat to block the confirmation of any individual who was not nominated to lead both 

Cyber Command and the NSA hamstrung the DoD.  That dual-hat leadership 

arrangement meant the nominee had to be a four-star general or admiral to serve as a 

combatant commander, which prevented the appointment of a civilian to serve as 

Director of the NSA.  The military officer nominated to serve in the dual-hat leadership 

position also had to have experience as an intelligence officer to be able to effectively 

lead the NSA.  There are relatively few senior officers across the all of the services who 

have the credentials to command at the four-star level.  The dual-hat leadership 

arrangement narrowed the pool of candidates drastically because of the need for an 

intelligence officer capable of commanding at that level. 
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Events external to the DoD that affected the evolution of Cyber Command 

include: the improper handling of classified information by NSA contractors; U.S. 

indictments against Chinese and Russian cyber operators; sanctions by the U.S. in 

response to cyber-attacks conducted against Sony Pictures Entertainment by North 

Korea, and passage of the NDAAs that granted greater authority to Cyber Command.   

The improper handling of classified information affected all of the DoD as 

organizations had to devote resources to guarding against insider threats and training 

personnel to be aware of the threat.  The three major cyber-attacks suffered by the U.S. 

caused some lawmakers to question if Cyber Command could deter cyber-attacks 

effectively, especially Senator John McCain. The FY16 NDAA and FY17 NDAA 

provided authorities that facilitated the evolution of Cyber Command to a unified 

combatant command, modeled after SOCOM.  The limited acquisition authority granted 

in the FY16 NDAA, additional responsibilities specified in the 2017 UCP, and 

authorization for a combatant command for cyber operations in the FY17 NDAA resulted 

in the tenth combatant command under the 2017 UCP. 

Counterfactuals 

Case three considered one counterfactual scenario regarding the evolution of 

Cyber Command: had President Obama vetoed the FY17 NDAA, which he did not agree 

with (as drafted), would the DoD still elevate Cyber Command?  In all likelihood, Cyber 

Command would have still become a Unified Combatant Command.  President Trump 

and President Obama both had the authority as specified in Article II, Section 2 of the 

U.S. Constitution as the Commander-in-Chief.  However, that may have limited the 
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resources (i.e., funding and personnel) available because authorizations and 

appropriations were under the purview of Congress. 

Alternative Choices  

There were four scenarios considered based on alternative choices that either 

President Obama or President Trump made that could have resulted in significant 

outcomes regarding the evolution of Cyber Command.  One decision was ending the 

dual-hat leadership arrangement before December 2016.  If President Obama had chosen 

to end the dual-hat leadership arrangement before signing the FY17 NDAA into law, that 

could have allowed for removing Admiral Rogers sooner than later.  General Mayville 

could have been appointed solely as the commander of Cyber Command.  General 

Nakasone could have been appointed as the Director of the NSA.   

A related decision would have been if President Obama had directed the elevation 

of Cyber Command prior to signing the FY17 NDAA.  As discussed earlier, that 

authority was already present.  It is likely that Congress would have not taken well to that 

decision and the DoD would have to fight for funding for the new combatant command.  

Because the authority to elevate was in the FY17 NDAA, it was tied to funds to ensure 

that there were resources for a combatant command focused on military cyber operations. 

The next alternative related to ending the dual-hat leadership arrangement is the 

appointment of a civilian to the position of Director of the NSA.  That would have 

aligned with the goal of Director of National Intelligence Clapper.  The key to achieving 

that goal is uncoupling the Director of the NSA position from the need to find a military 
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commander.  As discussed earlier, the dual-hat leadership position limits the number of 

personnel that have the required credentials to perform well in the two roles. 

The last alternative choice was for President Trump to not direct the DoD to 

elevate Cyber Command.  Had President Trump chosen to not elevate Cyber Command, 

it likely would not have made an operational difference.  Instead, President Trump's 

directive to re-activate Space Command and establish the Space Force, was met with 

some skepticism or derision because some believed those resources would have been 

better invested in Cyber Command or in the establishment of a separate Cyber Force.521 

Rival Propositions 

RP3b: The legislative branch drives the evolution of Cyber Command 
 

There was no evidence to support this proposition.  Congress had a role to play in 

the evolution, primarily in the area of authorizations and appropriations, as well as the 

confirmation of senior leaders appointed to Cyber Command.  Actions taken by Congress 

supported or shaped the evolution of Cyber Command, e.g., passing the FY17 NDAA. 

RP4b: Congress exercises routine and effective oversight over military cyberspace 
operations 
 

There was some evidence that Congress exercised routine oversight over military 

cyberspace operations – particularly in authorizations and appropriations, which caused 

Cyber Command leadership and other DoD officials to testify at least annually.  It is 

difficult to assess effectiveness empirically because there is not consensus on multiple 
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cybersecurity issues among the branches of the government.  Analyzing the number of 

hearings during the case study provides one measure regarding the frequency of 

congressional oversight.  The total number of hearings in this case study increased from 

the number in case study two from 128 to 169.  There are policy questions that require 

answers so Congress can provide oversight, such as: to what extent should Cyber 

Command protect non-DoD information networks and under what circumstances should 

DoD share information with the private sector concerning cyber-attacks? 

RP5b: The evolution of Cyber Command cannot be explained by initial agency structure, 
the ongoing interests of relevant political actors, and exogenous events 
 

There is no evidence to support this rival proposition.  One example of evidence 

that could have supported the proposition was ending of the dual-hat leadership 

arrangement by President Obama or the DoD prior to elevation.  This would indicate that 

executive branch sought to address the two most salient issues resulting from the dual-hat 

leadership arrangement – the consolidation of an immense amount of power in one 

individual and the management of two separate and complex functions (warfighting in 

and through cyberspace and the collection of signals intelligence).   

It is unlikely one could find evidence that supports the proposition where the 

interests of relevant political actors do not explain the evolution of Cyber Command.  As 

the Prussian strategist and philosopher Carl von Clausewitz stated, “War is a mere 

continuation of politics by other means.”522  Cyber Command, as a military organization, 

was shaped by the ongoing interests and actions of political actors.   
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Cyber Command was created and evolved in response to changes in the security 

environment; specifically, the emergence of cyber-attacks as threats to national security.  

A cyber-attack can create political, instrumental, and potentially lethal effects through 

malicious code.523  Organizational changes by Cyber Command to provide better 

integration and synchronization of military cyberspace operations with traditional 

military activities refute the last part of Rival Proposition 5. 

Conclusion 

The first ten years in the design, establishment, and evolution of Cyber Command 

saw a change in focus from defense to offense.  The executive branch drove the evolution 

of Cyber Command, but Congress had an indispensable role in the process.  General 

Alexander set the tone and built capability in the new organization and gained advocacy 

from key stakeholders within the U.S. government.  Under Admiral Rogers, Cyber 

Command supported forces in contact with ISIS and adapted its structure to build 

capacity and prepare for elevation.  The dual-hat leadership arrangement remained in 

place when Cyber Command was elevated and General Nakasone assumed command.  

As the commander of Cyber Command, General Nakasone possessed authorities hard 

won by his predecessors and a Cyber Mission Force that would soon attain Full 

Operational Capability and be better postured to conduct the full spectrum of military 

cyberspace operations over the next ten years.524 
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Chapter Eight: Findings, Policy Implications, and Future Research 

At the change of command ceremony between Admiral Rogers and General 

Nakasone in May 2018, Acting Secretary of Defense Patrick Shanahan said, "the 

elevation of CYBERCOM to combatant command status shows the [cyberspace] domain 

has come of age."525 This dissertation explored the design, establishment, and evolution 

of Cyber Command in response to a number of different factors.  This chapter discusses 

the findings, policy implications, and areas for future research. 

Summary of Case Studies 

The case studies in Chapters Five, Six, and Seven explored how the Department 

of Defense (DoD) took action at the organizational level to reduce vulnerabilities to DoD 

information networks, identify threats from and in cyberspace, resolve intelligence 

failures affecting cyber operations, improve cybersecurity, and better synchronize cyber 

operations.  The result was the creation of Cyber Command and its subsequent elevation 

to a Unified Combatant Command.   

The case studies also assessed the applicability of Zegart's National Security 

Agency Model to Cyber Command regarding national security agency design, 

establishment, and evolution.  Process tracing was used to analyze the design, 

establishment, and evolution of Cyber Command as well as decisions and actions by 

Cyber Command to build capability, advocacy, and capacity.  These efforts by Cyber 
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Command took place in a dynamic security environment marked by an increasing 

number of cyber-attacks against public and private organizations in the U.S., as well as a 

growing reliance on globalized networks for a myriad of activities including government, 

commerce, communication, health care, transportation, energy, and education.   

Findings 

The primary research question of this dissertation was: What are the internal and 

external factors that drive the design, establishment, and evolution of Cyber Command? 

 The internal factors refer to actions and directives that originate with the 

executive branch, especially the DoD.  The relevant internal factors identified in this 

dissertation include: Secretary of Defense directives; the Unified Command Plan (UCP) 

process, operations plans and orders (such as forming Joint Task Force-Ares); and the 

selection and nomination of key leaders for appointment to positions of national security. 

A deeper examination revealed the importance of the internal factors varied 

depending on the stage of the organizational development of Cyber Command.  The most 

important internal factor during the design stage was the directive by Secretary of 

Defense Gates to create a sub-unified command with "the required technical capability" 

and "focused on the integration of cyberspace operations."526  Cyber Command would 

not exist without the directive by Secretary Gates.  During the establishment stage, the 

most important internal factor was the completion of tasks in the Implementation Plan by 

"the Four Horsemen" as directed by Secretary Gates.  Completing the tasks specified in 
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the Implementation Plan set the conditions for the organization to conduct its first change 

of command.  Last, the most important internal factor that drove the organizational 

evolution was the directive memorandum by President Trump to elevate Cyber 

Command.  The issuance of the directive appeared to demonstrate the emphasis the 

Trump administration wanted to place on military cyberspace operations.  Without these 

internal factors, Cyber Command would not exist, conduct a change of command, or 

become a Unified Combatant Command. 

 The external factors that drove the design, establishment, and evolution of Cyber 

Command fall into two categories – actions by the legislative branch and external events.  

The significant external factors include: actions and legislation proposed and/or passed 

by Congress; changes in the security environment (e.g., cyber-attacks to disrupt 

communications or steal information); incidents involving the unauthorized disclosure of 

classified information; the threat of large-scale cyber-attacks against critical 

infrastructure; and the return of great power competition below the threshold of war (e.g., 

conflict with China over the creation of artificial islands in the South China Sea or 

conflict with Russia over the presence of U.S. and NATO allies within its sphere of 

influence or "near abroad"). 

Similar to the internal factors, the most important external factors varied during 

the organizational development of Cyber Command.  During the design stage, the threat 

of conflict between the executive and legislative branches was the most important 

external factor related to Congress.  Specifically, the creation of Cyber Command took 

place during a period of fiscal constraint for the DoD.  Growth (i.e., the creation of Cyber 
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Command) had to be balanced with a corresponding reduction in the UCP, such as the 

dis-establishment of Joint Forces Command.  The most important external event during 

the design stage was the cyber-attack initiated at the forward headquarters of Central 

Command, which subsequently affected over 2.5 million computers in 3,500 DoD 

organizations in 99 countries.527  The lessons learned by the DoD during the response to 

the cyber-attack directly led to Secretary Gates' directive to create Cyber Command. 

The most important external factor during the establishment phase related to 

Congress was the increase in the number of hearings regarding Cyber Command and 

cyberspace.  Perhaps most significant were the annual DoD appropriations hearings.  

These hearings, conducted in March of each year, required the commander to discuss the 

readiness levels and accomplishments of Cyber Command and justify his request for 

funding for future operations and activities.  As members of Congress became more 

knowledgeable about military operations in cyberspace, the scope of questions expanded.  

The newly gained knowledge would later impact legislation passed by Congress that 

directly contributed to the evolution of Cyber Command. 

Perhaps the most important external event that drove the establishment of Cyber 

Command was the unauthorized disclosure of classified information by Edward 

Snowden. The revelation of that information adversely affected the establishment of 

Cyber Command.  Even though Snowden was employed by the NSA, the fact that 

 
527 U.S. Strategic Command, “History,” current as of January 2018, accessed November 5, 2019, 

http://www.stratcom.mil/About/History/. 
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General Alexander also commanded Cyber Command resulted in the command receiving 

negative publicity.   

The President’s Review Group on Intelligence and Communications Technologies 

recommended ending the dual-hat arrangement so as to not consolidate so much power in 

one individual.  Last, some senior government officials, such as Director of National 

Intelligence Clapper, advocated appointing a civilian to serve as the Director of the NSA 

to demonstrate the U.S. did not intend to militarize cyberspace.  When Admiral Rogers 

assumed command, he had no shortage of challenges facing him.  The mishandling of 

classified information by personnel providing contract support personnel to one the two 

organizations under his leadership appeared to be a problem from which Admiral Rogers 

never recovered. 

The most important external factor related to Congress during the evolution stage 

was the passing of legislation that directly impacted Cyber Command.  The most salient 

was the Fiscal Year 2017 National Defense Authorization Act (FY17 NDAA), which 

directed the elevation of Cyber Command and established criteria for ending the dual-hat 

leadership arrangement.  This legislation was significant because it appeared Congress 

was usurping authority reserved for the executive branch.  President Obama took 

umbrage regarding the use of legislation to compel organizational change on the DoD.  

He noted the FY17 NDAA imposed administrative burdens, decreased the agility of the 

DoD to respond to threats, created additional bureaucracies, and generated inefficiencies.  

However, President Obama did not veto the bill and signed the act into law – possibly to 

avoid future conflicts concerning appropriations for Cyber Command. 
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During the evolution stage of Cyber Command, the most important external event 

was how Congress perceived the cyber-attacks conducted against OPM, Sony Pictures 

Entertainment, and information systems related to the 2016 presidential election.  The 

three major cyber-attacks suffered by the U.S. caused some lawmakers to question if 

Cyber Command could effectively deter cyber-attacks, especially Senator John McCain.  

Responses to the cyber-attacks came from other agencies in the U.S. government.  The 

Treasury Department imposed sanctions on nations that harbored the perpetrators of the 

cyber-attacks.  The Justice Department indicted individuals believed to have committed 

the cyber-attacks.  The Department of Homeland Security increased efforts to bolster 

cybersecurity for public sector information networks.   

It did not appear Cyber Command played a direct role in responding to the three 

major cyber-attacks discussed in Chapter Seven.  Perhaps there were instances where 

Cyber Command provided support, but they were not publicized so as to protect the 

existence of advanced cyberspace capabilities.  Alternatively, Cyber Command may have 

not provided any support as it was decisively engaged supporting the geographic 

combatant commands with military cyberspace operations, such as the actions taken by 

Joint Task Force-Ares against the Islamic State in Iraq and Syria.  In either case, the 

result was a public debate on what agency was responsible for protecting the thousands of 

information networks in the U.S. That debate continues among lawmakers and 

government officials.  Although it is possible to designate who owns and operates a 

network, the ubiquity and interconnectedness of all networks makes assigning 
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responsibility for network defense challenging – especially private networks that connect 

to government networks (e.g., defense contractors that work with the DoD). 

The results of determining the internal and external factors that drove the design, 

establishment, and evolution of Cyber Command was not surprising.  The importance of 

Secretary of Defense directives to all the stages of the organizational development of 

Cyber Command was to be expected.  What was surprising was the extent to which 

Congress, as an external factor, drove the establishment and evolution of Cyber 

Command – particularly through the passage of legislation.   

The key takeaway was the DoD had the authority to take action that directly 

affected the design, establishment and evolution of Cyber Command, but sustainment of 

those actions required Congress, particularly through the power of the purse and 

legislation.  Without the combined efforts of the DoD and Congress, Cyber Command 

would not exist nor become a Unified Combatant Command. 

Assessing the National Security Agency Model 

This dissertation adapted Zegart's propositions to analyze the design, 

establishment, and evolution of Cyber Command.  Overall, the model was useful as an 

analytic framework and illustrated the role of the executive branch concerning the design, 

establishment, and evolution of Cyber Command. As discussed in the case studies, there 

was strong and ample evidence to confirm Propositions 1, 3, and 5.  As a reminder, the 

propositions assessed in this dissertation were: 

P1: The executive branch drives the design of Cyber Command 
 
P2: There was conflict between the executive and legislative branches regarding the 

design of Cyber Command, which resulted in a sub-optimal design 
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P3: The executive branch drives the organizational establishment / evolution of Cyber 

Command 
 
P4: Congress exercises sporadic and ineffective oversight over military cyberspace 

operations 
 
P5: The establishment / evolution of Cyber Command can be explained by initial 

organizational structure, the ongoing interests of relevant political actors, and 
exogenous events 

 
Two of the propositions were not confirmed through process tracing.  The next 

sub-section reviews the lack of evidence for each proposition. 

Proposition 2 states the threat of conflict between the executive and legislative 

branches resulted in a sub-optimal design for Cyber Command.   An optimal design for 

Cyber Command would have resulted in the organization possessing the required 

technical capabilities to conduct operations independent of the NSA and a commander 

solely focused on warfighting in and through cyberspace. 

The analysis of Proposition 2 had mixed results.  There was no evidence 

indicating the legislative branch was opposed to the creation of Cyber Command.  

Unfamiliarity with cyberspace operations appeared to be the reason for uncertainty by the 

lawmakers during the design stage.  Further, the evidence examined indicated the threat 

of conflict was between the DoD and Congress and not the president and Congress.  One 

example was the creation of Cyber Command, which occurred after the creation of Africa 

Command and before the de-activation of Joint Force Command.   

The dual-hat leadership arrangement also contributed to the sub-optimal design.  

The DoD instituted a dual-hat leadership arrangement whereby the individual who led 

Cyber Command was also the head of the NSA.  This continued the command 
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arrangement established by Secretary Gates in November 2008 to better synchronize and 

integrate the activities of Operation Buckshot Yankee.  However, the DoD eliminated the 

two predecessor cyber organizations (JFCC-NW and JTF-GNO) when it created Cyber 

Command.  The net effect on personnel and budgets was negligible, which was necessary 

given the fiscally constrained environment at the time.  

The assessment of the organizational design of Cyber Command as sub-optimal is 

based on the intended design outlined in Secretary Gates' memo.  The requirement was to 

create an organization with the required technical capabilities to conduct military 

cyberspace operations.  Designing an organization to be dependent on another 

organization (i.e., share select personnel and technical capabilities) to conduct its core 

missions is sub-optimal.  Cyber Command certainly possessed formidable technical 

capabilities as evidenced by the praise lawmakers lavished on Cyber Command for its 

efforts to thwart Russian hackers during the 2018 mid-term elections.528  However, Cyber 

Command still lacks the technical capabilities required to operate independently from the 

NSA.  The Chairman of the Joint Chiefs of Staff, General Mark Milley, recently 

acknowledged this deficiency persists.529   

The other characteristic of Cyber Command that resulted in the sub-optimal 

design is the dual-hat leadership arrangement.  Section 1642 of the FY17 NDAA required 

 
528 Ellen Nakashima, "U.S. cyber force credited with helping stop Russia from undermining midterms," 

February 14, 2019, accessed February 20, 2019, https://www.washingtonpost.com/world/national-
security/us-cyber-force-credited-with-helping-stop-russia-from-undermining-
midterms/2019/02/14/ceef46ae-3086-11e9-813a-0ab2f17e305b_story.html. 

529 Patrick Tucker, "Splitting NSA, CyberCom Now Could Reduce Military Access to Intelligence, 
Milley Says," March 8, 2021 accessed March 12, 2021, 
https://www.defenseone.com/technology/2021/03/splitting-nsa-cybercom-now-could-reduce-military-
access-intelligence-milley-says/172535/. 
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the Secretary of Defense and the Chairman of the Joint Chiefs to certify to Congress that 

the NSA and Cyber Command possess the technical capability to operate independently 

before ending the dual-hat leadership arrangement.  This requirement not only continues 

the sub-optimal design, but perpetuates the threat of conflict between Congress and the 

DoD.  In September 2016, Senator John McCain, Chairman of the Senate Armed 

Services Committee, threatened to block the confirmation of any individual to lead Cyber 

Command if that person was not also nominated to serve as the Director of the NSA.530  

In December 2020, Representative Adam Smith, Chairman of the House Armed Services 

Committee, warned the DoD leadership that ending the dual-hat leadership arrangement 

without consulting Congress was against the law.531  As long as the dual-hat leadership 

arrangement is in place, the threat of conflict between the DoD and Congress remains and 

the design of Cyber Command is sub-optimal. 

Proposition 4 asserts congressional oversight of military cyberspace operations 

was sporadic and ineffective.  The evidence analyzed does not support this proposition. 

The frequency and regularity of congressional oversight of Cyber Command increased 

from the time the DoD created Cyber Command to when Cyber Command became a 

Unified Combatant Command.  Cyber Command leadership appeared before the defense 

committees at least annually as part of the review of the defense appropriations bill.  

 
530 Joe Gould, "McCain Vows to Block Potential NSA-Cyber Command Split," September 13, 2016, 

accessed December 19, 2020, https://www.defensenews.com/2016/09/13/mccain-vows-to-block-potential-
nsa-cyber-command-split/. 

531 House Armed Services Committee, "Smith Warns Pentagon Leadership Against Severing Dual-Hat 
Relationship Between the National Security Agency and U.S. Cyber Command," December 19, 2020, 
accessed December 27, 2020, https://armedservices.house.gov/press-releases?ID=1C4A278B-A569-409D-
A00E-CAADAC655CC3. 
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Also, the number of hearings each year concerning Cyber Command or military 

cyberspace operations increased during the time period analyzed.  Last, as time 

progressed and Cyber Command evolved, the number of witnesses from outside the DoD 

who appeared at hearings concerning Cyber Command or military cyberspace operations 

increased. The varied nature of the witnesses, such as academics, former government 

officials, or technical experts at the hearings related to Cyber Command or military 

cyberspace operations indicated Congress was seeking to better understand the role of 

cyberspace operations to support military operations as well as the unique requirements 

for cybersecurity or the interconnectedness of public and private sector networks. 

Table 5 provides a summary of the Congressional hearings during the time period 

of each case study.  It is interesting to note the increase in the number of hearings as the 

use of cyberspace became more pervasive. 

 

Table 5 – Congressional Hearings 
 Dates Total Hearings Senate House Joint 

Case One May 8, 2008 – 
October 31, 2010 

44 
(1.46 / month) 

20 24 0 

Case Two November 1, 2010 – 
April 2, 2014 

128 
(3.08 / month) 

62 66 0 

Case Three April 3, 2014 –  
May 4, 2018 

169 
(3.40 / month) 

86 82 1 

Total May 8, 2008 – 
May 4, 2018 

341 
(2.80 / month) 

168 172 1 

 

 

Regarding the effectiveness of congressional oversight of Cyber Command and 

military cyberspace operations, one measure was the amount of legislation that had an 
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impact on the command or its activities.  The amount of legislation that affected Cyber 

Command or military cyberspace operations increased during the time period analyzed.  

A second measure was the result of the legislation passed, i.e., the granting of additional 

authorities or the provision for additional capabilities for Cyber Command.   

The National Defense Authorizations Acts passed during the time period analyzed 

are illustrative of the increasing effectiveness of Congressional oversight of Cyber 

Command and military cyberspace operations. The case studies covered the period May 

2008 to May 2018.  Because of the amount of time required to prepare and pass 

legislation before submitting to the president to be signed into law, the first NDAA that 

contains a section that affected the DoD cyber enterprise was the FY10 NDAA, which 

was signed into law three months after the DoD created Cyber Command.  Each year 

following the creation of Cyber Command, Congress included sections in the National 

Defense Authorization Acts that directly impacted the evolution of Cyber Command and 

the conduct of military cyberspace operations.   Sections 923 and 1642 of the FY17 

NDAA best illustrate this phenomenon.  Appendix 7 contains greater detail on the 

significance of the National Defense Authorization Acts to the evolution of Cyber 

Command and the conduct of military cyberspace operations. 

Zegart noted national security agencies operate in a world of greater presidential 

authority, fewer and weaker interest groups, greater secrecy, and stronger bureaucratic 

overlap and competition than domestic agencies. After applying Zegart's model in this 

dissertation, the conclusion is Cyber Command does not conform to the behavior of other 

national security agencies.  
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The national security agencies Zegart analyzed are different from Cyber 

Command in a number of ways.  The CIA, National Security Council, and Joint Chiefs of 

Staff resulted from the National Security Act of 1947.  There was no signature law that 

created Cyber Command.  Further, the head of each of the agencies analyzed by Zegart 

had a role as a presidential advisor.  The Director of Central Intelligence was the senior 

intelligence advisor (until the creation of the Director of National Intelligence).  The 

National Security Advisor advised the president on the integration and synchronization of 

the national security apparatus.  The Chairman of the Joint Chiefs of Staff served as the 

senior military advisor.  The commander of Cyber Command does not perform that role 

for the president.  Advising the president on matters of cybersecurity is currently the 

responsibility of the Deputy National Security Advisor for Cyber and Emerging 

Technology. Previous administrations had the Cybersecurity Coordinator on the U.S. 

National Security Council or the "cyber czar" advise the president. 

Zegart's model may require modification to become applicable to the unique 

nature of cyberspace operations.  Cybersecurity is different from other aspects of national 

security.  This may be because cybersecurity permeates societies at the individual, local, 

state, national, and international level.   

For example, air and missile defense, as a component of national security, is 

provided by the DoD in a different manner than cybersecurity.  The air defenses provided 

by the North American Aerospace Defense Command (NORAD) benefit anyone who 

lives in the continental U.S. and Canada.  An individual in North America is unlikely to 

be the target of an attack by an intercontinental ballistic missile because of the defenses 
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maintained by NORAD, regardless if there was no contribution or action taken by the 

individual (i.e., not paying taxes).  There is a little anyone can do to jeopardize the air 

defenses coordinated by NORAD at an individual level.   

Cybersecurity, as a component of national security, does not function in the same 

manner.  In cyberspace, individual actions matter and bad decisions can have significant 

consequences.  As discussed in Chapter Five, the agent.btz virus was introduced to the 

DoD networks because an individual inserted a portable memory drive that was found in 

a parking lot.  An individual with poor cyber hygiene can negate the cybersecurity 

practices and technology employed at an organization just by clicking on the wrong 

hyperlink and allow an adversary access to a network.  This occurred in August 2015, 

when a member of the Joint Staff attempted to access a hyperlink and introduced 

malware into the unclassified email system.532  The cyber-attack affected more than 4,000 

personnel assigned to the Pentagon and shut down the network for 10 days.533  

  Another area that may require modification are U.S. policies concerning Cyber 

Command or cybersecurity.  The next section explores the policy implications that may 

arise from the findings of this dissertation. 

Policy Implications 

One of the goals of the dissertation is to add to the body of knowledge assisting 

policymakers and senior defense officials to better understand how national security 

 
532 Jim Miklaszewski and Courtney Kube, "Russian Cyber Attack Targets Pentagon Email Systems: 

Officials," August 6, 2015, accessed March 20, 2021, https://www.nbcnews.com/tech/security/cyberattack-
pentagons-joint-staff-emails-take-system-offline-n405321. 

533 Barbara Starr, "Official: Russia suspected in Joint Chiefs email server intrusion," August 5, 2015, 
accessed March 20, 2021, https://www.cnn.com/2015/08/05/politics/joint-staff-email-hack-vulnerability. 
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agency design and evolution occurs.  This is useful because the policy area that addresses 

the intersection of cyber conflict and international relations is gaining in importance.  

Greater understanding can assist in ensuring Cyber Command has the appropriate 

authorities, force structure, and resources to anticipate and address emerging threats.  The 

results and findings may help inform the debate on future policy issues. 

Perhaps the most salient policy issue facing Cyber Command is the dual-hat 

leadership arrangement.  Shortly after the elevation of Cyber Command to a Combatant 

Command, General Nakasone announced the Cyber Mission Force achieved Full 

Operational Capability (FOC) on May 17, 2018.534 The attainment of FOC was a key 

milestone required for the DoD to end the dual-hat leadership arrangement. The next step 

in the evolution of Cyber Command could be the end of the dual-hat leadership 

arrangement.  However, some lawmakers and DoD officials are not convinced that 

ending the dual-hat leadership arrangement is inevitable.535 

The first policy implication regarding the dual-hat leadership arrangement is who 

makes decisions when there is a conflict between intelligence collection and warfighting.  

For example, the NSA may want to continue surveillance and intelligence collection on a 

network that Cyber Command may be in a position to disrupt or eliminate.  Some 

officials believe the dual-hat leadership arrangement compels the Secretary of Defense to 

 
534 U.S. Cyber Command, "Cyber Mission Force Achieves Full Operational Capability," May 17, 

2018, accessed December 22, 2018, https://dod.defense.gov/News/Article/Article/1524747/cyber-mission-
force-achieves-full-operational-capability/. 

535 James Di Pane, "Should Cyber Command and the NSA Have Separate Leadership? How to 
Decide," May 2, 2019, accessed March 20, 2021, https://www.heritage.org/defense/report/should-cyber-
command-and-the-nsa-have-separate-leadership-how-decide. 
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become the decision-maker because the individual serving as commander of Cyber 

Command and Director of the NSA may not be able to be objective.   

At times, the Secretary of Defense may be in the best position to make that 

decision because conducting a military cyber operation may disrupt intelligence 

collection and result in the Intelligence Community no longer having a source.  However, 

the effects generated by the military cyber operation may greatly benefit U.S. national 

security.  The challenge may be in defining whether the decision-making authority 

resides with the Secretary of Defense versus the individual serving in the dual-hat 

leadership position.  At the minimum, conducting a military cyber operation that may 

adversely affect intelligence collection conducted by another intelligence agency, such as 

the CIA or National Reconnaissance Office, should fall under the purview of the 

Secretary of Defense.  The Secretary of Defense may also have to make the decision 

when there is conflict between combatant commanders regarding which activity takes 

precedence.   

Another implication of the dual-hat leadership arrangement is the constraint on 

the DoD to appoint a military officer in the grade of General or Admiral to serve as the 

commander of Cyber Command.  This officer must also have a background in signals 

intelligence (and possibly cryptology) to also serve as the Director of the NSA.  

Additionally, the nominee must have the ability to pass Senate confirmation.  The DoD 

has been fortunate that it has found three officers of extraordinary ability to 

simultaneously lead both organizations. While the DoD may continue to have great luck 

in finding exceptional individuals to continue the dual-hat leadership arrangement. it may 
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need to make significant changes to its professional military education and leader 

development processes to ensure there is a pool of officers who possess the knowledge, 

skills, and abilities to serve in the dual-hat leadership arrangement.   

A third implication of retaining the dual-hat leadership arrangement is that Cyber 

Command and the NSA may not receive the best leadership these two significant 

organizations require as that individual may be overwhelmed.  Leading either of those 

two organizations would be a daunting task.  As discussed earlier, leading both 

organizations simultaneously requires someone with exceptional abilities. Further, the 

dual-hat leadership arrangement continues the consolidation of an immense amount of 

power in one individual.  This does not appear to be as troublesome as once declared by 

privacy advocates, but the potential to abuse that power remains.   

When General Nakasone assumed command in May 2018, ending the dual-hat 

leadership arrangement appeared to be straightforward – the DoD and Cyber Command 

had to meet the conditions specified in Section 1642 of the FY17 NDAA and then the 

Secretary of Defense and Chairman of the Joint Chiefs of Staff had to inform Congress.  

However, Congress amended Section 1642 of the FY17 NDAA.  According to Section 

1636 of the FY20 NDAA, the Cyber Mission Force must attain Full Operational 

Capability and demonstrate the capacity to: execute national-level cyberspace missions; 

defend DoD information networks; and provide support to other combatant commands.   

Given the change in law and the declaration by General Milley, Chairman of the 

Joint Chiefs of Staff, that Cyber Command still lacked the technical capability to operate 

independently of the NSA, ending the dual-hat leadership arrangement may not occur in 



 
 

232 
 

the near future.536  In this instance, the legislative branch holds the power for the next 

step in the evolution of Cyber Command.  Regardless of the perceived advantages or 

disadvantages of the dual-hat leadership arrangement compared to the separation of 

duties, the one criterion that should determine if or when to end the dual-hat leadership 

arrangement is desirable is whether or not that action will enable the U.S. to address 

emerging threats, operate in the information environment, and improve U.S. 

cybersecurity. 

Future Research 

This dissertation is not a definitive organizational history, but a novel approach to 

exploring and analyzing Cyber Command to complement and help guide future research.  

The design, establishment, and evolution of Cyber Command attest to DoD efforts to 

address the changing character of war and a dynamic security environment.  Future 

research efforts include exploring the role of Cyber Command in response to the 

changing character of war or as part of great power competition and assessing the 

effectiveness of Cyber Command since its creation. 

Cyber Command and the Changing Character of War 

While it appears the nature of war is changing because of advancements in 

technology, some scholars believe the character of war is changing.537  Strategists, such 

as Carl von Clausewitz and U.S. Army General H.R. McMaster, argue the character of 

 
536 Patrick Tucker, “Splitting NSA, CyberCom Now Could Reduce Military Access to Intelligence, 

Milley Says,” March 8, 2021, accessed March 12, 2021, 
https://www.defenseone.com/technology/2021/03/splitting-nsa-cybercom-now-could-reduce-military-
access-intelligence-milley-says/172535/. 

537 John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy 12, no. 2, (Spring 
1993), 25. 
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war will change with technology, but the nature of war is enduring.538  In other words, 

operations and conflict in cyberspace are similar to actions that take place in the other 

warfighting domains of land, sea, air, or space.  The resurgence of great power 

competition resulted in greater interest on the part of policymakers and lawmakers in the 

role of cyberspace operations.  Cyber conflict creates new situations for policymakers, 

the military, and other organizations at the federal, state, and local level, as well as the 

private sector and individuals.   

One specific area for future research is the role of cyber-attacks as part of a larger 

influence or information operations campaign, as illustrated by Russian offensive cyber 

activities during the 2016 U.S. presidential election and the subsequent actions General 

Nakasone took as part of the 2018 midterm and 2020 presidential elections.  From 2017 

to 2019, the Senate Select Intelligence Committee held hearings, conducted interviews, 

and reviewed intelligence reports related to Russian attempts to gain access to U.S. 

election infrastructure. The committee found the Russian government directed activity 

against U.S. election infrastructure at the state and local level.539 Russian attempts to 

access election infrastructure are a way to compete at a level below the threshold of open 

conflict or in the Gray Zone.540  The use of cyber-attacks to influence an election or to 

 
538 H.R. McMaster, "The Geopolitical Lessons of the Iraq War," March 21, 2013, accessed March 21, 

2021, http://carnegieendowment.org/2013/03/21/geopolitical-lessons-pub-51265. 
539 U.S. Congress, Senate, Select Committee on Intelligence, Report of the Select Committee on 

Intelligence, United States Senate on Russian Active Measures Campaigns and Interference in the 2016 
U.S. Election, Volume 1: Russian Efforts Against Election Infrastructure with Additional Views (Redacted), 
116th cong., 1st sess., July 26, 2019, 
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume1.pdf. 

540 Phillip Kapusta, "The Gray Zone," Special Warfare 28, no.4, October-December 2015, accessed 
January 8, 2018, 20.  
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generate misinformation is an area ripe for further research and may uncover significant 

policy implications. 

Assessing the Effectiveness of Cyber Command 

Another area for future research is to assess if Cyber Command fulfilled the 

purpose for which it was created by Secretary Gates.  The Government Accountability 

Office and DoD Inspector General published numerous evaluations on various aspects of 

Cyber Command.  However, this is an area where an assessment of Cyber Command 

conducted for the purpose of contributing to the body of knowledge is lacking.  Assessing 

the effectiveness of Cyber Command requires a framework different than Zegart's 

National Security Agency Model.   

Richard K. Betts identified three problems that often arise from organizational 

changes to resolve intelligence failures.541  The first problem is increased complexity in 

procedures or structure after implementing an organizational change.  Second, changes in 

analytical or organizational processes cannot fully resolve ambiguity or uncertainty.  

Third, adopting a more rational or objective information system within the organization 

cannot fully mitigate the “predispositions, perceptual idiosyncrasies, and time constraints 

of political consumers."542 The evaluation of Cyber Command, based on Betts' criteria, is 

a future research endeavor and would make a fine sequel to this dissertation. 

 
541 Richard K. Betts, “Analysis, War, and Decision: Why Intelligence Failures are Inevitable,” World 

Politics 31, no. 1, (October 1978): 62. 
542 Ibid., 85. 
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Final Thought 

 British scholar Thomas Rid stated, "cyber war will not happen."543  Rid’s 

argument is that what some call “cyber war” does not constitute an act of war.  In either 

case, cyber war or cyber conflict, military cyberspace operations are part of the changing 

character of war.  The design, establishment, and evolution of Cyber Command are parts 

of the evolution of the U.S. military to address the changing character of war.  If Cyber 

Command continues to accomplish its mission, the U.S. may not have to fight a future 

cyber war. 

 
543 Thomas Rid.  Cyber War Will Not Take Place (Oxford: Oxford University Press, 2013), xiv. 
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 Appendix 1 – Summary of Data Collected for Document Analysis 

Type Quantity 
Media reports / articles 1203 
Podcast & Video Transcripts 40 
Interview Transcripts 26 
US Government Department/Agency websites 12 
DoD Documents: Planning Orders, Warning Orders, Execution Orders, 
Operations Orders, Fragmentary Orders 

18 

DoD Documents: Memoranda and Reports 32 
DoD Documents: DoD Inspector General Reports 13 
DoD Documents: Strategic Guidance & Doctrine (Unified Command Plan, 
strategies, Joint Publications) 

26 

Government Accountability Office (GAO) Reports 30 
White House Documents: Memoranda, Executive Orders, Directives 28 
Congressional Hearing Transcripts 212 
Other Congressional Documents: congressional records, committee reports, 
nominations  

11 

Total  1651 
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Appendix 2 – Case Study Timelines 

Case One: The Design of Cyber Command and Building Capability 
1 February 2008 to 31 October 2010 

 
Date Event 

8 May 08 Secretary Gates approves terms of reference for Quadrennial Roles and 
Missions Review (QRMR)  

Jun-Aug 
08 

QRMR Cyber Team, Joint Staff, and IDA conduct assessments on various 
aspects of the authorities, organizations, capabilities, and responsibilities 
for conducting military operations in cyberspace 

01 Oct 08 US Africa Command attains Full Operational Capability 

14 Oct 08 Washington Post reports NSA detects the agent.btz virus on a DoD 
information network 

12 Nov 08 Secretary Gates places JTF-GNO under the operational control of 
Lieutenant General Alexander, Commander of JFCC-NW in support of 
Operation Buckshot Yankee 

17 Dec 08 President Bush approves the 2008 Unified Command Plan 

23 Jun 09 Secretary Gates directs Strategic Command to create Cyber Command  

16 Oct 09 President Obama nominates Lieutenant General Alexander for 
appointment to the rank of General and commander of Cyber Command  

2 Mar 10 President Obama partially declassifies Comprehensive National 
Cybersecurity Initiative 

15 Apr 10 Lieutenant General Alexander appears before the SASC confirmation 
hearing for appointment to the rank of General and commander of Cyber 
Command 

7 May 10 Senate confirms Lieutenant General Alexander for appointment to the rank 
of General and commander of Cyber Command 

21 May 10 General Alexander assumes command of Cyber Command, which enables 
the command to meet the conditions to attain Initial Operational Capability 
(IOC) 

10 Aug 10 Secretary Gates announces plans to disestablish Joint Forces Command 
as part of DoD budget reforms 

31 Oct 10 Deputy Secretary of Defense Lynn approves declaration of Full Operational 
Capability (FOC) for Cyber Command 
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Case Two: The Establishment of Cyber Command and Building Advocacy  
1 November 2010 to 2 April 2014 

 
Date Event 

14 Jul 11 Publication of 2011 DoD Cyber Strategy 

31 Aug 11 DoD disestablishes US Joint Forces Command 

29 Mar 12 Correspondence between Senator John McCain and General Alexander 
regarding the status of US Cyber Command capabilities 

31 Jul 12 General Alexander delivers keynote address at Def Con hacker 
convention in Las Vegas, NV 

11 Oct 12 Secretary of Defense Panetta delivers "Cyber Pearl Harbor" speech 

12 Nov 12 Washington Post reports President Obama issued President Policy 
Directive 20 (PPD-20) in mid-October 2012 

6 Jun 13 The Guardian publishes story revealing details about the NSA signals 
intelligence collection process based on information received from Edward 
Snowden 

7 Jun 13 The Guardian publishes a story with a link to the full contents of the 
classified PPD-20 

17 Oct 13 General Alexander announces his intent to retire in spring 2014 

6 Nov 13 Washington Post reports Obama Administration is considering ending the 
dual-hat leadership arrangement 

12 Dec 13 The President’s Review Group on Intelligence and Communications 
Technologies recommends splitting dual-hat leadership arrangement 

21 Dec 13 President Obama decides to retain dual-hat leadership arrangement 

30 Jan 14 President Obama nominates Vice Admiral Rogers for appointment to the 
rank of Admiral and Commander of Cyber Command 

11 Mar 14 Vice Admiral Rogers appears before the SASC at confirmation hearing for 
appointment to the rank of Admiral and commander of Cyber Command 

28 Mar 14 General Alexander retires from active duty; LtGen Jon M. Davis serves as 
acting commander of Cyber Command 

31 Mar 14 Senate confirms Vice Admiral Rogers for appointment to the rank of 
Admiral and commander of Cyber Command 
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Case Three: The Evolution of Cyber Command and Building Capacity 
3 April 2014 to 4 May 2018 

 
Date Event 

3 Apr 14 Admiral Rogers assumes command of Cyber Command 

7 May 14 Office of Personnel Management (OPM) information network breached and 
malware inserted to create a backdoor and establish a foothold 

24 Nov 14 Democratic People’s Republic of Korea begins a series of cyber-attacks 
against Sony Pictures Entertainment 

2 Jan 15 President Obama issues an Executive Order authorizing additional 
sanctions on the Democratic People’s Republic of Korea partly in response 
to the regime's cyber-attacks on Sony Pictures Entertainment  

23 Apr 15 DoD publishes 2015 Cyber Strategy 

9 Jul 15 Washington Post reports OPM sustained a series of cyber-attacks, which 
resulted in the loss of data associated with 22.1 million personnel 

25 Nov 15 President Obama signs National Defense Authorization Act for Fiscal Year 
2016 into law 

16 Feb 16 Admiral Rogers establishes the Capabilities Development Group 

5 May 16 Cyber Command activates Joint Task Force Ares and initiates cyber 
operations against the Islamic State of Iraq and Syria (ISIS)  

16 Aug 16 A group known as the Shadow Brokers posts information on tools used by 
the NSA for cyberspace operations 

27 Aug 16 NSA contractor Harold T. Martin III arrested for willful retention of national 
defense information  

7 Sep 16 House Committee on Oversight and Government Reform publishes The 
OPM Data Breach: How the Government Jeopardized Our National 
Security for More than a Generation  

8 Nov 16 Cyber Command authorized to conduct Operation Glowing Symphony 
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Case Three: The Evolution of Cyber Command and Building Capacity 
3 April 2014 to 4 May 2018 

 
Date Event 

23 Dec 16 President Obama signs National Defense Authorization Act for Fiscal Year 
2017 into law 

29 Dec 16 President Obama authorizes actions in response to Russian attempts to 
influence 2016 U.S. elections 

1 Mar 17 House Armed Services Committee holds a hearing on Cyber Warfare in the 
21st Century: Threats, Challenges, and Opportunities 

3 Jun 17 NSA contractor Reality Winner arrested for providing a classified report on 
Russian efforts to interfere with the 2016 U.S. presidential election without 
authorization to The Intercept, an online news outlet 

31 Jul 17 LtGen Stewart and LTG Mayville confirmed by Senate for appointment as 
deputy commanders of Cyber Command 

18 Aug 17 President Trump directs the DoD to elevate Cyber Command 

5 Jan 18 Admiral Rogers announces his intent to retire from Active Duty 

8 Feb 18 President Trump nominates Lieutenant General Nakasone to succeed 
Admiral Rogers at Cyber Command and the NSA 

18 Mar 18 SASC convenes confirmation hearing for Lieutenant General Nakasone 

24 Apr 18 Senate confirms Lieutenant General Nakasone for appointment to the rank 
of General and commander of Cyber Command 

4 May 18 General Nakasone assumes command of Cyber Command 

4 May 18 Cyber Command elevated to a Unified Combatant Command 

18 May 18 Cyber Mission Force Achieves FOC 
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Appendix 3 – Process Tracing Graphs 

 

 
  

Proposition 1: The executive branch drives the design of Cyber 
Command

Cyber Command 
attained Full 
Operational 

Capability (FOC)

DoD had no single 
organization with 

the required 
authorities and  
capabilities to 

effectively 
integrate, 

synchronize, and 
conduct military 

cyberspace 
operations

• DoD conducted operation 
Buckshot Yankee to clean up 
agent.btz malware, which infected 
DoD information networks on 
global basis

• Secretary of Defense Gates 
placed JTF-GNO under 
operational control of JFCC-NW

• DoD conducted assessments on 
the effectiveness of its cyber 
enterprise (QRMR, JS, and IDA)

• Secretary Gates directed creation 
of Cyber Command

• President Obama nominated LTG 
Alexander to serve as commander

• General Alexander assumed 
command of Cyber Command

• Cyber Command attained Initial 
Operational Capability (IOC)

• Admiral Mullen and General 
Cartwright recommended to 
Deputy Secretary Lynn to declare 
Cyber Command attained Full 
Operational Capability

Executive Branch 
Actions

Organizational 
outcomeInitial condition

Evidence supports the proposition
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Proposition 2: There was conflict between the executive and legislative 
branches regarding the design of Cyber Command, which resulted in a 
sub-optimal design

DoD implemented 
dual-hat 

leadership 
arrangement 
whereby the 

commander of 
Cyber Command 
also serves as the 

Director of the 
NSA; both 

positions require 
Senate 

confirmation

DoD created 
Cyber Command 
without notifying 

Congress

• DoD created Africa Command
• DoD created Cyber Command
• Recession affected all US 

government agencies
• DoD operated in fiscally 

constrained environment
• Secretary of Defense Gates 

announced dis-establishment of 
Joint Forces Command to gain 
efficiencies

• Congress not consulted regarding 
dis-establishment of Joint Forces 
Command

• Senator Warner and Senator 
Webb of Virginia sponsored 
amendment to FY 11 NDAA 
requiring President Obama to 
meet certain conditions before the 
dis-establishment of Joint Forces 
Command could occur

Actions by executive and 
legislative branches

Organizational 
outcomeInitial condition

Evidence suggests the threat of conflict resulted in a sub-optimal design
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Proposition 3a: The executive branch drives the organizational 
establishment of Cyber Command

Cyber Command 
lacked the 
required 

authorities, forces, 
and institutional 

processes to 
accomplish tasks 
specified in the 

Unified Command 
Plan 

• DoD published 2011 Strategy for 
Operating in Cyberspace

• Secretary of Defense Gates 
approved global campaign plan 
GLADIATOR PHOENIX to provide 
required authorities to Cyber 
Command

• Military Services provided 
component cyber commands

• Secretary of Defense Panetta
• warned Congress and other 

audiences that the U.S. could face 
a “cyber Pearl Harbor” 

• General Alexander sought to build 
advocacy by engaging the public 
through non-traditional public 
affairs means (e.g., keynote 
speech at DefCon and Black Hat 
hacker conventions in Las Vegas).

• The ”Four Horsemen” executed 
the Implementation Plan to 
establish Cyber Command 

• General Alexander announced 
intent to retire in September 2013

• President Obama nominated 
Admiral Rogers to succeed 
General Alexander

• Secretary of Defense Hagel 
presided over the retirement 
ceremony of General Alexander

Executive Branch 
Actions

Organizational 
outcomePrevious condition

Cyber Command 
attained the 

required 
authorities, forces, 

and institutional 
processes to 

accomplish tasks 
specified in the 

Unified Command 
Plan and set 
conditions to 
conduct first 
change of 
command

Evidence supports the proposition
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Proposition 4a: Congress exercises sporadic and ineffective oversight 
over military cyberspace operations

Legislative Branch 
Actions

Organizational 
outcomePrevious condition

Evidence does not  support the proposition

• Senator McCain sent letters to 
General Alexander seeking 
additional information regarding 
Cyber Command capabilities

• Commander of Cyber Command 
and other DoD officials called to 
testify about military cyberspace 
operations before select 
committees on an increasing basis

• Cyber Command became a 
participant of defense 
appropriations hearings (along 
with the Combatant Commands)

• As members of Congress became 
more knowledgeable about cyber 
activities, the quality and scope of 
questions asked of witnesses 
improved and the number of 
hearings regarding Cyber 
Command or military cyberspace 
operations increased

• Senator McCain and other 
members of Congress were 
opposed to ending the dual-hat 
leadership arrangement

• Senate confirmed the appointment 
of Vice Admiral Rogers as the 
commander of Cyber Command 
and Director of NSA

Cyber Command 
lacked the 
required 

authorities, forces, 
and institutional 

processes to 
accomplish tasks 
specified in the 

Unified Command 
Plan 

Cyber Command 
attained the 

required 
authorities, forces, 

and institutional 
processes to 

accomplish tasks 
specified in the 

Unified Command 
Plan and set 
conditions to 
conduct first 
change of 
command
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Rival Proposition 4a: Congress exercises routine and effective oversight 
over military cyberspace operations

Organizational 
outcome

Previous 
manifestation

Evidence supports the proposition

• Senator McCain sent letters to 
General Alexander seeking 
additional information regarding 
Cyber Command capabilities

• Commander of Cyber Command 
and other DoD officials called to 
testify about military cyberspace 
operations before select 
committees on an increasing basis

• Cyber Command became a 
participant of defense 
appropriations hearings (along 
with the Combatant Commands)

• As members of Congress became 
more knowledgeable about cyber 
activities, the quality and scope of 
questions asked of witnesses 
improved and the number of 
hearings regarding Cyber 
Command or military cyberspace 
operations increased

• Senator McCain and other 
members of Congress were 
opposed to ending the dual-hat 
leadership arrangement

• Senate confirmed the appointment 
of Vice Admiral Rogers as the 
commander of Cyber Command 
and Director of NSA

Cyber Command 
lacked the 
required 

authorities, forces, 
and institutional 

processes to 
accomplish tasks 
specified in the 

Unified Command 
Plan 

Cyber Command 
attained the 

required 
authorities, forces, 

and institutional 
processes to 

accomplish tasks 
specified in the 

Unified Command 
Plan and set 
conditions to 
conduct first 
change of 
command

Legislative Branch 
Actions
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Proposition 5a: The establishment of Cyber Command can be explained 
by initial organizational structure, the ongoing interests of relevant 
political actors, and exogenous events

Cyber Command 
lacked the 
required 

authorities, forces, 
and institutional 

processes to 
accomplish tasks 
specified in the 

Unified Command 
Plan 

• President Obama chose to be the 
decision-maker on retaining the 
dual-hat leadership arrangement; 
Secretary of Defense Hagel 
recommended ending the dual-hat 
leadership arrangement

• Edward Snowden improperly 
handled classified information and 
disclosed that information without 
authorization to personnel who 
lacked the proper clearances and 
need to know

• President’s Review Group on 
Intelligence and Communications 
Technologies recommended ending 
the dual-hat leadership 
arrangement and appointing a 
civilian as Director of the NSA

Events or actors 
that contribute to 

establishment

Organizational 
outcome

Previous condition

Cyber Command 
attained the 

required 
authorities, forces, 

and institutional 
processes to 

accomplish tasks 
specified in the 

Unified Command 
Plan and set 
conditions to 
conduct first 
change of 
command

Evidence supports the proposition
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Proposition 3b: The executive branch drives the organizational evolution 
of Cyber Command

• President Obama signed the FY17 
NDAA into law, which required the 
DoD to elevate Cyber Command 
to a Unified Combatant Command

• The DoD published the 2015 DoD 
Cyber Strategy

• The DoD issued orders to Cyber 
Command to support Operation 
Inherent Resolve

• Cyber Command established Joint 
Task Force-Ares and executed 
Operation Glowing Symphony to 
conduct cyber operations against 
the Islamic State of Iraq and Syria

• Cyber Command established the 
Capabilities Development Group to 
manage the acquisition activities of 
Cyber Command

• President Trump issued a directive 
memorandum to the DoD to 
elevate Cyber Command 

Executive Branch 
Actions

Organizational 
outcome

Cyber Command 
was a sub-unified 
command under 

Strategic 
Command

Previous condition

Cyber Command 
elevated to a 

Unified Combatant 
Command

Evidence supports the proposition
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Proposition 4b: Congress exercises sporadic and ineffective oversight 
over military cyberspace operations

• Congress passed FY 16 NDAA , 
which provides limited acquisition 
authority to the commander of 
Cyber Command

• Congress passed FY 17 NDAA, 
which requires the President to 
elevate Cyber Command

• Congress passed FY 17 NDAA, 
which requires the Secretary of 
Defense and Chairman of the Joint 
Chiefs of Staff to certify to 
Congress that Cyber Command 
and the NSA can operate 
independently of each other before 
ending the dual-hat leadership 
arrangement

• Senator McCain vowed to block 
the confirmation of any individual 
nominated to command Cyber 
Command unless the individual is 
also nominated to serve as the 
Director of the NSA

• Senate confirmed the appointment 
of Lieutenant General Nakasone 
as the commander of Cyber 
Command and Director of NSA

Legislative Branch 
Actions

Organizational 
outcome

Previous condition

Evidence does not support the proposition

Cyber Command 
was a sub-unified 
command under 

Strategic 
Command

Cyber Command 
elevated to a 

Unified Combatant 
Command
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Rival Proposition 4b: Congress exercises routine and effective oversight 
over military cyberspace operations

• Congress passed FY 16 NDAA , 
which provides limited acquisition 
authority to the commander of 
Cyber Command

• Congress passed FY 17 NDAA, 
which requires the President to 
elevate Cyber Command

• Congress passed FY 17 NDAA, 
which requires the Secretary of 
Defense and Chairman of the Joint 
Chiefs of Staff to certify to 
Congress that Cyber Command 
and the NSA can operate 
independently of each other before 
ending the dual-hat leadership 
arrangement

• Senator McCain vowed to block 
the confirmation of any individual 
nominated to command Cyber 
Command unless the individual is 
also nominated to serve as the 
Director of the NSA

• Senate confirmed the appointment 
of Lieutenant General Nakasone 
as the commander of Cyber 
Command and Director of NSA

Legislative Branch 
Actions

Organizational 
outcome

Previous condition

Evidence supports the proposition

Cyber Command 
was a sub-unified 
command under 

Strategic 
Command

Cyber Command 
elevated to a 

Unified Combatant 
Command
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Proposition 5b: The evolution of Cyber Command can be explained by 
initial organizational structure, the ongoing interests of relevant political 
actors, and exogenous events

Cyber Command 
elevated to Unified 

Combatant 
Command

• NSA employees improperly 
handled classified information

• OPM was the target of several 
cyber-attacks and lot personal 
information of over 22 million 
federal employees

• Sony Pictures Entertainment 
suffered cyber-attacks

• GOP & DNC were targets of 
several cyber-attacks prior to the 
2016 election

• U.S. imposed sanctions and 
issued indictments against 
personnel from China, North 
Korea, and Russia for roles in 
cyber-attacks

• President Obama chose to retain 
the dual-hat leadership 
arrangement before leaving office

• Senator McCain threatened to hold 
up confirmation hearing for any 
individual nominated to command 
Cyber Command unless also 
nominated as NSA Director

Cyber Command 
was a sub-unified 
command under 

Strategic 
Command

Events or actors that contribute 
to evolution

Organizational 
outcomePrevious condition

Evidence supports the proposition
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No diagrams created for the following rival propositions because of insufficient evidence: 
 

Case Study 1: The Design of Cyber Command 
 

Rival Proposition 1: The legislative branch drives the design of Cyber Command.  There 
was no evidence to support this rival proposition; Congress was not consulted when the 
DoD created Cyber Command. 
 
Rival Proposition 2: There was conflict between the executive and legislative branches 
regarding the design of Cyber Command, which resulted in an optimal design.  There was 
no evidence to support this rival proposition; the dual-hat leadership arrangement is not 
an optimal design because it consolidates an immense amount of power in one individual, 
the tension between warfighting activities and intelligence activities could lead to a loss 
of objectivity, and the extremely selective criteria required to find a suitable commander 
drastically limits the pool of candidates. 
 

Case Study 2: The Establishment of Cyber Command 
 
Rival Proposition 3a: The legislative branch drives the organizational establishment of 
Cyber Command.  There was no evidence to support this rival proposition; evidence 
suggests Congress had a role that supported or shaped the establishment of Cyber 
Command, but it did not drive the establishment of the organization  
 
Rival Proposition 5a: The establishment of Cyber Command cannot be explained by 
initial organizational structure, the ongoing interests of relevant political actors, and 
exogenous events.  There is no evidence to support this proposition 
 

Case Study 3: The Evolution of Cyber Command 

Rival Proposition 3b: the legislative branch drives the organizational evolution of Cyber 
Command.  There is no evidence to support this proposition. As with Rival Proposition 
3a, evidence suggests Congress had a role that supported or shaped the evolution of 
Cyber Command, but it did not drive the evolution of the organization. 

Rival Proposition 5b: the evolution of Cyber Command cannot be explained by initial 
organizational structure, the ongoing interests of relevant political actors, and exogenous 
events.  There is no evidence to support this proposition  
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Appendix 4 – Executive Branch Guidance Relevant to Cyber Command 

Title Year Significance 
Quadrennial Defense Review 1997 Identified Information Warfare (attacks on 

infrastructure through computer-based 
information networks) as a growing threat  

Presidential Decision Directive – 63 1998 Identified information systems that enabled 
government and economic activities as 
critical infrastructure and announced the 
protection of critical infrastructure as a goal 
for the U.S. government 

National Security Policy Directive-16 2002 Classified document that may contain 
guidance about offensive cyber operations 

National Strategy to Secure 
Cyberspace 

2003 Identified the threat to U.S. national security 
presented by cyber-attacks 

National Military Strategy for 
Cyberspace Operations 

2006 Defined cyberspace for the DoD 

Comprehensive National Cyber 
Initiative (CNCI) – included as part 
of National Security Presidential 
Directive 54/Homeland Security 
Directive 23 (NSPD-54/HSD-23)  

2008 Outlined U.S. cybersecurity goals for U.S. 
government agencies including the 
Department of Homeland Security, 
the Office of Management and Budget, and 
the National Security Agency 

Presidential Policy Directive 20   Published by The Guardian in conjunction 
with other files illicitly taken by Edward 
Snowden  

Department of Defense Strategy for 
Operating in Cyberspace 

2011 Designated cyberspace as an operational 
domain for the DoD 

Department of Defense Cyber 
Strategy 

2015 Emphasized a whole-of-government 
approach and partnership with the 
Intelligence Community and private to deter 
adversaries from conducting cyber-attacks; 
Senator McCain was a huge critic of this 
strategy 

Department of Defense Cyber 
Strategy 

2018 Shifted emphasis from defense to offense 
for military operations in cyberspace 
through the concepts of "persistent 
engagement" and "defend forward"  
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Appendix 5 – Select Congressional Hearings on Cyber Conflict 

Date Chamber Title 
4 Mar 15 House Cyber Operations: Improving the Military Cybersecurity 

Posture in an Uncertain Threat Environment 
29 Sep 15 House Outside Perspectives on the Department of Defense Cyber 

Strategy 
29 Sep15 Senate United States Cybersecurity Policy and Threats 
30 Sep 15 House Implementing the Department of Defense Cyber Strategy 
30 Sep 15 House Cyber War: Definitions, Deterrence, And Foreign Policy 
3 Nov 15 Senate The Future of Warfare 
5 Nov 15 Senate Revisiting the Roles and Missions of the Armed Forces 
3 Dec 15 Senate Supporting the Warfighter of Today and Tomorrow 
10 Dec 15 Senate Increasing Effectiveness of Military Operations 
9 Feb 16 Senate Emerging United States Defense Challenges and Worldwide 

Threats 
24 Feb 16 House The Challenge of Conventional and Hybrid Warfare in the Asia-

Pacific Region: The Changing Nature of the Security 
Environment and its Effect on Military Planning 

25 May 16 Senate International Cybersecurity Strategy: Deterring Foreign Threats 
and Building Global Cyber Norms 

22 Jun 16 House Military Cyber Operations  
13 Jul 16 House Digital Acts of War: Evolving the Cybersecurity Conversation 
14 Jul 16 Senate Cybersecurity and United States National Security 
22 Sep 16 Senate U.S. National Security Challenges and Ongoing Military 

Operations 
1 Mar 17 House Cyber Warfare in the 21st Century: Threats, Challenges, and 

Opportunities 
2 Mar 17 Senate Cyber Strategy and Policy 
29 Mar 17 House Military Assessment of the Security Challenges in the Greater 

Middle East 
29 Mar 17 Senate Russian Influence and Unconventional Warfare Operations in 

the "Gray Zone'': Lessons from Ukraine 
30 Mar 17 Senate Disinformation: A Primer in Russian Active Measures and 

Influence Campaigns Panel II 
18 Mar 18 House State and Non-State Actor Influence Operations: 

Recommendations for U.S. National Security 
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 Appendix 6 – Congressional Hearings with General Alexander as Witness 

Date Chamber Committee Organization 
26 Jul 06 Senate Judiciary NSA 

5 May 09 House Armed Services JFCC-NW 

15 Apr 10 Senate Armed Services USCC 

23 Sep 10 House Armed Services USCC 

2 Mar 11 House Armed Services USCC 

16 Mar 11 House Armed Services USCC 

20 Mar 12 House Armed Services USCC 

27 Mar 12 Senate Armed Services USCC 

12 Mar 13 Senate Armed Services USCC 

13-Mar-13 House Armed Services USCC 

12 Jun 13 Senate Appropriations USCC 

2 Oct 13 Senate Intelligence NSA 

11 Dec 13 Senate Judiciary NSA 

12 Mar 14 House Armed Services USCC 
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Appendix 7 – National Defense Authorization Acts and Cyber Command 

Title Congress Significance 
National Defense 
Authorization Act for 
Fiscal Year 2008 
Public Law 110-181 

110th Congress,  
1st Session 
 

Section 941 required the DoD to conduct 
Quadrennial Roles and Missions Review.  
The analysis conducted by the Cyber 
Issue Team shaped the design of Cyber 
Command.  

National Defense 
Authorization Act for 
Fiscal Year 2009 
Public Law 110-417 

110th Congress, 
2nd Session 
 

None Cyber Command was created after 
PL-110-417 was signed into law; 
subsequent NDAAs would directly and 
indirectly affect Cyber Command 

National Defense 
Authorization Act for 
Fiscal Year 2010 
Public Law 111-84 

111th Congress, 
1st Session 
 

Section 931 required the USD (AT&L), in 
coordination with the VCJCS, USD(I), ASD 
(Networks and Information Integration), 
DIRNSA, and Commander of Cyber 
Command to submit to the congressional 
defense committees a report on a strategy 
for organizing the research and 
development bodies of the DoD to develop 
leap-ahead cyber operations capabilities 
not later than March 1, 2010.  

Ike Skelton National 
Defense Authorization 
Act for Fiscal Year 
2011 
Public Law 111-383 

111th Congress,  
2nd Session 
 

Section 933 required the Secretary of 
Defense to provide for the rapid acquisition 
of tools, applications, and other 
capabilities for cyber warfare for the Cyber 
Command and the cyber operations 
components of the military departments. 

National Defense 
Authorization Act for 
Fiscal Year 2012 
Public Law 112-81 

112th Congress, 
1st Session 
 

. 

National Defense 
Authorization Act for 
Fiscal Year 2013 
Public Law 112-239 

112th Congress, 
2nd Session 
 

Section 940 required the Secretary of 
Defense to consult and brief Congress 
about any proposal to elevate Cyber 
Command or to end the dual-hat 
leadership arrangement. 
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Title Congress Significance 
National Defense 
Authorization Act for 
Fiscal Year 2014 
Public Law 113-66 

113th Congress, 
1st Session 
 

Section 932 directed the Secretary of 
Defense to provide Cyber Command 
operational military units with equipment to 
conduct peacetime and wartime missions. 

Carl Levin & Howard 
P. "Buck" McKeon 
National Defense 
Authorization Act for 
Fiscal Year 2015 
Public Law 113-291 

113th Congress, 
2nd Session 
 

Section 1108 specified authorities for 
civilian personnel for Cyber Command and 
the cyber component headquarters of the 
military departments 

National Defense 
Authorization Act for 
Fiscal Year 2016 
Public Law 114-92 

114th Congress, 
1st Session 
 

Section 807 authorized the Commander of 
Cyber Command to develop and acquire 
equipment and capabilities for cyber 
operations and acquire and sustain 
equipment, capabilities, and services to 
conduct cyber operations. 
 

National Defense 
Authorization Act for 
Fiscal Year 2017 
Public Law 114-328 

114th Congress, 
2nd Session 
 

Section 923 required the President to 
establish a unified combatant command 
for cyber operations.   
Section 1642 required the Secretary of 
Defense and the Chairman of the Joint 
Chiefs of Staff to certify Cyber Command 
and NSA have the ability to independently 
carry out their respective roles and 
responsibilities and termination of the dual-
hat arrangement will not pose 
unacceptable risks to U.S. national 
security interests. 

National Defense 
Authorization Act for 
Fiscal Year 2018 
Public Law 115-91 

115th Congress, 
1st Session 
 

Section 1648 required the Secretary of 
Defense to submit a report not later than 
May 1, 2018 to the appropriate 
congressional committees on the progress 
of the DoD in meeting the requirements of 
Section 1642 of the FY17 NDAA. 

John S. McCain 
National Defense 
Authorization Act for 
Fiscal Year 2019 
Public Law 115-232 

115th Congress, 
2nd Session 
 

Section 1635 extended the acquisition 
authority of the Commander of Cyber 
Command established in Section 807 of the 
FY16 NDAA through fiscal year 2025 and 
raises the limit on obligation and expenditure 
pursuant to that authority to $250 million. 

National Defense 
Authorization Act for 
Fiscal Year 2020  
Public Law 116-92 

116th Congress, 
1st Session 
 

Section 1636 amended Section 1642 of 
FY17 NDAA and required the CMF to attain 
FOC and demonstrate the capacity to: 
execute national-level cyberspace missions; 
defend DoD information networks; and 
provide support to other combatant 
commands. 
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 Appendix 8 – Standard Questions Used for Interviews 

1.  What was your role relative to US Cyber Command when Secretary Gates issued the 
directive to establish the organization? 
 
2.   What was your role relative to US Cyber Command when the organization declared 
Initial Operational Capability? 
 
3.   What was your role relative to US Cyber Command when the organization declared 
Full Operational Capability? 
 
4.   What was your role relative to US Cyber Command when President Obama first 
considered elevating the organization to a unified combatant command? 
 
5.  What was your role relative to US Cyber Command when President Trump announced 
his decision to elevate the organization to a unified combatant command? 
 
6.  What was your role relative to US Cyber Command when the organization attained 
unified combatant command status on 4 May 2018? 
 
7.  What interaction (if any) did you have with the Office of the Secretary of Defense 
regarding the establishment of United States Cyber Command? 
 
8.  What interaction (if any) did you have with the Joint Staff regarding the establishment 
of United States Cyber Command? 
 
9. What interaction (if any) did you have with the United States Strategic Command 
regarding the establishment of United States Cyber Command? 
 
10.  What interaction (if any) did you have with the National Security Agency regarding 
the establishment of United States Cyber Command? 
 
11.  What interaction (if any) did you have with the Office of the Secretary of Defense 
regarding the elevation of United States Cyber Command? 
 
12.  What interaction (if any) did you have with the Joint Staff regarding the elevation of 
United States Cyber Command? 
 
13. What interaction (if any) did you have with the United States Strategic Command 
regarding the elevation of United States Cyber Command? 
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14.  What interaction (if any) did you have with the National Security Agency regarding 
the elevation of United States Cyber Command? 
 
15.  What interaction (if any) did you have with Congress regarding the establishment of 
United States Cyber Command? 
 
16.  What interaction (if any) did you have with Congress regarding the elevation of 
United States Cyber Command? 
 
17.  What interaction (if any) did you have with the Defense Information Systems 
Agency (DISA) regarding the establishment of United States Cyber Command? 
 
18.  What interaction (if any) did you have with the Defense Information Systems 
Agency (DISA) regarding the elevation of United States Cyber Command? 
 
19.  Based on your position as ______, were there any particular cyber incidents (e.g. 
Directed Denial of Service attacks in Estonia, OPM Breach, Russian interference in 2016 
elections) that caused your organization to take action in support of the elevation of the 
United States Cyber Command to a unified combatant command? 
 
20.  Based on your position as ______, were there any particular events in the security 
environment (e.g., deactivation of United States Joint Forces Command, activation of 
United States Africa Command, drawdown in Iraq, surge in Afghanistan, Chinese 
construction of artificial islands in the South China Sea, or Russian invasion of Crimea) 
that caused your organization to take action in support of the elevation of the United 
States Cyber Command to a unified combatant command? 
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Appendix 9 – Interview Respondents 

Interview Respondent Case  
Cyber Operator, 744th Military Intelligence Battalion 
(Army Network Warfare Battalion) 

1 

Military Aide to the Deputy Secretary of Defense 1 
Executive Officer, 744th Military Intelligence Battalion 
(Army Network Warfare Battalion) 

1 

Director of Intelligence (J2), Joint Task Force for Computer Network 
Defense (JTF-CND) 

1 

Deputy Director, Analytical Project Office, Institute for Defense Analyses 
(IDA) 

1 

Cyber Operator, JTF-CND, later JTF-CNO 1 
Cyber Operations Planner, US Strategic Command 1 
Senior Information Warfare Advisor, Naval Information Warfare Command 
Pacific 

1 

Officer in Charge, Expeditionary Cyber Support Element, JFCC-NW, later 
U.S. Cyber Command 

1 

Commander, 67th Network Warfare Group 1 
Deputy Program Manager, 780th Military Intelligence Brigade 2 
Action Officer, Joint Staff J7 (Joint Force Development)  2 
Director of Plans, Strategy, and Training, US Army Cyber Command 2 
Commander, 2nd Battalion, 1st Information Operations Command 2 
Commander, 25th Air Force 2 
Director, Capability & Resource Integration (J-8) US Cyber Command 2 
Director, Cyber Planning & Operations, Office of the Under Secretary of 
Defense for Policy 

2 

Deputy Program Director, US Army Cyber Brigade 3 
Information Operations Planner, US Cyber Command J-39 3 
Senior Fellow, Cyber Statecraft Initiative, Atlantic Council 3 
Chief of Deliberate Plans, US Cyber Command J-53 3 
Director, Commander's Action Group, Marine Forces Cyber 3 
Director, Army Cyber Institute 3 
Commander, Marine Corps Cyber Warfare Group 3 
Special Assistant for National Security Affairs 3 
Director for Command, Control, Communications and Computers/Cyber, 
Joint Staff J6 
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Appendix 10 – Process Tracing Tests 

Case Study One: The Design of Cyber Command and Building Capability 

Process Tracing for Proposition 1: The executive branch drives the design of Cyber 
Command 
 
Expectation: I expect to find evidence of actions taken by senior officials or members of 
the executive branch that drive the design of Cyber Command, which lead to the 
conditions for the organization to attain Full Operational Capability 
 
Observation 1-P1-1: Secretary of Defense directed the establishment of Cyber 
Command 
 
Evidence: Secretary of Defense Memo, June 23, 2009 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the executive branch.  Had he not directed the establishment of 
Cyber Command; the organization would not have come into existence.   
 
Inference for Hoop Test – The directive by Secretary Gates is essential for the creation of 
Cyber Command and the attainment of FOC. 
 
Inference for Smoking Gun Test – The executive branch has the authority to create Cyber 
Command; even if Congress passed a law to create Cyber Command, it would still 
require action by the executive branch to actually create the organization.  The directive 
by Secretary Gates to create Cyber Command affirms proposition 1. 
 
Inference for Doubly Decisive Test – The directive from Secretary Gates to create Cyber 
Command confirms proposition 1 and eliminates the rival proposition. 
 
Observation 1-P1-2: Secretary of Defense placed JTF-GNO under the operational 
control of Lieutenant General Alexander and JFCC-NW 
 
Evidence: Secretary of Defense Memo, November 12, 2008 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the Executive Branch.  He directed the task organization that 
laid the foundation for Cyber Command by placing cyber offense and cyber defense 
organizations under the same commander to better integrate cyberspace operations.  
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Inference for Hoop Test – Fails the Hoop Test; the placement of JTF-GNO under the 
operational control JFCC-NW was not absolutely essential to creation of Cyber 
Command and the attainment of FOC. 
 
Observation 1-P1-3 – President Obama nominated General Alexander for 
appointment to General and Commander of Cyber Command on October 16, 2009 
 
Evidence: PN 1109 received by Senate on October 20, 2009 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President is the Commander in Chief of the 
Armed Forces and head of the Executive Branch 
 
Inference for Hoop Test – The nomination of General Alexander, his confirmation by the 
SASC, and appointment as Commander of Cyber Command are essential.  Without the 
confirmation for appointment, there is no member of Cyber Command with the required 
authority.  The lack of a confirmed commander would adversely impact the ability of 
Cyber Command to attain IOC and FOC.  
 
Inference for Smoking Gun Test – the nomination of General Alexander by the President 
Command affirms proposition 1. 
  
Inference for Doubly Decisive Test – Only the President can nominate an individual for 
appointment as Commander of Cyber Command.  The nomination of General Alexander 
by the President decisively supports proposition 1 and eliminates all other explanations.  
 
Observation 1-P1-4: Secretary of Defense Gates directs the DoD to conduct QRMR, 
which made recommendations that later led to the creation of Cyber Command, the 
Cyber Mission Force, and the Capabilities Development Group. 
 
Evidence: Secretary of Defense Memo, May 8, 2008 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the Executive Branch 
 
Inference for Hoop Test – Fails Hoop Test; without the QRMR, the DoD would still have 
to deal with the complicated arrangement of cyber organizations and authorities when 
Operation Buckshot Yankee occurred.  Conduct of the QRMR by the DoD is not 
essential to the creation of Cyber Command or the attainment of Full Operational 
Capability by Cyber Command. 
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Observation 1-P1-5: Joint Staff updated UCP to address cyberspace tasks; assigns 
responsibility to Strategic Command 
 
Evidence: 2008 Unified Command Plan  
 
Inference for Straw-in-the-Wind Test – President Bush approved the 2008 UCP, POTUS 
is head of the Executive Branch.  The 2008 UCP specified the cyberspace responsibilities 
for Strategic Command, which were later specified tasks for Cyber Command 
 
Inference for Hoop Test – Fails the Hoop Test; the Joint Staff assessment, which led to 
inclusion of the cyberspace tasks in the 2008 UCP, is not essential to the creation of 
Cyber Command.  Although attainment of FOC required Cyber Command to have the 
ability to accomplish the cyberspace tasks in the 2008 UCP, the UCP process was not 
essential to driving the design of Cyber Command. 
 
Observation 1-P1-6: Implementation Team (I-Team) worked to design Cyber 
Command and provided products for briefing senior DoD officials, members of 
Congress, and other stakeholders (build advocacy) 
 
Evidence: Jen Easterly account of the work done by the I-Team during 2019 Grace 
Hopper Celebration of Women in Computing (YouTube video); "A decade after Russia 
hacked the Pentagon, Trump unshackles Cyber Command," politico.com. 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – I-Team members were members of the U.S. 
Armed Forces and part of the Executive Branch and were responsible for setting 
conditions for success for Cyber Command to attain IOC, which facilitated meeting the 
conditions for attaining FOC. 
 
Inference for Hoop Test – Because of the I-Team, Cyber Command completed all of the 
tasks required to attain Initial Operational Capability and build advocacy. 
 
Inference for Smoking Gun Test – the work done by the I-Team in support of the design 
of Cyber Command affirms proposition 1. 
 
Inference for Doubly Decisive Test – the work completed by the I-Team confirms 
proposition 1 and eliminates rival proposition 1 
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Observation 1-P1-7: Commander of Strategic Command, General Chilton, 
recommends to Secretary of Defense that FOC for Cyber be based on conditions 
and not a specified date 
 
Evidence: General Chilton letter to Secretary of Defense, September 21, 2010 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The commander of Strategic Command is a 
member of the Armed Forces and part of the executive branch; his recommendation is to 
the Secretary of Defense, the senior official in the DoD, and part of the executive branch. 
 
Inference for Hoop Test – The recommendation from the commander of Strategic 
Command is essential to Cyber Command attaining FOC. Cyber Command was a 
subordinate unified command of Strategic Command and General Chilton was 
specifically charged by Secretary Gates to report when Cyber Command would be able to 
attain FOC.  If there is no recommendation from General Chilton, then Cyber Command 
does not attain FOC. 
 
Inference for Smoking Gun Test – the recommendation from the commander of Strategic 
Command to the Secretary of Defense to approve FOC for Cyber Command can only be 
done by the executive branch; this action affirms proposition 1.  
 
Inference for Doubly Decisive Test – the recommendation from the commander of 
Strategic Command to the Secretary of Defense to approve FOC for Cyber Command 
cannot come from the legislative branch.  This action confirms proposition 1 and 
eliminates rival proposition 1. 
 
Observation 1-P1-8: CJCS Admiral Mullen and VCJCS General Cartwright 
recommend approval of FOC because Cyber Command has met conditions to 
accomplish UCP tasks. 
 
Evidence: Account from Cyber Command Historian, Michael Warner, in "U.S. Cyber 
Command's Road to Full Operational Capability" in Stand Up and Fight! The Creation of 
U.S. Security Organizations 1942-2005.  
 
Inference for Straw-in-the-Wind Test – The Chairman and Vice Chairman are the two 
senior military advisors to the President and the Secretary of Defense and part of the 
Executive Branch; their recommendation to the Secretary of Defense, the senior official 
in the DoD, and part of the Executive Branch.   
 
Inference for Hoop Test - The presence of the evidence does not affirm the proposition.  
It is possible that Secretary Gates could approve FOC for Cyber Command without their 
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recommendation, but it is unlikely the Secretary of Defense would make a decision that 
affected the DoD without consulting his principal senior military advisor.  
 
Inference for Smoking Gun Test – the recommendation from the CJCS and VCJCS to the 
Secretary of Defense to approve FOC for Cyber Command was solely within the 
executive branch; this action affirms proposition 1.  
 
Inference for Doubly Decisive Test – the recommendation from the CJCS and VCJCS to 
the Secretary of Defense to approve FOC for Cyber Command cannot be done by the 
legislative branch; this action confirms proposition 1 and eliminates rival proposition 1. 
 
Observation 1-P1-9: Deputy Secretary of Defense William Lynn approves FOC for 
Cyber Command. 
 
Evidence – Account from Cyber Command Historian, Michael Warner, in "U.S. Cyber 
Command's Road to Full Operational Capability" in Stand Up and Fight! The Creation of 
U.S. Security Organizations 1942-2005.  
 
Inference for Straw-in-the-Wind Test – The Deputy Secretary of Defense, is the second 
most senior official in the DoD, and part of the Executive Branch. 
 
Inference for Hoop Test – The approval by the Deputy Secretary of Defense is essential.  
Without approval, Cyber Command does attain FOC; this action affirms proposition 1. 
 
Inference for Smoking Gun Test – The approval by the Deputy Secretary of Defense to 
declare FOC for Cyber Command can only be done within the executive branch; this 
action affirms proposition 1.  
 
Inference for Doubly Decisive Test – Only the Secretary of Defense, or the Deputy 
Secretary (when delegated the authority) can approve the declaration of FOC for Cyber 
Command The approval by the Deputy Secretary of Defense to declare FOC for Cyber 
Command cannot be done by the legislative branch; this action confirms proposition 1 
and eliminates rival proposition 1. 
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Process Tracing for Rival Proposition 1 
 
Expectation: I expect to find evidence of actions taken by the legislative branch that drive 
the design of Cyber Command, which lead to the conditions for the organization to attain 
Full Operational Capability 
 
Observation 1-RP1-1: Congress required the DoD to conduct the Quadrennial Roles 
and Missions Review in Section 941 of the FY08 NDAA. 
 
Inferences for Straw-in-the-Wind Test –the requirement to conduct the QRMR could lead 
to the creation of Cyber Command and the attainment of FOC. 
 
Inferences for Hoop Test – Section 941 of the FY08 NDAA indicates a role played by 
Congress, but does not lead to the creation of Cyber Command and attainment of FOC. 
 
Observation 1-RP1-2: The Senate Armed Services Committee (SASC) must confirm 
General Alexander for appointment and promotion; confirmation hearing took 
place on April 15, 2010 and General Alexander was confirmed on May 7, 2010. 
 
Inferences for Straw-in-the-Wind Test – the requirement to confirm General Alexander 
for appointment and promotion leads to the attainment of FOC by Cyber Command. 
 
Inferences for Hoop Test – the confirmation hearing took place and the SASC confirmed 
the appointment and promotion of General Alexander, but those events do not directly 
lead to the attainment of FOC by Cyber Command. 
 
Process Tracing for Rival Proposition 2: There was conflict between the executive 
and legislative branches regarding the design of Cyber Command, which resulted in 
a sub-optimal design 
 
Observation 1-RP2-1: conflict between the executive and legislative branches led to 
an optimal organizational design for Cyber Command. 
 
Evidence – none.  
 
Observation 1-RP2-2: the threat of conflict between the executive and legislative 
branches led to an optimal organizational design for Cyber Command. 
 
Evidence – none.  
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Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

1-P1-1: Secretary of Defense Gates 

directed Strategic Command to create 

Cyber Command

Secretary of Defense 

Memorandum 23 June 2009 PASS PASS PASS PASS

1-P1-2: Secretary of Defense Gates placed 

JTF-GNO under the operational command 

of LTG Alexander and JFCC=NW

Secretary of Defense 

Memorandum 17 November 2008
PASS FAIL

1-P1-3: President Obama nominated LTG 

Alexander for appointment as Commander 

of Cyber Command

PN1109 — Lt. Gen. Keith B. 

Alexander — Army PASS PASS PASS PASS

1-P1-4: Secretary of Defense Gates 

directed the DoD to conduct QRMR, which 

made recommendations that later led to the 

creation of Cyber Command, the Cyber 

Mission Force, and the Capabilities 

Development Group.

2009 Quadrennial Roles and 

Missions Review Report

PASS FAIL

1-P1-5: Joint Staff updated UCP to address 

cyberspace tasks; assigns responsibility to 

Strategic Command

2008 Unified Command Plan

PASS FAIL

1-P1-6: Implementation Team worked to 

build the structure of Cyber Command and 

provided products for briefing senior DoD 

officials, members of Congress, and other 

stakeholders

Jen Easterly YouTube video; "A 

decade after Russia hacked the 

Pentagon, Trump unshackles 

Cyber Command," politico.com.
PASS PASS PASS PASS

1-P1-7: Commander of Strategic Command, 

General Chilton, recommended to Secretary 

of Defense that FOC for Cyber be based on 

conditions and not a specified date

Memo from Strategic Command 

Commander to Secretary of 

Defense Gates PASS PASS PASS PASS

1-P1-8: CJCS Admiral Mullen and VCJCS 

General Cartwright recommended approval 

of FOC because Cyber Command has met 

conditions to accomplish UCP tasks.

Warner, “U.S. Cyber Command's 

Road to Full Operational 

Capability” PASS PASS PASS PASS

1-P1-9: Deputy Secretary of Defense 

William Lynn approved FOC for Cyber 

Command.

Warner, “U.S. Cyber Command's 

Road to Full Operational 

Capability” 
PASS PASS PASS PASS

Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

1-P2-1: Congress was not consulted 

regarding the dis-establishment of JFCOM

"Gates proposes cutting Joint 

Forces command from defense 

budget" 
PASS PASS PASS PASS

1-P2-2: announcement of closure of JFCOM 

surprised and angered this  select 

Congressional leaders (e.g., Senators Webb 

& Warner)

Section 953 of S.Amdt 4667 to 

S.3454, which required the 

President to meet certain 

conditions before JFCOM could 

be dis-established

PASS PASS FAIL

1-P2-3: Congress was not consulted 

regarding the creation of Cyber Command

"The Launching of U.S. Cyber 

Command (CYBERCOM)" 

www.globalresearch.ca
PASS PASS FAIL

Proposition 1: The executive branch drives the design of Cyber Command

Proposition 2: Conflict between the executive and legislative branches regarding the design of Cyber 
Command, resulted in a sub-optimal design
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Observation Evidence Straw in 
the Wind

Hoop 
Test Smoking 

Gun
Doubly 

Decisive
1-RP1-1: Congress required the DoD to 
conduct the Quadrennial Roles and 
Missions Review in Section 941 if the 
National Defense Authorization Act (NDAA) 
for Fiscal Year 2008.

Section 941 of FY2008 NDAA

PASS FAIL

1-RP1-2: The Senate Armed Services 
Committee (SASC) must confirm General 
Alexander for appointment and promotion

Confirmation hearing took place 
on April 15, 2010 and General 
Alexander was confirmed on May 
7, 2010

PASS PASS FAIL

Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

1-RP2-1: there was conflict between the 
executive and legislative branches 
regarding the design of Cyber Command, 
which resulted in an optimal design

None FAIL

1-RP2-2: the threat of conflict between the 
executive and legislative branches led to an 
optimal organizational design None FAIL

Rival Proposition 2: Conflict between the executive and legislative branches regarding the design of Cyber 
Command, did not result in a sub-optimal design

Rival Proposiition 1: The legislative branch drives the design of Cyber Command
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Case Study Two: The Establishment of Cyber Command and Building Advocacy 
 
Process Tracing for Proposition 3a: The executive branch drives the organizational 
establishment of Cyber Command 
 
Expectation: I expect to find evidence of actions taken by senior officials or members of 
the executive branch that drive the establishment of Cyber Command, which lead to the 
setting conditions for the organization to conduct its first change of command 
 
Observation 2-P3a-1 – Cyber Command lacked the required authorities to conduct 
the full spectrum of military cyberspace operations. 
 
Evidence – Account from Cyber Command Historian, Michael Warner, in "U.S. Cyber 
Command's Road to Full Operational Capability" in Stand Up and Fight! The Creation of 
U.S. Security Organizations 1942-2005. GLADIATOR PHOENIX Global campaign plan 
approved, which granted the required authorities to Cyber Command.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the executive branch.  Cyber Command required additional 
authorities under U.S. law (Title 10 and Title 50) to conduct operations. 
 
Inference for Hoop Test –Secretary of Defense approval of the GLADIATOR PHOENIX 
global campaign plan is essential to the establishment of Cyber Command; the 
organization would not have the required authorities to conduct operations. 
 
Inference for Smoking Gun Test – The executive branch has the authority to authorize 
Cyber Command to conduct operations under existing law.  Even if Congress passed new 
laws to authorize Cyber Command to conduct operations that exceed Title 10 or Title 50 
authorities, it would still action by the executive branch to implement.  The approval of 
the GLADIATOR PHOENIX global campaign plan affirms proposition 3a. 
 
Inference for Doubly Decisive Test – The approval of GLADIATOR PHOENIX global 
campaign plan to grant required authorities to Cyber Command confirms proposition 3a 
and eliminates the rival proposition. 
 
Observation 2-P3a-2 – Cyber Command lacked subordinate service component 
commands (Military Services directed to provide subordinate cyber units). 
 
Evidence – Secretary of Defense Memo, 23 June 2009; Headquarters, Department of the 
Army G-3/5/7 Execute Order (No. 155-10), released on 11 May 2010; USAF press 
release; STRATCOM press release; USMC press release.  
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Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the executive branch.  Cyber Command required subordinate 
service component commands to conduct operations.  Secretary Gates directed the 
Military Services to identify and provide for his approval appropriate component support 
to Cyber Command; Military Services provided cyber units (i.e., Army Cyber Command; 
Fleet Cyber Command; Air Force Cyber Command; Marine Forces Cyber Command).  
 
Inference for Hoop Test –Military Services provision of subordinate component 
command is essential to the establishment of Cyber Command; Congress cannot direct 
the Military Services to provide subordinate component commands – this is an executive 
branch function. 
 
Inference for Smoking Gun Test – The executive branch is responsible for providing 
subordinate component commands to Cyber Command to conduct operations. Congress 
does not have the authority to perform this task.  The provision of subordinate component 
commands affirms proposition 3a. 
 
Inference for Doubly Decisive Test – The provision of subordinate component 
commands to Cyber Command by the Military Services confirms proposition 3a and 
eliminates the rival proposition. 
 
Observation 2-P3a-3 – DoD published 2011 Strategy for Operating in Cyberspace, 
which outlined goals. 
 
Evidence – The DoD published the DoD Strategy for Operating in Cyberspace.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The DoD published the DoD Strategy for 
Operating in Cyberspace in July 2011, which fulfilled a task specified by Secretary 
Gates.  The Secretary of Defense is the senior official in the DoD, which is part of the 
executive branch.   
 
Inference for Hoop Test – The directive by Secretary Gates to the DoD to provide an 
updated national level cyber strategy document leads to the development of guidance that 
drives the establishment of Cyber Command by the executive branch. 
 
Inference for Smoking Gun Test – The executive branch is responsible for providing 
guidance to Cyber Command to conduct operations. Congress does not have the authority 
to perform this task.  The provision of subordinate component commands affirms 
proposition 3a. 
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Inference for Doubly Decisive Test – The publication of the DoD Strategy for Operating 
in Cyberspace specifies tasks essential to the establishment of Cyber Command (e.g., 
treating cyberspace as an operational domain, partnering with other U.S. government 
departments and agencies and the private sector to enable a whole-of-government 
approach to cybersecurity, and building robust relationships with allies and coalition 
partners to strengthen collective cybersecurity). These are tasks for the executive branch 
and confirms proposition 3a and eliminates the rival proposition. 
 
Observation 2-P3a-4 – Secretary of Defense Panetta warned Congress and other 
audiences that the U.S. could face a “Cyber Pearl Harbor” from an attack on 
critical infrastructure. 
 
Evidence – DoD press release, "Remarks by Secretary Panetta on Cybersecurity to the 
Business Executives for National Security, New York City."  
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the Executive Branch.  Secretary Panetta was speaking before 
business executives who also had influence with the legislative branch.  
 
Inference for Hoop Test – Fails the Hoop Test; Secretary Panetta stated that when he 
delivered his speech, his intention was to raise awareness of the vulnerability of 
America's critical infrastructure, particularly with Congress.  The Cyber Pearl Harbor 
speech was not absolutely essential to the establishment of Cyber Command. 
 
Observation 2-P3a-5 – General Alexander sought to build advocacy by engaging the 
public through non-traditional public affairs means (e.g., keynote speech at DefCon 
hacker convention). 
 
Passes Straw-in-the-Wind Test; fails Hoop Test 
 
Evidence – YouTube videos: DEF CON 20 By General Keith B Alexander Shared 
Values Shared Response and NSA Director Keith Alexander Keynote at Black Hat USA; 
multiple news stories.  
 
Inference for Straw-in-the-Wind Test – The commander of Cyber Command is a senior 
military officer in the DoD, which is part of the executive branch.  General Alexander 
conducted outreach using non-traditional means (e.g., hacker conventions, popular 
television shows, and non-military-oriented publications) to build advocacy. 
 
Inference for Hoop Test – Fails the Hoop Test; General Alexander was conducting 
outreach with the public to raise awareness of Cyber Command and to recruit future 
cyber operators.  Building advocacy through the use of non-traditional means for public 
outreach was not absolutely essential to the establishment of Cyber Command. 
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Observation 2-P3a-6 – The "Four Horsemen" executed the Implementation Plan to 
establish Cyber Command. 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The memo from Secretary Gates directing the 
creation of Cyber Command required the Chairman of the Joint Chiefs of Staff to develop 
an Implementation Plan.  The Secretary of Defense and the Chairman of the Joint Chiefs 
of Staff are senior officials in the DoD, which is part of the executive branch.   
 
Inference for Hoop Test – The directive by Secretary Gates to develop an Implementation 
Plan leads to the accomplishment of tasks that drives Cyber Command establishment. 
 
Inference for Smoking Gun Test – The "Four Horsemen" are members of the executive 
branch and responsible for the execution of the Implementation Plan to establish Cyber 
Command. Congress does not have the authority to perform this task.  The execution of 
the Implementation Plan to establish Cyber Command affirms proposition 3a. 
 
Inference for Doubly Decisive Test – The execution of the Implementation Plan 
accomplishes tasks essential to the establishment of Cyber Command (e.g., building a 
staff and establishing relationships with other DoD organizations). These are tasks for the 
executive branch and confirms proposition 3a and eliminates the rival proposition 
 
Observation 2-P3a-7 – President Obama nominated Admiral Rogers to succeed 
General Alexander. 
 
Evidence – congress.gov website – PN1386 — Vice Adm. Michael S. Rogers — Navy, 
received by Congress Jan 30, 2014.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).   
 
Inference for Hoop Test – The nomination by President Obama is essential for the setting 
of conditions for the first change of command for Cyber Command. 
 
Inference for Smoking Gun Test – The President is responsible for nominating 
individuals for national security positions; Congress does not have that authority.  The 
nomination for a national security position by the president affirms proposition 3a. 
 
Inference for Doubly Decisive Test – The nomination of Admiral Rogers by President 
Obama confirms proposition 3a and eliminates the rival proposition.  
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Process Tracing for Proposition 4a: Congress exercises sporadic and ineffective 
oversight over military cyberspace operations 

Expectation: I expect to find evidence of sporadic and ineffective oversight of military 
cyberspace operations that adversely impact the establishment of Cyber Command and 
impede the setting of conditions for the organization to conduct its first change of 
command. 
 
Observation 2-P4a-1 – Senator McCain sent letters to General Alexander seeking 
additional information regarding Cyber Command capabilities as a follow up to 
testimony provided to the SASC on March 27, 2012. 
 
Evidence – John A. McCain, Letter to General Keith B. Alexander, March 29, 2012.  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – The inquiry by Senator McCain to General 
Alexander was submitted within two days following a hearing before the SASC.  The 
scope of the question was relevant to national level cybersecurity and sought to determine 
which networks and assets Cyber Command was actively defending. 
 
Observation 2-P4a-2 – Commander of Cyber Command and other DoD officials 
called to testify about military cyberspace operations before select committees on an 
increasing basis. 
 
Fails Straw-in-the-Wind Test 
 
Evidence – During General Alexander's command tenure from 2010 to 2014, there were 
136 congressional hearings where a witness or committee member referred to the purpose 
of Cyber Command.  
 
Inference for Straw-in-the-Wind Test –the 136 congressional hearings concerning Cyber 
Command during the three years and ten months of General Alexander's time in 
command do not support the proposition of sporadic congressional oversight. 
 
Observation 2-P4a-3 – Cyber Command became a participant in defense 
appropriations hearings (along with the Combatant Commands). 
 
Evidence – S. Hrg. 111-701, Part 1 - Department of Defense Authorization for 
Appropriations for Fiscal Year 2011; House Hearing, 111th Congress - [H.A.S.C. No. 
111-120] National Defense Authorization Act for Fiscal Year 2011 and Oversight of 
Previously Authorized Programs Before the Committee on Armed Services, House of 
Representatives One Hundred Eleventh Congress, Second Session, et. al.  
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Inference for Straw-in-the-Wind Test –the 28 congressional hearings concerning Cyber 
Command appropriations or funding during the three years and ten months of General 
Alexander's time in command do not support the proposition of ineffective congressional 
oversight. 
 
Observation 2-P4a-4 – As members of Congress became more knowledgeable about 
cyber activities, the quality and scope of questions asked of witnesses improved and 
the number of hearings regarding Cyber Command or military cyberspace 
operations increased. 
 
Evidence – House Hearing, 111th Congress - [H.A.S.C. No. 111-179] U.S. Cyber 
Command: Organizing for Cyberspace Operations and S. Hrg. 113-241 - Cybersecurity: 
Preparing for and Responding to the Enduring Threat, et. al. 
 
Inference for Straw-in-the-Wind Test – congressional hearings concerning how Cyber 
Command organized for cyberspace operations or responded to enduring threats do not 
support the proposition of ineffective congressional oversight. 
 
Observation 2-P4a-5 – Senate confirmed the appointment of Vice Admiral Rogers 
as the commander of Cyber Command and Director of NSA. 
 
Evidence – congress.gov website: PN1386 — Vice Adm. Michael S. Rogers — Navy 
113th Congress (2013-2014).  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).  The 
Senate must confirm an appointment to a national security position.  Evidence (i.e., 
questions asked during the confirmation hearing for Admiral Rogers) suggests Congress 
provides effective oversight through the confirmation process. 
 
There is no evidence to support Proposition 4a, Congress exercises sporadic and 
ineffective oversight over military cyberspace operations. 
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Process Tracing for Proposition 5a: The establishment of Cyber Command can be 
explained by initial organizational structure, the ongoing interests of relevant 
political actors, and exogenous events 
 
Expectation: I expect to find evidence of the initial organizational structure, the actions of 
relevant political actor, and exogenous events that drive the establishment of Cyber 
Command, which lead to the setting of conditions for the organization to conduct its first 
change of command 
 
Observation 2-P5a-1 – President Obama was the decision-maker on retaining the 
dual-hat leadership arrangement; Secretary of Defense Hagel recommended ending 
the dual-hat leadership arrangement. 
 
Evidence – "Obama to Keep Security Agency and Cyberwarfare Under a Single 
Commander" nytimes.com.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  The president and the Secretary of Defense have the 
authority to end the dual-hat leadership arrangement.   
 
Inference for Hoop Test – The decision by President Obama shapes the setting of 
conditions for the first change of command for Cyber Command – General Alexander's 
successor would have to be qualified to be the Commander of Cyber Command and the 
Director of the NSA. 
 
Inference for Smoking Gun Test – The President is the commander-in-chief of the U.S. 
Armed Forces and has the authority to decide to retain or end the dual-hat leadership 
arrangement; Congress does not have that authority.  The decision to retain the dual-hat 
leadership arrangement by the president affirms proposition 5a. 
 
Inference for Doubly Decisive Test – The decision to retain the dual-hat leadership 
arrangement by President Obama confirms proposition 5a and eliminates the rival 
proposition. 
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Observation 2-P5a-2 – Edward Snowden improperly handled classified information 
and disclosed that information without authorization to personnel who lacked the 
proper clearances and need to know, which resulted in negative publicity for the 
NSA and adversely affected the Commander of Cyber Command. 
 
Evidence – "NSA collecting phone records of millions of Verizon customers daily" in 
The Guardian and other media reports by The Washington Post and Der Spiegel.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the publication of the classified information 
provided by Edward Snowden without authorization resulted in negative publicity for the 
NSA.  Because General Alexander also commanded Cyber Command, there was little 
support to separate the two positions because it was perceived to be easier to monitor and 
control one individual regarding the use of cyberspace for intelligence and warfighting 
and protect privacy. 
 
Inference for Hoop Test –the unauthorized disclosure of information by Edward 
Snowden raised concerns about privacy and the militarization of cyberspace by congress 
and the public. 
 
Inference for Smoking Gun Test –concerns about privacy caused General Alexander to 
abandon plans to extend cyber defenses to select private sector networks, which affected 
how he planned to structure and employ Cyber Command.  
 
Inference for Doubly Decisive Test –the unauthorized disclosure of classified information 
negatively affected the U.S. government, especially the DoD, NSA, and Cyber 
Command, which impacted how the public and Congress viewed those organizations 
(especially since the Director of the NSA also served as the Commander of Cyber 
Command and both organizations possessed similar capabilities and as General Hayden 
noted, the two were "indistinguishable"). 
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Observation 2-P5a-3 – President’s Review Group on Intelligence and 
Communications Technologies recommended ending the dual-hat leadership 
arrangement and appointing a civilian as Director of the NSA. 
 
Evidence – Report published by President’s Review Group on Intelligence and 
Communications Technologies, Liberty and Security in a Changing World.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 

Inference for Straw-in-the-Wind Test – President Obama commissioned the President’s 
Review Group on Intelligence and Communications Technologies because of the 
unauthorized disclosures by Edward Snowden.  The publication of the report by the 
President’s Review Group on Intelligence and Communications Technologies 
recommended changing the initial structure of Cyber Command (i.e., the dual-hat 
leadership arrangement). 
 
Inference for Hoop Test – concerns about privacy caused President Obama to 
commission the President’s Review Group on Intelligence and Communications 
Technologies, which recommended retaining the dual-hat leadership arrangement (initial 
organization structure for Cyber Command). 
 
Inference for Smoking Gun Test – the President’s Review Group on Intelligence and 
Communications Technologies worked on behalf of the executive branch, but made 
recommendations that affected the executive branch (i.e., appointing a civilian as 
Director of the NSA). 
 
Inference for Doubly Decisive Test –the unauthorized disclosure of classified information 
negatively affected the U.S. government, especially the DoD, NSA, and Cyber 
Command, which impacted how the public and Congress viewed those organizations.  
The President’s Review Group on Intelligence and Communications Technologies made 
recommendations to address the negative perception, which would have changed the 
initial structure of Cyber Command and affected the DoD and Intelligence Community 
(i.e., ending the dual-hat leadership arrangement between Cyber Command and the NSA 
Director and appointing a civilian as Director of the NSA). 
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Process Tracing for Rival Proposition 3a: The legislative branch drives the 
establishment of Cyber Command 
 
Expectation: I expect to find evidence of actions taken by members of the legislative 
branch that drive the establishment of Cyber Command, which lead to the setting of 
conditions for the organization to conduct its first change of command 
 
Observation 2-RP3a-1: The Senate confirmed the appointment of Admiral Rogers 
to be Commander of Cyber Command. 
 
Evidence: congress.gov PN1386 — Vice Adm. Michael S. Rogers — Navy 113th 
Congress (2013-2014) 
 
Passes Straw-in-the-Wind Test; fails the Hoop Test 
 
Inference for Straw-in-the-Wind Test –The President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).  The 
Senate must confirm an appointment to a national security position.   
 
Inferences for Hoop Test –The Senate must confirm the appointment of Admiral Rogers 
as Commander of Cyber Command, which meets one of the conditions of the setting of 
conditions for conducting the first change of command.  The confirmation of Admiral 
Rogers is not essential to the establishment of Cyber Command (i.e., obtaining the 
authorities and subordinate cyber components to conduct military cyberspace operations) 
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Process Tracing for Rival Proposition 4a: Congress exercises routine and effective 
oversight over military cyberspace operations 

Expectation: I expect to find evidence of routine and effective congressional oversight of 
military cyberspace operations that positively impact the establishment of Cyber 
Command and facilitate the setting of conditions for the organization to conduct its first 
change of command. 
 
Observation 2-RP4a-1 – Senator McCain sent letters to General Alexander seeking 
additional information regarding Cyber Command capabilities as a follow up to 
testimony provided to the SASC on March 27, 2012. 
 
Evidence – John A. McCain, Letter to General Keith B. Alexander, March 29, 2012.  
 
Inference for Straw-in-the-Wind Test – The inquiry by Senator McCain to General 
Alexander was submitted within two days following a hearing before the SASC.  The 
scope of the question was relevant to national level cybersecurity and sought to determine 
which networks and assets Cyber Command was actively defending. 
 
Inference for Hoop Test – General Alexander was testifying before the Senate Armed 
Services Committee regarding the Department of Defense Authorization for 
Appropriations for Fiscal Year 2013 and the Future Years Defense Program. 
 
Inference for Smoking Gun Test – The National Defense Authorization Act is essential to 
the DoD and affirms rival proposition 4a.  
 
Inference for Doubly Decisive Test – The passage of the Fiscal Year 2013 National 
Defense Authorization Act is essential for Cyber Command to set the conditions to 
conduct the first change of command and establish Cyber Command; this action confirms 
rival proposition 4a and eliminates proposition 4a. 
 
Observation 2-RP4a-2 – Commander of Cyber Command and other DoD officials 
called to testify about military cyberspace operations before select committees on an 
increasing basis. 
 
Evidence – During General Alexander's command tenure from 2010 to 2014, there were 
136 congressional hearings where a witness or committee member referred to the purpose 
of Cyber Command.  
 
Inference for Straw-in-the-Wind Test –the 136 congressional hearings concerning Cyber 
Command during the three years and ten months of General Alexander's time in 
command suggest congressional oversight was not sporadic. 
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Inference for Hoop Test – the average number of hearing per month during General 
Alexander's tenure as commander of Cyber Command was 2.96; however, there were not 
hearings conducted every month because of other events on the Congressional calendar 
(i.e., recess and the federal budget cycle). 
 
Inference for Smoking Gun Test – the increase in congressional hearings concerning 
Cyber Command or military cyberspace operations affirms Rival Proposition 4a.  
 
Inference for Doubly Decisive Test – the increased number of congressional hearings 
implies regularity in the schedule for congressional oversight of Cyber Command and 
military cyberspace operations.  This confirms Rival Proposition 4a and eliminates 
Proposition 4a. 
 
Observation 2-RP4a-3 – Cyber Command became a participant in defense 
appropriations hearings (along with the Combatant Commands). 
 
Evidence – S. Hrg. 111-701, Part 1 - Department of Defense Authorization for 
Appropriations for Fiscal Year 2011; House Hearing, 111th Congress - [H.A.S.C. No. 
111-120] National Defense Authorization Act for Fiscal Year 2011 and Oversight of 
Previously Authorized Programs Before the Committee on Armed Services, House of 
Representatives One Hundred Eleventh Congress, Second Session, et. al.  
 
Inference for Straw-in-the-Wind Test –the 28 congressional hearings concerning Cyber 
Command appropriations or funding during the three years and ten months of General 
Alexander's time in command support the proposition of effective congressional 
oversight. 
 
Inference for Hoop Test – General Alexander was in command of Cyber Command for 
almost four years.  That equates to an average of seven congressional hearings 
concerning Cyber Command appropriations or funding per year.   
 
Inference for Smoking Gun Test – Congress holds the power of the purse and the 
authorization and appropriations hearings have tough standards to meet in order to 
receive funding; the steady increase in inquiries regarding funding for concerning Cyber 
Command or military cyberspace operations affirms Rival Proposition 4a.  
 
Inference for Doubly Decisive Test – the increased number of congressional hearings 
concerning Cyber Command or military cyberspace operations implies an increased level 
of effectiveness of oversight.  This confirms Rival Proposition 4a and eliminates 
Proposition 4a. 
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Observation 2-RP4a-4 – As members of Congress became more knowledgeable 
about cyber activities, the quality and scope of questions asked of witnesses 
improved and the number of hearings regarding Cyber Command or military 
cyberspace operations increased. 
 
Evidence – House Hearing, 111th Congress - [H.A.S.C. No. 111-179] U.S. Cyber 
Command: Organizing for Cyberspace Operations and S. Hrg. 113-241 - Cybersecurity: 
Preparing for and Responding to the Enduring Threat, et. al. 
 
Inference for Straw-in-the-Wind Test – congressional hearings concerning how Cyber 
Command organized for cyberspace operations or responded to enduring threats do not 
support the proposition of ineffective congressional oversight. 
 
Inference for Hoop Test – General Alexander was in command of Cyber Command for 
almost four years.  That equates to an average of seven congressional hearings 
concerning Cyber Command appropriations or funding per year.   
 
Inference for Smoking Gun Test – Congress holds the power of the purse and the 
authorization and appropriations hearings have tough standards to meet in order to 
receive funding; the steady increase in inquiries regarding funding for concerning Cyber 
Command or military cyberspace operations affirms Rival Proposition 4a.  
 
Inference for Doubly Decisive Test – the increased number of congressional hearings 
concerning Cyber Command or military cyberspace operations implies an increased level 
of effectiveness of oversight.  This confirms Rival Proposition 4a and eliminates 
Proposition 4a. 
 
Observation 2-RP4a-5 – Senate confirmed the appointment of Vice Admiral Rogers 
as the commander of Cyber Command and Director of NSA. 
 
Evidence – congress.gov website: PN1386 — Vice Adm. Michael S. Rogers — Navy 
113th Congress (2013-2014).  
 
Inference for Straw-in-the-Wind Test – The Senate must confirm an appointment to a 
national security position.  Evidence (i.e., questions asked during the confirmation 
hearing for Admiral Rogers) suggests congress provides oversight through the 
confirmation process. 
 
Inference for Hoop Test – the requirement for Senate confirmation for appointment as 
Commander of Cyber Command affirms the relevance of Rival Proposition 4a.   
 
Inference for Smoking Gun Test – the requirement for Senate confirmation of Admiral 
Rogers as Commander of Cyber Command is essential to setting the conditions to 
conduct the first change of command and affirms Rival Proposition 4a.  
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Inference for Doubly Decisive Test – The executive branch has the authority to nominate 
individuals to serve in national security positions. Only the Senate can confirm an 
appointment, which is done after a confirmation hearing and requires effective oversight.  
This confirms Rival Proposition 4a and eliminates Proposition 4a. 
 
There is strong evidence to support Rival Proposition 4a, Congress exercises routine and 
effective oversight over military cyberspace operations. 
 
Process Tracing for Rival Proposition 5a: The establishment of Cyber Command 
cannot be explained by initial organizational structure, the ongoing interests of 
relevant political actors, and exogenous events 

Expectation: I expect to find evidence of the initial organizational structure, the actions of 
relevant political actor, and exogenous events that cannot explain the establishment of 
Cyber Command or the setting of conditions for the organization to conduct its first 
change of command 
 
Observations – None 
 
Evidence – None 
 
There is no evidence to support Rival Proposition 5a, the establishment of Cyber 
Command cannot be explained by initial organizational structure, the ongoing interests of 
relevant political actors, and exogenous events. 
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Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

2-P3a-1: Cyber Command lacked the required 

authorities to conduct the full spectrum of military 

cyberspace operations

Approval of OPERATION GLADIATOR PHOENIX 

global campaign plan PASS PASS PASS PASS

2-P3a-2: Cyber Command lacked subordinate 

service component commands (Military Services 

directed to provide subordinate cyber components 

to Cyber Command)

Secretary of Defense Memo, 23 June 2009; 

Headquarters, Department of the Army G-3/5/7 

Execute Order (No. 155-10), released on 11 May 

2010; USAF press release; STRATCOM press 

release;  USMC press release

PASS PASS PASS PASS

2-P3a-3: DoD published 2011 Strategy for 

Operating in Cyberspace

DoD Strategy for Operating in Cyberspace
PASS PASS PASS PASS

2-P3a-4: Secretary of Defense Panetta warned 

Congress and other audiences that the U.S. could 

face a “cyber Pearl Harbor”

 "Remarks by Secretary Panetta on 

Cybersecurity to the Business Executives for 

National Security, New York City" 

PASS PASS FAIL

2-P3a-5: General Alexander sought to build 

advocacy by engaging the public through non-

traditional public affairs means (e.g., keynote 

speech at DefCon hacker convention).

YouTube videos: DEF CON 20 By General Keith 

B Alexander Shared Values Shared Response 

and NSA Director Keith Alexander Keynote at 

Black Hat USA; news stories

PASS PASS FAIL

2-P3a-6: The ”Four Horsemen” executed the 

Implementation Plan to establish Cyber Command 

and build advocacy

"A decade after Russia hacked the Pentagon, 

Trump unshackles Cyber Command," 

politico.com

PASS PASS PASS PASS

2-P3a-7: President Obama nominated Admiral 

Rogers to succeed General Alexander

PN1386 — Vice Adm. Michael S. Rogers — 

Navy, received by Congress Jan 30, 2014 PASS PASS PASS PASS

Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

2-P4a-1: Senator McCain sent letters to General 

Alexander seeking additional information regarding 

Cyber Command capabilities

John A. McCain, Letter to General Keith B. 

Alexander, March 29, 2012 FAIL

2-P4a-2: Commander of Cyber Command and 

other DoD officials called to testify about military 

cyberspace operations on an increasing basis

See Appendix 5 and Appendix 6

FAIL

2-P4a-3: Cyber Command became a participant of 

defense appropriations hearings 

There were 28 out of 62 hearings that addressed 

the National Defense Authorization Act or 

appropriations and funding for Cyber Command 

during the period of case study 2

FAIL

2-P4a-4: Congress became more knowledgeable 

about cyber activities, the quality and scope of 

questions asked of witnesses improved and the 

number of hearings regarding Cyber Command or 

military cyberspace operations increased

For example, House Hearing on "Cyber War: 

Definitions, Deterrence, And Foreign Policy," see 

Appendix 6 for additional information FAIL

2-P4a-5: Senate confirmed the appointment of Vice 

Admiral Rogers as the commander of Cyber 

Command and Director of NSA

PN1386 — Vice Adm. Michael S. Rogers — Navy 

113th Congress (2013-2014) FAIL

Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

2-P5a-1: President Obama was the decision-maker 

on retaining the dual-hat leadership arrangement; 

Secretary of Defense Hagel recommended ending 

the dual-hat leadership arrangement

"Obama to Keep Security Agency and 

Cyberwarfare Under a Single Commander" 

nytimes.com PASS PASS PASS PASS

2-P5a-2: Edward Snowden improperly handled 

classified information and disclosed that 

information without authorization to personnel who 

lacked the proper clearances and need to know

"NSA collecting phone records of millions of 

Verizon customers daily" in The Guardian  and 

other media reports by The Washington Post 
and Der Spiegel. 

PASS PASS PASS PASS

2-P5a-3: President’s Review Group on Intelligence 

and Communications Technologies recommended 

ending the dual-hat leadership arrangement and 

appointing a civilian as NSA Director

Report published by President’s Review Group 

on Intelligence and Communications 

Technologies, Liberty and Security in a 
Changing World

PASS PASS PASS PASS

Proposition 5a: The establishment of Cyber Command can be explained by initial organizational structure, the ongoing interests of 
relevant political actors, and exogenous events

Proposition 3a: The executive branch drives the establishment of Cyber Command

Proposition 4a: Congress exercises sporadic and ineffective oversight over military cyberspace operations
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Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

2-RP3a-1:The Senate confirmed the appointment 

of Admiral Rogers to be Commander of Cyber 

Command

PN1386 — Vice Adm. Michael S. Rogers — Navy 

113th Congress (2013-2014) PASS FAIL

Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

2-RP4a-1: Senator McCain sent letters to General 

Alexander seeking additional information regarding 

Cyber Command capabilities

John A. McCain, Letter to General Keith B. 

Alexander, March 29, 2012 PASS PASS PASS PASS

2-RP4a-2: Commander of Cyber Command and 

other DoD officials called to testify about military 

cyberspace operations before select committees 

on an increasing basis

During General Alexander's command tenure 

from 2010 to 2014, there were 136 

congressional hearings where a witness or 

committee member referred to the purpose of 

Cyber Command
PASS PASS PASS PASS

2-RP4a-3: Cyber Command became a participant 

of defense appropriations hearings (along with the 

Combatant Commands)

S. Hrg. 111-701, Part 1 - Department ff Defense 

Authorization for Appropriations for Fiscal Year 

2011; House Hearing, 111th Congress - 

[H.A.S.C. No. 111-120] National Defense 

Authorization Act for Fiscal Year 2011 and 

Oversight of Previously Authorized Programs 

Before the Committee on Armed Services, 

House of Representatives One Hundred 

Eleventh Congress, Second Session

PASS PASS PASS PASS

2-RP4a-4: As members of Congress became more 

knowledgeable about cyber activities, the quality 

and scope of questions asked of witnesses 

improved and the number of hearings regarding 

Cyber Command or military cyberspace operations 

increased

House Hearing, 111th Congress - [H.A.S.C. No. 

111-179] U.S. Cyber Command: Organizing for 

Cyberspace Operations and S. Hrg. 113-241 - 

Cybersecurity: Preparing for and Responding to 

the Enduring Threat
PASS PASS PASS PASS

2-RP4a-5: Senate confirmed the appointment of 

Vice Admiral Rogers as the commander of Cyber 

Command and Director of NSA

PN1386 — Vice Adm. Michael S. Rogers — Navy 

113th Congress (2013-2014)

PASS PASS PASS PASS

Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

NONE NONE

Rival Proposition 5a: The evolution of Cyber Command cannot be explained by initial agency structure, the ongoing interests of 
relevant political actors, and exogenous events 

Rival Proposition 4a: Congress exercises routine and effective oversight over military cyberspace operations

Rival Proposition 3a: The legislative branch drives the establishment of Cyber Command
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Case Study Three: The Evolution of Cyber Command and Building Capacity 

Process Tracing for Proposition 3b: The executive branch drives the organizational 
evolution of Cyber Command 
 
Observation 3-P3b-1 President Trump directed the DoD to elevate Cyber Command 
 
Evidence – Presidential Directive Memorandum issued 18 Aug 17.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President is the senior official in the 
executive branch.  The President has the authority to direct a change to the Unified 
Command Plan (i.e., elevate Cyber Command to a Unified Combatant Command).   
 
Inference for Hoop Test – The directive by President Trump is essential for elevating 
Cyber Command to a Unified Combatant Command. 
 
Inference for Smoking Gun Test – The President has the authority to approve a change to 
the Unified Command Plan; Congress does not have that authority.  The directive to 
elevate Cyber Command by President Trump affirms Proposition 3b. 
 
Inference for Doubly Decisive Test –The directive memorandum by President Trump to 
elevate Cyber Command confirms Proposition 3b and eliminates the rival proposition. 
 
Observation 3-P3b-2: President Obama signed the FY17 NDAA into law 
 
Evidence –National Defense Authorization Act for Fiscal Year 2017 PL 114-92; White 
House Signing Statement.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President is the senior official in the 
executive branch.  The President has the authority to sign a bill into law.   
 
Inference for Hoop Test – The FY17 NDAA required elevating Cyber Command to a 
Unified Combatant Command; even the executive branch already had the authority. 
 
Inference for Smoking Gun Test – The President has the authority to sign a bill into law; 
Congress does not have that authority.  The signing of the FY17 NDAA into law affirms 
Proposition 3b. 
 
Inference for Doubly Decisive Test – Signing FY17 NDAA by President Obama 
confirms Proposition 3b and eliminates the rival proposition. 
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Observation 3-P3b-3: President Trump nominated LtGen Stewart and LTG 
Mayville for appointment as deputy commanders of Cyber Command 
 
Evidence – congress.gov – PN628 — Lt. Gen. Vincent R. Stewart — Marine Corps AND 
PN684 — Lt. Gen. William C. Mayville Jr. — Army.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).   
 
Inference for Hoop Test – The nomination by President Trump is essential for the setting 
of conditions for the elevation of Cyber Command – LtGen Stewart managed the day-to-
day operations of Cyber Command while LTG Mayville synchronized and managed the 
tasks associated with the elevation of Cyber Command. 
 
Inference for Smoking Gun Test – The President is responsible for nominating 
individuals for national security positions; Congress does not have that authority.  The 
nomination for a national security position by the president affirms proposition 3b. 
 
Inference for Doubly Decisive Test – The nominations of LtGen Stewart and LTG 
Mayville by the President confirms proposition 3b and eliminates Rival Proposition 3b. 
 
Observation 3-P3b-4: President Trump nominated LTG Nakasone for appointment 
as commander of Cyber Command and Director of the NSA 
 
Evidence – congress.gov – PN1594 — Lt. Gen. Paul M. Nakasone — Army.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).   
 
Inference for Hoop Test – The nomination by President Trump is essential for the setting 
of conditions for the elevation of Cyber Command.  LTG Nakasone would become the 
first commander of Cyber Command as a Unified Combatant Command. 
 
Inference for Smoking Gun Test – The President is responsible for nominating 
individuals for national security positions; Congress does not have that authority.  The 
nomination for a national security position by the president affirms proposition 3b. 
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Inference for Doubly Decisive Test – The nomination LTG Nakasone by the President 
confirms proposition 3b and eliminates Rival Proposition 3b. 
 
Observation 3-P3b-5: Cyber Mission Force attains Initial Operational Capability 
 
Evidence – DoD press release 24 Oct 16, "All Cyber Mission Force Teams Achieve 
Initial Operating Capability."  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Secretary of Defense is the senior official in 
the DoD, which is part of the executive branch.  The Secretary of Defense tasked Cyber 
Command to build the Cyber Mission Force. 
 
Inference for Hoop Test –Military Services development and fielding of the teams that 
compose the Cyber Mission Force is essential to the evolution of Cyber Command; 
Congress cannot direct the Military Services to develop the Cyber Mission Force – this is 
an executive branch function. 
 
Inference for Smoking Gun Test – The executive branch is responsible for the force 
management functions (man, organize, train, equip) associated with the development of 
the Cyber Mission Force. Congress does not have the authority to perform this task.  The 
attainment of Initial Operational Capability by the Cyber Mission Force affirms 
Proposition 3b. 
 
Inference for Doubly Decisive Test – The attainment of Initial Operational Capability by 
the Cyber Mission Force as directed by the Secretary of Defense affirms Proposition 3b 
and eliminates Rival Proposition 3b. 
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Observation 3-P3b-6: Cyber Command established Capabilities Development 
Group 
 
Evidence –testimony by Admiral Rogers at HASC hearing 114-112, National Defense 
Authorization Act for FY17; media report 27 Jan 19 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Commander of Cyber Command is a senior 
military officer in the DoD, which is part of the executive branch.  Admiral Rogers 
directed Cyber Command to establish the Capabilities Development Group to 
synchronize and manage the limited acquisition authority granted to him by the FY16 
National Defense Authorization Act. 
 
Inference for Hoop Test – The Commander of Cyber Command possessed the authority 
to establish the Capabilities Development Group.  Establishing the Capabilities 
Development Group was essential to the evolution of Cyber Command; Congress cannot 
direct the Military Services to establish subordinate organizations within a combatant 
command or sub-unified command – this is an executive branch function. 
 
Inference for Smoking Gun Test – The executive branch is responsible for the 
accomplishment of tasks specified by the Unified Command Plan or National Defense 
Strategy. Congress does not have the authority to perform this task.  The establishment of 
the Capabilities Development Group by the Commander of Cyber Command affirms 
Proposition 3b. 
 
Inference for Doubly Decisive Test – The establishment of the Capabilities Development 
Group to synchronize and manage acquisition activities as directed by the Commander of 
Cyber Command confirms Proposition 3b and eliminates Rival Proposition 3b. 
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Observation 3-P3b-7: DoD published the 2015 Cyber Strategy 
 
Evidence – DoD press release 23 Apr 15; 2015 DoD Cyber Strategy.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The DoD published the DoD Cyber Strategy in 
April 2015, which updated the guidance specified in the DoD Strategy for Operating in 
Cyberspace published in July 2011.  The Department of Defense is part of the executive 
branch in the U.S. government.   
 
Inference for Hoop Test – The guidance from Secretary of Defense Carter to the DoD to 
regarding three specific cyberspace tasks leads to the development of the Cyber Mission 
Force, which drives the evolution of Cyber Command. 
 
Inference for Smoking Gun Test – The executive branch is responsible for providing 
guidance to Cyber Command to conduct operations. Congress does not have the authority 
to perform this task.  The provision of subordinate component commands affirms 
proposition 3b. 
 
Inference for Doubly Decisive Test – The publication of the DoD Cyber Strategy 
specifies tasks essential to the evolution of Cyber Command (i.e., build and maintain 
ready forces and capabilities to conduct cyberspace operations; defend the DoD 
information network, secure DoD data, and mitigate risks to DoD missions). These are 
tasks for the executive branch and confirms proposition 3b and eliminates the rival 
proposition. 
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Observation 3-P3b-8: DoD activated JTF-ARES 
 
Evidence – Cyber Command Task Order 16-0063 to establish JTF-ARES, published 5 
May 16 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Commander of Cyber Command is a senior 
military officer in the DoD, which is part of the executive branch.  Admiral Rogers 
directed Cyber Command to establish Joint Task Force-ARES (JTF-ARES) to conduct 
military cyberspace operations against the Islamic State of Iraq and Syria (ISIS). 
 
Inference for Hoop Test – The Commander of Cyber Command possessed the authority 
to establish JTF-ARES.  Establishing JTF-ARES was essential to the evolution of Cyber 
Command as an operational organization; Congress cannot direct the Military Services to 
establish subordinate organizations within a combatant command or sub-unified 
command – this is an executive branch function. 
 
Inference for Smoking Gun Test – The executive branch is responsible for the 
accomplishment of tasks specified by the Unified Command Plan or National Defense 
Strategy. Congress does not have the authority to perform this task.  The attainment of 
Initial Operational Capability by the Cyber Mission Force affirms Proposition 3b. 
 
Inference for Doubly Decisive Test – The establishment of JTF-ARES to conduct 
military cyberspace operations against the Islamic State of Iraq and Syria as directed by 
the Commander of Cyber Command confirms Proposition 3b and eliminates Rival 
Proposition 3b. 
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Observation 3-P3b-9: Cyber Command conducted Operation Glowing Symphony 
 
Evidence – Cyber Command Concept of the Operations to conduct Operation Glowing 
Symphony published 13 Sep 16.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Commander of Cyber Command is a senior 
military officer in the DoD, which is part of the executive branch.  Admiral Rogers 
commanded Cyber Command in the conduct of Operation Glowing Symphony, which 
included military cyberspace operations against the Islamic State of Iraq and Syria (ISIS). 
 
Inference for Hoop Test – The Commander of Cyber Command possessed the authority 
to conduct operations in support of Central Command as specified by the Unified 
Command Plan.  Conducting Operation Glowing Symphony was essential to the 
evolution of Cyber Command as an operational organization; Except for a declaration of 
war, Congress cannot direct a combatant command or sub-unified command to conduct 
operations against an adversary – this is an executive branch function – Operation 
Glowing Symphony was not conducted in support of a war declared by Congress against 
the Islamic State of Iraq and Syria. 
 
Inference for Smoking Gun Test – The executive branch is responsible for the 
accomplishment of tasks specified by the Unified Command Plan or National Defense 
Strategy. Congress does not have the authority to perform this task.  The conduct of 
Operation Glowing Symphony as directed by the Secretary of Defense through the 
Commander of Cyber Command affirms Proposition 3b. 
 
Inference for Doubly Decisive Test – The conduct of Operation Glowing Symphony, as 
directed by the Secretary of Defense through the Commander of Cyber Command, 
against the Islamic State of Iraq and Syria confirms Proposition 3b and eliminates Rival 
Proposition 3b. 
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Process Tracing for Proposition 4b: Congress exercises sporadic and ineffective 
oversight over military cyberspace operations 

Expectation: I expect to find evidence of sporadic and ineffective oversight of military 
cyberspace operations that impact the evolution of Cyber Command and impede the 
setting of conditions for the organization to conduct its first change of command. 
 
Observation 3-P4b-1: Congress passed FY16 NDAA, which provides limited 
acquisition authority to the commander of Cyber Command. 
 
Evidence – Section 807, National Defense Authorization Act for Fiscal Year 2016 
Public Law 114-92.  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – Section 807 authorized the Commander of Cyber 
Command to develop and acquire equipment and capabilities for cyber operations and 
acquire and sustain equipment, capabilities, and services to conduct cyber operations.  
Cyber Command required this authority as part of its evolution.  Ineffective oversight 
would not provide required authority to facilitate the evolution of Cyber Command. 
 
Observation 3-P4b-2: Congress passed FY17 NDAA, which requires the President 
to elevate Cyber Command. 
 
Evidence – Section 923, National Defense Authorization Act for Fiscal Year 2017 
Public Law 114-328.  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – Section 923 required the President to establish a 
unified combatant command for cyber operations.  Ineffective oversight would not lead 
to the passage of bills intended to facilitate the evolution of Cyber Command. 
 
Observation 3-P4b-3: Congress passed FY 17 NDAA, which requires the Secretary 
of Defense and Chairman of the Joint Chiefs of Staff to certify to Congress that 
Cyber Command and the NSA can operate independently of each other before 
ending the dual-hat leadership arrangement. 
 
Evidence – Section 1642, National Defense Authorization Act for Fiscal Year 2017 
Public Law 114-328.  
 
Fails Straw-in-the-Wind Test 
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Inference for Straw-in-the-Wind Test – Section 1642 required the Secretary of Defense 
and the Chairman of the Joint Chiefs of Staff to certify Cyber Command and NSA have 
the ability to independently carry out their respective roles and responsibilities and 
termination of the dual-hat arrangement will not pose unacceptable risks to U.S. national 
security interests.  Ineffective oversight would not lead to bills intended to facilitate the 
evolution of Cyber Command. 
 
 
Observation 3-P4b-4: Senator McCain and other members of Congress were 
opposed to ending the dual-hat leadership arrangement. 
 
Evidence – “McCain picks cyber fight,” politico.com.  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).  The 
Senate must confirm an appointment to a national security position.  Evidence (i.e., 
questions asked during the confirmation hearing for General Nakasone) suggests 
Congress provides effective oversight through the confirmation process. 
 
Observation 3-P4b-5: Senate confirmed the appointment of Lieutenant General 
Nakasone as the commander of Cyber Command and Director of NSA. 
 
Evidence – congress.gov – PN1594 — Lt. Gen. Paul M. Nakasone — Army.  
 
Fails Straw-in-the-Wind Test 
 
Inference for Straw-in-the-Wind Test – The President of the United States is the senior 
official in the executive branch.  Only the President has the authority to nominate 
individuals for national security positions (e.g., Commander of Cyber Command).  The 
Senate must confirm an appointment to a national security position.  Evidence (i.e., 
questions asked during the confirmation hearing for General Nakasone) suggests 
Congress provides effective oversight through the confirmation process. 
 
There is no evidence to support Proposition 4b, Congress exercises sporadic and 
ineffective oversight over military cyberspace operations. 
 
 



 
 

293 
 

Process Tracing for Proposition 5b: The evolution of Cyber Command can be 
explained by initial organizational structure, the ongoing interests of relevant 
political actors, and exogenous events 
 
Observation 3-P5b-1: NSA employees improperly handled classified information 
and the negative publicity adversely affected Cyber Command (especially Admiral 
Rogers). 
 
Evidence –  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the improper handling of classified information 
provided by Harold Martin and Reality Winner resulted in negative publicity for the 
NSA.  Because Admiral Rogers commanded Cyber Command and was the Director of 
the NSA, there was little support to separate the two positions because it was perceived to 
be easier to monitor and control one individual regarding the use of cyberspace for 
intelligence and warfighting and protect privacy. 
 
Inference for Hoop Test –the improper handling of classified information by Harold 
Martin and Reality Winner and an unauthorized meeting with President-elect Trump 
while President Obama was still in office raised concerns about the ability of Admiral 
Rogers to lead Cyber Command and the NSA. 
 
Inference for Smoking Gun Test – Secretary of Defense Carter and Director of National 
Intelligence Clapper recommended to President Obama to remove Admiral Rogers, 
which provided an opportunity to end the dual-hat leadership arrangement, but President 
Obama signed the FY17 NDAA into law, which restricted the ability of the DoD to 
unilaterally end the dual-hat leadership arrangement.  This affirms Proposition 5b. 
 
Inference for Doubly Decisive Test – Senator McCain vowed to delay the confirmation 
hearing of any individual nominated to command Cyber Command if that individual was 
not also nominated for appointment as the Director of the NSA – this resulted in the 
retention of the dual-hat leadership arrangement.  This action confirms Proposition 5b 
and eliminates Rival Proposition 5b. 
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Observation 3-P5b-2: OPM was the target of several cyber-attacks and had 
personal information of over 22 million federal employees stolen by hackers. 
 
Evidence – multiple media reports, House Report: The OPM Data Breach: How the 
Government Jeopardized Our National Security for More than a Generation.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the successful cyber-attacks against the Office of 
Personnel Management resulted in negative publicity for the U.S. government.  Cyber 
Command was not responsible for defending U.S. government information networks, but 
senior officials like John McCain believed that was an appropriate task for the 
organization. 
 
Inference for Hoop Test –the organization responsible for defending U.S. government 
information networks was the National Protection and Programs Directorate (NPPD), 
which was renamed to the Cybersecurity and Infrastructure Security Agency in 2018.  
Cyber Command already had a working relationship with the NPPD. 
 
Inference for Smoking Gun Test –concerns about the ability of U.S. government agencies 
to defend against cyber-attacks affected how senior officials viewed the mission of Cyber 
Command.  
 
Inference for Doubly Decisive Test –Cyber Command increased its partnerships with 
other U.S. government agencies as well as the private sector and began sharing 
information gleaned from previous cyber-attacks to prevent future cyber-attacks. 
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Observation 3-P5b-3: Sony Pictures Entertainment suffered numerous cyber-
attacks in a short time span. 
 
Evidence – multiple media reports. 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the successful cyber-attacks against Sony Pictures 
Entertainment resulted in the designation of select commercial entities as critical 
infrastructure.  Cyber Command was not responsible for defending private sector 
information networks, but senior officials like Senator Tom Coburn believed that was an 
appropriate task for the organization if it was responsible for defending critical 
infrastructure. 
 
Inference for Hoop Test – private companies are responsible for the cybersecurity of their 
information networks.  The National Protection and Programs Directorate (NPPD), which 
was renamed to the Cybersecurity and Infrastructure Security Agency in 2018 is the 
government agency responsible for partnering with private sector firms that had a role as 
critical infrastructure.  Cyber Command had a working relationship with the NPPD. 
 
Inference for Smoking Gun Test –concerns about the ability of U.S. government agencies 
to defend critical infrastructure against cyber-attacks affected how senior officials viewed 
the mission of Cyber Command. PPD-21 made DHS the primary responsible agency for 
defending critical infrastructure and resulted in Cyber Command increasing partnership 
activities.  This affirms Proposition 5b. 
 
Inference for Doubly Decisive Test –Cyber Command increased its partnerships with 
other U.S. government agencies as well as the private sector and increased sharing 
information gleaned from previous cyber-attacks to prevent future cyber-attacks.  This 
confirms Proposition 5b and eliminates Rival Proposition 5b. 
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Observation 3-P5b-4: GOP & DNC were targets of several cyber-attacks prior to 
the 2016 election. 
 
Evidence – multiple media reports. 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the successful cyber-attacks against U.S. political 
party organizations resulted in embarrassment for select officials and designation of 
electoral infrastructure as critical infrastructure.  Cyber Command was not responsible for 
defending information networks associated with the election, but senior officials like 
Senator McCain believed that was an appropriate task for the organization. In January 
2017, DHS designated the infrastructure used to administer U.S. elections as critical 
infrastructure. 
 
Inference for Hoop Test – DHS is responsible for cybersecurity for electoral 
infrastructure.  The National Protection and Programs Directorate (NPPD), which was 
renamed to the Cybersecurity and Infrastructure Security Agency in 2018 is the 
government agency responsible.  Cyber Command had a working relationship with the 
NPPD. 
 
Inference for Smoking Gun Test – concerns about the ability to defend information 
networks associated with political processes against cyber-attacks affected how senior 
officials viewed the mission of Cyber Command. PPD-21 made DHS the primary 
responsible agency for defending critical infrastructure and resulted in Cyber Command 
increasing partnership activities.  This affirms Proposition 5b. 
 
Inference for Doubly Decisive Test –Cyber Command increased its partnership with 
DHS regarding the defense of electoral infrastructure.  This confirms Proposition 5b and 
eliminates Rival Proposition 5b. 
 

Note: Cyber Command expanded its role in the defense of electoral infrastructure in the 
2018 and 2020 elections.  The National Cyber Mission Force was established with this 
task in mind. The events occurred under the command of General Nakasone and outside 
the scope of this dissertation.  However, it is important to acknowledge this step in the 
evolution of Cyber Command.  
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Observation 3-P5b-5: U.S. imposed sanctions and issued indictments against 
personnel from China, North Korea, and Russia for roles in cyber-attacks. 
 
Evidence – multiple media reports 
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – the U.S. government responded to cyber-attacks 
perpetrated by China, North Korea, and Russia though the use of sanctions and 
indictments.  A state of war did not exist between the U.S. and these nations.  Offensive 
actions by the U.S. military could take place in time of war or with the authorization for 
the use of military force. 
 
Inference for Hoop Test – the reliance on sanctions and indictments compelled 
lawmakers and senior DoD officials to seek other ways to respond to cyber-attacks that 
were short of acts of war. 
 
Inference for Smoking Gun Test – Cyber Command possessed capabilities that could 
fulfill the requirement to respond (e.g., reversible or non-lethal), but the use of those 
capabilities could result in an adversary developing defenses against future attacks. This 
resulted in the reliance on sanctions and indictments, which shaped the employment and 
evolution of Cyber Command and affirms Proposition 5b. 
 
Inference for Doubly Decisive Test – the employment of the same tools by the NSA 
could be considered an intelligence activity and may be permissible.  This was a reason 
invoked by some senior officials to retain the dual-hat leadership arrangement (part of the 
initial structure of Cyber Command).  This confirms Proposition 5b and eliminates Rival 
Proposition 5b. 
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Observation 3-P5b-6: Senator McCain threatened to hold up confirmation hearing 
for any individual nominated to command Cyber Command unless also nominated 
as NSA Director (forcing DoD to retain the dual-hat leadership arrangement). 
 
Evidence – "McCain Fights Back" politico.com.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test –The dual-hat leadership arrangement was the 
result of the initial organization structure of Cyber Command.   
 
Inference for Hoop Test – the Secretary of Defense possessed the authority to unilaterally 
end the dual-hat leadership arrangement prior to the passage of the FY17 NDAA.   
 
Inference for Smoking Gun Test – Senator McCain vowed to delay the confirmation 
hearing of any individual nominated to command Cyber Command if that individual was 
not also nominated for appointment as the Director of the NSA. This affirms Proposition 
5b. 
 
Inference for Doubly Decisive Test –As the chairman of the Senate Armed Services 
Committee, Senator McCain opposed ending the dual-hat leadership arrangement and 
had the power to hold up the confirmation hearing for Admiral Rogers' successor as 
commander of Cyber Command and Director of the NSA – this resulted in the retention 
of the dual-hat leadership arrangement.  This action confirms Proposition 5b and 
eliminates Rival Proposition 5b. 
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Process Tracing for Rival Proposition 3b: The legislative branch drives the 
evolution of Cyber Command 
 
Expectation: I expect to find evidence of actions taken by senior officials or members of 
the executive branch that drive the establishment of Cyber Command, which lead to the 
conditions for the organization to conduct its first change of command 
 
Observation 3-RP3b-1: Congress passed FY17 NDAA, which requires the President 
to elevate Cyber Command; President Obama disagreed in signing statement. 
 
Evidence – Section 923, National Defense Authorization Act for Fiscal Year 2017, Public 
Law 114-328; White House Press Release 
 
Passes Straw-in-the-Wind Test; Fails Hoop Test 
 
Inference for Straw-in-the-Wind Test – The passage of the FY17 NDAA required the 
President to elevate Cyber Command as a Unified Combatant Command. 
 
Inference for Hoop Test –The President of the United States is the commander-in-chief of 
the U.S. Armed Force and the senior official in the executive branch.  The President 
already has the authority to elevate Cyber Command as a Unified Combatant Command.  
Without the FY17 NDAA, the President and the Secretary of Defense have the authority 
to direct the elevation of Cyber Command. 
 
Observation 3-RP3b-2: Senate confirmed the appointment of Lieutenant General 
Nakasone as the commander of Cyber Command and Director of NSA. 
 
Evidence – congress.gov – PN1594 — Lt. Gen. Paul M. Nakasone — Army.  
 
Passes Straw-in-the-Wind Test; Fails Hoop Test 
 
Inference for Straw-in-the-Wind Test – The confirmation of LTG Nakasone is essential 
for the setting of conditions for the elevation of Cyber Command.  LTG Nakasone would 
become the first commander of Cyber Command as a Unified Combatant Command. 
 
Inference for Hoop Test – Before confirmation, the President must nominate an 
individual for appointment to a position of national security.  The President of the United 
States is the senior official in the executive branch.  Only the President has the authority 
to nominate individuals for national security positions.  Without a nomination by the 
President, there is no confirmation hearing. 
 
 
There is no evidence to support Rival Proposition 3b,  the legislative branch drives the 
evolution of Cyber Command.
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Process Tracing for Rival Proposition 4b: Congress exercises routine and effective 
oversight over military cyberspace operations 

Observation 3-RP4b-1: Congress passed FY16 NDAA, which provides limited 
acquisition authority to the commander of Cyber Command. 
 
Evidence – Section 807, National Defense Authorization Act for Fiscal Year 2016 
Public Law 114-92.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – Section 807 authorized the Commander of Cyber 
Command to develop and acquire equipment and capabilities for cyber operations and 
acquire and sustain equipment, capabilities, and services to conduct cyber operations.  
Cyber Command required this authority as part of its evolution.   
 
Inference for Hoop Test – Ineffective oversight would not provide required authority to 
facilitate the evolution of Cyber Command.  This affirms the relevance of Rival 
Proposition 4b. 
 
Inference for Smoking Gun Test – President Obama signed FY16 NDAA into law.  This 
affirms Rival Proposition 4b.  
 
Inference for Doubly Decisive Test – Cyber Command established the Capabilities 
Development Group to manage the acquisition activities, which was needed for the 
evolution of the organization.  This confirms Rival Proposition 4b and eliminates 
Proposition 4b. 
 
Observation 3-RP4b-2: Congress passed FY17 NDAA, which requires the President 
to elevate Cyber Command. 
 
Evidence – Section 923, National Defense Authorization Act for Fiscal Year 2017 
Public Law 114-328.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – Section 923 required the President to establish a 
unified combatant command for cyber operations.   
 
Inference for Hoop Test – Ineffective oversight would not lead to the passage of bills 
intended to facilitate the evolution of Cyber Command.  This affirms the relevance of 
Rival Proposition 4b. 
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Inference for Smoking Gun Test – President Obama signed FY17 NDAA into law. This 
affirms Rival Proposition 4b.  
 
Inference for Doubly Decisive Test – The elevation of Cyber Command was an 
acknowledgement of the changing character of war.  Ineffective oversight would not 
likely address changes to the security environment or emerging threats.  This confirms 
Rival Proposition 4b and eliminates Proposition 4b. 
 
Observation 3-RP4b-3: Congress passed FY17 NDAA, which requires the Secretary 
of Defense and Chairman of the Joint Chiefs of Staff to certify to Congress that 
Cyber Command and the NSA can operate independently of each other before 
ending the dual-hat leadership arrangement. 
 
Evidence – Section 1642, National Defense Authorization Act for Fiscal Year 2017 
Public Law 114-328.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – Section 1642 required the Secretary of Defense  
and the Chairman of the Joint Chiefs of Staff to certify Cyber Command and NSA have 
the ability to independently carry out their respective roles and responsibilities and 
termination of the dual-hat arrangement will not pose unacceptable risks to U.S. national 
security interests.   
 
Inference for Hoop Test – Ineffective oversight would not lead to bills intended to 
facilitate the evolution of Cyber Command.  This affirms the relevance of Rival 
Proposition 4b. 
 
Inference for Smoking Gun Test – President Obama signed FY17 NDAA into law. This 
affirms Rival Proposition 4b.  
 
Inference for Doubly Decisive Test – The setting of conditions regarding the ending of 
the dual-hat leadership arrangement acknowledges the interdependence of Cyber 
Command and the NSA and the critical both organizations play with regard to national 
level cybersecurity.  Ineffective oversight would not likely address changes to the 
security environment or emerging threats.  This confirms Rival Proposition 4b and 
eliminates Proposition 4b. 
 
Observation 3-RP4b-4: Senator McCain and other members of Congress were 
opposed to ending the dual-hat leadership arrangement. 
 
Evidence – “McCain picks cyber fight,” politico.com.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
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Inference for Straw-in-the-Wind Test –The dual-hat leadership arrangement was the 
result of the initial organization structure of Cyber Command.   
 
Inference for Hoop Test – Section 1642 required the Secretary of Defense and the 
Chairman of the Joint Chiefs of Staff to certify Cyber Command and NSA have the 
ability to independently carry out their respective roles and responsibilities and 
termination of the dual-hat arrangement will not pose unacceptable risks to U.S. national 
security interests.  Ineffective oversight would not lead to bills intended to facilitate the 
evolution of Cyber Command.   
 
Inference for Smoking Gun Test – Senator McCain vowed to delay the confirmation 
hearing of any individual nominated to command Cyber Command if that individual was 
not also nominated for appointment as the Director of the NSA. This affirms Rival 
Proposition 4b. 
 
Inference for Doubly Decisive Test –As the chairman of the Senate Armed Services 
Committee, Senator McCain opposed ending the dual-hat leadership arrangement and 
had the power to hold up the confirmation hearing for Admiral Rogers' successor as 
commander of Cyber Command and Director of the NSA – this resulted in the retention 
of the dual-hat leadership arrangement.  This action confirms Rival Proposition 4b and 
eliminates Proposition 4b. 
 
Observation 3-RP4b-5: Senate confirmed the appointment of Lieutenant General 
Nakasone as the commander of Cyber Command and Director of NSA. 
 
Evidence – congress.gov – PN1594 — Lt. Gen. Paul M. Nakasone — Army.  
 
Passes Straw-in-the-Wind Test; Hoop Test; Smoking Gun Test; Doubly Decisive Test 
 
Inference for Straw-in-the-Wind Test – The Senate must confirm an appointment to a 
national security position.  Evidence (i.e., questions asked during the confirmation 
hearing for General Nakasone) suggests congress provides oversight through the 
confirmation process. 
 
Inference for Hoop Test – the requirement for Senate confirmation for appointment as 
Commander of Cyber Command affirms the relevance of Rival Proposition 4b.   
 
Inference for Smoking Gun Test – the requirement for Senate confirmation of General 
Nakasone as Commander of Cyber Command is essential to setting the conditions to 
elevate Cyber Command and affirms Rival Proposition 4b.  
 
Inference for Doubly Decisive Test – The executive branch has the authority to nominate 
individuals to serve in national security positions. Only the Senate can confirm an 
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appointment, which is done after a confirmation hearing and requires effective oversight.  
This confirms Rival Proposition 4b and eliminates Proposition 4b. 
 

Process Tracing for Rival Proposition 5b: The evolution of Cyber Command cannot 
be explained by initial organizational structure, the ongoing interests of relevant 
political actors, and exogenous events 
 
Expectation: I expect to find evidence of the initial organizational structure, the actions of 
relevant political actor, and exogenous events that cannot explain the evolution of Cyber 
Command or the elevation of the organization to a Unified Combatant Command 
 
Observations – None 
 
Evidence – None 
 
There is no evidence to support Rival Proposition 5a, the evolution of Cyber Command 
cannot be explained by initial organizational structure, the ongoing interests of relevant 
political actors, and exogenous events. 
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Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

3-P3b-1: President Trump 
directed the DoD to elevate 
Cyber Command

Presidential Memorandum 
issued 18 Aug 17 PASS PASS PASS PASS

3-P3b-2: President Obama 
signed the FY17 NDAA into 
law

National Defense 
Authorization Act for Fiscal 
Year 2017 Public Law 114-
328; White House Signing 
Statement 

PASS PASS PASS FAIL

3-P3b-3: President Trump 
nominated LtGen Stewart and 
LTG Mayville for appointment 
as deputy commanders of 
Cyber Command

PN628 — Lt. Gen. Vincent R. 
Stewart — Marine Corps AND 
PN684 — Lt. Gen. William C. 
Mayville Jr. — Army; PASS PASS PASS FAIL

3-P3b-4: President Trump 
nominateed LTG Nakasone 
for appointment as 
commander of Cyber 
Command and DIRNSA

PN1594 — Lt. Gen. Paul M. 
Nakasone — Army

PASS PASS PASS FAIL

3-P3b-5: CMF attained IOC DoD press release 24 Oct 16, 
"All Cyber Mission Force 
Teams Achieve Initial 
Operating Capability"

PASS PASS PASS FAIL

3-P3b-6: Cyber Command 
established Capabilities 
Development Group

media report 27 Jan 19; 
Admiral Rogers' testimony PASS PASS PASS FAIL

3-P3b-7: DoD published 2015 
Cyber Strategy

DoD press release 23 Apr 15; 
DoD Cyber Strategy PASS PASS PASS FAIL

3-P3b-8: DoD activated JTF-
ARES

Cyber Command Task Order 
16-0063 to establish JTF-
ARES, published 5 May 16

PASS PASS PASS FAIL

3-P3b-9: Cyber Command 
conducted Operation Glowing 
Symphony

Cyber Command Concept of 
the Operations to conduct 
Operation Glowing Symphony 
published 13 Sep 16 

PASS PASS PASS FAIL

Proposition 3b: The executive branch drives the evolution of Cyber Command
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Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

3-P4b-1: Congress passed FY 
16 NDAA, which provides limited 
acquisition authority to the 
commander of Cyber Command

Section 807, National 
Defense Authorization Act for 
Fiscal Year 2016
Public Law 114-92

FAIL

3-P4b-2: Congress passed FY 
17 NDAA, which requires the 
President to elevate Cyber 
Command

Section 923, National 
Defense Authorization Act for 
Fiscal Year 2017
Public Law 114-328

FAIL

3-P4b-3: Congress passed FY 
17 NDAA, which requires the 
Secretary of Defense and 
Chairman of the Joint Chiefs of 
Staff to certify to Congress that 
Cyber Command and the NSA 
can operate independently of 
each other before ending the 
dual-hat leadership 
arrangement

Section 1642, National 
Defense Authorization Act for 
Fiscal Year 2017
Public Law 114-328

FAIL

3-P4b-4: Senator McCain and 
other members of Congress 
were opposed to ending the 
dual-hat leadership 
arrangement

“McCain picks cyber fight,” 
politico.com

FAIL

3-P4b-5: Senate confirmed the 
appointment of Lieutenant 
General Nakasone as the 
commander of Cyber Command 
and Director of NSA

PN1594 — Lt. Gen. Paul M. 
Nakasone — Army

FAIL

Proposition 4b: Congress exercises sporadic and ineffective oversight over military cyberspace 
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Observation Evidence Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

3-P5b-1: NSA employees 
improperly handled classified 
information and the negative 
publicity adversely affected 
Cyber Command (especially 
Admiral Rogers)

multiple media reports, 
Department of Justice Public 
Affairs website

PASS PASS PASS PASS

3-P5b-2: OPM was the target 
of several cyber-attacks and 
lot personal information of 
over 22 million federal 
employees

House Report The OPM Data 
Breach: How the Government 
Jeopardized Our National 
Security for More than a 
Generation, multiple media 
reports

PASS PASS PASS PASS

3-P5b-3: Sony Pictures 
Entertainment suffered 
numerous cyber-attacks in a 
short time span

multiple media reports

PASS PASS PASS PASS

3-P5b-4: GOP & DNC were 
targets of several cyber-
attacks prior to the 2016 
election

multiple media reports

PASS PASS PASS PASS

3-P5b-5: U.S. imposed 
sanctions and issued 
indictments against personnel 
from China, North Korea, and 
Russia for roles in cyber-
attacks

Department of Treasury and 
Department of Justice public 
affairs websites, multiple 
media reports PASS PASS PASS PASS

3-P5b-6: Senator McCain 
threatened to hold up 
confirmation hearing for any 
individual nominated to 
command Cyber Command 
unless also nominated as NSA 
Director (forcing DoD to retain 
the dual-hat leadership 
arrangement)

"McCain Vows to Block 
Potential NSA-Cyber 
Command Split," 
defensenews.com

PASS PASS PASS PASS

Proposition 5b: The evolution of Cyber Command can be explained by initial organizational 
structure, the ongoing interests of relevant political actors, and exogenous events
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Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

3-RP3b-1: Congress passed FY 17 
NDAA, which requires the President 
to elevate Cyber Command; 
President Obama disagreed in 
signing statement

Section 923, National 
Defense Authorization Act for 
Fiscal Year 2017
Public Law 114-328; White 
House Press Release

PASS PASS FAIL

3-RP3b-2: Senate confirmed the 
appointment of Lieutenant General 
Nakasone as the commander of 
Cyber Command and Director of 
NSA

PN1594 — Lt. Gen. Paul M. 
Nakasone — Army

PASS PASS FAIL

Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

3-RP4b-1: Congress passed FY 16 
NDAA, which provides limited 
acquisition authority to the 
commander of Cyber Command

Section 807, National 
Defense Authorization Act for 
Fiscal Year 2016
Public Law 114-92

PASS PASS PASS PASS

3-RP4b-2: Congress passed FY 17 
NDAA, which requires the President 
to elevate Cyber Command

Section 923, National 
Defense Authorization Act for 
Fiscal Year 2017
Public Law 114-328

PASS PASS PASS PASS

3-RP4b-3: Congress passed FY 17 
NDAA, which requires the Secretary 
of Defense and Chairman of the 
Joint Chiefs of Staff to certify to 
Congress that Cyber Command and 
the NSA can operate independently 
of each other before ending the dual-
hat leadership arrangement

Section 1642, National 
Defense Authorization Act for 
Fiscal Year 2017
Public Law 114-328

PASS PASS PASS PASS

3-RP4b-4: Senator McCain and 
other members of Congress were 
opposed to ending the dual-hat 
leadership arrangement

“McCain picks cyber fight,” 
politico.com

PASS PASS PASS PASS

3-RP4b-5: Senate confirmed the 
appointment of Lieutenant General 
Nakasone as the commander of 
Cyber Command and Director of 
NSA

PN1594 — Lt. Gen. Paul M. 
Nakasone — Army

PASS PASS PASS PASS

Observation Evidence
Straw in 
the Wind

Hoop 
Test

Smoking 
Gun

Doubly 
Decisive

NONE NONE

Rival Proposition 4b: Congress exercises routine and effective oversight over military cyberspace 
operations

Rival Proposition 3b: The legislative branch drives the evolution of Cyber Command

Rival Proposition 5b: The evolution of Cyber Command cannot be explained by initial agency 
structure, the ongoing interests of relevant political actors, and exogenous events 
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