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ABSTRACT 

INSTITUTIONAL DIVERSITY AND THE ECONOMICS OF SECURITY 

Nathan P. Goodman, M.A. 

George Mason University, 2021 

Dissertation Director: Dr. Christopher J. Coyne 

 

National defense is the textbook example of a “public good” (Coyne and Lucas 

2016). Many economists have modeled defense as a pure public good that is optimally 

provided by a unitary state, or a “defense brain” which maximizes a social welfare 

function (Coyne 2015). This dissertation, by contrast, analyzes defense and security 

through comparative institutional analysis.  

In the same vein as Elinor Ostrom’s (2005a) efforts to study the diversity of 

human institutional arrangements, I analyze the provision of security within diverse 

institutional contexts. These include public bureaucracies within the United States, as 

well as a variety of efforts to provide security through polycentric associations that are 

not part of the nation-state.  

Chapter 1, “Polycentric Defense,” offers a theoretical critique of the orthodox 

view of national defense as a public good. In addition, it offers a variety of empirical 

examples of defense and security provided by non-state actors at multiple scales. These 
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cases illustrate the diversity of institutional arrangements used to provide defense in the 

real-world and cast further doubt on the applicability of the orthodox “defense brain” 

view.  

Chapter 2, “Sounding the Alarm: The Political Economy of Whistleblowing in the 

U.S. Security State,” analyzes American national security bureaucracies. Building on the 

public choice literature, we argue that these bureaucracies are characterized by multi-

layered principal-agent problems that open the door to opportunism. These principal-

agent problems are present in all public bureaucracies within democratic states but are 

exacerbated by official secrecy within the national security state. We argue that 

whistleblowers within these bureaucracies possess local knowledge that is often not 

accessible to citizens or legislators, and that by whistleblowing they help alleviate 

principal-agent problems and expose opportunism and violations of civil liberties. 

Chapter 3, “Border Militarization as an Entrepreneurial Process,” uses insights 

from the literatures on political entrepreneurship, bureaucracy, and rent-seeking to 

explain the militarization of American border security efforts. In times of crisis, 

bureaucrats and politicians seize political profit opportunities associated with expanding 

their powers and creating new programs. These acts of political entrepreneurship create 

new profit opportunities for political entrepreneurs. For private contractors who work 

with border security bureaucracies, these profit opportunities are seized by rent-seeking 

and building connections with public officials to secure lucrative contracts related to the 

new border security efforts. For public officials, there are profit opportunities associated 
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with applying the powers, tools, and organizations developed during the crisis to new 

arenas, which results in mission creep. 
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CHAPTER ONE – POLYCENTRIC DEFENSE 

1.1 Introduction 

Economic discussions of defense typically focus on the provision of security at the 

national level against external threats. Taking “the nation” as the relevant unit of analysis, 

economists model defense as a good that is jointly consumed, non-excludable, and non-

rival over a significant geographic space. This assumption leads to the conclusion that 

defense cannot be sufficiently provided privately due to free-riding issues, and, therefore, 

must be supplied by a national government. What if, however, we shift our focus from 

“the nation” as the relevant unit of analysis of defense provision to more narrow and 

nuanced units of analysis? The purpose of this paper is to answer this question. The 

orthodox treatment of defense as a pure public good that must be provided by a 

centralized state suffers from three key issues.  

First, it neglects the reality that many threats, and therefore the defense against 

these threats, do not affect everyone in a nation. For example, foreign invasions often 

target a specific area within a country. When Russia invaded and annexed the Crimean 

Peninsula, for instance, the Russian government was not threatening to conquer all of 

Ukraine. As another example, consider that terrorist acts are typically highly local in 

nature. If, for instance, a major city within a nation is the target of a dirty bomb threat it is 

inappropriate, from the standpoint of economic analysis, to treat this threat as affecting 
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“the nation” as a whole. This is not to deny that there could be threats that affect all 

members of a nation. Instead, it is to recognize that, in practice, most threats have 

externalities that are localized relative to the nation a whole. A full appreciation of 

defense, therefore, requires moving beyond “the nation” as the default unit of analysis.  

Second, it overlooks the incompleteness of the state-provision of defense which is 

the result of several dynamics. One is that state efforts suffer from the well-known 

preference revelation problem of determining the optimal quality and quantity of public 

goods. In addition, the state-provision of defense suffers from a range of public choice 

issues—e.g., rent seeking, rent extraction, bureaucratic dysfunctions—that makes the 

provision of security highly imperfect in practice (see Coyne and Hall 2019). Moreover, 

in many instances, states are simply incapable of providing defense to citizens due to 

inadequate capacity or perverse incentives. In the face of incomplete provision of security 

by centralized nation states, there is an important role for a variety of actors to play in 

supplying defense.  

Finally, the orthodox treatment of defense assumes that the state providing 

defense is purely protective meaning it does not violate the rights of its citizens. In 

reality, however, the state can, and does, use its powers to threaten the well-being of 

citizens it is tasked with defending (see Coyne 2015). Under this scenario the domestic 

state is an internal threat to citizens. The orthodox treatment of defense treats all threats 

as external and assumes away the paradox of government fundamental to constitutional 

political economy. As such it has limited explanatory power in scenarios where these 

conditions do not hold and where people face genuine internal threats from state power. 
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 We address these issues by moving institutional context to the foreground. Rather 

than assuming that defense, in all instances is a public good for the nation, we argue that 

the specific nature of the good depends on its institutional context. Goods that are 

considered part of defense often are associated with diverse scales of externalities. These 

goods can, therefore, be produced by diverse centers of decision-making operating at 

multiple scales rather than simply by a monocentric nation state. Indeed, in practice, 

defense-related goods have historically been provided by a polycentric archipelago of 

public, private, and civil society organizations.  

 Our analysis bridge two literatures—the orthodox economic treatment of defense 

and the Bloomington school research program on polycentric systems of governance and 

social cooperation. As noted, defense economists typically model defense as a pure 

public good that must be provided by a monocentric authority. We leverage the insights 

of Elinor and Vincent Ostrom, and the Bloomington school of institutional analysis based 

on their research (see Aligica and Boettke 2009; Tarko 2017; Boettke 2018; Aligica, 

Boettke and Tarko 2019), to challenge the general applicability of the orthodox view of 

defense. Scholars in the Bloomington tradition have studied polycentricity in diverse 

arenas including competitive market economies, (V. Ostrom 1999, 2014: 49-58) 

scientific inquiry, federalism (V. Ostrom 1991, 1999, 2014: 49-58), common pool 

resource conservation (E. Ostrom 1990), municipal policing (Ishak 1972; Ostrom, Parks, 

and Whitaker 1973; Ostrom et al. 1973; Ostrom and Whitaker 1974; Parks 1979; Rogers 

and Lipsey 1974; Boettke, Palagashvili, and Lemke 2013; Boettke, Lemke, and 

Palagashvili 2016; Goodman 2017), education (E. Ostrom 1996), social capital networks 
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(Craig and Goodman 2019), and responses to climate change (E. Ostrom 2009). Vincent 

Ostrom (1991: 240-243) briefly examines international order as a polycentric system and 

the implications this has for peace and defense. However, existing scholarship has largely 

neglected extending polycentricity to the provision of defense.1  

 We proceed as follows. Section 1.2 contrasts the orthodox, public goods theory of 

defense with the polycentric alternative. Section 1.3 illustrates the prevalence of 

polycentric defense with a sample of real-world examples. Section 1.4 concludes. 

1.2 Theoretical Considerations 

To understand the orthodox model of defense, one must start with Samuelson (1954, 

1955) who divided goods into two types: private goods and public goods. Private goods 

are excludable and rivalrous, while public goods are non-excludable and non-rivalrous. 

Since Samuelson, national defense is an archetypal example of a public good (see Coyne 

and Lucas 2016). Defense is asserted to be non-excludable as it is very difficult to defend 

me from a missile strike or an invasion without defending my neighbor. Similarly, one 

person in a territory being protected does not tend to deplete security for other residents, 

and defense is therefore assumed to be non-rivalrous.  

Since Samuelson wrote his seminal paper, however, various nuances have been 

introduced to the theory of public goods. New types of goods—e.g., club goods and 

common pool resources—have been introduced, and institutional context has become far 

more important to our understanding of the nature of goods (see, for instance, Buchanan 

 
1 One notable exception being Makovi (2017) who, following Coyne (2015), argues that national defense is 

not a public good. Makovi contends that a polycentric system would allow military providers to discover 

the appropriate scale of production. Our paper complements his analysis by offering detail on the benefits 

of polycentric defense as well as empirical examples. 
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1965, Ostrom and Ostrom 1977, Cowen 1985, Ostrom 2009). These theoretical and 

empirical developments require rethinking national defense provision on two margins. 

First, defense should not always be considered a pure public good. Second, defense being 

a public good does not automatically imply that it requires state provision because, under 

certain conditions, private individuals can come together to provide defense just like 

private individuals are able to come together to resolve the tragedy of the commons 

despite theoretical predictions to the contrary (see Ostrom 2009). 

This reconsideration of defense begins with a deep appreciation of the 

institutional context within which goods are provided and the scale at which it is 

consumed both shape the nature of the good. As Cowen (1985: 53) points out, “nearly 

every good can be classified as either public or private depending upon the institutional 

framework surrounding the good and the conditions of the good's production.” This 

means that by varying the surrounding institutional context, a good associated with 

defense can be more, or less, public in nature.  

Consider the provision of missile defense (see Cowen 1985, Hummel 1990, 

Hummel and Lavoie 1994). The orthodox view is that missile defense is a public good. It 

is non-rival, because defending someone from a missile attack does not make her 

neighbors more vulnerable to a missile attack. It is non-excludable, because defending a 

city from a missile attack does not permit singling out particular houses in the city limits 

and leaving them vulnerable. An appreciation of institutional context, however, suggests 

that these features of missile defense are not immutable. 
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If the marginal unit of national defense is the entire U.S. missile defense system, 

that unit may be non-excludable and non-rival at the national level. However, a single 

anti-ballistic missile is rivalrous in that it cannot protect New York City and Los Angeles 

simultaneously. Once missile defense becomes rivalrous, it is no longer a public good. It 

is at that point either a common pool resource or a private good, depending on the costs 

of exclusion, which also depends on the institutional context. For instance, a bomb shelter 

that is administered by a private club can exclude non-members. This means that the 

missile defense service they provide is either a private good or a club good, depending on 

the number of users. The use of anti-ballistic missiles can also vary in excludability. Part 

of this goes back to the marginal unit. It is relatively costly to exclude one house within a 

city block from protection by a missile defense system. It is far easier to protect New 

York but not San Francisco. 

The available technology also impacts a good’s excludability. Consider that 

today, acts of terrorism carried out by individuals or non-state networks are a more 

salient national security threat than missile strikes. The technology and institutions used 

for counter-terrorism have significantly greater excludability and rivalry than even anti-

ballistic missile defense systems. For instance, body scanners, searches, and metal 

detectors are often used to prevent individuals from bringing weapons into events or 

buildings that terrorists might wish to target. This type of screening is excludable. 

Providing this security screening for one building or event does not provide it for another 

building or event. It is also rivalrous. A metal detector that is used in one building cannot 

simultaneously be used in another. 
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These various examples illustrate that defense’s status as a public good is far less 

solid than economists commonly assert. However, even in contexts where defense more 

closely resembles a Samuelsonian public good, that does not necessarily imply that the 

good must be provided at a single scale. Public goods differ in the scale of the 

externalities involved. For instance, a municipal police force provides benefits in terms of 

crime prevention that have public good characteristics within the municipality. However, 

once we travel beyond the jurisdiction of that municipality, these public good 

characteristics quickly disappear as the city’s police are not providing goods to those 

outside the geographic purview of their authority. 

Appreciating geographic context matters because the orthodox view of defense 

assumes that national defense involves externalities at the scale of the entire nation state 

and, therefore, must be provided at the national level. However, this presumption requires 

homogenizing defense into a single public good with a single scale: “the nation.” In 

practice, however, defense is not a single good. Defending a marathon from a terrorist 

attack is distinct from defending a city from a missile attack. Both are distinct from 

defending a nation-state from a ground invasion by soldiers or from citizens defending 

themselves against an authoritarian despot. Each one involves different scales of 

externalities. Given this, the polycentric provision of defense, in which multiple 

independent decision-making units direct the delivery of security at various scales, 

requires serious consideration. Polycentric defense offers several benefits. 

First, decentralized decision making allows actors to take advantage of local, 

context-specific information in a relatively rapid manner. A key aspect of defense is that 
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it requires co-production in order to be effectively supplied. Co-production refers to 

direct input and participation by consumers who are actively involved in the effective 

supply of the good (Aligica and Tarko 2013; Ostrom 1996). Many goods do not require 

co-production. For example, a pencil does not require any direct input from consumers in 

order to be produced. For these goods, there is a neat separation between consumption 

and production. For other goods, however, co-production is essential. Education is one 

example. A student will learn little from a class if that student does not put in the required 

work to co-produce the desired outcome.  

Effective security requires active co-production on the part of the citizenry. 

Citizens cannot entirely outsource security provision to specialized professionals in the 

military, police forces, or private security firms. They contribute to security provision in a 

variety of ways, including locking their doors, deterring and reporting crimes or other 

security threats, reinforcing social norms that deter violence, and serving on juries 

(Goodman 2017). As Jacobs (1961) noted, citizens walking around communities 

throughout their daily business often deter violence simply by serving as “eyes on the 

street.” Polycentric governance encourages citizen co-production by aligning governance 

with community norms, incorporating local knowledge, and promoting social trust within 

the community. 

Examples of this dynamic are evident during both the unfolding of the September 

11 attacks in the United States and in its aftermath. As the attacks unfolded, the 

monocentric, U.S. federal government’s national security state struggled to mobilize 

resources in an effective and timely manner. In contrast, the private citizens on Flight 93 
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were able to efficiently coordinate and mobilize to stop the terrorists from striking their 

intended target (see Scarry 2002). In the post-9/11 period, private citizens have 

successfully thwarted and resisted the Underwear Bomber in 2009 and the Shoe Bomber 

in 2001. In each of these cases, the proximity of private citizens to the would-be terrorists 

gave them local knowledge of the situation and the ability to respond quickly relative to 

the monocentric alternative. 

Second, polycentric defense permits greater competition, experimentation, and 

flexibility compared to monocentric control. A polycentric environment introduces 

multiple margins of competition, and therefore creates incentives for entrepreneurs to 

serve the desires of those who consume public and collective goods. When citizens have 

the power to vote with their feet and compare services offered by different providers 

whose jurisdictions overlap, this generates better incentives and knowledge about citizen 

preferences. A polycentric institutional context is therefore crucial for encouraging 

productive entrepreneurship, rather than unproductive or destructive entrepreneurship. As 

Elinor Ostrom points out, the “…modified form of competition – of vying for citizens to 

resolve problems and procure services in an urban neighbourhood – is one method for 

reducing opportunistic behaviour even though no institutional arrangement can totally 

eliminate opportunism with respect to the provision and production of collective goods” 

(Ostrom 2005b: 3). Given the pervasive opportunism engendered by secrecy within a 

highly centralized national security state, methods for reducing opportunism are a major 

benefit of polycentric defense provision (Coyne, Goodman, and Hall 2019). With 
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relatively few barriers to entry, individuals can use their unique local knowledge to 

provide better security in the face of a diversity of preferences held by individual citizens.  

For instance, African American activists during the Civil Rights movement could 

not reliably expect monocentric, state-provided defense to protect them from racist 

violence. In response, entrepreneurs within the African American community organized 

armed self-defense to defend activists from violent repression (Cobb 2015, Beito and 

Beito 2017). From the perspective of these activists, defense provided through a top-

down, monocentric order was ineffective at best and a threat to security, as compared to a 

means of defense, at worst. Given the context-specific challenges faced by civil-rights 

activists, the type of security they desired was unique to their local circumstances and 

subjective perceptions of alternatives.  

Third, polycentric defense enhances the robustness of the overall system since 

there is no single point of failure. A key concern with monocentric systems is that a 

substantial shock to the centralized decision-making unit can be severely destabilizing. 

Because polycentric systems involve numerous, overlapping decision-making units 

engaged in competition and experimentation, failure by any one unit does not undermine 

the overall stability of the system. Returning again to the citizen-based response in the 

United States during, and after, the 9/11 attacks, sole reliance on the monocentric order—

i.e., the U.S. national security state—would have led to more successful terrorist attacks 

as compared to relying on responses from dispersed citizens who were effective in 

stopping several attacks from occurring where the government failed to provide adequate 

security. 
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Finally, polycentric defense disperses power within a society since no single unit 

possesses monopoly control over decision making. A key issue with monocentric defense 

is that the centralized decision-making unit can use its monopoly power to harm the 

citizens it is supposed to protect. Under this scenario, the monocentric order tasked with 

providing defense becomes a threat to the security of citizens. Polycentric defense offers 

a means of mitigating the harm posted by this internal threat by dispersing power across 

multiple units of decision-making. 

For example, the U.S. national security state, mainly through the National 

Security Agency (NSA), invests significant resources in cybersecurity and cryptography. 

In principle, the fruits of this investment can be used to protect U.S. persons from foreign 

cyber invaders. At the same time, these advances have been used by the U.S. government 

to surveil and control domestic persons. In addition to monitoring the communications of 

domestic persons, the U.S. government has proposed restrictions on encryption and 

demanded backdoor access to encryption from private firms (Sanger and Frenkel 2018). 

This has prompted civil liberties groups, such as the American Civil Liberties Union, 

Electronic Frontier Foundation, and Human Rights Watch, to encourage internet users to 

engage in self-defense by adopting encryption technologies to protect their 

communications from state surveillance (Zetter 2014).  

1.3 Looking Out the Window: Pervasive Polycentricity 

The polycentric theory of defense provision can explain a far broader range of 

real-world defense activities than the orthodox view. This approach appreciates that 

defense is not a single good, but rather a bundle of heterogeneous goods provided at 
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multiple scales. These goods are provided by individuals operating within a diverse 

network of enterprises, including households, private firms, non-profit organizations, 

civic associations, and public economies ranging from the local to the national level. The 

wide range of defense activities fall along a spectrum ranging from public goods to 

private goods. In what follows, we illustrate the diversity of real-world defense provision 

with a sample of defense-related activities. We start from very local defense and then 

scaling up to defense that serves far larger collective consumption units.  

At the most local level, individuals and households act to secure themselves 

against various forms of violence and plunder. People lock their doors, protecting their 

property from intruders and thieves. These locks also reduce the chance that they will be 

subjected to violent assaults by home invaders. Many individuals invest in more 

advanced technologies, such as elaborate home security systems. However, whether they 

protect their home with locks, alarms, or cameras, these forms of defense rely on 

technologies sold by private firms on the market, all to create an architecture of security 

that helps enforce private property rights. 

Technological advancements alter the available means that individuals have for 

protecting their property. For example, Lojack is a car retrieval system that relies on a 

radio transmitter hidden in an automobile.  This radio transmitter can be remotely 

activated after the car is reported stolen, allowing police to track the car. Ayres and Levitt 

(1998) argue that this technology creates positive externalities, because criminals cannot 

easily discern whether a car has Lojack, and the technology’s prevalence, therefore, 

deters car theft generally, protecting Lojack users and non-users alike. However, despite 
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the positive spillovers for drivers who do not purchase cars with Lojack, the private 

benefits still lead some private individuals to purchase cars that have Lojack installed.  

Private gun ownership is another form of defense that occurs at the individual and 

household level. Individuals use their firearms to ward off criminal assailants in diverse 

social contexts. Gun owners are typically aware of crime attempts far before the police 

and can use their local knowledge of time and place to defend themselves from assaults, 

home invasions, and robbery attempts. This can be particularly important for individuals 

who are marginalized and believe they will not be effectively protected by state-provided 

defense. For instance, Arkles (2013) discusses how transgender and lesbian African 

Americans use guns to defend themselves from hate crimes in the face of profiling from 

the state’s criminal justice system. In some instances, gun owners have organized to 

defend social movements from violent political opponents and state repression. For 

instance, during the civil rights movement, African American activists organized through 

groups like the Deacons of Self-Defense in order to engage in armed defense of civil 

rights activists (Cobb 2015; Hill 2004; Umoja 2014). The same good, a gun, can, 

therefore, be used both for individual or household level self-defense, or coordinated to 

be used as part of the collective provision of defense.  

Collective provision of defense occurs at the neighborhood level, through 

organizations such as neighborhood watch groups. In practice, these groups can vary in 

scale from “just a few households…[to] many thousand households” (Bennett, Holloway, 

and Farrington 2006: 439). These groups surveil the neighborhood and call private firms 

or state police to report suspicious activity. Members also “create signs of 
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occupancy…[by] removing newspapers and milk from outside neighbors’ homes when 

they are away, mowing the lawn, and filling up trash cans” (Bennett, Holloway, and 

Farrington 2006: 438). This makes prospective invaders anticipate that they are more 

likely to be caught by residents if they break into a home. In addition, neighborhood 

watch groups mark property and conduct security surveys. Neighborhood watch groups 

receive support from police departments, but members also raise money through 

“voluntary contributions, local businesses, and the proceeds of fêtes and raffles” 

(Bennett, Holloway, and Farrington 2006: 439-440). Neighborhood watch activities are a 

form of co-production, in which citizens help produce the security they consume, both 

through self-protection and communication with private security producers and state 

employees. 

Security threats do not just arise in physical space. Commerce, community, and 

civic life increasingly occur online. Invaders could cause grave harm if they acquire 

access to sensitive information about an individual’s bank accounts, credit cards, or 

private communications. To respond to these concerns, individuals and firms rely on 

encryption to defend against attacks. There is a robust for-profit cybersecurity industry. 

In addition, there are voluntary associations that collaboratively produce open-source 

cybersecurity software with publicly accessible source code (see Coleman 2009). This 

reflects a polycentric system within which competitive markets coexist with an 

independent voluntary sector.  

Beyond defending against attacks by private invaders or invading nation-states, 

throughout history citizens have defended themselves against their own governments. 
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Doing so effectively requires resolving collective action problems just like the ones that 

plague any good with strong positive externalities. The diverse institutional responses to 

collective action problems have been studied extensively in the literature on revolutions. 

Tullock’s (1971) work on the paradox of revolution starts from the collective action 

problem and renders revolutionary activity incentive-compatible by examining the 

“selective incentives” that induce people to participate. Selective incentives refer to 

private goods awarded to people who participate in the provision of a collective good 

(Olson 1965). While the overthrow of a government is a collective good, revolutionaries 

can seize a variety of excludable and rivalrous gains such as private financial gain or 

payments in kind—e.g., approbation or promotion within an organization. Lichbach 

(1994, 1998) identifies around two dozen potential ways that rebels can resolve the 

collective action problems they face. He discusses solutions associated with a range of 

institutional forms, including markets, community, contract, and hierarchy.  

Selective incentives, for example, often arise within hierarchy. A hierarchy may 

also restructure a revolutionary organization so that it takes on the character of a club that 

limits membership (Buchanan 1965). At the community level, common knowledge and 

shared values can reduce the costs of cooperation, align expectations for coordination, 

and alter individuals’ payoffs to induce cooperation. In terms of contract, revolutionaries 

may form contractually agreed upon forms of self-government in order to achieve their 

goals. At the market level, technological innovations may increase dissidents’ 

effectiveness and therefore increase their perceived benefits of participating in political 



16 

 

action. For example, social media platforms were used extensively during the Arab 

Spring. 

Importantly, the sources of these solutions interact and overlap. For example, 

market transactions rely on community to provide common values and thereby create 

trust in one’s trading partners. Similarly, communities rely upon markets “because 

beneficial mutual exchange is one important basis of common values” (Lichbach 1994: 

23). Collective action relies on a variety of mutually reinforcing institutions. This implies 

that the nuances of defense cannot be understood as the result of a purely monocentric 

hierarchy in which one center of decision making exogenously imposes rules to induce 

collective action. Rather, collective action requires a polycentric system in which 

individuals interact through a diverse range of institutions and organizations. The very 

diversity of associational forms that polycentricity unlocks also enables citizens to 

promote collective action through1 mutually reinforcing means. 

 Citizens involved in collective defense often use non-violent tactics, rather than 

solely the violent means associated with armies and other state-led defense forces (Sharp 

1973, 1985, 1990, 2005; Ammons and Coyne 2018). Historically, citizens have employed 

non-violent struggle to end foreign military occupations and to achieve regime change 

(Chenoweth and Stephan 2011). Expelling a foreign occupier or an unwanted nation-state 

or political regime is defense at the national level. Given the nationwide public goods 

involved, the orthodox view would suggest that a single, national hierarchy that can wield 

coercion against free riders is needed. However, there are numerous historical cases 
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where people-powered movements from the bottom-up have successfully achieved these 

goals. 

Chenoweth and Stephan (2011) examine a dataset of 323 violent and non-violent 

resistance campaigns that occurred between 1900 and 2006. They find that “nonviolent 

resistance campaigns were nearly twice as likely to achieve full or partial success as their 

violent counterparts” (Chenoweth and Stephan 2011: 7). They argue that nonviolent 

campaigns succeed more often because the cost of participation is lower, and nonviolent 

campaigns therefore recruit a larger base of participants. The source of these lower costs 

is twofold. First, the use of non-violent tactics removes the need for physical strength 

associated with violence. Second, the wide range of non-violent methods employed—

e.g., noncooperation, strikes, civil disobedience, boycotts, etc.—creates an opportunity 

for a larger number of participants as compared to violence. From the perspective of the 

orthodox view, these instances of large-scale civilian-based defense should not occur. 

The empirical record flies in the face of this theoretical prediction and suggests that the 

orthodox view of the defense is a straitjacket which is has prevented economists from 

appreciating the diverse forms of defense that occur in practice. 

1.4 Conclusion 

 

The implications of our analysis are as follows. First, when analyzing defense 

comparative institutional analysis is required which includes an appreciation for the 

polycentric provision of defense. Economists who adopt the orthodox view of defense 

assume that the relevant alternatives are a world in which defense is grossly 

underprovided or a world in which the state provides defense. Reality, however, indicates 
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that there is a diverse array of possibilities. There is the opportunity for scholars to 

examine the varying degrees of polycentricity in defense provision. This requires 

appreciating that there are range of options beyond a monocentric national security state 

and Hobbesian anarchy. 

 The second implication concerns the paradox of government which wrestles with 

the challenge of whether government can be simultaneously empowered to protect 

individual rights and constrained so that it does not violate those rights. This question 

looms large in the operation of the defense sector, because militarization entails building 

and experimenting with tremendous coercive powers. These powers can then be used to 

violate individual rights, including the rights of those citizens being defended. Within the 

United States, this problem has been observed in the form of police militarization, mass 

surveillance, and even torture of American citizens (see Coyne and Hall 2014, 2018; Hall 

and Coyne 2013). Polycentric defense offers one underexplored response to the paradox 

of government: defense can be provided by organizations other than a monocentric 

government. This possibility provides one check on opportunism, mitigating abuses of 

power. 

 Finally, polycentric defense offers a potential means of overcoming the cronyism 

inherent in a monocentric protective state. Coyne and Hall (2019) note that even a 

minimal, night watchman protective state requires significant cronyism to operate. This is 

because the state’s monopoly on security requires both the extraction of resources from 

the private sector and significant discretion to carry out its security functions. An 

appreciation of polycentric defense, however, indicates that the monocentric state is only 
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one of many means of supplying security. To the extent that polycentric defense 

effectively offers an alternative to the monopoly provision of defense by a centralized 

state, so too does it provide a means of avoiding the cronyism inherent in the monocentric 

arrangement. As such, polycentric defense may offer a potential means to avoid the “road 

to crony capitalism” (see Munger and Villarreal-Diaz 2019) by limiting the scale and 

scope of the activities assigned to the monocentric nation state. Appreciating this 

possibility will require economists to shift their tacit presuppositions away from the 

orthodox view and toward the polycentric view of defense. 
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CHAPTER TWO – SOUNDING THE ALARM: THE POLITICAL ECONOMY 

OF WHISTLEBLOWING IN THE U.S. SECURITY STATE 

2.1 Introduction 

Beginning in June 2013, The Guardian and The Washington Post began to publish 

information leaked by whistleblower Edward Snowden, a former National Security 

Agency (NSA) contractor, regarding the US government’s global surveillance operations. 

Snowden’s disclosures included numerous insights into the vast range of post-9/11 

activities undertaken by the government as part of the broader “war on terror.” The 

Snowden revelations resulted in a heated debate as to whether Snowden should be 

considered a hero or traitor. Irrespective of one’s position in this debate, Snowden’s 

actions raise a fundamental question: what role do whistleblowers play in a democratic 

society? This paper answers this question by analyzing the political economy of 

whistleblowing within democratic political institutions. 

Whistleblowing refers to an employee, or former employee, revealing 

wrongdoings about the activities of an organization. We argue that whistleblowers play a 

crucial function in democratic politics which is characterized by numerous, multi-layered 

principal-agent problems creating significant space for potential opportunism. 

Whistleblowers ameliorate these principal-agent problems through the revelation of 

context-specific information regarding abuses of power. These revelations can take place 

internally, by taking advantage of channels to report abuse, or externally, by publicly 
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revealing information. The latter is especially important where internal channels are 

lacking or where they are ineffective in checking opportunism. In the absence of 

appropriate internal checks, publicly revealing wrongdoing presents an opportunity for 

the public and elected officials to demand changes in the behavior of political actors. 

After theorizing about the role of whistleblowers in democratic politics, we shift 

our focus to analyzing whistleblowing in the US national security state. The US security 

state refers to the array of federal government agencies and contractors involved in the 

provision of defense and security to US citizens. The national security state is relevant to 

the study of whistleblowing for three reasons. 

First, its activities are shrouded in secrecy which prevents citizens and many 

elected representatives from having access to information regarding the activities of those 

in the national security state. These information asymmetries create significant space for 

opportunism, and whistleblowing serves as a crucial check on potential abuses of power. 

Second, the formal whistleblower protections afforded to members of the US national 

security state have historically been non-existent or weak. This limits the ability of 

whistleblowers to rely on internal channels for effectively resolving information 

asymmetries among the different layers of political institutions and helps explain why 

whistleblowers in the national security state often “go public.” Third, many of the high-

profile whistleblower cases where information is revealed to the public in the United 

States revolve around the activities of the national security state. Examples are numerous 

and include John White, Daniel Ellsberg, William Binney, Thomas Drake, John Kiriakou, 
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Chelsea Manning, Edward Snowden, and John Crane, among others. This empirical 

reality requires a theoretical explanation. 

Existing scholarship in economics primarily looks at whistleblowing in the 

context of industrial organization and competition law. For example, Spagnolo (2003), 

Aubert, Rey, and Kovacic (2006), Apesteguia, Dufwenberg, and Selten (2007), and 

Feltovich and Hamaguchi (2018) all explore the role of whistleblowing in the context of 

leniency laws, which offer cartelists legal immunity for reporting private anti-competitive 

behavior to government antitrust authorities. Research in public administration and 

management has focused on identifying the characteristics of whistleblowers, the factors 

that influence whistleblowers to come forward, retaliation against whistleblowers, and the 

mechanisms for change once whistleblowers reveal information (see Bowman, 1983; Cho 

& Song, 2015; Mesmer-Magnus & Viswesvaran, 2005; Miceli & Near, 2002; Miceli, 

Near, & Dworkin, 2008; Miceli, Near, Rehg, & Van Scotter, 2012; Moloney, Bowman, 

& West, 2018; Near & Miceli 1985; 1995; 1996; Vandekerckhove, 2006). Recent 

research in political science looks at the effect of whistleblowing on internal incentives in 

political organizations regarding manager and employee effort (see Ting, 2008). Legal 

scholars have examined how prosecutions of whistleblowers relate to civil liberties (see 

Radack & McClellan, 2012; Takefman, 2013). Other literature considers the personal 

costs and psychology of whistleblowing. For example, Alford (2001) discusses the often 

harsh organizational and societal responses to whistleblower efforts and the resulting 

psychological costs borne by those who publicly reveal information. Dungan, Waytz, and 

Young (2015) study the psychology of whistleblowing. 
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Our analysis connects whistleblowing with the large literature in public choice 

which highlights the failures in democratic political institutions due to multi-layered 

principal-agent problems (see Mueller, 2003; Reksulak, Razzolini, & Shughart, 2014; 

Rowley & Schneider, 2004). Despite this vast literature, public choice scholars have yet 

to explore the role of whistleblowers in detail. In his analysis of the political economy of 

government disaster relief Shughart (2006, p. 40) mentions whistleblowers as one 

mechanism for revealing corruption. Bjørnskov and Freytag (2016) examine the 

incentives for individuals involved in corrupt deals to murder journalists and bureaucrats 

in order to prevent whistleblowing. These scholars do not, however, provide a general 

account of the role of whistleblowing in democratic politics. Defense and peace 

economists have examined the role of principal-agent problems in war, peace, and 

security policies (Arvanitidis & Kyriazis, 2013; Coyne, 2011; Economou & Kyriazis, 

2016; Hurley, Brimberg, & Fisher, 2013; Nakao, 2017). We contribute to the existing 

literature by emphasizing the role of whistleblowers in responding to these principal-

agent problems with particular focus on the government’s security activities. 

We proceed as follows. Section 2.2.1 discusses the issue of political control in 

democratic politics and methods for citizens to monitor and constrain politicians. Section 

2.2.2 theorizes about the act of whistleblowing as one type of political control – a “fire 

alarm” – which alerts the public and legislators to misbehavior and abuses of power. 

Section 2.3 discusses whistleblowing in the context of the US security state. Section 2.3.1 

considers how information asymmetries are intensified in matters of national security in 

the United States. Section 2.3.2 discusses US laws regarding whistleblowing in the 
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security state to understand why whistleblowers often decide to go public with the 

information they possess. Section 2.4 concludes with the implications of our analysis and 

briefly analyzes the potential problem of whistleblower opportunism as well as areas for 

future research.  

2.2  Political control in democratic politics 

2.2.1 Methods of political control 

A central issue in representative democracies is the ability of citizens to control 

political leaders who may engage in opportunism. Under the ideal model of democratic 

politics citizens elect officials who make policy on their behalf – either directly, as in the 

case of elected legislators, or indirectly, as in the case of bureaucrats appointed by elected 

officials. Within this model the interests of citizens are tightly linked with political 

outcomes which reflect citizen preferences. A central issue, however, is the existence of 

mechanisms that ensure that elected officials and their appointees, once they are in 

power, will advance the interests of citizens. 

An existing literature emphasizes the centrality of the principal-agent problem in 

democratic politics (see Barro, 1973; Besley, 2006; Ferejohn, 1986; Higgs, 2018; Knight, 

1960) which can be understood as follows. Citizens are principals who delegate decision-

making power to elected officials who serve as their agents. At the same time, elected 

officials also serve as principals, hiring bureaucrats as agents to provide goods and 

services to the constituents of the elected officials. This creates additional layers of 

principal-agent problems since elected officials must ensure that the incentives facing 

bureaucrats disincentivize opportunism (see Mitnick 1975; 1980; Moe, 1984; Weingast, 
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1984). This multi-layered structure creates space for opportunism whereby agents at 

different levels can potentially abuse the power granted to them by their principals. These 

abuses can take a variety of forms, including wasteful or ineffective uses of government 

funds, incompetence, violations of citizens’ constitutional rights, and illegal activity by 

agents. 

Mechanisms in democratic politics are often assumed to ameliorate or solve 

principal-agent problems by aligning the incentives of citizens and political actors. For 

example, congressional oversight committees, which are staffed by elected officials, are 

meant to monitor the actions of bureaucrats in federal agencies. Congress can punish 

deviations from the interests of citizens in a number of ways including passing laws to 

overrule the agency’s activities, narrowing the agency’s regulatory power and 

jurisdiction, or restricting the bureau’s funding. Similarly, elections provide citizens with 

the opportunity to punish or reward political officials based on their job performance in 

relation to the expectations of citizens. Citizens will punish elected officials who fail to 

satisfy their wants and reward those who advance their interests. 

These mechanisms, however, are highly imperfect for the numerous reasons 

established by public choice scholars (see Mueller, 2003; Reksulak et al., 2014; Rowley 

& Schneider, 2004). Information problems significantly weaken the ability of principals 

to serve as effective checks against agent opportunism. In order to effectively monitor 

and punish elected officials, for instance, citizens must possess the requisite information 

regarding their representatives’ activities and performance. This is problematic because 

acquiring information is costly on a variety of margins. 
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As policy becomes more nuanced it is increasingly difficult for voters to obtain 

clear information as to the role their representative played in the process since there is 

rarely a one-to-one correspondence between a political representative and a policy 

outcome. The result is that policy outcomes may fail to align with citizen wants despite 

the best possible efforts of their direct representatives. 

And even where these nuances are minimized, the costs of obtaining information 

are positive while the benefits are small given the limited influence of any single voter on 

the outcome of elections (see Bohanan & Van Cott, 2002; Gelman, Silver, & Edlin, 2012; 

Heckelman, 2003). The result is rational ignorance whereby citizens fail to obtain the 

requisite information to punish or reward elected officials. Or, as Schumpeter (1950, p. 

262) put it, “without the initiative that comes from immediate responsibility, ignorance 

will persist in the face of masses of information however complete and correct.” 

Treatments of rational ignorance tend to focus on cases where voters fail to obtain 

publicly available information because the cost of doing so exceeds the benefit. In many 

cases, however, information is not publicly available due to the government’s 

classification system which seeks to protect information deemed by political decision 

makers to be crucial to the national security. This is problematic for the efficacy of 

democratic accountability because where barriers to obtaining information are 

insurmountable due to government decree, it means that even the most engaged citizens 

are unable to make judgments regarding the performance of elected officials on crucial 

policy issues. 
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For example, in the United States laws pertaining to secrecy prevent many elected 

officials and citizens from having access to information regarding the state’s surveillance 

activities. This means that these parties are unable to make informed judgments about the 

activities and performance of those carrying out surveillance activities. These severe 

information asymmetries create significant space for opportunism by those who wield 

power. 

These information problems are compounded by several other issues inherent in 

democratic politics (see Buchanan, 1954; Wagner & Yazigi, 2014). For example, the fact 

that elections are periodic means that voter influence is limited. Boudreaux (1996, p. 117) 

notes that each US voter, over each 6-year period, has a maximum of nine votes over four 

elections. The minimal feedback provided by each voter leaves significant space for non-

voter factors to influence politics and for political actors to engage in opportunism at the 

expense of citizen-voters. This poses a problem because, assuming that voters are able to 

identify abuses of power, by the time regularly-timed elections do arrive it may be 

difficult, if not impossible, to undo the undesirable outcomes created by opportunism in 

the interim period (Higgs, 2012, pp. 34–46). 

Yet another factor which reduces the effectiveness of voting is bundling, which 

refers to the fact that voters cast a single vote for a political official who will represent 

them across numerous complex issues. For example, if a voter agrees with a candidate’s 

position on abortion, but strongly disagrees with their position on foreign policy, they 

cannot separate these two policies from the overall bundle of policies that the candidate 
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represents. These factors further incentivize rational ignorance and limit the ability of 

voters to provide feedback to political actors regarding specific activities or policies. 

Further complicating the aforementioned matters is that the design and 

implementation of policy is not made solely by elected officials but also entails an array 

of bureaucrats who are not subject to direct election by voters. Elected officials hire 

bureaucrats to perform tasks in the interests of their constituents. But this requires 

mechanisms to ensure that incentives are aligned between principals (elected officials) 

and their agents (bureaucrats). 

An existing literature on bureaucratic monitoring explores various issues with 

incentive alignment and compliance (see Huber & Shipan, 2002; Lewis, 2003; 

McCubbins, Noll, & Weingast 1987; 1989; Moe, 1985). The mechanisms identified in 

this literature to align the incentives of legislators and bureaucrats include administrative 

law, political appointments, congressional oversight, and the design of highly specific 

bills that limit space for discretion in implementation. Further, the literature identifies two 

alternative mechanisms for the congressional oversight of government bureaus – “police 

patrols” and “fire alarms” (see de Figueiredo, Spiller, & Urbiztondo, 1999; Lupia & 

McCubbins 1994a; 1994b; McCubbins & Schwartz, 1984; Wangenheim, 2011; Weingast, 

1984). 

The “police patrol” option for congressional oversight involves legislators taking 

a random sample of an agency’s behavior and monitoring for deviations from the desired 

behavior. The potential methods of police patrol vary and might include reviewing 

reports – either produced by the agency itself or by an outside source – on agency 
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performance, questioning agency leadership, or carrying out direct observation through 

fieldwork. The police patrol method of oversight deals with opportunism in two ways. 

First, by adopting this method the overseers may discourage opportunism from occurring 

in the first place since those in the bureau know that they may be surveilled. Second, 

where opportunism is occurring effective police patrolling will identify the behavior and 

lead to changes. 

The second method of congressional oversight, “fire alarms,” is more 

decentralized and passive compared to the police patrol alternative. As compared to 

actively surveilling the activities of bureaus as in police patrols, fire-alarm oversight 

involves legislators waiting until there is a strong protest against bureaucratic behavior 

which is then investigated and dealt with appropriately. Under this method legislators 

create a system of general rules which allows citizens and interest groups to monitor the 

behavior of bureaus and to report any issues which will then be addressed accordingly. 

Where the police-patrol approach requires members of Congress to incur the cost of both 

monitoring bureaus and remedying any issues, the fire-alarm approach places the burden 

on citizens and interest groups to monitor bureaus and report deviations in behavior from 

what is desired. 

McCubbins and Schwartz (1984, pp. 171–3) argue that fire-alarm oversight is 

likely to be more effective than police patrol for two reasons. First, legislative and 

bureaucratic goals are often vague such that it is difficult to discern if a violation 

occurred absent a citizen or interest group raising concern. Second, the police patrol 

approach would likely miss many violations since it is based on surveilling a random 
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sample of bureau activities. The fire alarm method, in contrast, allows for broader 

oversight through the reliance on citizens and interest groups who have direct interaction 

with government bureaus. Beyond these arguments for relative effectiveness, the fire-

alarm option is likely to be preferred by Congress because it reduces the direct 

monitoring costs incurred by elected officials and instead shifts those costs to others. 

Within this context, the act of whistleblowing can best be understood as a fire alarm that 

sounds to indicate opportunism in political institutions. 

2.2.2 Whistleblowing as a fire alarm 

As a fire alarm that alerts citizens and legislators to opportunistic behavior by 

political actors, whistleblowing fills a gap in political institutions due to either inadequate 

or absent checks and enforcement which results in a failure to constrain abuses of power. 

As Voigt (2018, p. 7) argues, “monitoring the government can be viewed as the provision 

of a public good.” From this perspective whistleblowing can be considered the private 

provision of a public good by revealing otherwise unknown information to citizens and 

legislators. Once whistleblowers reveal information it is non-excludable since it is 

available to all. Likewise, the consumption of whistleblower–revealed information by one 

citizen or legislator does not reduce the ability of others to consume the same 

information. The provision of this public good is possible because of the unique position 

of whistleblowers within government institutions. 

Whistleblowers have access to local and context-specific knowledge which makes 

them especially effective at sounding the alarm. Because they are embedded in the daily 

operations of the bureau in which they work, they understand the operations of the 
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agency in a manner that outsiders cannot. External monitors are unlikely to have access 

to nuanced knowledge regarding agency activities. What might appear to be mundane 

behaviors to outsiders might actually be opportunistic behavior from the perspective of 

those within the bureau who have a deeper understanding of organizational context. The 

process underlying bureaucratic outcomes is often complex. While external monitors can 

observe high-level indicators of performance and outputs, unpacking the process that led 

to those outcomes can be extremely difficult, if not impossible, for the outsider. 

An external monitor, for example, may observe an undesirable outcome from a 

bureau. This outcome may potentially be the result of opportunism. Alternatively, it may 

be the case that bureaucrats did their job appropriately, but that the outcome was 

determined by some confounding factor that was outside of their control. Likewise, some 

bureaucrats may be performing admirably while others may engage in opportunism. 

Without understanding the nuances of the bureaucratic process, differentiating between 

these alternative scenarios is difficult, if not impossible. Whistleblowers are in a position 

to understand these particulars of time and place because they are embedded in the 

organization and have first-hand knowledge of the process and people involved. 

In addition, there are two barriers to the flow of information which constrain 

external monitors, but not whistleblowers. The first is that the flow of information about 

an agency’s activities is often endogenous to the bureau itself. In other words, the 

members of the bureau often control the flow of information – both in terms of content 

and timing – that is provided to monitors. For example, members of an agency can 

choose what information to include in reports and often have flexibility regarding the 
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timing of when reports are made public. Likewise, agency administrators who are being 

questioned by legislators can choose to exclude certain key information from their 

responses. The control of information by bureaus about their own activities and 

performance limits the ability of external monitors to effectively surveil the actions of 

government agencies. 

The second is that certain information is classified and deemed too important to 

national security to be publicly disseminated. In many cases private citizens, interest 

groups, and certain members of congress are not allowed to have access to classified 

information. When this occurs the ability of external monitors to check against 

opportunism is limited, if not altogether absent. 

In addition, classified information limits the effectiveness of other types of fire 

alarms such as litigation. Litigation can operate as a fire alarm in which individual 

citizens harmed by opportunistic political actions challenge the government’s actions in 

court. However, litigation’s effectiveness is limited when the government can use secrecy 

to conceal information. For example, the US government has invoked the state secrets 

privilege in multiple court cases to prevent litigants from suing government contractors 

involved in rendition and torture abroad (see Chesney, 2007). This limits the flow of 

information regarding these activities to the general public. 

Together, these factors suggest that whistleblowers are especially important in 

contexts where (1) a government agency has monopoly control over the flow of 

information, and (2) agency activities are characterized by high levels of secrecy. In both 

scenarios, external monitors, whether in government or outside of government, are 
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limited in their ability to identify abuses of power. Because they are inside the bureau, 

whistleblowers have access to information not available to outsiders. This places them in 

a unique position to publicly reveal wrongdoing which would otherwise go unreported. 

Whether whistleblowers decide to reveal the information they possess is a 

function of the incentives they face. These incentives emerge from two sources – internal 

norms and external sanctions. An existing literature emphasizes that internal norms play 

an important role in deterring crime (Funk, 2005; Grasmick & Green, 1980; Meier & 

Johnson, 1977; Paternoster, 1989). In the context of whistleblowing, internal norms can 

serve as a powerful incentive to reveal wrongdoing. However, internal norms might also 

deter prospective whistleblowers from revealing information, particularly if they have 

strong allegiance to their colleagues or agency and feel that whistleblowing would 

constitute a betrayal of loyalty. 

These internal norms interact with external sanctions to shape the incentives 

facing prospective whistleblower. External sanctions might take the form of formal rules 

and criminal prosecution, or they might take the form of informal sanctions such as 

ostracism within the workplace. To illustrate how external sanctions might matter for 

whistleblower behavior, consider the following example. Retaliation against 

whistleblowers who reveal information through formal channels raises the price of using 

those channels while reducing the relative price of releasing information to journalists or 

to the public. 

Ultimately, the decision to blow the whistle involves weighing the expected costs, 

in terms of internal and external sanctions, against the expected benefits of revealing 
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information. The expected benefits may include the whistleblower upholding internal 

norms of doing the right thing, as well as the desire to foster public discussion and 

potential reform in the face of misconduct. 

2.3 The US security state 

A central dilemma regarding state-provided national security is as follows: the 

purpose of the security state is to protect the rights and freedoms of citizens. In order to 

accomplish this, the national government is granted monopoly power over force and 

control of intelligence that its members determine to be crucial for the maintenance of 

security. This, however, poses a problem because the same apparatus that is tasked with 

protecting citizens can use its powers to undermine the freedoms and liberties it purports 

to protect. Whistleblowing is a key check against such abuses of power, especially given 

that the aforementioned information asymmetries in normal democratic politics are 

intensified in the national security state. 

2.3.1 Information asymmetries intensified 

The aforementioned information asymmetries that plague ordinary democratic 

politics (see Section 2.2.1) are more severe in the realm of national security due to the 

prevalent secrecy of government activities in this area. National security has always been 

associated with some degree of secrecy in order to keep critical information out of the 

hands of actual and potential enemies. But in the United States the secrecy associated 

with the government’s security activities expanded during the World Wars and was 

institutionalized during World War II. 
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The US government’s system of classified information was established in 1940 by 

the executive order of President Franklin Delano Roosevelt. The purpose of the system 

was to enhance the ability of the government to protect information deemed crucial for 

the nation’s security. The classification system was viewed as especially crucial 

following World War II, when the national security ideology in the United States was one 

of global total war driven by the perceived Soviet threat (see Hogan, 1998; Rana, 2012; 

Setty, 2012). The accepted view within the government was that “[t]he excrescence of 

international communism and the constant presence of total war, hot or cold, has made 

the keeping of national secrets an absolute necessity” (Huard, 1956, pp. 179–190). Fear 

of domestic infiltration by communist sympathizers further contributed to the push for 

secrecy within the government (see Setty, 2012, p. 1567). The ability to classify 

information, however, also incentivized those in power to limit transparency and 

monitoring by both citizens and others in government. 

In 1956 the Defense Department Committee on Classified Information, also 

known as the Coolidge Committee, concluded that “overclassification has reached 

serious proportions.” Subsequent investigations of classified information over the 

following decades – the Wright Commission in 1957, the Moss Subcommittee in 1958, 

the Seitz Task Force in 1970, the Stillwell Commission in 1985, the Joint Security 

Commission in 1994, the Moynihan Committee in 1997, and the 9/11 Commission – 

made similar findings and recommendations to prevent the abuse of classification powers 

(see Goitein & Shapiro, 2011, pp. 4–5). These recommendations were largely ignored. As 

Aftergood noted, (2009, p. 404) “[o]ver the past fifty years, generations of critics have 
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risen to attack, bemoan, lampoon, and correct the excesses of government secrecy. Only 

rarely have they had a measurable and constructive impact.” 

The institutionalized secrecy and overclassification created significant space for 

political opportunism. As one legal scholar indicated, “[a] large amount of information 

concerning military affairs has been withheld by the military establishment since the end 

of World War II and continues to be withheld. Few in a position to know and assess the 

facts would deny that much of this withholding has either served no significant public 

purpose or the benefits derived are outbalanced by the public harm” (Parks, 1957–1958, 

pp. 23–4). A key part of this public harm is the inability of citizens to check those in 

power. 

The institutionalization of secrecy in the US security state did not end with the 

collapse of the Soviet Union. This became evident in the wake of the September 11, 2001 

attacks when “the same objections to national security secrecy – relating to government 

accountability, transparency, and the rule of law – that were raised in the early Cold War 

era have been resurrected” (Setty, 2012, p. 1572, see, also, Cole, 2003; Friedman & 

Hansen, 2012). 

In the post-9/11 period, the prevalence of secrecy enveloping the US national 

security state has manifested itself in a variety of contexts including state surveillance, 

the use of drones for targeted killing, and the government’s tendency to employ its state 

secrets privilege regarding its activities as part of the “war on terror,” such as its torture 

program. The USA PATRIOT Act of 2001 and the National Defense Authorization Act 

of 2012 further reinforced secrecy by granting the US government and military the ability 
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to determine which sensitive information is subject to non-disclosure as part of the war 

on terror (see Setty, 2012, p. 1574). 

Ideally, Congress would serve as a check on potential opportunism by those in 

power in the national security state. After all, there is congressional oversight of national 

security agencies. However, this oversight has been deficient in checking abuse because 

those that established it, as part of the National Security Act of 1947, “did not foresee that 

Congress would be no match for intelligence services commanding enormous budgets 

and vast staffs and, most importantly, adroitly manipulating secrecy” (Horton, 2015, p. 

100). There are three related factors that limit Congress’ effectiveness as a check on 

opportunism. 

The first is the sheer information overload facing representatives. National 

security is a complex and nuanced issue even for narrowly focused experts, let alone for 

political representatives who are expected to have knowledge of a wide range of domestic 

and foreign policy issues. Given this reality, elected politicians must prioritize a small 

number of policy issues leaving the non-prioritized aspects with significant space for 

other political forces to shape outcomes. 

Second, those in the national security state control and shape the information 

available to elected officials. This allows for the possibility of relevant information being 

withheld or manipulated to serve the interests of the members of the security state. For 

example, in one case crucial intelligence was concealed until after CENTCOM officials 

testified in front of Congress about the status of progress in Iraq while requesting 

additional funding for these operations (see Axelrod & Rand, 2016). Similarly, in March 
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of 2013, Senator Ron Wyden asked Director of National Intelligence James Clapper, 

under oath, if the NSA gathered “any type of data at all on millions or hundreds of 

millions of Americans.” Clapper replied “No, not wittingly” (quoted in Landau, 2013). 

The NSA kept many of their programs classified, and they had monopoly control over the 

release of information. This meant that when the Senate attempted to monitor the agency 

by calling Clapper to testify, he was able to strategically conceal information on 

programs that gathered data on American citizens. The only reason the public knows 

about the government’s activities is because of Edward Snowden’s public whistleblowing 

activities. 

Third, citizens are often uninformed on the specifics of foreign affairs and the 

complexities of the security state. To the extent they are informed about politics, citizens 

tend to focus on the domestic policies which directly affect their lives on a regular basis. 

And even if they did wish to be informed about national security matters, the 

aforementioned complexities of the security state structure and the secrecy of its 

operations make it impossible to do so. The result is that citizens tend not to pressure 

their representatives to understand and check the activities of the national security state 

which limits the effectiveness of congressional oversight. 

The lack of oversight extends beyond Congress to the other branches of 

government. In his review of the recent history of oversight of the national security state, 

Glennon (2014, p. 110) concludes that, “[t]he courts, Congress, and even the presidency 

in reality impose little constraint. Judicial review is negligible; congressional oversight 

dysfunctional; and presidential control nominal.” 
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Whistleblowers help fill the gap in oversight by providing a public good via 

monitoring and information revelation. Employees working in the national security state 

have unique expertise and local, context-specific knowledge regarding the operations of 

the agencies within which they are embedded. This includes first-hand knowledge of 

instances of opportunism. Given this, whistleblowers can serve as fire alarms to alert the 

public and congress to abuses of power in the security state. As noted above (Section 

2.2.2), a key part of their effectiveness in this role is the incentives they face to engage in 

whistleblowing when they do observe opportunism. The US security state is 

characterized by a unique set of rules which shape the incentives facing potential 

whistleblowers.  

2.3.2 Why national security whistleblowers go public 

In order to be effective fire alarms, whistleblowers require mechanisms to 

communicate the information that they possess. These mechanisms can be internal – e.g. 

processes for reporting wrongdoing internal to the government – or external – e.g. 

providing information to the press. 

The members of the US government have enacted several general laws with the 

intention of creating internal channels for whistleblowers. The Lloyd–La Follette Act of 

1912 granted federal employees the right to communicate information directly to 

Congress. Prior to the act, federal employees needed the permission of their supervisors 

prior to communicating with Congress. Under that system, supervisors who were 

engaged in opportunism would block the whistleblower from communicating with 

Congress. The Civil Service Reform Act of 1978 established the Merit Systems 
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Protection Board (MSPB), a quasi-judicial agency meant to protect federal employees 

against retaliation on political and personal grounds. Under the act, employees who 

believe they are being mistreated can file an appeal to the MSPB. During the hearing the 

employee and agency have the opportunity to present evidence in support of their case. 

Finally, the Whistleblower Protection Act of 1989 sought to strengthen the Civil Service 

Reform Act by clarifying the procedures for reporting opportunism or retaliation for 

engaging in whistleblowing. 

In addition to these general laws, there is also legislation that is specifically 

focused on whistleblowing in the national security state. The Intelligence Community 

Whistleblower Protection Act of 1998 established a mechanism for employees and 

contractors to report opportunism to Congress relating to classified information. 

According to the law, the whistleblower must report the alleged misconduct to the agency 

Inspector General who then reports the information to the agency head. The agency head 

has the power to determine whether to contact Congress regarding the information. The 

Act, however, did not include any mechanisms to protect against internal retaliation 

against whistleblowers. 

The Obama administration sought to remedy the absence of whistleblower 

protections by signing Presidential Policy Directive 19 (PPD-19) in 2012. PPD-19 

prohibits retaliation against whistleblowers and requires security agencies to establish 

policies and procedures to deal with claims of retaliation. Importantly, the protections 

apply to intelligence community employees but not to contractors. Some of these 
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protections were formally codified in The Intelligence Authorization Act of Fiscal Year 

2014 (Title IV). 

The gaps in these laws are clear. The Intelligence Community Whistleblower 

Protection Act of 1998 empowers the agency head to determine what whistleblower 

information is communicated to Congress. If the agency head is engaged in opportunism, 

or if the reported information is damning to the agency’s operations, then there is a 

disincentive for the agency head to report the information to Congress. Moreover, 

contractors lack protection against employment-related retaliation for whistleblowing. 

Finally, in practice the protection offered to security-state employees under PPD-19 

offers weak recourse for whistleblowers who suffer retaliation. According to one report, 

“[u]nder PPD-19, the initial review of an improper retaliation allegation occurs within the 

agency wherein the whistleblower allegedly faced retaliation. This could raise questions 

regarding the initial review’s impartiality, and thus effectiveness at achieving accurate 

results” (Perry, 2014, p. 9). 

It is perhaps unsurprising, then, that another report found that in “190 cases of 

alleged retaliation against whistleblowers…intelligence bureaucrats only once ruled in 

favor of the whistleblower” (Poulsen, 2018, n.p.). A mechanism for external review 

exists if an employee feels that the internal review is biased, but the recommendation of 

this external committee is not binding and is reported to the agency head who has the 

power to decide whether to act on it. Together, these factors weaken the effectiveness of 

formal internal mechanisms for whistleblowers to report instances of opportunism. 
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Even when there are mechanisms to protect whistleblowers in place, the process 

can be extremely slow due to bureaucratic inertia. Consider, for instance, the case of 

Richard Levernier, a nuclear security professional who worked for the US Department of 

Energy for over two decades. In his role, Levernier was tasked with identifying flaws in 

the government’s plans to protect the nation’s nuclear plants from terrorist attacks. After 

identifying significant weaknesses in the Department’s contingency plans and alerting his 

supervisors, Levernier was stripped of his security clearance and reassigned to do menial 

clerical work. It took over four years for the United States Office of Special Counsel to 

rule that the Department of Energy’s retaliation was unlawful. Even then, Levernier's 

security clearance was never restored meaning he could not return to his original job. 

Levernier followed all laws and protocols pertaining to the internal reporting of 

information. This general inertia, combined with the chance of losing one’s job even if 

they are cleared of all wrongdoing, lowers the relative cost of whistleblowers using 

external mechanisms. 

In some cases, whistleblowers attempt to use formal channels, and only go public 

after they directly experience how slow and ineffective these channels are. As a private 

contractor, Edward Snowden was not eligible for whistleblower protections under PPD-

19. However, he still raised his concerns “to more than ten distinct officials, none of 

whom took any action to address them” (quoted in Peterson, 2014, n.p.) Similarly, 

Thomas Drake, then a senior executive at the NSA, raised concerns about both wasteful 

spending and illegal surveillance of Americans to numerous authorities in the intelligence 

community “including his immediate supervisors, the NSA’s inspector general, the DOD 
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IG, and Congressional intelligence committees” (Radack & McClellan, 2012, p. 63). 

These whistleblowers went public only after their attempts to sound the alarm through 

formal channels were ineffective. 

In addition to gaps in formal rules, there are also informal norms which 

discourage internal whistleblowing. The institutionalized culture of secrecy in the 

national security state is linked with notions of patriotism, loyalty, and professionalism. 

As Ellsberg (2013) notes, “[t]he mystique of secrecy in the universe of national security, 

even beyond the formal apparatus of classification and clearances, is a compelling 

deterrent to whistleblowing and thus to effective resistance to gravely wrongful or 

dangerous policies. In this realm, telling secrets appears unpatriotic, even traitorous.” 

This culture provides a strong incentive to keep information secret, even in the face of 

clear wrongdoing. 

Together the existing formal rules regarding whistleblowing and the culture of 

secrecy in the US security state contribute to an incentive to use external, public 

mechanisms relative to internal mechanisms. Employees and contractors may face 

internal retaliation for revealing information. Moreover, that information may never reach 

Congress since the agency head has ultimate decision-making power. We should 

especially expect to observe external whistleblowing in cases of large-scale abuses of 

power since these behaviors threaten the very legitimacy of the organization. For 

example, all else constant we would expect the reporting of routine waste to be reported 

internally as compared to systematic abuses of power which undermine the rights of a 

significant portion of the citizenry. Since revealing systematic opportunism runs the risk 
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of ruining one’s career while never reaching Congress, there is a strong incentive to go 

public.  

2.4  Conclusion 

Our analysis has two main implications. First, whistleblowers serve a crucial role 

in democratic politics which suffers from numerous, overlapping principal-agent 

problems. Whistleblowing is one means of overcoming these asymmetries by revealing 

otherwise unknown information to legislators and the public. Whistleblowers are in a 

unique position to overcome these asymmetries given their access to local, context-

specific knowledge regarding the operations of the agency in which they are employed. 

Second, as illustrated by the US national security state, whistleblowing becomes 

increasingly important as information asymmetries are intensified due to secrecy and 

monopoly-control of information. Where the activities of government agencies are 

covert, and where the agencies involved in those activities control the content and flow of 

information, the potential for opportunism is greatest. In these settings whistleblowers are 

especially crucial as a means of overcoming information asymmetries. Discussions of 

whether whistleblowers are “heroes” or “traitors” tend to divert attention from these 

implications and the functional role played by whistleblowers in democratic politics. 

Our focus has been on whistleblowers as a check on political opportunism in 

democratic politics. A central concern with whistleblowing is opportunism by those who 

have access to confidential information related to national security. In principle, 

whistleblowers could use their access to privileged information to harm national security. 

This justification is used not just for internal controls by the state on confidential 
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information, but also for severe legal punishments for those who publicly reveal 

information. The problem is that severe legal penalties discourage not just whistleblower 

opportunism but also value-added whistleblowing which reveals actual political 

opportunism. A focus on incentives provides insight into a potential resolution. 

Specifically, mechanisms could be developed resulting in a separating equilibrium which 

encourages value-added whistleblowing while discouraging narrow, opportunistic 

whistleblowing. 

For example, Rahill (2014) proposes a multi-factor test for courts to employ when 

considering the legality of whistleblowing activity. This test includes a review of the 

intent – bad faith versus good faith – on the part of the whistleblower, the type of 

documents leaked, the recipient of the leaked information, and whether the leaked 

material is in the public interest. One could envision other variations. For example, courts 

might adopt a standard whereby a whistleblower is immune from punishment if they 

reveal illegal or unconstitutional behavior by government actors. 

Whether such mechanisms are developed and implemented is a function of the 

incentives facing the judiciary and other branches of government. The dilemma is that 

these reforms require action by the very government entities that need to be checked for 

potential opportunism. The incentive for reform from the status quo is therefore weak 

which makes whistleblowers that much more important for citizens to have some means 

of checking those who possess political power. 

Future research on whistleblowing could take a variety of forms. While 

quantitative tests would be desirable, the national security state’s pervasive secrecy will 
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inevitably introduce sampling bias. Indeed, the very information asymmetries that make 

whistleblowers’ local knowledge crucial would make acquiring a representative sample 

difficult. Given the challenges of quantitative analysis, researchers can instead rely on 

comparative institutional analysis and careful case studies. For instance, researchers 

could contrast cases in which whistleblowers went public with those in which the 

whistleblower used official channels. Moreover, in many cases whistleblowers initially 

use formal channels only to later release information publicly. The way whistleblowers 

adapt in the face of feedback within the official whistleblowing process deserves further 

investigation. 

Researchers might also analyze how whistleblowing varies with the type of 

opportunism being exposed. A. Ernest Fitzgerald testified to Congress about cost 

overruns at the Pentagon and was then fired by Richard Nixon. His whistleblowing 

exposed fiscal opportunism rather than illegal behavior (see Fitzgerald 1972; 1989). 

Edward Snowden, in contrast, was primarily exposing unconstitutional surveillance. 

Other whistleblowers, such as Thomas Drake, exposed both illegal surveillance and 

wasteful spending. Comparing these different types of cases might offer insights into how 

the nature of the opportunistic activity shapes the whistleblower response. 

Finally, future research might also examine how official responses to 

whistleblowers have evolved over time. For example, it would be useful to study the 

factors behind the increased use of Espionage Act prosecutions of whistleblowers. Also 

important is a better understanding of the differences between the de jure rules associated 

with whistleblower protections and the de facto reality of whistleblower retaliation.  
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CHAPTER THREE – BORDER MILITARIZATION AS AN 

ENTREPRENEURIAL PROCESS 

3.1  Introduction 

For decades, American border policing practices have moved in a militarized 

direction. This has occurred along multiple dimensions, including the use of military 

hardware, integration into the broader national security state, and the adoption of military 

tactics and training. From 1980 to 1992, the Immigration and Naturalization Service 

(INS) acquired 56 helicopters, mostly from the military (Dunn 1996: 150).  In the 1990s, 

thousands of new Border Patrol agents were stationed in concentrated areas along the 

border. They used a new biometric scanning system, motion-detecting sensors, video 

surveillance systems, high-intensity stadium lighting, and other new hardware to support 

this fortification of specific border routes (Cornelius 2001). In the 2000s the Border 

Patrol was placed within the Department of Homeland Security (DHS). They also began 

using unmanned aerial vehicles (UAVs), or drones, to surveil the border. These various 

surveillance technologies have been used as part of a border surveillance strategy called 

“the virtual wall” (Coyne and Goodman 2020). American officials have adopted “a more 

militarized border management strategy” (Carter and Poast 2017: 245). Why did they 

adopt this strategy?  

Border militarization is a complex phenomenon and any complete explanation of 

it will identify multiple contributing factors. This paper, however, focuses on the role of 
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political entrepreneurship in American border militarization. Political entrepreneurs seize 

profit opportunities created by political institutions. This creates new profit opportunities 

for other political entrepreneurs. Border security policies therefore change over time, 

resulting in patterns of militarization that benefit political entrepreneurs. This helps 

explain the militarization that occurs through time, who benefits from it, and how each 

instance of militarization creates opportunities for additional militarization. The policies 

that result from this entrepreneurial process are emergent phenomena rather than objects 

of choice (Podemska-Mikluch 2014). 

There is an extensive literature in economics and political science on political 

entrepreneurship (Baumol 1990; Boettke and Coyne 2009; Coyne, Sobel, and Dove 2010; 

DiLorenzo 1988; Duncan and Coyne 2013; Holcombe 2002; Schneider, Teske, and 

Minton 1995; Wagner 1966). Much of this literature relates closely to research on rent-

seeking (Tullock 1967; Krueger 1974) and on bureaucracy (Tullock 1965, 1992; 

Niskanen 1968, 1971; Breton and Wintrobe 1975, 1982, 1986). This paper applies 

insights from this literature to analyze border militarization. Apart from Coyne and Hall 

(2018), who study the use of drones, economists have largely neglected border 

militarization. Some economists analyze incentives that shape immigration laws (Caplan 

2002; Facchini and Steinhardt 2011; Gimpel and Edwards 1999; Shughart et al. 1986a, 

b). Powell (2012) has analyzed the rent-seeking costs of immigration restrictions 

generally. Fewer economists have studied the incentives that shape immigration 

enforcement efforts. Hanson (2006) argues political incentives influence immigration 

enforcement, largely due to the significant scope for discretion. Makowsky and 
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Stratmann (2014) studied thousands of worksite audits from 1990 to 2000 to examine 

how legislators influenced immigration enforcement. These papers focus mostly on 

internal immigration enforcement directed at workplaces rather than the militarization of 

border security. Moreover, economists typically focused on the role of laborers and 

employers in rent-seeking efforts to influence immigration policy. Recent research argues 

that employers have reduced their investments in pro-migration lobbying as globalization 

created substitutes to hiring immigrant workers (Peters 2017). Given this reduced role of 

employers in shaping immigration law, it is important to examine rent-seeking by other 

interest groups. This paper examines rent-seeking and political entrepreneurship by 

bureaucrats and contractors involved in border policing. 

While economists have largely neglected border militarization, there is an 

extensive literature on border militarization outside economics. Much of it emphasizes 

policies that began in the 1990s and the deaths that resulted as these policies diverted 

migrants towards more dangerous routes (Dunn 2009; Chambers et al. 2019; Cornelius 

2001; Nevins 2002; Cornelius and Lewis 2007; Huspek 2001; Michalowski 2007). Some 

research focuses on the influence of the war on drugs on border militarization, as well as 

the increased use of military hardware and tactics across several decades (Dunn 1996). 

Other research has emphasized the violent enforcement efforts associated with border 

militarization (Slack et al. 2016). Parenti (1999) highlights surveillance on the border as 

well as inter-organizational cooperation between federal agents and local law 

enforcement. Palafox (2000) examines discourses surrounding border militarization. 

Carter and Poast (2017) study how economic factors and interstate conflict influence the 
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construction of border walls. Miller (2019a) studies how U.S. border enforcement 

agencies have expanded their influence around the globe, training police and border 

security forces in numerous countries. There are some works examining how the 

incentives of private contractors and public officials contribute to militarization (Golash-

Boza 2009; Miller 2019b). Andreas (2009) focuses on the expressive role of border 

policing, specifically how border policies are selected to project an image of stability and 

security. Andreas also highlights the role of political entrepreneurs in the escalation of 

border policing. This paper builds on his analysis but focuses on how each act of political 

entrepreneurship creates new entrepreneurial opportunities. This means that once border 

militarization begins, it is likely to cause a pattern of state action that the initial political 

entrepreneurs did not design.  

The chapter proceeds as follows. Section 3.2 discusses political entrepreneurship 

in the context of border militarization and offers three specific predictions. The three sub-

sections that constitute Section 3.3 examine historical evidence in light of each of these 

predictions. Section 3.4 concludes.  

3.2  Theory and Predictions 

Political entrepreneurs are “individuals who operate in political institutions and 

who are alert to profit opportunities created by those institutions” (Boettke and Coyne 

2009: 180). These profit opportunities can be monetary in nature, but also include non-

monetary benefits such as prestige, political power, or job security. By discovering and 

seizing opportunities for political profit, political entrepreneurs drive changes within 

political institutions, disrupting prior political equilibria (Schneider et al. 1995, Boettke 
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and Coyne 2009). Emphasizing political entrepreneurship therefore illuminates processes 

of political change, such as the development of militarized border security bureaucracies, 

in a way that comparative statics cannot.  

Legislators, bureaucrats, lobbyists, activists, and even individuals who work in the 

private sector can all be political entrepreneurs. Public bureaucracies, such as DHS, 

contract with private firms to acquire hardware, equipment, and services. This means that 

private enterprises are “entangled” with the political process, creating political profit 

opportunities for the owners and employees of these firms (Wagner 2016). 

Public officials, such as bureaucrats employed by the INS or DHS, have a range 

of goals, some public-spirited and some narrowly self-interested. Regardless of their 

goals, however, they typically prefer having more power and resources rather than less. A 

greater scope of power enables officials both to exercise discretion for self-interested 

ends and to take more actions to achieve their public policy goals. A greater scale of 

resources at their disposal is similarly congenial to officials’ diverse aims. Bureaucrats 

therefore “prefer more power to less, larger budgets to smaller, more employees to 

fewer” (Higgs 1995: 2). Some argue that bureaucrats seek to maximize their budgets 

(Niskanen 1968, 1971; Tullock 1965). Breton and Wintrobe (1975) argue that 

bureaucrats should instead be understood as wealth maximizers, and that this only gives 

rise to budget maximization under some circumstances. Regardless, bureaucrats often 

seek to expand the power and resources at their disposal.  

To expand their power, budgets, and resources, bureaucrats cooperate “with 

members of Congress, especially the chairmen and ranking minority members of 
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pertinent committees, and their staffs; with lobbyists and representatives of organized 

interest groups…and with the news media” (Higgs 1995: 2). Bureaucrats frequently 

engage in political entrepreneurship that involves seizing opportunities to expand their 

power, budgets, and resources. To do so, bureaucrats often devise “new ideas, new 

initiatives, new policies, or projects leading to what is now often called Schumpeterian 

competition or entrepreneurship” (Breton and Wintrobe 1986).  

Bureaucrats have more opportunities to do this “when an episodic shocking 

revelation causes public clamor and thereby catalyzes the creation of broad new statutory 

authority or dramatically heightened enforcement activity” (Higgs 1995: 3). During these 

episodic periods, political entrepreneurs have substantial leeway to expand the scope of 

government or to devise new institutional and organizational arrangements. This leads to 

our first prediction about political entrepreneurship and border militarization: 

Prediction 1: Political entrepreneurs will introduce new powers, tools, and 

organizational arrangements when a perceived crisis expands the public’s 

tolerance for new governmental activity. 

This entrepreneurship does not merely cause a new, static equilibrium. Each act of 

entrepreneurship alters prevailing conditions, and this disruptive tendency of 

entrepreneurship generates new profit opportunities (Holcombe 1998; Coyne, Sobel, and 

Dove 2010). For instance, if more Border Patrol agents are hired and directed to monitor 

and police the border, then there are profit opportunities related to supplying these new 

agents with weapons, vehicles, and surveillance technology.  
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To seize these profit opportunities, private contractors engage in rent-seeking, 

expending resources to influence government (Krueger 1974; Tullock 1962). While 

interest groups are important to this process, “political entrepreneurs do not just passively 

respond to interest-group pressures; they also try to stimulate the demand for their 

‘services,’ i.e., the provision of wealth transfers” (DiLorenzo 1988: 66). In other words, 

political entrepreneurs agitate to expand the scale and scope of rent-seeking activity.  

Small, concentrated interest groups that reap concentrated benefits are more likely 

to engage in this type of rent-seeking behavior (Olson 1965, 1982). However, Wagner 

(1966) argues that even if pressure groups were formally outlawed, political 

entrepreneurs would discover other ways to secure political profits. Political profit 

opportunities arise from the rules of the political game, such as voting rules and 

collective choice rules (Buchanan and Tullock 1962; Wagner 1966). Wagner argues that 

altering these rules, not simply prohibiting specific entrepreneurial strategies within them, 

is the only way to reduce political profits. Many acts of political entrepreneurship 

adopted during crises do change the rules of the political game, but they do so in a 

manner that creates additional political profit opportunities by expanding the scope of 

governmental activity (Coyne, Sobel, and Dove 2010; Podemska-Mikluch and Wagner 

2010). This analysis leads us to our second prediction: 

Prediction 2: After new powers, tools, and organizational arrangements are 

introduced, private contractors will engage in rent-seeking to build connections 

with political decision-makers and reap profits associated with the new 

government activity. 



54 

 

While militarization creates profit opportunities for private contractors, they are 

not the only political entrepreneurs who can seize new profit opportunities from border 

militarization. Each new power, tool, and organizational arrangement can be used by 

public officials in multiple contexts. While it might be developed for one purpose, such 

as drug interdiction, it might be applicable to various other objectives. Applying powers, 

tools, organizations, and talents to new objectives is useful for officials in several ways. 

For the bureaucrats who hold these powers, it keeps them relevant. Rather than needing 

to abandon powers, tools, organizations, or prestige once a problem subsides, they can 

instead use them to address new goals. Claiming new responsibilities enables bureaucrats 

to ask legislators for more resources to meet new objectives. Applying militarized powers 

to new problems also gives bureaucrats more tools to address the new problem. This 

creates incentives for mission creep.  

In addition to entrepreneurship by bureaucrats, entrepreneurship by politicians 

also encourages mission creep. Politicians may see a power, tool, or team as a useful 

means to their policy ends. They may also want to appear to address concerns held by 

voters, or to appear “tough” in addressing an issue that voters care about. The interests of 

politicians and bureaucrats can then converge, as bureaucrats entrepreneurially compete 

to satisfy the desires of politicians (Breton and Wintrobe 1982, 1986). This analysis of 

bureaucrats and politicians leads us to our third prediction:  

Prediction 3: After new powers, tools, and organizational arrangements are 

introduced, bureaucrats and politicians will use them to address matters that are 
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distant from the initial purpose. A power introduced for a relatively narrow 

purpose will often be applied far more broadly. 

Each of these predictions follows from examining political decisions as an 

entrepreneurial process through time, in which each act of political entrepreneurship 

creates new profit opportunities for political entrepreneurs. The next section examines the 

history of border militarization in the United States in light of these predictions.  

3.3  Evidence from U.S. Border Militarization 

3.3.1 Crises as Entrepreneurial Opportunities 

As per Prediction 1, times of perceived crisis and insecurity create new 

entrepreneurial opportunities for political officials. Citizens, fearing for their livelihood, 

safety, and well-being, often clamor for officials to act. Even when the public does not 

directly clamor for action, perceived crises and insecurity provide officials with 

opportunities that political entrepreneurs can use to justify action by emphasizing the 

potential threats and risks facing citizens. In the case of border militarization, the “war on 

drugs” was one of the key crises which created an array of entrepreneurial opportunities. 

The origins of border militarization can be traced back to the 1970s and 1980s, 

when many perceived the sale and consumption of narcotics as a crisis. High-profile 

incidents “such as the ‘epidemic of ‘crack babies’’ reinforced the fears and catapulted 

drugs to the forefront of American domestic policy” (Coyne and Hall 2018: 108). In this 

climate, “not only was the American public open to a government response, but many 

demanded that government ‘do something’” (Coyne and Hall 2018: 108).  
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Officials used the perceived crisis to promote closer collaboration between 

domestic law enforcement officers and the military. Until this point, collaborations 

between military personnel and law enforcement officers had been restricted by the Posse 

Comitatus Act, which responded “to the military presence in the Southern States during 

the Reconstruction Era” and restricted “the use of the Army in civilian law enforcement” 

(Hammond 1997: 953). The Posse Comitatus Act was later amended to restrict domestic 

activities by the Air Force as well (Hammond 1997). The Army and Air Force could not 

aid domestic law enforcement “except in cases of and under circumstances expressly 

authorized by the Constitution or an act of Congress” (quoted in Dunn 1996: 106). 

Legislators “in effect altered the Posse Comitatus statute” by passing “the 

Defense Authorization Act of 1982 (passed in late 1981)” (Dunn 1996: 106). This law 

added “a new chapter to U.S. law regarding the use of the military, entitled ‘Military 

Cooperation with Civilian Law Enforcement Officials’” (Dunn 1996: 106). As a result, 

“military personnel were now explicitly allowed to assist (not just support) civilian law 

enforcement agencies in newly specified ways—by operating and maintaining military 

equipment loaned to federal law enforcement agencies” (Dunn 1996: 106, emphasis in 

original). The Secretary of Defense was also empowered “to make any military base or 

research facility available ‘to any federal, state, or local civilian law enforcement official 

for law enforcement purposes’” (Dunn 1996: 107). Military personnel were authorized 

“to share with federal, state, and local law enforcement officials any information 

collected during the normal course of military operations” (Dunn 1996: 107). The 

military was also permitted to offer “expert advice” to law enforcement officers, provided 
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that this advice was pertinent to enforcing drug laws (Dunn 1996: 107; Coyne and Hall 

2018: 110). While the military could assist law enforcement officers “to maintain and 

operate loaned military equipment,” their authorization to do so “was limited to agencies 

with the jurisdiction to enforce drug, customs, and immigration laws” (Dunn 1996: 107, 

emphasis in original). This set the stage for the militarization of border operations. 

U.S. officials established several task forces throughout the 1980s to facilitate 

these collaborations between military and law enforcement officers. In 1982, officials 

established a drug interdiction task force called the South Florida Task Force on 

Organized Crime. In March 1983, this interagency drug interdiction approach “was 

extended to the borderlands…when President Reagan created the National Narcotics 

Border Interdiction System (NNBIS)” (Dunn 1996: 109). Both projects were led by Vice 

President George H.W. Bush.  

In 1986, President Ronald Reagan declared drug trafficking a national security 

threat. That year, Vice President Bush and Attorney General Edwin Meese built on the 

NNBIS model to establish Operation Alliance. Operation Alliance “was an ongoing effort 

to interdict drugs along the border, based on the coordination of local, state, and federal 

law enforcement agencies, with the military playing a support role” (Dunn 1996: 113). 

These task forces enabled the military to lend aircraft, sea vessels, night vision goggles, 

and other hardware to law enforcement agencies. They also promoted communication 

between military and law enforcement agencies, including joint training exercises in the 

borderlands.   
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Operation Alliance expanded the power of various law enforcement officers by 

deputizing them to carry out forms of law enforcement that were previously outside their 

purview. For instance, “[t]he Customs Service granted not only all Border Patrol agents 

but also some 600 local and state law enforcement officials in the border area, the 

authority to enforce contraband laws (Title 19, U.S. Code)” while “the DEA granted drug 

enforcement authority to all Border Patrol and Customs Service agents in the border 

region (Title 21, U.S. Code)” (Dunn 1996: 114). The result was that law enforcement 

officers from multiple agencies increased the scope of their powers, including the power 

to work around traditional constitutional constraints pertaining to warrantless searches.  

Bureaucrats also used Operation Alliance to create new organizational forms 

within and between their agencies. This included “the establishment of two aviation 

support center facilities in Texas as well as a Southwest Border Tactical Operations 

Center in Houston to coordinate the drug interdiction efforts of federal, state, and local 

agencies” (Dunn 1996: 115). Similarly, “at the local level, border-area officials claimed 

to have established 18 Border Alliance groups and nine anti-air smuggling groups (all of 

which were joint task forces in different locations along the border)” (Dunn 1996: 115). 

Temporary organizations were also sometimes established, such as “interagency task 

forces of about 75 federal agents [that] conducted ‘mobile corridor operations’ in which 

they were sent to a specific section of the border to enhance enforcement efforts for two 

or three weeks at a time” (Dunn 1996: 115).  

Drug trafficking was not the only perceived crisis occurring during the 1980s. 

Riots at INS detention centers created an additional, albeit smaller, crisis that prompted 
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further militarization. The Border Patrol Tactical Unit (BORTAC) was founded in 1984 

“to serve a civil disturbance function in response to rioting at legacy Immigration and 

Naturalization Service detention facilities” (CBP 2014). The new organization cultivated 

a military mindset. BORTAC’s agents model themselves after soldiers, and “BORTAC’s 

Selection and Training Course (BSTC) was designed to mirror aspects of the U.S. Special 

Operations Forces’ selection courses” (CBP 2014). BORTAC is essentially the Border 

Patrol’s equivalent to a Special Weapons and Tactics (SWAT) team.  

Throughout the 1990s, the drug war continued. Highly publicized “dramatic 

images of illegal immigrants rushing across the border” also created a secondary 

perceived crisis around unauthorized immigration and the insecurity of borders (Andreas 

2009: 13). The border was also made even more salient by public debates surrounding the 

North American Free Trade Agreement (NAFTA), which placed U.S.-Mexico relations 

in the foreground of public conversations. All of these created entrepreneurial 

opportunities for further escalation at the border.  

The Border Patrol hired thousands of additional agents and stationed them at 

strategic locations such as major cities. These agents were supplied with new surveillance 

equipment and other military hardware. This strategy disrupted previous migration 

routes, diverting migrants to more dangerous routes in the desert (Cornelius 2001).  

Shortly after, another crisis, the terrorist attacks of September 11th, 2001, created 

additional entrepreneurial opportunities for border militarization. In response to the 

attacks, INS officials used “federal immigration laws to detain aliens suspected of having 

possible ties to terrorism” (U.S. Department of Justice Office of the Inspector General 
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2003: 1). Numerous people were swept up in this process. “Within 2 months of the 

attacks, law enforcement authorities had detained, at least for questioning, more than 

1,200 citizens and aliens nationwide” (DOJ OIG 2003: 1).  

The FBI’s investigation of the 9-11 attacks was known as “PENTTBOM.” The 

INS “detained 762 aliens as a result of the PENTTBOM investigation” (DOJ OIG 2003: 

2). These “special interest” cases involved more secrecy than prior immigration cases. 

“Immigration hearings, traditionally open to the press and to the public, were closed in 

the so-called special interest cases” (Dow 2004: 22). Hearings were also kept off printed 

court calendars, clerks withheld information from attorneys regarding their clients’ 

hearings, and stamps that said “Do not disclose contents of this record” were used on the 

files for these cases (Dow 2004: 22-23).  

The Department of Justice (DOJ) worked to limit the power of judges to release 

these detainees. For instance, “the Justice Department announced that it could now 

invoke an ‘automatic stay’ to keep certain people detained even if an immigration judge 

ordered them released” (Dow 2004: 23). Immigration judges were already employed 

directly by the DOJ rather than serving in the judicial branch. This deviation from 

separation of powers led Robert Kahn to call immigration judges “bureaucrats in judges’ 

robes” (quoted in Dow 2004: 23).  

Eight days after the 9-11 attacks, Attorney General John Ashcroft announced “a 

new rule authorizing the INS to detain aliens for forty-eight hours without charging 

them” (Dow 2004: 23). Previously “it could have legally done so for only twenty-four 

hours” (Dow 2004: 23). This “allowed the INS to detain an alien indefinitely—that is, for 



61 

 

an undefined ‘reasonable period of time’—in the event of an ‘emergency or other 

extraordinary circumstance’” (Dow 2004: 23).  

These expansions of secrecy and detention powers expanded the discretionary 

power that bureaucrats at the INS, and the DOJ more broadly, had at their disposal. The 

terrorism crisis created non-pecuniary profit opportunities for bureaucrats to expand their 

range of permissible actions. In addition, FBI whistleblower Coleen Rowley argued that 

the PENTTBOM investigations served a public relations function for bureaucrats. 

“Headquarters encouraged more and more detentions for what seemed to be essentially 

PR purposes,” Rowley contended. She explained that “[f]ield offices were required to 

report daily the number of detentions in order to supply grist for statements on our 

progress in fighting terrorism” (quoted in Dow 2004: 26).  

In addition to expanding the power of existing agencies, the crisis provided 

opportunities to reorganize existing agencies and create new ones. Legislators voted to 

pass the Homeland Security Act of 2002 (HSA), which was then signed into law by 

President George W. Bush on November 25, 2002. The Homeland Security Act passed 

the Senate with 90 senators voting for, nine voting against, and one not voting.2 This law 

created the Department of Homeland Security (DHS), and established a department 

within DHS called the Border and Transportation Security (BTS) directorate (Department 

of Homeland Security Office of Inspector General 2005: 1).  

 
2 Information on this roll call vote can be found at 

https://www.senate.gov/legislative/LIS/roll_call_lists/roll_call_vote_cfm.cfm?congress=107&session=2&v

ote=00249  

https://www.senate.gov/legislative/LIS/roll_call_lists/roll_call_vote_cfm.cfm?congress=107&session=2&vote=00249
https://www.senate.gov/legislative/LIS/roll_call_lists/roll_call_vote_cfm.cfm?congress=107&session=2&vote=00249
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However, in 2003 the president introduced a new organizational structure, which 

would no longer feature BTS. The old duties of the INS were now to be handled by the 

United States Customs and Immigration Service (USCIS), Customs and Border 

Protection (CBP) and Immigration and Customs Enforcement (ICE). USCIS handles 

applications for work visas, citizenship, and other authorized immigration. CBP handles 

enforcement on the border itself, including the Border Patrol. ICE handles a broader 

range of investigative, detention, and law enforcement efforts within the interior of the 

country. Their presence within DHS means that border security and immigration 

enforcement are strongly tied to national security and counter-terrorism concerns.  

The war on terror also enabled BORTAC to expand their reach. After the 

September 11th terror attacks, the 9/11 Commission investigated the causes and lead up to 

the attacks and wrote a lengthy report noting that “9/11 has taught us that terrorism 

against Americans ‘over there’ should be regarded just as we regard terrorism against 

Americans ‘over here.’ In this same sense the American homeland is the planet” (quoted 

in Miller 2019a: 6).  Some international efforts by American border security officials 

preceded 9/11, but the attacks empowered BORTAC agents to expand these efforts. For 

instance, BORTAC “supported U.S. military actions such as Operation Enduring 

Freedom in Afghanistan and Operation Iraqi Freedom” (Miller 2019a: 4). BORTAC has 

also operated in countries such as Jordan, Haiti, Colombia, Peru, Panama, Belize, 

Mexico, Kenya, Costa Rica, Guatemala, Ukraine, Kosovo, Argentina, Ecuador, Armenia, 

and Honduras (Miller 2019a: 4).  
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These types of foreign operations require cooperation with the U.S. State 

Department, and they also encourage engagement between BORTAC, various branches 

of the U.S. military, and other federal agencies. During Operation Iraqi Freedom, 

“BORTAC agents trained the Iraqi border police and its tactical team from 2006 to 2011, 

serving as advisors and working alongside Iraqi border patrol in the field” (Miller 2019a: 

4). More recently, BORTAC officers worked throughout Central America as part of the 

Central America Regional Security Initiative, or CARSI (Miller 2019a). When the 9-11 

attacks enabled BORTAC to expand their operations abroad, they therefore also 

increased the entanglement between BORTAC, the military, and national security 

bureaucracies more generally. 

3.3.2 Contractors and Cronyism 

Prediction 2 suggests that once new powers, tools, and organizational 

arrangements are introduced, private contractors will engage in rent-seeking and build 

connections with political decision-makers to seize associated political profits. Evidence 

for this prediction exists after the passage of the Homeland Security Act of 2002.  

The Homeland Security Act resulted in border security and immigration 

enforcement occurring under the direction of the Department of Homeland Security 

(DHS), which answers to the House Homeland Security Committee. Since DHS includes 

not just border security bureaucracies, but also the U.S. Coast Guard and the 

Transportation Security Administration (TSA), there are multiple agencies within DHS 

that can offer contracts to defense contractors. This increases the expected profits 

associated with lobbying and influencing legislators and staff on the committee. 



64 

 

Private contractors have acted to seize these profit opportunities. As Miller 

(2019b) explains: 

The border-security corporations also make the biggest campaign contributions to 

members of the strategic House Homeland Security Committee, which handles 

legislation on border and immigration control. Between 2006 and 2018, Lockheed 

Martin, General Dynamics, Northrop Grumman, Raytheon, Boeing contributed a 

total of $6.5 million to members of the committee. In the 115th Congress (2017–

2018), Northrop Grumman donated $293,324, General Dynamics $150,000 and 

Lockheed Martin $224,614. (Miller 2019b: 4) 

 

These campaign donations maintain a symbiotic relationship between defense contractors 

and legislators on the committee, encouraging them to sponsor and vote for legislation 

that funds purchases of military hardware. 

Consider the Department of Homeland Security Appropriations Act of 2018 (H.R. 

3355). Representatives of defense contracting firms engaged in extensive lobbying to 

support this bill and influence its contents. To influence the bill, “representatives of 

General Dynamics lobbied 44 times, Northrop Grumman 19, Lockheed Martin 41 and 

Raytheon 28, in addition to a number of other lobbyists representing these firms and 

other border-security giants including L3 Technologies, IBM and Palantir” (Miller 

2019b: 4). Eventually, H.R. 3355 was incorporated into the Consolidated Appropriations 

Act of 2018 (H.R. 1625). In its final form, that bill allocated $55.6 billion to the 

Department of Homeland Security as a whole, $16.357 to CBP, and $7.452 billion to 

ICE. Within the CBP budget, the bill allocated $2,281,357,000 to “procurement, 

construction, and improvements, including procurements to buy marine vessels, aircraft, 

and unmanned aerial systems” (H.R. 1625). CBP’s operations and support budget of 

more than $11 billion also included provisions for “the purchase and lease of up to 7,500 
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(6,500 for replacement only) police-type vehicles…[and] the purchase, maintenance, or 

operation of marine vessels, aircraft, and unmanned aerial systems” (H.R. 1625).  

That recent budget bill illustrates how this lobbying works. Miller explains the 

scale of that lobbying as follows: 

Lobbying on homeland security – of which border militarization is a significant 

part – has increased significantly in the last 17 years, involving many of the 

border-security corporations. In total, from 2002 to 2019 there were nearly 20,000 

reported lobbying visits related to homeland security. In 2003 Northrop Grumman 

was the top lobbyist, reporting five lobbying visits where it was one of 385 clients 

with 637 reported visits. … In 2006, this more than doubled: 724 clients with 

1,428 reported visits, led by Lockheed Martin, Accenture, Boeing, Raytheon, and 

Unisys. And in 2018, there were 677 clients with 2,841 visits listed: including top 

CBP and ICE contractors Geo Group, L3 Technologies, Accenture, Leidos, 

Boeing, CoreCivic, and also companies such as Facebook, Microsoft, and Visa. 

(Miller 2019b: 4). 

 

Clearly, defense contractors and other firms working in border security expend 

significant resources on lobbying. 

There are other ways that defense contractors curry favor with legislators beyond 

hiring registered lobbyists. “For example, between 2000 and 2005, General Atomics 

spent around $660,000 on 86 trips for legislators, aides, and their spouses to build support 

for its business” (Miller 2019b: 5). General Atomics has received millions of dollars from 

DHS and CBP to produce drones (General Atomics 2005, 2009).  

Legislators are not the only public officials who influence the purchasing and 

procurement of military hardware for border security purposes. The employees of 

agencies such as DHS, CBP, and ICE also play a significant role in requesting, 

purchasing, and using military hardware. Private contractors build relationships with 

these bureaucrats to seek profitable contracts with them. 
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One way to do this is through meetings at conferences and trade shows. Since 

2005, a Border Security Expo has been held each year, bringing together leaders from 

DHS, ICE, CBP, and many of the largest contractors. These meetings provide an 

opportunity for contractors to advertise their products to bureaucrats through booths in an 

exposition hall as well as through presentations. The meetings serve to inform 

bureaucrats about the various products offered by contractors while presenting an 

opportunity for the development of personal relationships. Miller (2019b: 5) explains that 

“The event currently includes a pre-Expo golf day where Homeland Security and industry 

executives can meet casually and discuss future prospects and possible contracts.” Each 

expo serves to “encourage a common perspective, language and policy approach. This is 

backed up by the personal networking at lunches, coffee breaks and dinners that will 

cement cooperation for years to come” (Miller 2019b: 5).3 

Another way a contractor can build relationships with public officials is by hiring 

a former official. This official knows the norms within the bureau they worked at, and 

they have a range of social and professional contacts within the public sector that can 

ease the negotiating process. The resulting “revolving door” creates incentives for 

bureaucrats to alter their behavior to benefit their prospective future employers, and it 

also creates incentives for employees of politically connected firms to alter their behavior 

to please public officials.  

Former Secretary of Homeland Security John F. Kelly has taken more than one 

trip through the revolving door. Until 2016, he was the commander of U.S. Southern 

 
3 For a discussion of similar conferences in the airport security industry, see Podemska-Mikluch and 

Wagner (2017).  
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Command, or SOUTHCOM, within the Department of Defense. He then worked as an 

advisor for Dyncorp International, which contracts extensively with the Pentagon. 

Dyncorp paid him $166,666 (Project On Government Oversight; Office of Government 

Ethics 2014). Later in 2016 Kelly was nominated as Secretary of Homeland Security 

where he could influence policies regarding unaccompanied minors who attempt to cross 

the border. Prior to working at DHS, he had served on the board of directors of DC 

Capital Partners (Office of Government Ethics 2014). While Kelly was working in the 

White House, DC Capital Partners “purchased a company that operated one 

unaccompanied migrant children shelter in Homestead, Florida” (Kates 2019). DC 

Capital Partners then “folded that company into” Caliburn International, “the operator of 

the nation's largest shelter for unaccompanied migrant children” (Kates 2019). Kelly now 

sits on the board of directors of Caliburn International.  

This story is not unique. Miller (2019b: 70) identified “177 people who have gone 

through the DHS revolving door and 34 people who have both worked for the House 

Homeland Security Committee and a lobbying firm.” While working in the public sector, 

each of these individuals had incentives to act in a manner that would endear them to 

future employers. Moreover, when they were hired in the private sector, they brought 

their social ties and knowledge of the public sector. Hiring them may have been an act of 

entrepreneurship by the firms, who saw a profit opportunity associated with making deals 

with legislators and bureaucrats. However, they also brought specialized knowledge and 

human capital related to homeland security issues, so it is difficult to disentangle how 
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much of the revolving door is a result of specialization and how much is an attempt to 

secure future deals.    

Consistent with Prediction 2, private contractors act entrepreneurially to build 

crony relationships with public officials and receive profitable contracts. This also creates 

profit opportunities for bureaucrats and legislators. These profit opportunities resulted 

from a prior act of political entrepreneurship, namely the creation of DHS.  

3.3.3 Mission Creep 

Prediction 3 suggests that after new powers, tools, and organizational 

arrangements are introduced, bureaucrats and politicians will use them to address matters 

that are distant from the initial purpose. For bureaucrats, political profits often take the 

form of increased power, discretion, and budgets. Using one’s powers in new arenas can 

help secure all of these. Each new power creates entrepreneurial opportunities for 

bureaucrats who will apply it in new ways, which is often called mission creep. 

Politicians who wish to expand the powers at their disposal can engage in similar 

entrepreneurship.  

BORTAC was originally developed to control riots at INS facilities. This is well 

within the purview of the INS, as it involves directly policing their own facilities. The 

scope of BORTAC activity, however, has expanded over time. Much of this has remained 

policing along the border, related to immigration enforcement, drug interdiction, and 

stopping human trafficking.  

However, the Border Patrol has the authority to conduct stops or searches 

anywhere within 100 miles of a U.S. border. This includes the coasts, which means that 
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most major coastal cities fall within this border zone. The Border Patrol therefore has 

jurisdiction within major metropolitan areas, including areas we would not typically 

consider part of the borderlands (Anthony 2020). One result is that Border Patrol agents 

can police locations that we would not ordinarily consider arenas for border enforcement. 

During the 1992 Los Angeles riots, four hundred BORTAC agents were sent to 

the city to aid police. They primarily policed Latino neighborhoods. The BORTAC 

agents “arrested over 1,000 suspected illegal immigrants” (Nagengast 1998: 41). 

BORTAC made 10% of the total arrests that occurred throughout the riots. “More than 

700 of the 1,000 individuals detained were immediately deported” (Nagengast 1998: 41). 

While this was arguably within BORTAC’s immigration enforcement mission, it also 

brought militarized policing and lower due process standards into a matter of 

metropolitan policing and civil unrest. In 2020, BORTAC operations expanded into the 

interior of the United States yet again. DHS deployed BORTAC officers to American 

cities, including Chicago and New York, so they could assist ICE agents in carrying out 

deportations (Dickerson and Kanno-Youngs 2020). BORTAC is part of CBP, which 

handles exterior border enforcement rather than immigration enforcement in the interior. 

Their presence in midwestern cities like Chicago was therefore unusual. Later that year, 

BORTAC reprised their role policing riots and protests in metropolitan areas such as 

Portland, Oregon. These BORTAC operations were far removed from immigration, drug 

interdiction, and border security, and instead focused on crowd control, arresting 

protesters, and protecting federal property (Levinson and Wilson 2020). Militarized 
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tactics were transferred from border policing to internal policing, in the process raising 

concerns around federalism, police militarization, and the right to protest.   

Similar mission creep has occurred with the use of military hardware. CBP’s 

hardware and militarized tactics have become a fixture at the annual Super Bowl. In 

2002, DHS declared the Super Bowl a “national security special event,” directing federal 

agents to secure the event alongside local police (Shelby et al. 2020: 313). CBP uses 

military hardware to assist in these security operations. In 2010, CBP agents flew 

Blackhawk helicopters to enforce a “thirty-mile no-fly zone…around the stadium” on 

game day (Miller 2014: 13). Border Patrol agents also conducted searches at nearby 

Amtrak and Greyhound stations, operated surveillance towers, and used devices such as 

Forward Looking Infrared Radiometers to monitor the area (Miller 2014: 11-19). In 2019, 

“U.S. Customs and Border Protection’s Air and Marine Operations and Office of Field 

Operations Special Response Team provided air space security before Super Bowl LIII in 

Atlanta, Georgia” (Shelby et al. 2020: 314). CBP carries out these operations in the name 

of counterterrorism. This empowers them to bring military hardware and tactics from the 

border into American cities. It also enables a private event to outsource event security to 

militarized federal police.  

CBP’s drone program also enables mission creep. CBP purchases drones to 

engage in border surveillance, often in the name of national security. However, CBP is 

not the only agency that uses these drones. Flight logs show that CBP used drones to 

gather information for other federal, state, and local law enforcement agencies over 700 

times from 2010 to 2012 (Lynch 2014). More recent logs show that “CBP loaned drones 
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to state and local law enforcement on 15 occasions, and 53 times to federal U.S. agencies, 

from July 2016 to August 2017” (McKay and Mehrotra 2020). North Dakota police used 

a CBP drone to surveil protests opposing the Dakota Access pipeline in 2016 (Parrish 

2019). In 2020, CBP used drones and other aircraft to surveil Black Lives Matter protests 

in 15 major American cities. Data from these flights was “fed into a digital network 

managed by the Homeland Security Department, called ‘Big Pipe,’ which can be 

accessed by other federal agencies and local police departments for use in future 

investigations” (Kanno-Youngs 2020).  

These instances of mission creep are consistent with Prediction 3. Once a tactic, 

power, or technology is introduced, political entrepreneurs exploit new opportunities to 

use it. As Jay Stanley of the American Civil Liberties Union explains, “technologies that 

are sold for one purpose, such as protecting the border or stopping terrorists…often get 

repurposed for other reasons, such as targeting protesters” (quoted in Parrish 2019).  

3.4  Conclusion 

In response to perceived crises, political entrepreneurs in both the public sector 

and the private sector militarized American border security efforts. Each act of political 

entrepreneurship benefited the political entrepreneur and created profit opportunities for 

future political entrepreneurs. These include opportunities for private contractors to profit 

through cronyism and rent seeking, as well as opportunities for public officials to apply 

powers in new arenas, causing mission creep.  

This analysis suggests that new programs and powers related to policing, 

immigration control, and national security can have long-term effects on activities in both 
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the public sector and the private sector. Policy proposals can be evaluated not just by 

examining their suitability for short-term public policy objectives, but also in-light of 

their long-run impacts. Each new program is likely to be wielded to address concerns far 

removed from its initial policy justification. 

Understanding border militarization as an entrepreneurial process also has 

implications for constitutional political economy. Political entrepreneurs act creatively to 

secure advantages from the political process. In doing so, they often expand the scope of 

political power in ways that constitutional designers could not foresee (Devins et al. 

2015). Constitutional designers cannot foresee all future crises or the creative ways that 

entrepreneurs will respond to them. This suggests that constitutional design will be 

insufficient to solve the “paradox of government,” a long-standing question of how 

government can be simultaneously empowered and constrained. Empowering 

government to protect the rights of citizens does not mean empowering an impartial 

referee to enforce well-defined laws. It means empowering self-interested and creative 

political entrepreneurs. In a dynamic world where crises arise, these entrepreneurs will 

discover new profit opportunities associated with expanding their own powers. Border 

militarization is an entrepreneurial process, and it is an illustrative microcosm of the 

process by which governments grow.  
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