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CCrriittiiccaall  IInnffrraassttrruuccttuurree  PPrrootteeccttiioonn
Professor Tomasz Arciszewski and Dr. Rafal Kicinger

Department of Civil, Environmental, and Infrastructure Engineering, 
George Mason University

Prof. Arciszewski and Dr. Kicinger presented 3 posters of ongoing research on various aspects of
critical infrastructure protection.  The first poster, called "Proactive Infrastructure Security: From
Evolutionary Approaches to the Use of Cellular Automata," provided an overview of research activi-
ties conducted by a team of researchers in the CEIE Department at GMU. It discussed several novel
approaches to security of complex infrastructure systems (based on evolutionary, co-evolutionary,
and cellular automata models), which were utilized in the development of a class of computer tools
for infrastructure protection.  The poster also presented various computer tools for evolutionary and
co-evolutionary generation of terrorist and security scenarios developed at George Mason University
for infrastructure protection.

The second poster, "Security of Transportation Systems: An Evolutionary Approach," reported prelimi-
nary results on using evolutionary models to determine the most vulnerable points of a transporta-
tion system. This work was conducted by Zbigniew Skolicki, Professor  Mohan Venigalla, and
Professor Tomasz Arciszewski.  Evolutionary models were applied in the specific context of the
National Highway Planning Network inside Washington, DC. It considered approximately 300 links,
210 miles, and about 20 external & 10 internal zones.  In the course of this research a Route
Optimization Model for Evolutionary Networks (ROMEN) has been developed and evolutionary tools
working with ROMEN allowed the evolution of terrorist attacks and identification of corresponding
countermeasures.

The third poster, "Improving the Security of Water Distribution Systems using a Co-evolutionary
Approach," presented advanced co-evolutionary approaches to determine strategies for protecting
water distribution systems from contamination attacks.  This research was conducted by Zbigniew
Skolicki, Professors Mark Houck and Tomasz Arciszewski.  A hypothetical water distribution network
was selected as a representative for a typical community of 10,000-20,000 people.  It provided a
realistic network configuration covering the area of about 4 square miles and production of 2-3 mil-
lion gallons of water per day.  Co-evolutionary tools were combined with a state-of-the-art water sim-
ulation system called EPANet to allow the evolution of terrorist attacks and defense strategies.  The
obtained results provided interesting insights into the existing vulnerabilities of the water distribution
system as well as best mitigation strategies.
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