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ABSTRACT 

 
 
 
EVALUATING RESILIENCE IN THE WATER SECTOR:  APPLICATION OF THE 
UTILITY RESILIENCE INDEX (URI) 
 
Kevin M. Morley, Ph.D. 
 
George Mason University, 2012 
 
Dissertation Director: Dr. Sharon deMonsabert 
 
 
 

This research seeks to develop an all-hazard resiliency index to evaluate the level of 

preparedness within water sector utilities. A system level assessment is developed to 

support the prioritization and distribution of limited resources. The index is dependent on 

individual utility data to establish the baseline, and the indicators used are derived from 

data that are regularly available to a utility manager. When the indicator data are 

aggregated and normalized, the index provides a functional representation of a utility’s 

current state of resilience. The all-hazard utility resilience index is critical to facilitating 

the rapid assessment of potential gaps in a utility’s capacity to respond and recover 

quickly from an incident. The Utility Resiliency Index (URI) supports decision 

management for resource allocation to mitigate and/or enhance observed deficiencies. 
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1 INTRODUCTION 

 

The state of security and preparedness in the water sector has evolved 

significantly since J. Edgar Hoover (1941) noted the water sector’s criticality to the 

nation’s economy in the months before Pearl Harbor. Incidents in the past two decades 

(such as the Oklahoma City bombing, 9/11, and Hurricane Katrina) have triggered a mix 

of legislative, regulatory and voluntary actions that have motivated the nation’s critical 

infrastructure sectors to develop a strategic all-hazard approach to security and 

preparedness (Morley, 2007, 2009). Congressional reaction to the tragic terrorist attacks 

on September 11, 2001 mandated drinking water systems serving populations of 3,300 

or more to complete a vulnerability assessment (VA) and emergency response plan 

(ERP) under provisions of the Public Health Security and Bioterrorism Preparedness Act 

of 2002 (hereafter “BT Act”). Of the approximately 52,000 drinking water systems in the 

United States, the BT Act required action by 8,487 drinking water systems (U.S. 

Environmental Protection Agency, 2003) which collectively supply drinking water to 

approximately 80% of the US population.  

Historically, the water sector has been a leading steward of public health and the 

environment. Water utility owners/operators recognize their responsibilities to the public, 
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and have implemented voluntary security and preparedness enhancements. However, 

the VA/ERP requirements of the BT Act were a one-time action, and as the memory of 

September 11, 2001 grows more distant, the importance of maintaining vigilance gathers 

competition for importance. The all-hazard risk management strategy of the water sector 

must compete with a growing number of regulatory mandates (Roberson, 2011) for 

limited resources in a highly constrained budgetary environment.  

Whether based on the idea that “this kind of thing doesn’t happen here” or simple 

economics, there remains a significant need to communicate risk within the water sector 

to both utility owner/operators and policy decision makers. An all-hazard risk 

management framework recognizes that terrorism may not be the highest probability 

threat in most localities relative to the known probabilities of other incidents such as 

hurricanes, earthquakes, tornadoes or floods. In fact the risk management strategies 

implemented for responding to natural hazards often have direct value in preparing a 

utility for actions that may be necessary when responding to a terrorism incident. The 

exception here would be scenarios associated with Chemical-Biological-Radiological-

Nuclear (CBRN) incidents, which often require specialized capabilities not typically found 

in the water sector.  

The absence of a clear conceptualization of risk has impaired the ability of critical 

infrastructure sectors and decision makers to properly examine the resource allocations 

necessary to address known capability gaps (Willis, 2007; Haimes, Crowther, & 

Horowitz, 2008). Risk is the principal driver, but a fundamental gap and key for 

sustainable management, is the limitation on characterizing resilience, i.e. the ability to 

withstand and/or rapidly recover from an incident. Integration of security and 
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preparedness into utility sustainability evaluation approaches has recently been 

considered and applied (Santora & Wilson, 2008; Liner, deMonsabert, & Morley, 2012).  

Resilience continues to evolve as an essential component in effective utility 

management.  

The development of an all-hazard Utility Resiliency Index (URI) is needed to 

support the rational prioritization of critical resources to enhance resilience. In addition, a 

URI based on reliable and readily available data allows for replication over time, ease of 

application and transparency. 

1.1 Contribution to the Field 

The importance of this research to develop the URI is supported in part by the 

following quotes from leading risk management experts: 

[T]he development of a common methodology to identify and measure 

risk and vulnerability to disasters in order to define disaster-risk 

management and disaster-relief priorities is still not sufficiently developed 

(Birkmann, 2007). 

The increase in, and accumulation of, vulnerability is truly alarming, as is 

the lack of consciousness and responsibility regarding this issue on the 

part of decision-makers, political authorities and communities themselves 

(Cardona, 2004). 

This research contributes to the water sector’s need for a balanced approach to 

risk management that integrates the principles of resilience. The system level approach 
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proposed for the URI elevates resilience as a key dimension of utility risk management. 

The URI research approach is based on the following: 

 Develop a simple indexing method based on commonly available utility data 

to support the evaluation of a utility’s current state of resilience. 

 Demonstrate the application of the URI in assessing a cross-section of 

utilities in the water sector.  

 Verify and validate the methodology using utility and expert evaluations and 

views.  
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2 REVIEW OF PRIOR RESEARCH 

The principles of environmental assessment can be applied to risk management 

for the purpose of security and preparedness. Several efforts have been made to 

evaluate natural disaster risks at global and regional levels (Alessa et al., 2008; 

Birkmann, 2007; Borden, Schmidtlein, Emrich, Piegorsch, & Cutter, 2007; Cardona, 

2004; Turner et al., 2004; Villagrán, 2006b). The existing body of research consists of a 

myriad of modeling and methodological approaches that parallel each other, but no 

single approach is consistently advanced. All approaches are influenced heavily by the 

problem definition, meaning the management focus is skewed by the cause that triggers 

an effect. It is notable that a recent review of the Department of Homeland Security’s 

(DHS) approach to risk analysis by the National Research Council (2010) concluded 

that it is “not yet clear that [DHS] is on a trajectory for development of methods and 

capability that is sufficient to ensure reliable risk analyses other than for natural 

disasters.” At this time there is seemingly no singular framework for risk/vulnerability 

assessment (Government Accounting Office, 2010a, 2010b; Thywissen, 2006) that fully 

incorporates or addresses the critical element of resilience.  

A focal point of Presidential Policy Directive 8 – National Preparedness (2011), is 

aimed at strengthening the security and resilience of the United States based on “an 

integrated, all-of-Nation, capabilities-based approach to preparedness.” An objective of 

this research is the development of an appropriate set of indicators to support the  
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integration of resilience into the all-hazard risk assessment framework used by the water 

sector.  The application of the URI will facilitate the implementation of appropriate risk 

management strategies and prioritization of security and preparedness resources.  

Key audiences for the findings of this research are utility owners/operators and 

policy leaders with whom it is essential to communicate high level risk management 

needs and priorities. The URI must quickly and easily convey scale and/or magnitude 

relative to potential resource allocation decisions, i.e. funding of hazard mitigation efforts 

by federal, state, and local sources. The public health community has sought to develop 

similar assessments to support evaluations of various health hazards based on mortality 

(Borden & Cutter, 2008) and more recently community vulnerability to natural disasters 

(Flanagan, Gregory, Hallisey, Heitgerd, & Lewis, 2011). However, the limiting factor that 

most of these assessments have in common is that they are based on a singular, causal 

relationship between the effect and the hazard, i.e. deaths associated with a particular 

hurricane or flood. While these types of assessments provide important benchmarks, the 

narrow scope does not support a broader application of the information for risk 

management purposes. The URI seeks to be independent of cause by focusing 

specifically on actions that can inform the utility of the capabilities necessary to properly 

manage potential consequences. This maxim – focus on the effect versus the cause – 

has been suggested before by a distinguished panel of water utility leaders that were 

convened by the American Water Works Association (AWWA) to discuss security and 

preparedness (Elwell, Cotruvo, Kelley, LaFrankie, & Miller, 1984). 
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2.1 Risk and Resilience Framework Definitions 

The pre- and post-9/11 national homeland security policy frameworks generated 

a disproportionate focus on terrorist based threats. This focus has significant limitations 

because of intelligence gaps. More specifically, any developed intelligence is unlikely, if 

ever, to be shared openly to inform the critical infrastructure owners/operators in a timely 

manner. Therefore such intelligence is not informative outside a classified setting for 

facilitating efficient resource allocation for risk management purposes. The implication to 

risk management is a redirection of resources to manage vulnerability and/or 

consequence as opposed to threat management. A utility’s ability to directly address 

terrorism based threats is limited; they are not in the business of counterterrorism. The 

latter is principally a law enforcement and national security mission, with the possible 

exception being the management of the insider threat, meaning employees and 

contractors for which the utility has direct oversight (National Infrastructure Advisory 

Council, 2008; Archuleta, 2009).  

Despite the limitations on information regarding the probability of terrorism 

relative to other threats, such as hurricanes or earthquakes, it remains the dominate 

focus of resource allocations for risk management (Willis, 2007; Boin & McConnell, 

2007; Roberts, 2007). In many instances no resources are provided due to a decision 

makers’ inability to relate to the probability of a terror incident in the community they 

serve, i.e. Small town USA versus New York City or Los Angeles. Numerous 

approaches to risk assessment have been developed, and the current national paradigm 

is based on risk as calculated (Eq. 1) per the National Infrastructure Protection Plan 
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(NIPP) (2007), which was prepared in support of Homeland Security Presidential 

Directive -7 (2003). 

 

 

 (Eq. 1) 

 

 

The NIPP approach has served to elevate awareness, but the typical 

owner/operator of critical infrastructure has limited if any ability to alter the threat (T) 

variable and therefore it remains constant. In other words, owners/operators of critical 

infrastructure are not in a position to influence the intent of a terrorist or other malevolent 

actor. The point being that an inordinate amount of attention is given to the threat 

variable as the source and root cause of risk, rather than focusing attention on measures 

to prepare for and respond to potential consequences regardless of cause. There is a 

need to be prepared to manage the effect of any incident, which necessitates a need to 

better understand an entities level of resilience. The Boy Scouts of America motto – Be 

Prepared – is the simplest articulation of this principle. Resilience can also be reframed 

as an assessment of an entities’ lack of preparedness. 

 In the international literature the framework that seems to be most 

consistently repeated is primarily based on risk as a function of following key risk 

management policy elements (Villagrán, 2006a) (see Figure 1): 

o Hazards – the possibility of natural phenomena happening in a certain location; 
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o Vulnerabilities – pre-existing conditions that make infrastructure, processes, 

services and productivity prone to be affected by an external event; and, 

o Deficiencies in preparedness – conditions that inhibit a community or society 

from responding in an efficient and timely manner to minimize the impact of the 

event in terms of fatalities or losses. 

 

 

 

 

Figure 1. Dimensions of Risk. (Villagrán, 2006a) 

 

 

 

The international discourse is significantly contrasted by the US homeland 

security policy noted previously in which the strategies are heavily focused on the 

terrorism threat domain. Policy actions to mitigate risk prior to September 11, 2001, were 

principally driven by the April 19, 1995  bombing of the Alfred P. Murrah Federal Building 

Vulnerability 

Hazard 

Risk 

Deficiencies in 

Preparedness 
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in Oklahoma City. This event led to street closings around the White House and 

triggered similar physical security protections around various federal government 

buildings, including the Senate and House offices and U.S. Supreme Court. The 

Oklahoma City incident set in motion a series of initiatives focused on evaluating the 

threat and vulnerability to physical acts of terrorism (PDD-63, 1998). This emphasis was 

amplified significantly following the multi-pronged attack by Al Qaeda operatives on 

September 11, 2001. The latter led to the promulgation of the current homeland security 

policies, including, but not limited to, the formation of DHS and multiple Homeland 

Security Presidential Directives (HSPDs) nearly all of which are principally focused on 

combating or detecting acts of terrorism.  

An equally notable incident, in terms of shaping national homeland security 

policy, occurred on August 29, 2005, when Hurricane Katrina devastated communities 

along the Gulf of Mexico. The impact a hurricane can have on an area is nothing new, 

but what differentiated Hurricane Katrina from others in history was the geographic scale 

and affected population. While 9/11 was devastating to the national psyche and the 

affected families, it was relatively isolated in terms of geographical impact. Both 

incidents had significant economic impacts locally and nationally, but a key difference 

was the total scale. Hurricane Katrina displaced over 1.5 million people across 90,000 

square miles representing the single largest movement of people in the United States 

since the 1930’s Dust Bowl (DHS, 2008c).  Again in terms of sheer magnitude, 

Hurricane Katrina damaged or destroyed 352,000 housing units in the Gulf Coast area 

(“Katrina by the numbers,” 2006). 
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The magnitude and associated devastation wrought by Hurricane Katrina was a 

catalyst for elevating the justification and support for an all-hazard approach to 

comprehensive and robust risk management strategy (Jackson, 2008; Roberson & 

Morley, 2006). An all-hazard approach includes threats or hazards from natural disasters 

and other incidents that may have an equal or greater impact, relative to that of 

terrorism, on the mission of drinking water and wastewater systems. This is especially 

applicable for assets that are geographically distributed such as the water distribution or 

wastewater collection system.  In such cases it is not feasible to apply a strictly physical 

security approach.  By focusing on resilience, the utility can improve their response and 

recovery strategies, thereby minimizing the potential for loss of service.     

The approach provided by Villagrán (2006a) complements the NIPP risk 

management framework, but the research on the URI seeks to provide a more 

operationally oriented model for assessing resilience in a manner that is easily 

understandable to decision makers. The dimensions of hazard, vulnerability and 

preparedness shown in Figure 1, suggest that the URI focus should be on the desired 

end-state. In other words, many activities and initiatives have incorrectly focused on the 

threat actor, such as the terrorist, when the focus should be on the effect.  

For example, a pump station maintains pressure and conveys potable water to a 

specific area of the distribution system, thus providing a critical service that supports the 

water utility’s operating mission. At the system level, mitigating the potential loss of the 

pump station is the effect that should drive resiliency management decisions rather than 

the means by which the loss is caused. The means can also be thought of as the threat 

actor/action such as physical attack by terrorist or tornado. Both have the potential to 
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cause a loss of the pump station, where “loss” is the effect that should concern the utility 

given the associated impacts on their operating mission.  Therefore this research 

focuses on an all-hazard balanced risk management strategy that assesss the 

capabilities and resources necessary to absorb and/or cope with an incident and return 

to normal operations as quickly as possible. 

The development of an all-hazard URI provides an opportunity to effectively 

communicate a dimension of risk as described by Villagrán (2006a) that has been 

absent from prior methods. In this case the URI addresses “deficiencies in 

preparedness,” a dimension of risk that is critical for supporting an all-hazard 

management strategy. This system level assessment is dependent on individual utility 

data to establish the foundation, and is based on data that can be aggregated and 

normalized to develop the all-hazard URI. A simple representation of the water sector’s 

resilience is critical in supporting decision-making associated with complex issues that 

are often difficult to communicate to officials who have oversight of budgetary allocations 

of scarce resources. 

This research leverages the concepts developed to support environmental and 

community decision-making (Hargrove & Hoffman, 2005; Kienberger, 2008; Nobre, R., 

Rotunno Filho, Mansur, Nobre, M., & Cosenza, 2007)  that have effectively supported 

the representation of complex data. Further, efforts specifically related to homeland 

security issues are also closely considered, especially models prepared by Borden et al. 

(2007), which estimated the vulnerability of 132 US cities based on several indices.  An 

essential need (Cutter, 2003; Hogan and Marandola, 2005) is the presentation of 

complex information in terms that allow decision makers to enhance and expedite 
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actions necessary to prepare and/or respond to incidents. This follows on the principles 

of Edward Tufte (1983) who has always sought to maximize the effectiveness of sharing 

complex and often multidimensional information. 

2.2 Indicator Development 

A review of Villagrán’s (2006b) discussion regarding the evolution of vulnerability 

assessments, including multiple conceptual models, describes several key attributes of 

indicators based on assessments prepared by Briguglio (2003) and Hahn (2003). These 

attributes provide useful guidance for selecting the URI indicators. The key attributes 

are: 

Affordability – data accessible/generated for reasonable cost/level of effort  

Availability – easy to collect and measure 

Reliability – consistent over time 

Simplicity – ease of comprehension by decision makers 

Transparency – can the data be reproduced and verified 

 

The URI is based on a series of indicators that satisfy the noted attributes for the 

purpose of assessing a utility’s ability to absorb and/or cope with an incident and return 

to normal operations as quickly as possible. One output of the Water Sector Specific 

Plan (SSP) (DHS, 2008b) is a set of metrics based on the SSP goals and objectives that 

align with the National Infrastructure Protection Plan (DHS, 2009). These water sector 

metrics, in combination with others to be described later, are the basis for several of the 

URI indicators.  In addition, the water sector has actively encouraged and recognized 

excellence in utility management through the development of a performance framework 
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commonly referred to as “Effective Utility Management” (USEPA et al., 2008). The 

development and application of the URI offers a critical decision support tool to facilitate 

the water sector’s ability to prepare for, respond to, recover from and effectively manage 

an incident within an all-hazard risk management framework. 

Two classes of indicators comprise the URI for purposes of this research. Others 

that were considered are also discussed as they address key factors from the 

surrounding community that may impact utility operations. 

 

1. Operational – these indicators reflect the tactical capacity of the utility to 

react quickly and/or cope with various incidents that have the potential to 

disrupt services; 

 

2. Financial – these indicators reflect the fiscal capacity of the utility to react 

quickly and/or cope with various incidents that have the potential to 

disrupt revenue and costs; 

 

Development of the URI leverages this author’s contribution to Appendix H of the 

ANSI/ASME-ITI/AWWA J100-10 Risk Analysis and Management for Critical Asset 

Protection (RAMCAP®) Standard for Risk and Resilience Management of Water and 

Wastewater Systems (AWWA, 2010) (hereafter “J100 Standard”). The J100 Standard 

captures the indicators developed to address the operational and financial aspects of the 

URI. During the development of the J100 Standard the concept that was most 

challenging to address was that of community resilience.  Cutter, Boruff, and Shirley 

(2003), and Cutter and Finch (2008) identify community resilience as a critical dimension 
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of risk that is often omitted or overlooked. This important parameter is discussed further 

in association with the financial indicators.  All of the URI indicators have undergone 

extensive peer-review through the American National Standards (ANSI) development 

process.  Each indicator satisfies the five key attributes previously discussed and will be 

verified through utility and expert evaluations.  

In all instances, each selected indicator includes five (5) criteria that generally 

represent a graduated level of performance.  Each element is then measured on a Likert 

scale ranging from 1 to 5, where 1 represents poor or low resilience and 5 represents 

high resilience. If applied to the first operational indicator on emergency response 

planning (O1), the measure would vary as follows: a utility with no emergency response 

plan would report a one (1) to reflect poor or low resilience; if a utility has conducted a 

functional exercise of the emergency response plan it would report a five (5). The criteria 

of each indicator serve to elevate and raise awareness of the varying levels of action 

and/or capabilities that support or influence the overall system level resilience of a utility. 

In addition, this adds a level of granularity to the URI that identifies where opportunities 

may exist for improvement should a utility rate low within any given indicator. It is fully 

recognized that in some instances, especially the financial indicators, that the utility has 

no direct control or opportunity to change the rating. However, that does not necessarily 

diminish the indicators value in terms of building awareness of factors that influence the 

overall resilience of the utility. This will be discussed further as it applies to certain 

indicators.  
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2.2.1 Operational Resilience Indicators (ORI) 

The operational resilience indicators seek to account for a utility’s tactical 

capacity and capability to respond and restore critical functions and services following an 

incident. Indicators O1 thru O5 were developed as part of an extensive peer review effort 

to develop a national performance measurement system to assess progress against the 

goals and objectives in the Water Sector Specific Plan (SSP) (DHS, 2008b). Indicator O6 

and O7 were developed as part of an extensive peer review effort that examined 

indicators of effective utility management (USEPA et al., 2008), which parallel many of 

the indicators selected for the Water SSP. However, O6 and O7 provide indicators not 

otherwise implicitly captured in either effort. Collectively, these operational indicators 

provide an indication of a utility’s operational commitment and capability with regard to 

resilience. 

2.2.1.1 O1 - Emergency Response Plan (ERP)  

As recommended in ANSI/AWWA G430-09 (AWWA, 2009) and ANSI/AWWA 

G440-11 (AWWA, 2011b), drinking water and wastewater utilities are encouraged to 

develop emergency response plans. Under provisions of the BT Act, drinking water 

systems were required to certify with USEPA that they had developed or updated an 

ERP. Implementation of an ERP provides a tactical level plan for immediate response to 

incidents of all types as characterized in sector guidance (AWWA, 2001; USEPA, 2011). 

In response to observed challenges in communicating water sector equipment needs 

following Hurricane Katrina, AWWA (2008a) developed a resource typing manual. This 

manual provides a common language foundation for efficiently communicating resource 

needs between impacted systems and potential responders, both utility and others, 

including the US Army Corp of Engineers which is assigned to support the water sector 
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under Emergency Support Function #3 in the National Response Framework (NRF) 

(DHS, 2008a). The NRF is equivalent to the ERP for federal agencies, which among 

other issues, places great emphasis on the need for effective communications during 

incident response. Exercising emergency response plans provides essential training and 

context for utility staff that may not otherwise experience the pressure and chaos 

associated with real-world incidents, including partnerships with other key first 

responders (Casson, Morley, States, Watson & Roberson, 2011). The following 

represent the criteria used to define the level for this indicator. 

1. No Emergency Response Plan. 

2. ERP developed and/or updated in compliance with BT Act and sector 

best practice, such as AWWA M19: Emergency Planning for Water 

Utilities. 

3. Staff trained on ERP (i.e., Table Top). 

4. Resource typed assets/teams defined and inventoried. 

5. Functional exercises on the ERP conducted. 

2.2.1.2 O2 - National Incident Management System (NIMS) Compliance  

The National Incident Management System (NIMS) establishes a common 

framework for defining roles and responsibilities to enhance incident response. The 

NIMS indicator is especially applicable to large-scale incidents that may require multiple 

entities to interact effectively, even when they may not normally do so on a routine basis. 

The NIMS applies the Incident Command System (ICS) to provide the support structure 

for response activities. NIMS compliance is mandated for all federal agencies under 

Homeland Security Presidential Directive 5 (2003), and remains voluntary for all others. 

However demonstration of NIMS compliance has been required as a condition of 
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eligibility for many federal homeland security and other grant funding programs (Spence, 

Ross, & Tuozzoli, 2010). The water sector is classified as a first responder in the 

Homeland Security Act of 2002, making utilities eligible for many of these grant 

programs.  More important, the inclusion of the water sector in this classification is a 

clear recognition of the need for critical infrastructure entities, like the water sector, to 

interact with traditional emergency response agencies. The Federal Emergency 

Management Agency (FEMA) provides guidance on appropriate training for staff with 

various responsibilities during a response (see http://www.fema.gov/emergency/nims/). 

The following comprise the criteria by which a utility can consider this indicator. 

1. No ICS/NIMS training. 

2. ICS 100/200 training provided to key staff. 

3. ICS 700/800 training provided to key staff. 

4. ICS 200/300 training provided to key staff. 

5. Utility certified as NIMS compliant. 

2.2.1.3 O3 - Mutual Aid and Assistance  

The water sector can significantly enhance resilience through mutual aid and 

assistance agreements among utilities and states. The specialized expertise and 

equipment of utility peers are readily capable to provide rapid response to incidents. 

Participation in such agreements is traditionally at no cost and does not obligate 

signatories to respond.  Dappert (1942) may have made the original inference to an all-

hazard framework in describing the objectives of a mutual aid plan by noting that the 

“ultimate objectives of the plan may never be completely reached but a reasonable 

approach…should bring water supply systems and local water authorities to such a state 

of preparedness that emergency situations of all kinds and of any degree will be handled 

http://www.fema.gov/emergency/nims/
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with the maximum of speed and efficiency.”  The use of mutual aid and assistance in the 

water sector is nothing new (Devendorf, 1943, 1947; Geupel, 1941, 1943; Potter, 

Devendorf, & Murdoch, 1942) but absent the pressures associated with the Great 

Depression and World War II, its widespread application was reduced or downscaled to 

agreements between neighboring systems (local-local). This changed considerably in 

the aftermath of Hurricane Katrina when resource sharing amongst utilities proved to be 

a critical factor in the recovery of many Gulf Coast communities. This event was the 

catalyst for the national Water/Wastewater Agency Response Network (WARN) initiative 

which was led by a partnership between the American Water Works Association and 

USEPA’s Water Security Division (Whitler, 2007).  

 

The WARN concept originated in California and was later adopted by utilities in 

Florida in the aftermath of the 2004 hurricane season during which the state sustained 

multiple hurricane landfalls. The water sector’s response and lessons learned formed the 

basis for a national WARN program (Morley & Riordan, 2006). The expected 

(Blankenship & Morley, 2008) and actual benefits (AWWA, 2008b; Buehrer, 2011; PA-

AWWA, 2011; Plank, 2009) have proven to be invaluable to the continued growth of the 

WARN program since 2006. Figure 2 provides a chronological representation of the 

various stages of WARN development in the United States. The color coding progresses 

from light blue which denotes where and when workshops were planned; to dark blue 

acknowledging utility leaders incorporation of the WARN model; to orange meaning 

utility leaders had progressed to a more structured steering committee to guide 

agreement development; to yellow meaning an agreement based on the national model 

was undergoing legal review; to green meaning at least 3 or more utilities have approved 
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and signed the agreement.  The following comprise the criteria by which a utility can 

consider this indicator. 

1. None. 

2. Intramunicipal agreement (within own city/town agencies). 

3. Local-Local agreement (with adjacent city/town). 

4. Intrastate agreement (e.g., Water/Wastewater Agency Response 

Network [WARN]). 

5. Interstate and Intrastate agreement. 

 

 

 

Figure 2. WARN Growth in U.S. 2006-2012. (Morley, 2012b) 

 

April 2006 (3) 

March 2012 (48) 

May 2007 (6) 

January 2008 (20) 



 

21 

 

 

 

 

2.2.1.4 O4 - Emergency Power for Critical Operations 

Power is often a key limiting factor for response and recovery in the immediate 

aftermath of many disasters. The National Electric Code (NEC) Article 708 (Arno, 2008) 

establishes a minimum benchmark of 72 hours for backup power for critical operations 

and assets. This three-day window is the expected time for services to be restored 

and/or emergency power generators to be deployed.  As the in-house capacity for power 

independence increases, so does the utility’s resilience against power related loss. 

Power independence also minimizes the burden on emergency management for 

providing resources that may also be needed by other entities (AWWA, 2011a; Arno, 

2008). This indicator considers the capacity of the utility as a whole to maintain critical 

operations as defined by the utility based on the following criteria. 

1. None. 

2. Up to 24 hours of backup power. 

3. >24–48 hours of backup power. 

4. >48–72 hours of backup power. 

5. Greater than 72 hours of backup power. 

2.2.1.5 O5 - Minimum Daily Demand/Treatment 

The indicator is based on a utility’s ability to meet minimum daily demand (water) 

or treatment (wastewater) when the production or treatment plant is nonfunctional. This 

indicator address’ potential impacts on the traditional core mission objective of a water 

utility which is maintaining service to the customer. In some states this is a required 
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assessment (California Public Utilities Commission - Water Division, 2005) for 

determining the adequacy of water supply sources and facilities.  In fact, the BT Act 

directs USEPA to conduct “a review of the methods and means by which alternative 

supplies of drinking water could be provided in the event of destruction, impairment or 

contamination of public water systems” (42 U.S.C. 300i-4 (b)). The resulting planning 

guide for emergency water (USEPA, 2011) recommends that utilities and emergency 

responders collaborate in assessing the projected need for alternative water sources 

relative to the utility’s capacity to deliver water through existing systems and expected 

service loss. For drinking water utilities there typically is some level of in-system storage 

that can provide minimum daily flows, often through gravity distribution for some period 

of time. Wastewater utilities with no storage would select none (1) if there is no treatment 

or temporary storage capacity. 

1. None. 

2. Up to 24 hours. 

3. >24–48 hours. 

4. >48–72 hours. 

5. Greater than 72 hours. 

2.2.1.6 O6 - Critical Parts and Equipment 

The lead time (e.g., hours or days) for repair, replacement, or recovery of 

operationally critical parts or equipment may represent single points of failure. This 

evaluation may be derived from the asset characterization step as defined in the J100 

Standard or a utility’s asset management system (McLaughlin, 2011). Critical parts are 

components of the water system that upon failure may have the potential to impair the 
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ability to produce, distribute, or treat drinking water or wastewater, including both 

physical and cyber/process control systems.  

1. 3–4 weeks or greater. 

2. 1–<3 weeks. 

3.  3–<7 days. 

4.  1–<3 days. 

5. Less than 24 hours. 

 

2.2.1.7 O7 - Critical Staff Resilience 

The percentage of response-capable staff available for critical operations and 

maintenance positions with cross-trained staff backup is an essential element of overall 

utility resilience. The inclusion of this indicator is primarily due to observations 

associated with pandemic flu planning (Van Atta & Newsad, 2009) that found many 

water systems were vulnerable to the predicted staffing shortages of up to 40% 

associated with the 2009 avian flu pandemic. This indicator is calculated as a 

percentage of critical operation and maintenance positions with response-capable 

backup staff.  

1. Less than 10%.  

2. 10–25 %.  

3. >25–50 %. 

4. >50–75 %. 

5. >75–100 %. 

 

2.2.2 Financial Resilience Indicators (FRI) 
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These indicators reflect a utility’s financial preparedness and expected ability to 

respond and restore critical functions/ or services following an incident. Several 

resources provide the basis for the indicators selected. Business continuity planning (F1) 

is recognized in the Water SSP and ANSI/AWWA G430-09 as an indicator of the utility’s 

management level commitment to integrating security and preparedness functions into 

the organization’s risk management structure to ensure continuity.  Bond ratings (F2) and 

condition assessment (F3) are recognized benchmark indicators for evaluating the 

effectiveness of a utility’s management of financial risk exposure (USEPA et al., 2008). 

Finally, two key socioeconomic indicators are included, unemployment (F4), and median 

household income (F5), since they are typically applied as part of the means test for 

evaluating a community’s capacity to absorb financial shifts that may be caused by 

various incidents. USEPA (2000) uses the latter indicators to determine if there will be 

adverse social and economic impact on a community when complying with various water 

quality standards. 

2.2.2.1 F1 - Business Continuity Plan (BCP)  

As recommended in ANSI/AWWA G430-09 and ANSI/AWWA G440-11 (AWWA 

2009, 2011b), a business continuity plan provides an overall indicator of a utility’s 

commitment to integrating risk management principles into the management culture that 

supports their operations. The need for greater BCP guidance was noted as a top 

priority by the Water Sector Coordinating Council (2008) given that such plans “define 

how a utility will continue everyday business functions in a not-so-everyday environment. 

Plans address the potential financial effects of a crisis, as well as the utility’s flexibility to 

adapt human resource policies to meet the changing needs of employees.” 

1. No BCP. 
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2. BCP under development. 

3. BCP completed. 

4. BCP fully implemented. 

5. Annual commitment of resources and BCP exercised. 

 

2.2.2.2 F2 - Utility Bond Rating  

The bond ratings assigned by Moody’s, Fitch Ratings and Standard & Poor’s, 

represent an assessment of the ability and willingness of the bond issuer, such as a 

water utility, to satisfy their financial obligations. The rating scale used for this URI 

indicator (F2) follow Moody’s Index, which is “based upon the analysis of five primary 

factors related to municipal finance: market position, financial position, debt levels, 

governance, and covenants. Each of the factors is evaluated individually and for its 

effect on the other factors in the context of the [utility’s] ability to repay its debt” 

(Moody’s, 2009). It should be noted that some water utilities may not have a bond rating 

since they do not seek additional investment capital from “the market”. Bond ratings are 

a noted indicator of financial stability in the Effective Utility Management program 

(USEPA et al., 2008). 

1. Caa, less than or equal to.  

2. B–Ba. 

3. Baa–A. 

4. AA. 

5. AAA. 

2.2.2.3 F3 - Governmental Accounting Standards Board (GASB)  Assessment  
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GASB Statement No. 34, Basic Financial Statements and Management’s 

Discussion and Analysis for State and Local Governments (1999) establishes 

requirements for the annual financial reports of state and local government entities. 

Included in Statement No. 34 is the requirement to annually report the value of 

infrastructure assets on an accrual accounting basis. The purpose is to encourage the 

appropriate valuation of various infrastructure assets, including drinking water and 

wastewater assets.  For purposes of supporting financial reporting, a utility must conduct 

a condition assessment to evaluate the remaining life of the asset so that rehabilitation 

or replacement investments can be planned and implemented before failures occur.    

This financial risk management context provides the basis on which the cost of 

performing a condition assessment is often justified. While the condition assessment 

process scores the integrity of each asset, the F3 indicator is based on the coverage of 

the utility’s condition assessment efforts (percent). The focus is on determining how 

much infrastructure has been evaluated to provide an indication of the utility’s overall 

commitment to proper asset management. The utility may use the following to calculate 

their condition assessment coverage: 100 × total number of critical assets categorized 

into condition categories ÷ total number of critical assets as determined in the asset 

characterization step of the J100 standard.  

1. <20% assessed. 

2. 20–40% assessed. 

3. >40–60 % assessed. 

4. >60–80% assessed. 

5. >80% assessed. 
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 The purpose of including the following indicators, F4 and F5, in the URI is to 

include the capacity of the community to react quickly and/or cope with various incidents 

that have the potential to disrupt utility revenue and/or influence operational response. 

Their inclusion is based on research (Borden & Cutter, 2008; Borden et al., 2007; Dwyer, 

Zoppou, Nielsen, Day, Roberts, 2004; Cutter, Boruff, & Shirley, 2003) to develop a 

Social Vulnerability Index (SoVI). As part of the SoVI, these indicators provide insight 

and contextual relevance regarding the underlying conditions that have the potential to 

amplify or attenuate the complexity of response and recovery missions following an 

incident. 

2.2.2.4    F4 - Unemployment 

Unemployment is a general socioeconomic indicator of a community’s economic 

health. This indicator provides insight on the fragility of a community to withstand a 

significant incident and therefore threaten the financial stability of the utility. The Bureau 

of Labor Statistics (BLS) maintains a database of state and local rates (see 

http://www.bls.gov/lau/tables.htm) (2012a), which provides a consistent source for using 

this indicator. The value for this indicator is based on the unemployment level in the 

community served by the utility. 

1. Greater than or equal to 5% of the National Average. 

2. Greater than 2–<5 % of the National Average. 

3. Plus or minus 2% National Average. 

4. Less than 2–<5 % National Average. 

5. Less than or equal 5% National Average. 

http://www.bls.gov/lau/tables.htm
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2.2.2.5 F5 - Median Household Income 

Median household income is a general socioeconomic indicator of the wealth of 

the community. This indicator also provides insight on the fragility of a community to 

withstand a significant incident and therefore threaten the financial stability of the utility. 

The US Census Bureau maintains a database for each state and county (see 

http://quickfacts.census.gov/qfd/index.html) (2012), which provides a consistent source 

for using this indicator. 

 

1. Less than or equal to 10% of the State Median 

2. Less than 5–<10% of the State Median 

3. Plus or minus 5% of the State Median 

4. Greater 5–<10% of the State Median 

5. Greater than or equal to 10% of the State Median 

 

In summary, the URI draws on indicators from multiple sources and its 

development provides a sectoral based approach as suggested by Villagrán (2006a). 

The sectoral based approach offers a means to facilitate a shift in responsibility for risk 

reduction from central government to the appropriate asset owners. The URI thus 

creates, or at least supports a more rational assessment to inform resource allocations 

based actual data, which has greater potential to maximize return on investment to 

enhance resilience. The aggregation of these various indicators to create the URI 

reflects a simple assessment that parallels the level of detail characterized by Krimgold 

(2006) for purposes of evaluating risk reduction metrics within tsunami prone countries in 

the Indian Ocean. The benefit therefore is a set of metrics that satisfy the key attributes 

http://quickfacts.census.gov/qfd/index.html
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described previously: Affordability, Availability, Reliability, Simplicity, and Transparency. 

As a result the URI indicators are based on readily available data allows for repeatability 

over time, ease of application and transparency.
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3 METHODOLOGY 
 

The hypothesis to be tested in this research is that a simple and representative 

index for assessing the resilience of water utilities can be developed.  

3.1 Research Questions 

 In investigating this hypothesis, a number of questions representing all-hazard 

resilience were addressed, including: 

1. What critical factors provide an appropriate foundation for developing 

an all-hazard resilience index for the water sector? The very mission of 

the water sector requires a certain level of resilience to maintain customer 

service. Ideally the approach defined by this research will organize otherwise 

disparate data regarding utility preparedness in a manner that can be formally 

integrated into decision making processes. The aggregation of the data is a 

step towards applying a more formal process than the current intuitive 

approach that takes place, if at all. 
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2. What are the appropriate weighting factors and approaches for 

normalizing and aggregating disparate data sources? Given that the data 

under review in this research have not been applied in this manner, there 

may be a bias towards various indicators based on perceived value to utility 

preparedness. This research will normalize a representative dataset and 

expert elicitation to validate the weighting applied to each indicator.   

 

3. What are the most significant resilience gaps in the water sector? The 

collection of data from a cross-section of water utilities will offer the 

opportunity to (1) identify trends in the sector’s preparedness, (2) offer insight 

into observed deficiencies and (3) suggest a need for further research. 

3.2 Index Development 

The index is based on the results of the Likert scale values for the indicators 

previously described. The goal is to aggregate the indicators in such a way as to provide 

a reasonable characterization of a utility’s resilience. The research seeks to measure the 

deficiency in preparedness as defined in terms of resilience.  Thus the index should 

reflect the ability of the utility to cope and/or adapt quickly in response to an incident. 

The methodology investigated in this research is based on a hybrid of several 

indexing efforts that have been examined closely for their merit and appropriateness to 

fulfilling the need of establishing an all-hazard resilience index for the water sector.  The 

URI is characterized by twelve indicators as described in the previous section, also listed 

in Table 1. A Likert value from 1 to 5 is assigned to each primary indicator of URI. The 

value of 1 reflects a poor level of resiliency or high deficiency in preparedness for a 
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given indicator. A value of 5 reflects a high level of resiliency or low deficiency in 

preparedness for a given indicator. The assigned numeric measures are multiplied by 

respective weighting factors and the sum of all products determine the total Utility 

Resiliency Index (URI) value using the following scoring equation (Eq. 2).  

 

Table 1. Indicators for Calculating URI Score 

 

 Indicator Description ORI FRI 

1 O1: Emergency Response Plan   

2 O2: National Incident Management System (NIMS)   

3 O3: Mutual Aid and Assistance   

4 O4: Emergency Power   

5 O5: Daily Demand   

6 O6: Critical Parts and Equipment   

7 O7: Critical Staff   

8 F1: Business Continuity Plan   

9 F2: Bond Rating   

10 F3: GASB 34 Condition Assessment   

11 F4: Unemployment   

12 F5: Median Household Income   
 

 

  (Eq. 2) 

 

Where 

 = Utility Resilience Index score for the  utility 

  = the utility index 

 = URI indicator (1,…,12) (see Table  

 = operational resilience indicators (ORI) 
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 = financial resilience indicators (FRI) 

 = weighting value of the  indicator  

 = value of the  indicator (ORI or FRI) for the  utility 

 

 

The URI is constrained such that the total sum of the weights ( ) for the Operational 

and Financial Indicators must equal one (Eq. 3). 

 

 

 (Eq. 3) 

 

The lack of an existing national dataset on current water utility operational and 

financial indicators necessitated the use of a survey to develop a baseline for examining 

the current state of resilience in the water sector. The data on utility specific conditions 

relative to the URI indicators were used as the basis for the development of the 

necessary weighting factors. A targeted sample population was invited to report utility 

specific data, which is not otherwise available from traditional public sources.  

 

3.2.1 Targeted Utility Survey  

A survey form (Appendix A) was created to query a cross section of water utilities 

from various size categories based on the national distribution of community water 

systems, Table 2. The objective of the target sample set is to generate responses from 

50 utilities that approximate the national distribution. The Safe Drinking Water Act (1996) 
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defines a community water system as a utility that “serves at least 15 service 

connections used by year-round residents of the area served by the system; or regularly 

serves at least 25 year-round residents” (42 U.S.C. 300f).  Table 2 portrays the national 

data available from USEPA based on three size classifications, the number of utilities in 

the size class and the associated population served. In addition, Table 2 provides the 

survey target selected for each utility size class. 

 
 
 

Table 2. URI Survey Sample Relative to National Distribution of U.S. Community 
Water Systems by Size Classification (USEPA, 2007a) 

 

Utility Size Class 
by Population 

Served 

U.S.  
Population 

Served 

# of U.S. 
Systems 

% of U.S. 
Population 

Served 

% of 
Systems 

Survey Target 

# 
Systems 

% 
Survey 

Large - >100K 127,784,980 394 45% 0.8% 25 50% 

Medium - 10K-99K 104,880,832 3,688 37% 7.1% 15 30% 

Small - <10K 52,578,794 47,941 18% 92% 10 20% 

Total 285,244,606 52,023 100% 100% 50 100% 

 
 
 
 

The target sample set was drawn from utilities that are active as members of 

various water organizations, including the American Water Works Association and 

various Water/Wastewater Agency Response Networks (WARNs). As a result this is not 

a completely random sample population by the very nature of the respondents’ affiliation 

with these organizations and the researcher, which may bias the response rate (Table 

3). These affiliations may also influence the observed level of resilience given the 

guidance, training and outreach provided by water sector associations with whom many 

of the respondents are affiliated. All data collected from survey respondents is 

aggregated and not otherwise attributed to the provider. 
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Table 3. URI Survey Response Rate 

 

Utility Size Class 
by Population 

Served 

Survey Target Survey Response 

# 
Systems 

% 
Survey 

# 
Responses 

% 
Target 

Pop. 
Served 

As % US 
Pop. in 

Size Class 

Large:  >100K 25 50% 25 100% 18,981,407 14.85% 

Medium: 10K-99K 15 30% 13 87% 717,709 0.68% 

Small: <10K 10 20% 4 40% 16,220 0.03% 

Total 50 100% 42 84% 19,715,336 6.91% 

 

 

Each survey respondent submitted data on the current state of their utility relative 

to each URI indicator. In addition, respondents were asked to rate their perception of 

data availability using a simple Likert scale of 1 (strongly disagree) to 5 (strongly agree) 

at two levels:  

 

1. At my utility, I would be able to gather the data, or develop reasonable 

estimates, required to calculate this measure without undue hardship; and 

 

2. Managers at other water/wastewater utilities would be able to gather the 

data, or develop reasonable estimates, required to calculate measure 

without undue hardship. 

 

Overall, the survey respondents reported (Table 4) that the information 

necessary to support their response was readily available with 85 percent agreeing or 

strongly agreeing. It is notable that while nearly 50 percent believed their peers would be 

equally capable, 38 percent of respondents seemed unwilling to pass judgment or were 
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simple unsure of their peers ability to access the same supporting information. The two 

URI indicators listed in Table 5 that appear to be the most challenging and/or generate 

the greatest uncertainly for the respondents are critical parts and equipment (O6) and 

GASB (F3). This is followed closely by business continuity planning (F1) and 

unemployment (F4). Given that many of the respondents are from the operations 

sections of most utilities it is not unexpected that financial information is outside their 

traditional day-to-day responsibilities. In addition, the business continuity plan (F1) and 

GASB (F3) URI indicators are suggestive of relatively progressive utility management 

given their relatively recent introduction and use in the water sector. 

 

Many respondents offered comments or further explanation associated with the 

URI indicators.  These comments are summarized in Appendix B; several examples are 

also included in Table 6. 

 

 

Table 4. Survey Respondent Assessment of URI Data Availability 

 

Strongly Agree (5) or Agree (4) Percent 

Utility 85% 

Peers 49% 

Neutral (3) Percent 

Utility 10% 

Peers 38% 

Strongly Disagree (1) or Disagree (2) Percent 

Utility 6% 

Peers 13% 
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Table 5. Survey Respondent Assessment of Data Availability, by URI Indicator 

 

URI Indicator 
Strongly Agree (5) 

or Agree (4) 
Neutral (3) 

Strongly Disagree (1) 
or Disagree(2) 

 
Utility Peers Utility Peers Utility Peers 

O1: ERP 93% 50% 5% 31% 2% 19% 

O2: NIMS 90% 50% 5% 38% 5% 12% 

O3:  Mutual Aid 98% 62% 2% 31% 0% 7% 

O4: Emergency power 93% 50% 7% 40% 0% 10% 

O5: Daily Demand 95% 61% 5% 34% 0% 5% 

O6: Critical parts & equip 76% 34% 12% 44% 12% 22% 

O7: Critical Staff 90% 49% 7% 44% 2% 7% 

F1: BCP 67% 26% 24% 50% 10% 24% 

F2: Bond Rating 90% 64% 7% 29% 2% 7% 

F3: GASB  71% 29% 12% 44% 17% 27% 

F4: Unemployment 78% 60% 12% 31% 10% 10% 

F5: Median Household 
Income 76% 50% 17% 40% 7% 10% 

 

  



 

38 

 

 

Table 6. Sample of Respondent Comments by URI Indicator  

 

O1: ERP 

We update our ERP annually.  It is an “all hazards” approach/plan.  We have an annual 
table top exercise and every 3 to 5 years we have a simulated exercise which includes 
local and state responders.  This exercise is registered with HS, has several planning 
mtgs, a Situation Manual, registered observers, a “Hotwash”, and summary report. 

 Most water agencies don’t have staff dedicated to emergency or security matters. As 
budgets have become more constrained, there is less money going to emergency and 
security programs and less money allocated to develop ERP, Security plans and 
continuity plans. 

O2: NIMS 

Senior management has been provided information on completing ICS 100 and 700 
online courses. Some have and some have not taken it. No records kept. 

O4: Emergency power 

With full diesel tanks at our facilities, we could run for at least 7 days.  Our plan includes 
asking the public to refrain from outdoor /non-essential water uses.  We have 40 MW of 
generating capacity. 

We require approx. 54 MWH to run our operations water and sewer, it is not feasible to 
have critical generation capacity onsite 

 

 

3.2.2 Distribution of Utility Reported Data 

Each respondent reported the current state of their utility for all URI indicators, 

including all criteria, in terms of simple binary yes or no. For purposes of data 

aggregation and performing the weighting assessment the maximum value reported by 

the utility for each indicator is applied as it represents the highest level of performance. 

This data, summarized in Figure 3, shows that for most URI indicators the utilities have a 

relatively high level of performance. While most columns add to the total number of 

respondents (42), there are several instances where no data were reported or otherwise 

left blank. Further discussion of how the data are modeled, including incompletes, is 

addressed in the next section. 
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Figure 3. Utility Reported Maximum Value For Each URI Indicator 
 
 

 

 The utility reported data also provides useful insight on resilience in the water 

sector, including opportunities for improvement and where the sector has excelled. The 

data associated with each URI indicator as a percentage of responses, Table 7, is based 

on the maximum reported value just as in Figure 3. One encouraging result is the zero 

percent for “no emergency response plan” (O1). This is to be expected since the majority 

of respondents were required under the BT Act to have an ERP; but even the small 

systems (not required to have an ERP) reported they have some form of an ERP. It is 

equally encouraging to see that nearly half of the respondents have performed a 

functional exercise of the ERP. 
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Table 7. Distribution of Maximum Reported Value per URI Indicator 
 

URI Indicator 
Maximum Reported URI Indicator Value 

5 4 3 2 1 

O1 (n=42) 48% 17% 21% 14% 0% 

O2 (n=42) 40% 45% 0% 12% 2% 

O3 (n=42) 29% 60% 10% 0% 2% 

O4 (n=42) 40% 36% 7% 5% 12% 

O5 (n=42) 21% 24% 26% 26% 2% 

O6 (n=41) 34% 15% 15% 29% 7% 

O7 (n=42) 31% 43% 17% 7% 2% 

F1 (n=41) 15% 5% 22% 41% 17% 

F2 (n=38) 26% 58% 16% 0% 0% 

F3 (n=39) 46% 18% 13% 8% 15% 

F4 (n=40) 20% 18% 43% 8% 13% 

F5 (n=41) 12% 12% 22% 34% 20% 

 

  

There appears to be a high level of awareness and integration of NIMS (O2) with 

86% having taken the ICS 200/300 courses, of which 40% reported that the utility is fully 

NIMS compliant.  One of the utilities noted that the survey did not include ICS-400, 

which is an advanced course. The ICS-400 training was not included because ICS-

200/300 targets mid-level management and staff that are likely to be supervisory or 

operational directors and therefore completion represents a significant organizational 

commitment. The ICS-400 is specialized, advanced training that requires ICS-300 as 

prerequisite and the justification not to include it is based on the premise that if a utility 

has staff with that level of training they are likely to be fully NIMS compliant. 
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Mutual aid and assistance (O3) is a good news story for the water sector, with a 

myriad of successful multi-hazard deployments over the past few years. The recognition 

of the value and importance is demonstrated in the fact that 60% of the respondents are 

WARN members. An additional 29% are part of an intrastate program similar to WARN 

and some form of interstate agreement. Collectively 88% of the respondents are part of 

mutual aid and assistance programs that reach beyond their local area.  This finding is 

important in lieu of wide-area events that are likely to impact neighboring systems (such 

as Hurricane Katrina).  These data highlight the bias in the survey population; however 

the dataset represents the sector’s “best in class” and the utilities who are most capable 

of understanding the factors of importance to resilience. 

 

 Power is often the first major system lost during a large event, which has 

cascading effects on dependent systems including water utilities. As an example, an 

after-action report from TxWARN (2008) indicated that there were over 300 generator 

requests from the water sector alone as a result of power losses during Hurricane Ike.  

The data reported by utilities suggest that a gap remains as only 40% indicated that they 

could maintain emergency power for critical operations (O4) for more than 72 hours. As 

noted previously (AWWA, 2011a), there are regulatory restrictions under the Clean Air 

Act (CAA) that make it economically inefficient for water utilities and others to implement 

certain emergency power contingencies. Specifically under CAA rules, utilities and 

others are limited to running generators for no more than 15 hours annually for non-

emergency purposes. Often the only way a utility can justify the expense of a large 

stand-by generator capacity is under a “peak shaving” program. This means that during 

high demand or peak periods the utility decouples from the primary power grid and runs 
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independently; in some instances the utility may even supply power back to the electric 

grid. This type of operational capability comes with significant regulatory burden since 

the utility is required to be permitted as a major source, essentially no different than a 

traditional electrical power plant. Many in the water sector, 60% based on this survey, 

have hedged against power failures lasting more than three days. 

 The life blood of a drinking water utility is ultimately its ability to satisfy customer 

demand for potable water. It is therefore troublesome to learn that within 24 hours nearly 

30% of utilities would be unable to meet their minimum daily demand (O5). This is even 

more concerning given that these respondents represent medium and large systems 

with populations ranging from 65,000 to over 1.6 million. Collectively a total population of 

nearly 6.5 million is at risk of having severely compromised water service within 24 hours 

of a major disruption. This is further justification for the guidance developed by USEPA 

(2011) to support emergency water supply planning at the local, state and federal levels. 

Supply chain issues in the aftermath of an incident can be a major limiting factor 

in overall response and recovery efforts. While the data for critical parts and equipment 

(O6) suggest that most respondents believe that they are in reasonably good shape, 

nearly 37% indicated that they expect a delay of at least 1 week or more. These findings 

support the need for preparing detailed inventories of critical assets and consideration of 

contingency plans should those assets be lost or damaged during an incident. 

 Perhaps it is simply the culture of the water sector or a result of workforce 

compression or recent emphasis on pandemic flu planning or some combination thereof, 

but an impressive 74% of utilities have cross-trained 50% or more of their critical staff 

(O7). This may also be influenced by the high level of NIMS training, which emphasizes 

the need for staff to have the ability to “wear more than one hat” as events necessitate 



 

43 

 

adaptation. It is also likely that utilities responded to the heavy media coverage and 

outreach associated with the avian and swine flu pandemics, which were expected to 

cause workforce outages of 40% or more (DHS, 2006). These pandemics were 

consistently discussed by the U.S. Department of Health & Human Services (2012) in 

the context of the 1918 Spanish Influenza which killed an estimated 675,000 in the 

United States, and as a result triggered extensive discussion and planning to mitigate 

the impacts on essential services and operations (DHS, 2006; Van Atta & Newsad, 

2009).      

 Business continuity planning (F1) has been noted as an important need for 

utilities in water sector standards (AWWA, 2009, 2011b) and related strategic planning 

efforts (Water Sector Coordinating Council, 2008). Given past discussion with utilities, 

including a review by the Water Sector Coordinating Council that suggested otherwise, it 

is somewhat surprising to see that over 40% of respondents indicated that their utility 

was in the process of developing a BCP. An equal number had completed and fully 

implemented their BCP. Despite this progress, 17% reported that no BCP is in place and 

they had any plans to take action. This suggests a continued need to build awareness 

and support. 

 As will be noted in the following section, utility bond ratings (F2) did not rank as a 

high priority URI indicator for respondents. This may be due to the high bond ratings 

held by the systems responding to this question.  84% have a “AA” or higher rating on 

the Moody’s Index. The remainder had bond ratings in the Baa-A range, which is 

characteristic of low to moderate credit risk.  Several systems noted that they do not 

have a bond rating. The reasons vary, but in one instance a utility commented that it is 
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not permitted to issue bonds as a not-for-profit cooperative. For those that did respond, 

the high bond credit rating is indicative of other research that has shown that the water 

sector has an extremely low default rate of less than 0.04% (Arndt, 2012). 

 The most recent estimate for restoring the existing water infrastructure over the 

next 25 years is at least $1 trillion (AWWA, 2012). Given the projected need, it is critical 

for water systems to assess the condition of their assets and prepare to balance the 

financial risk associated replacement versus repair, with the latter being a more costly 

solution over time as asset failure is likely to increase with age (USEPA, 2007b). Given 

these growing financial burdens it is encouraging that 64% of respondents have 

assessed the condition of 61% or more of their critical assets (F3). However, this by no 

means suggests that these systems are free of risk as the indicator does not further 

subcategorize the quality or condition of the asset.  A more refined breakdown may offer 

additional clarity on the risk for infrastructure failure, but for purposes of the URI the 

inclusion of this indicator serves two purposes. One is to elevate awareness of the need 

for condition assessment, and secondly the indicator provides a simple means to 

express a utilities’ general investment in asset management. 

 The final two financial resilience indicators reflect some of the current national 

economic trends that are affecting utility operations, most importantly revenues. At the 

time surveys were distributed and collected in late summer 2011, the national 

unemployment rate (F4) had hit a high of 9.1% (BLS, 2012b). According to 13% of the 

respondents, the corresponding local area unemployment rate was 5% greater than the 

national average. This also assumes that the utility made the proper calculation versus 

providing an educated guess based on conversation with friends and neighbors. It has 
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also been noted that it would be more appropriate to use the state unemployment rate to 

get a better assessment of the communities financial vulnerability relative to others in the 

state that are governed by the same regulations and taxing authority. It is also somewhat 

interesting to see that 80% of the communities served by the responding utilities are on 

par or in some instances better than national trends for unemployment. This may be 

attributed to the fact that there are typically greater employment opportunities in larger 

communities which represent 50% of the sample population. 

 Similar to unemployment, median household income (F5) factors into the long 

term financial stability of the community and thus the rate structure that the community is 

capability of sustaining or willing to accept for water series. This is an important policy 

issue relative to the projected infrastructure needs facing the water sector in the coming 

20-30 years as these buried assets reach or surpass the original service life. This will 

force utilities to make difficult and often politically unpopular decisions to increase rates 

for water services that have often been stagnate for decades. Comparison of the survey 

data to national statistics is not reasonable given that each respondent reported on local 

conditions relative to the state median. However, 54% indicated that the median income 

in the community they served was often lower than the state average by at least 5%. 

This indicates some potential sensitivity to events that may cause significant economic 

disruption which ultimately will impact the revenue of the utility. 
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4 URI MODELING 
 
 

Two methods were used to elicit and validate the weights for the URI indictors. The 

methods include the use of both utility and expert elicitation.  Both approaches are 

compared to the existing methodology defined in the J100 Standard. When multiple 

variables require simultaneous assessment, expert elicitation methods are commonly 

applied for determining the appropriate valuation schemes (deMonsabert, Snyder, & 

Shultzaberger, 2003; Cardona, 2004).  

4.1 Existing and Simplified Weighting Schemes 

 In the J100 Standard, the weighting for each indicator is equally distributed within 

each subindex, Operational and Financial. The total value of each subindex is set equal 

to 0.5; this assumes that the sums of the seven operational indicators are equal in value 

to the five financial indicators.  The J100 approach is relatively straight forward and 

easily applied; however it likely does not properly represent the relative importance of 

the values of the various URI indicators as suggested by the utilities and water security 

experts (to be discussed in the following sections). This will be examined further based 

on the objectives defined by the research. The alternative test approach equally 

distributes the weighting across all twelve indicators (the Equal Weighting Model). This 

also provides an opportunity to observe the influence of certain indicators on the final 

URI value assigned to a utility. The results of each approach are presented to compare  



 

47 

 

the indicator weights developed through this research. The modeling of the URI indicator 

priority data collected from each utility and that of the expert review panel serve as 

mechanisms by which the URI weights are calibrated.   

4.2 Utility Priority Weighting 

 Each survey respondent was asked to provide feedback on the priority they 

would assign to a fixed list of financial and operational indicators. This list was based on 

the criteria associated with each indicator, where appropriate, and randomly ordered in a 

manner that did not align with the sequence presented in the main survey. The indicator 

rating was the last step in the utility survey process. The respondents were asked to 

place the indicators into three groups of five, such that the top five indicators of 

resilience are assigned Group A, the next block of five is assigned to Group B, and final 

block of five is assigned to Group C. As a result each respondent was limited to a total of 

15 ratings. 

 

The most interesting finding from this exercise is that the priority ratings are 

relatively consistent across all three utility size categories in terms high, medium, and 

low. It should be noted that critical staff (O7) was mistakenly omitted from this section of 

the survey. Therefore, the data collected on the emergency response plan training for 

staff (O1.3) was applied as a proxy for purposes of developing the weighting. This proxy 

makes the assumption that these two indicators are closely associated with a utility’s 

investment in furthering their employee’s capability to effectively respond and support 

recovery from an incident. 
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Given the utility consensus on URI indicator priority, the data reported for “All 

Size Classes” is used to generate a weighting scheme that reflects utility preference. A 

simple preference weighting is applied to calculate the weights for each indicator based 

on a 5:3:2 ratio of importance for the group A, B and C assignments as shown in 

Equation 4.   

 

 

 (Eq. 4) 

 

 

Where:   = the utility preference weight for the  indicator, 

  = the number of times that indicator  was assigned to group A, 

   = the number of times that indicator  was assigned to group B, 

   = the number of times that indicator  was assigned to group C, 

and   = the total number of assignments. 

 

 

The survey priority rating question included the criteria for the first three operational 

resilience indicators. In all instances the first criteria was excluded since it represents a 

negative condition, such as no emergency response plan. It was assumed that a utility 

would not consider that condition a priority criterion for enhancing resilience. The 

resulting data and calculated utility priority weights (Equation 4 calculations) are reported 

in Table 8 and in the “Utility Preference” column of Table 9.   
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Table 8. Utility Indicator Priority Ranking and Weighting 

 

 URI Indicators & Criteria 
All Size Classes 

 
A B C 

1 O1 

ERP developed and/or updated  

38 44 33 0.166 Resource typed assets/teams  

Functional exercises on the ERP conducted 

2 O2 

ICS 100/200 training provided to key staff 

6 33 63 0.156 
ICS 700/800 training provided to key staff 

ICS 200/300 training provided to key staff 

Utility certified as NIMS compliant 

3 O3 

Mutual Aid/Intramunicipal  

23 54 45 0.187 
Mutual Aid/ Local-Local (with adj. city/town) 

Mutual Aid/ Intrastate (e.g., WARN) 

Mutual Aid/ Interstate and Intrastate  

4 O4 Emergency power for critical operations 37 4 0 0.060 

5 O5 Ability to meet minimum daily demand  38 2 1 0.097 

6 O6 Critical parts and equipment 29 11 1 0.088 

7 O1.3 Staff trained on ERP (i.e., Table Top)  10 24 6 0.060 

8 F1 Business Continuity Plan 8 20 11 0.046 

9 F2 Utility Bond Rating 8 6 12 0.037 

10 F3 GASB Assessment 4 4 15 0.018 

11 F4 Median Household Income 2 2 10 0.046 

12 F5 Unemployment 2 1 8 0.040 

 N 205 205 205 1 

 
Priority Ranking 

 

 

 

4.3 Expert Elicited Weighting 

An expert panel was convened to review the utility survey data. Using a modified 

Delphi technique (Custer, Scarcella, Stewart, 1999) the experts provided their 

professional judgment of each utility’s resilience. For purposes of this evaluation the 

High Medium Low  
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experts were asked to rate each utility using a 1 (poor) to 5 (excellent) Likert scale which 

parallels the metrics used for each utility response. In this instance the maximum value 

reported by the utility for each indicator is the value used by the experts to rate each 

utility’s resilience.  

The review of the utility data was completed by water sector professionals who 

are serving or have served as: 

 Former Water Operations Manager for a utility serving more than 50,000 

customers, former Chair of the Water Sector Coordinating Council and leader 

in water sector mutual aid and assistance. 

 Professor of Environmental Engineering with expertise in infrastructure 

security and sustainability issues. 

 Senior Professional Engineer with expertise in infrastructure planning and 

utility security/risk assessment at a global infrastructure firm.  

 Former Director of Engineering for multiple large utilities and chair of several 

water sector committees serving the interest of homeland security. 

 

The initial expert ratings were averaged to generate a score for each utility. At 

this stage the names of the participating experts were not provided to their expert peers. 

This was followed by a request for each expert to review the collected scores and 

consider adjusting their ratings relative to those provided by the other experts. The 

objective was to adjust the rating for utilities where the standard deviation of the scores 

was greater than 0.5; this eliminated 12 utilities from further discussion because of 

expert consensus. In addition, each expert was asked to focus on the utility for which 

their rating represented the greatest difference from their peers. The revised ratings 
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were collected and then reviewed during a web-based meeting where the experts’ 

identities were revealed to facilitate discussion of the ratings and associated 

adjustments.  

Each expert applied a slightly different approach to rating the utility data, which 

upon discussion, was concluded to be influenced by their professional experience and 

perspective. Two of the experts demonstrated a stronger utility operations perspective.  

As such their ratings gave greater preference to operational indicators, like mutual aid 

(O3) or emergency power (O4) over the “softer” planning and financial indicators. This 

perspective became clear through discussion of the ratings, since utilities that reported 

no data for utility bond rating (F2) or GASB assessment (F2) were still rated well by the 

experts. The other two experts offered a slightly more academic/structured approach, as 

both applied a scoring method to support their final rating. In one instance greater 

importance was given to indicators for emergency response planning (O1), mutual aid 

(O3) and business continuity planning (F1) based on experience and field observation. 

A key observation noted during the expert discussion was that all the experts 

treated small systems differently when considering system resilience. The low response 

rate for small systems limited the analysis and suggests need for further research on 

how these indicators may be used by the water sector. As a result of the expert analysis 

and comments, the sensitivity of the URI weighting scheme will include a modeling 

scenario that selectively eliminates data from small systems. Once the expert rating 

process was completed, both the original and adjusted ratings were used to generate 

the modeled weighting schemes based on an optimization method described further in 

the next section.  
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4.4 URI Modeling Results 

The method used for generating the weighting scheme for the URI indicators 

provides an opportunity to verify the representativeness of the URI indicators given each 

utility’s expert knowledge of their respective operational and financial capabilities. In 

addition, the modeling of the expert scores relative to the utility data provides a 

“goodness of fit” test for the resulting weighting scheme as measured by the resulting 

mean absolute error (MAE). All model runs were made using the Lindo Systems add-in 

for Excel: What’sBest!® 11.1.0.1 (Jan 11, 2012) – Library 7.0.1.405.  

The raw utility survey score was compared with the expert score and the sum of 

the absolute differences was minimized subject to variations in the weights. The 

weighting values associated with each URI indicator were set as the decision variables 

for each model run to seek an optimal distribution that best fit the dataset. In essence 

this method calculated the inferred weights used by the experts relative to the raw data 

provided by the utility. The total value of the decision variables are constrained as 

previously described in equation 3. Each model was run to minimize the difference 

between the utility survey score and the expert rating score, in terms of the sum of the 

absolute values. The parameters of each model run and associated results are 

described below, including the weighting schemes which are reported in Table 9.  
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Table 9. Indicator Weighting Scheme 

 

URI 
Indicator 

Modeled Weighting Schemes 

Utility 
Pref. 

Run1 Run 2 Run 3 Run 4 
J100 

Approach 
Equal 

O1 0.17 0.19 0.16 0.14 0.14 

.1429 

.0833 

O2 0.16 0.11 0.15 0.16 0.16 

O3 0.19 0.10 0.12 0.19 0.11 

O4 0.06 0.11 0.12 0.06 0.13 

O5 0.10 0.14 0.10 0.10 0.07 

O6 0.09 0.05 0.01 0.09 0.02 

O7 0.06 0.02 0.04 0.06 0.04 

F1 0.05 0.16 0.16 0.05 0.15 

.2 

F2 0.04 0.00 0.01 0.06 0.05 

F3 0.02 0.02 0.00 0.02 0.00 

F4 0.05 0.07 0.13 0.05 0.13 

F5 0.04 0.03 0.00 0.04 0.00 

        

MAX 0.19 0.19 0.16 0.19 0.16   

MIN 0.02 0.00 0.00 0.02 0.00   

MAE N/A 0.169 0.185 0.244 0.165   

 
 

 

4.4.1 Model Run 1 – Original Expert Fit 

The initial model, Run 1, fits the utility data against the original rating provided by 

the experts. Figure 4, represents the original expert score relative to the utility score 

based on the expert derived weighting. Figure 5, represents the original expert weighted 

utility score fitted to the utility score based on the priority weighting scheme.  
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Figure 4. Model Run 1: Original Expert Score vs. Utility Data Score. MAE = 0.169 

 

 

 

 

 

Figure 5. Model Run 1: Original Expert Weighted Utility Score vs. Utility Priority 
Weighted Score. MAE = 0.223 
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4.4.2 Model Run 2: Utility fitted to Expert Adjusted Rating 

The second model, Run 2, fits the utility data to the adjusted rating provided by 

the experts. Figure 6, represents the adjusted expert score relative to the utility score 

based on the expert derived weighting. Interestingly, when the expert adjusted scores 

are applied the weighting for GASB (F3) and unemployment (F5) are completely 

devalued to zero, which  is consistent with the comments provided by the experts 

regarding preferences. Figure 7, represents the expert weighted utility score relative to 

the utility score based on the priority weighting scheme. Interestingly, the scoring 

adjustments made by the experts appear to have the effect of over predicting the utility 

score relative to the results in Figure 4. 

 

 

 

Figure 6. Model Run 2: Adjusted Expert Score vs. Utility Data Score. MAE = 0.185 
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Figure 7. Model Run 2: Expert Weighted Utility Score vs. Utility Priority Weighted 
Score. MAE = 0.211 

 

 

 

4.4.3 Model Run 3: Run 2, Excluding Small Systems Data 

The third model, Run 3, excludes data from small systems based on the 

observations made by the experts during review of their ratings. This scenario will 

indicate the how sensitive the weighting scheme is to any bias that may be introduced 

due to the expert acknowledgement that they used different criteria when reviewing data 

from the small systems. Figure 8, represents the adjusted expert score relative to the 

utility score based on the expert derived weighting which shows that the model is still not 

perfectly predicting the utility score. Interesting, when the small systems are excluded 

from the model, the weighting for GASB (F3) and unemployment (F5) are restored to 

have some value. In addition, as shown in Table 9, Run 3 is the best match in terms of 
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predicting the utility priority weighting scheme. Figure 9, represents the expert weighted 

utility score relative to the utility score based on the priority weighting scheme. As noted 

in Table 9, the weighting schemes for Run 3 is the best fit, where all but two indicators, 

emergency response (O1) and utility bond rating (F2) not exactly predicted by the model. 

 

 

 

Figure 8. Model Run 3: Adjusted Expert Score vs. Utility Data Score, Excluding 
Small System Data. MAE = 0.244 
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Figure 9. Model Run 3: Expert Weighted Utility Score vs. Utility Priority Weighted 

Score. MAE = 0.023 
 
 

4.4.4 Model Run 4: Run 3, Adjusted for Incomplete Data 

The forth model, Run 4, maintains the exclusion of small system data and adjusts 

data fields for incomplete responses to the lowest value (1). This scenario will indicate 

how the weighting scheme may be influenced by the addition of this data even when the 

experts noted that they overlooked these data gaps given their own devaluation of the 
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followed by median household income (F4) with two, and one each for critical parts and 

equipment (O6), business continuity plan (F1) and unemployment (F5). As a result of 

adding this data, the model reverted to a weighting scheme close to that predicted in 

Run 2, Figure 10. Figure 11, again shows how the utility priority based score compares 

0.00

1.00

2.00

3.00

4.00

5.00

0.00 1.00 2.00 3.00 4.00 5.00

E
x

p
e

rt
 W

e
ig

h
te

d
 U

ti
li

ty
 S

c
o

re
 

Utility Priority Weighted Score 



 

59 

 

with the expert derived weighting score. While not as strong an association as Run 3, 

the results from Run 4 suggest that making assumptions about value of incomplete data 

fields is inappropriate and results in a less predictive model for the URI weighting.  

 

 

 

 
Figure 10. Model Run 4:  Run 3 Adjusted for Incomplete Data. MAE = 0.166 
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Figure 11.  Model Run 4: Run 3: Expert Weighted Utility Score vs. Utility Priority 
Weighted. MAE = 0.185 
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expert weighting from Run 3, and for that matter all other weighting distributions (Table 

9). 
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Figure 12.  Weighting Sensitivity: J100 Utility Score vs. Run 3 Expert Weighted 
Utility Score. MAE = 0.310 

 

 

 

Figure 13.  Weighting Sensitivity: J100 Utility Score vs. Utility Priority Weighted 
Score. MAE = 0.320 
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The second sensitivity analysis observes utility scores based on the simple 

“equal weighting” scheme with Run 3 and the utility priority weights. There is an 

improvement in the MAE over the J100 sensitivity analysis, and in fact is slightly better 

than Run 3 which fits the expert elicited score with the utility scores fitted to the expert 

scores (Figure 14). However, the equal weighting scheme falls short in predicting the 

utility priority weighted scores (Figure 15). 

 

 

 

Figure 14. Weighting Sensitivity: Equal Weighting Utility Score vs. Run 3 Expert   
Weighted Utility Score. MAE = 0.248 
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Figure 15. Weighting Sensitivity: Equal Weighting Utility Score vs. Utility Priority 
Weighted Score. MAE = 0.255 
 
 

4.4.6 Model Validation 
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residuals plot to show there is limited bias in the data. Figure 18 illustrates that the utility 

scores based on weighting derived from the control group are well predicted by the 

model.  Figure 19 provides a comparative review of residual error between the control 

and test data indicating consistency in the predictive capability of the model. 
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Figure 16. Validation Model: Control Data for 25 Utilities. MAE = 0.200 

 

 

 

 

 

 

Figure 17. Validation Residuals Plot of Control Dataset 
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Figure 18. Validation Model:  Predicted Utility Data Score for 13 Utilities based on 
Control Data. MAE = 0.180 

 
 

 

 

 
 
Figure 19. Box-Whisker Plot for Utility Control and Test Datasets 
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5 RESULTS AND CONCLUSIONS 
 

 

The development of the URI can facilitate a simple and transparent assessment 

of a utility’s current state of resilience. This assessment can be used to support resource 

allocations for mitigation measures designed improve the utilities all-hazard risk 

management capability. The development of an all-hazard index for purposes of 

representing and communicating resilience will facilitate the rational prioritization of 

critical resource needs relative to the resilience enhancement potential. This research 

has developed and tested a method based on a sample of water utility data and 

determined the viability of the URI as a decision support tool for guiding resource 

allocation. 

1. What critical factors provide an appropriate foundation for developing an 

all-hazard resilience index for the water sector?  The development and 

selection of the twelve indicators for the URI benefited from extensive vetting by 

the water sector prior to this research. The fact that the prior public vetting was 

often for disparate purposes does not alter the value of each indicator when 

aggregated into an index used to assess the resilience of water utilities. The 

value and utility of the URI indicators is validated by the high rate of acceptance 

and overall accessibility of the data necessary to support the application and use 

of the URI by utility staff. 
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2. What are the appropriate weighting factors and approaches for normalizing 

and aggregating disparate data sources?  The research and modeling of the 

URI confirmed that the indicators selected are good metrics for assessing utility 

resilience. The research also found that the original J100 approach in general 

overestimates utility resilience. A new weighting scheme based on utility priority 

and supported by expert elicitation, as modeled in Run 3, represents a preferred 

weighting for the URI indicators over the current J100 weighting method. This 

research will support a revision of the URI approach for the next edition of the 

J100 Standard. This refined URI approach will be shared to encourage broad 

application and use of the URI to support resource allocations that enhance utility 

resilience. 

 

3. What are the most significant resilience gaps in the water sector? The 

greatest gap in terms of utility resilience is related to barriers that ensure reliable 

power, specifically emergency power (O4). Of those surveyed, 25% of the utilities 

would be unable to sustain critical operations for more than 48 hours. Translated 

into population served by surveyed systems, it means nearly 6.4 million 

customers would potentially have compromised water service within 48 hours. Of 

that group, 5 utilities serving nearly 4.5 million customers have zero in-house 

capability for emergency power. If an incident were to exceed more than 72 

hours, like the 2009 ice storms in Kentucky, the service disruption would impact 

another 7 million customers or a total of over 13.3 million.  Part of the gap is due 

to the sheer size and associated cost of the backup power system required, as 

one utility noted they would need a unit that could generate 54 MWH. Based on 
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these findings and observed resource gaps during multiple events, the capital 

costs and regulatory barriers clearly act as major impediment to greater 

resilience in the water sector.  

 Closely related to power, a utility’s ability to meet minimum daily demand 

(O5) is also a large gap in the water sectors observed resilience. In this case, 

28% of the surveyed utilities would not be able to sustain their average minimum 

daily demand within 24 hours of disruption, thereby impacting service to nearly 

7.5 million customers. This makes a very strong case in support of more 

advanced planning for emergency water supply since only 21% indicated they 

could sustain operations for more than 3 days. 

 The reported growth and development in business continuity planning (F1) 

was an unexpected finding. Prior discussion with water sector leaders at 

workshops and conferences about this issue suggested that the sector was 

lacking in this area. Perhaps the issuance of sector standards, guidance and 

continued communication (Moyer & Novick, 2012) about the importance of BCP 

has spurred some systems to move forward. Nearly 20% of respondents 

indicated that they had not taken any steps to integrate BCP into utility 

management practices, thus representing an opportunity and need for continued 

outreach and training. 

5.1 Conclusions, Contributions, and Future Research 

This research contributes to the water sector’s need for a balanced approach to 

risk management that integrates the principles of resilience. The simplicity and 
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acceptance of the URI as reported by utilities supports the URI’s use as a means to 

inform and facilitate resource decisions associated with enhancing the resilience of the 

water sector. The hypothesized need to refine the weighting scheme was validated by 

modeling utility and expert value judgments. This serves to enhance and strengthen the 

URI as a tool for the sector. The prior section described some the most significant gaps 

and it appears the utility respondents are very much aware of the key issues that affect 

their resilience. In ranking the priority of various indicators in terms of importance for 

utility resilience, the respondents formed a consensus around the following, in order of 

priority: 

1. Ability to meet minimum daily demand (O5); 

2. Emergency response planning (O1);  

3. Emergency power for critical assets (O4); 

4. Critical parts and equipment (O6); and, 

5. Mutual aid and assistance (O3). 

The low response rate for small systems limited the analysis and suggests a 

need for further research. Expert review suggested a need to consider how the URI 

indicators may be adapted for use by small systems. URI modeling indicated that the 

small system data had a significant influence on “goodness of fit” such that a larger 

dataset may inform this analysis more fully. 

Future research may also consider opportunities to integrate the URI with the 

data generated for SoVI (Borden and Cutter, 2008; Borden et al., 2007; Dwyer et al., 

2004; Cutter, Boruff, & Shirley, 2003; Cutter & Finch, 2008). Since the latter research 

includes a mapping element, it is suggested that a similar exercise in the water sector for 
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URI would be informative and lend itself to a broader audience, such as policy decision 

makers that may not be water sector experts. The SoVI captures a broader snapshot of 

factors that influence a community, specifically the community served by a utility and so 

it may be a measure that compliments the URI in resource decision making. 

The simplicity and transparency of the URI methodology lends itself to broad 

application by the water sector. Its integration into sector best practices, including the 

proposed revision of the J100 Standard, will raise awareness and advance the objective 

of integrating resilience into the risk management strategy of the water sector. Papers 

and presentations discussing various elements of this research have been published or 

accepted for publication (AWWA, 2010; Casson, Hunter & Morley, 2011; Morley, 2011,  

2012, in press)  
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APPENDIX A: SURVEY FORM 
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APPENDIX B: URI Indicator Comments 
 

 

 

O1: ERP 

We update our ERP annually.  It is an “all hazards” approach/plan.  We have an annual table top 
exercise and every 3 to 5 years we have a simulated exercise which includes local and state 
responders.  This exercise is registered with HS, has several planning mtgs, a Situation Manual, 
registered observers, a “Hotwash”, and summary report. 

Not so sure on other utilities 

Most utilities should know whether they have an ERP and whether they have trained and 
exercised the plan 

Utilities cover a huge range in size and org capability. We are a large utility and have specialized 
staff to manage these activities. This could be much more difficult for smaller utilities 

An emergency operation plan in a continuous improvement process where through utility 
experience (or the experience of others) and exercising the plan it can be revised and improved to 
meet the needs of the community. To date we have not completed any functional exercises but 
have had active events that have activated the plan which we have used to improve or adjust the 
plan accordingly. 

May have to explain in detail as to why you’d be gathering the intel. Some see it as safety/security 
sensitive. 

While not able to speak for all utilities, I believe most of those that I work with regarding 
emergency preparedness should be able to calculate this measure without undue hardship 

ERP plans are in several forms/doc/program. Spill response, SCADA and plant security, continuity 
of ops, asset mgt, mutual aid agreements 

Asset information gathered from the vulnerability assessment are tied to the emergency response 
plan. 

Most water agencies don’t have staff dedicated to emergency or security matters. As budgets 
have become more constrained, there is less money going to emergency and security programs 
and less money allocated to develop ERP, Security plans and continuity plans. 

All materials are archived electronically on the company mainframe computer and hard copies are 
kept in the 24-hr operations center. Abridged copies are in the offices of all key management staff. 

The above answer is for DW, WW side is less prepared 
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O2: NIMS 

You missed ICS 400 in questions. I am not sure re: certification by whom? 

Largest hurdle for us is having a single point of contact and responsibility for water/wastewater 
security issues.   

Utilities cover a huge range in size and org capability. We are a large utility and have specialized 
staff to manage these activities. This could be much more difficult for smaller utilities 

Although we regularly train managers on the ICS process and NIMS we have not integrated those 
processes into our daily activities which to me would seem to be a better measure of resilience as 
opposed to meeting a checkbox.     

This is available as it is turned into out County Office of Emergency Management 

Senior management has been provided information on completing ICS 100 and 700 online 
courses. Some have and some have not taken it. No records kept. 

While not able to speak for all utilities, I believe most of those that I work with regarding 
emergency preparedness should be able to calculate this measure without undue hardship 

Provided in the past 5yrs, new program underway to update training 

Senior management only. Points of contact with county government have been trained 

Again, no dedicated staff at most agencies and many I deal with don’t understand what courses 
need to be taken by which staff members and don’t understand SEMS [California version on 
NIMS] 

The City, including the utilities, is NIMS compliant 

ICS 300 and 400 are scheduled in July 

We participate in a COAD, A group with the goal of disaster preparedness 

  
 

O3:  Mutual Aid 

We are in the process of developing MOU’s with at least two of our electric power companies to 
share land access/easements and transport in the event of an emergency. 

Inter-Intra state through national WARN participation 

We actively participate in these collaborative efforts, but under conditions of catastrophic loss they 
would provide little assistance for our community and we would be reliant on the state and federal 
authorities to supply the majority of our needs. To me a better measure would be to expand this to 
include utilities collaboration in regional efforts (mega communities) to address water emergency 
issues. 

Also members of statewide mutual aid agreement between more than 700 local governments 
across the state 

Utilities are building their resource profiles as the local, GAWARN and soon to be GEMA level. 

We are a member of VAWARN. We are unable to join NCRWRAN unless they revise their 
insurance requirements for utilities that might call us for help. 

All utility mutual aid agreements are listed on out contract website, other old agreements are on 
Dept intranet. State to State agreement must go thru EMAC which is place. 

Have agreements in place with neighboring utilities and participate in WARN. Have signed MAA. 

Old agreements are open file but a large turnover of senior and staff management has occurred. 
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O3:  Mutual Aid 

In Riverside and San Bernardino Counties water wastewater agencies have formed a local mutual 
aid network to help educate and coordinate emergency response along with both counties. 
However, I am finding more and more agencies that don’t understand why they would need local, 
state, federal resource agreements in place before an incident. 

We are located near the state border with Illinois and have a mutual aid agreement with a larger 
(~150K) city in that neighboring state and a few of the municipalities near the larger city. We 
cannot go anywhere else in the neighboring state. 

We participate in South Central Utilities managers (SCUM). It is a multi-county group that can give 
mutual aid and an inventory of equipment & material is kept. 

Inter and intrastate not only through WARN, but within company 

Considering entering a WARN agreement 

  
 

O4: Emergency power 

With full diesel tanks at our facilities, we could run for at least 7 days.  Our plan includes asking 
the public to refrain from outdoor /non-essential water uses.  We have 40 MW of generating 
capacity. 

We require approx. 54 MWH to run our operations water and sewer, it is not feasible to have 
critical generation capacity onsite 

Power is difficult to quantify. Electrical backup is for single facilities only. Our backup matches our 
vulnerability assessment needs. We use water storage in lieu of power backup, hence to pumping 
required. 

Hard to answer because different pump stations and filter plants have different back-up 
redundancy.  For us a limiting factor is lack of emergency power back-up at Raw water pump 
Stations.  Filter Plants and Finished pumping have 48 to 72 hours of emergency power capability. 

Sewer list stations and critical water pump stations; redundant electrical feeds at water and 
wastewater treatment plants 

[XXXX] has about 5 days capability 

We currently are in the process of a five year plan to implement emergency generation 
capabilities at our critical treatment and pumping stations. Although I am a proponent of some 
standardization and regulation that behavior tends to lead to a one size fits all mentality that does 
not allow for utility adaptability to its environmental conditions. In other words, it doesn’t 
necessarily develop resilience as much as compliance to the standard.      

Fixing to start construction on a 24 MW power generation station. We are [electric utility’s] number 
one response site in the county 

The available running hours depends on how full the fuel tanks are (just before re-ordering or just 
after refilling) and the amount of sewage flow (average flow versus peak rainstorm flow).  These 
vary among the pump stations and the reclamation plant.  Available running hours vary from a low 
of 15 hours (small facility, worst conditions) to a high of 245 hours (best conditions); average for 
all is approximately 72 hours. 

My experience has been that only those utilities that have made emergency preparedness a true 
top priority are those who understand the duration of their emergency and back-up power 
supplies. Most do not understand fuel demands of the generator engines they own and have not 
fully investigated the challenges associated with the refueling supply chain. 
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O4: Emergency power 

We have multiple rural facilities with emergency power. Different sites have different fuel storage 
capabilities dependent on what actual usage during an emergency may be. Primary sites all have 
>72hr of run time capacity. Secondary sites range from 24-72 hr capacity 

Portable or on-site generators are available for small plants. Cogeneration via methane for larger. 

The [XXXXX] utility has 31 generators deployed throughout the system and has the capability to 
provide average water demand volumes of water for up to 72 hrs. After that fueling and fuel 
delivery capacity is of concern. 

All new pump stations are built with emergency generators and many existing pump stations have 
had emergency generators installed. 

As a group in 2 counties, DW WW agencies have developed a list of each agencies electrical 
demands for each well, pump station and facility with lists of generators needed to power these 
facilities and who  has the generators, fuel and we are attempting to standardize switch panel to 
facilitate ease of use and ensuring pump motor rotation. 

Emergency power is available for main office/ emergency command center indefinitely. Emerg 
power for wells available but for only reduced supply, probably at low pressures. Length of 
operation beyond 72 hrs depends on reaching emergency diesel fuel supply. 

The Water Utility can indefinitely produce 1.75 times our average daily demand with in-house 
stationary diesel generators.  The Wastewater Utility has stationary generators which are capable 
of keeping the critical components of the treatment plant operational.  The Utility has enough 
diesel fuel in storage to easily keep the generators operating for greater than 73 hours. 

Emergency Power capability exists at certain critical locations, but not utility wide 

Limitation is based on fuel availability: some rely on piped natural gas; others rely on hauled fuel. 
Response is based in inability to haul any fuel despite emergency supply contract with vendor and 
authority owned hauling equipment 

Several sources of unlimited backup power 

We have 100% emergency backup for the city. We have a generation station capable of carrying 
the entire community. Without that we would have to rely on WARN. 

  
 
 
 

O5: Daily Demand 

This estimate includes storage in our consecutive systems 

Water treatment plants  - 24hrs; WW (no storage) 

The above is true on the average> Depending on the event, pressure zones and involved tanks 
there could be localized shortages 

Our population is 880,000 folks with another 150,00 undocumented. Well over 1M/24 hrs would 
be pushing it with zero production. 

We have approximately 4 days storage at current average flow, 2.5 days at future (design) 
average flow, and about one day for peak (wet weather) flow.  This includes pump station and 
wastewater reclamation plant storage. 
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O5: Daily Demand 

There are many variable associated with the accuracy of this measure. Our utility should be able 
to maintain a supply from storage and gravity delivery (without production capability) for 3+days. 
However, it will likely require the implementation of mandated conservation directives to ensure 
minimum demands are not exceeded. 

Some small plants storage can go weeks. The larger plants can probably make due for a day or 
so. 

Same as previous. Can support these flows for up to 72hrs. After that fuel capacity and fuel 
delivery are the limiting factors. 

2-3 days of storage is available under normal demands. 

We have 13 decentralized water treatment plants location all of the township. Losing up to 3 of 
them, we would still be able to meet max day demand 

Dependent on availability of alternative source of supply (MWD). Standby wells are used as an 
emergency source using the aquifer as the storage. Minimal above ground storage, less than 24 
hrs availability. 

The Water Utility has elevated storage equal to 1.45 times its average daily demand.  We 
estimate that this in-system elevated storage would provide enough water to meet our needs for 2 
to 3 days, but this has not been tested.  The Wastewater Utility has 6 to 12 hours of in-system 
storage before bypassing the treatment plant will begin.   

Doesn't really apply, we are on wells that do not require treatment and a spring that does. The 
wells offset the spring 100% if the ERP water conservation methods are triggered 

In addition to storage; several interconnects with neighboring communities 

Assuming out backup generation does not work, we store about 48 hrs of water on a normal day. 
Sewer would a challenge to start with, but would work out. With generation no issue. 

  
 

O6: Critical parts & equip 

We have a diverse supply portfolio that includes 13 regional wellfields, one SWTP and one 
desalination facility.  We can move production throughout the regional system as well as wheel 
water through a consecutive to another. 

Difficult to determine unless you have gone through a process like RAMCAP 

We have a lot of built in redundancy in finished water distribution and pumping.  Our major 
production plant has a single 42” raw water main.  If it failed completely in certain locations, repair 
would have us out of production for portions of our system for more than 72 hours. 

This question is very hard to answer. Generally speaking our system is very redundant. We have 
100% backup for ave daily demand (surface water supply and gw backup) Our major wholesaler 
also have backup. Even having a dam failure, we have gw for backup. 

This applies only to the loss of a complete facility as we have redundant capabilities at each site 

This was a time consuming effort with significant staff involvement 

we have warehouses on site and emergency repair/replacement contracts in place just for this 
scenario 

We have spare equipment installed throughout our process.  We also stock critical spare parts 
and can replace them in-house.  If an unstocked part were to fail or if repair by an outside 
company were required, repair time could increase to >72 hours. 
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O6: Critical parts & equip 

We are currently implementation a program to augment our critical supplies to provide us with a 
minimum of 14-days post-disaster supply of the materials we recognize we will be most in need of 
for repairs based on an extensive distribution system seismic vulnerability study we completed in 
2009. 

Critical assets have redundancy in their design with the assumption that one will be out of service 
at any given time. It's not cost effective to have large critical assets just sitting on the shelf 

Depends on plant and part. Answer reflects average needed, Some parts are on site. 

The longer lead time shown would be in cases of flood or earthquake. 

Our utility maintains an adequate parts inventory to ensure operational resilience 

It is dependent on which system we are talking about. SCADA fast then 24hrs. IT servers more 
than 72 hrs 

We keep spare components, but really have no control over suppliers and their shipping 
schedules 

We have in inventory repair parts for all pipes sizes and material types in our water distribution 
system.  In water pumping and wastewater treatment all critical components are redundant so any 
one failure does not constitute a crisis. 

The utility has spare parts for key equipment, but no evaluation has been done to determine 
adequacy or lead time. 

Long lead items have not been identified and planned for 

Our water utility relies upon a single storage tank to provide water to the city. If we lost that, it 
would be a while before we could operate normally. We used a partially open valve to provide 
pressure over short periods of time when the tank is off line. 

  
 
 
 

O7:  Critical Staff 

While individual positions may grade lower, cross-training allows for higher percentage as 
indicated 

Staffing plans and availability was addressed in the beginning with avian flu and then again with 
swine flu scenarios. 

The answer above is for short-term (up to several days) occurrences – a snow storm or heavy 
rains, for example.  We’d have less resilience for longer occurrences – an epidemic, for example. 

Our utility has invested in cross-training so that critical position depth (Certified Operators, 
maintenance mechanics etc) should be sufficient following a disaster. 

Cross training staff redundancy has been an emphasis 

Our utility has significant staff resilience and capability. 

Maintenance function. Subcontractors have been identified in the ERP. 

Staff response is defined and expected for emergencies. Limiting factor is distance that some 
lives from operations center. 

Most Utility employees are capable of doing mission critical tasks. 

Consequences of being a small utility 
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F1: BCP 

Business Continuity plan in place, undergoing updating 

In our world this is call a continuity of operation plan (COOP) but meets the same goals as a BCP 
and much like an ERP it is a living document that should continually improve with exercise and 
testing. Was not real sure how to answer this question since in my mind a BCP is always under 
development, we have completed initial documentation and continue to flesh out the plan as new 
information, technologies and organizational changes occur. 

Cost for some elements delay their implementation 

ALL [XXXX] County Gov just finished a comprehensive COG, COB and COOp (all in one) last 
year. My Office of Emergency Mgt is assisting each department exercise their plan individually. 

For all questions in this survey, “At My Utility” refers to collecting existing data to demonstrate how 
we got our answer to the particular question.  “Managers at Other . . . Utilities” refers to our guess 
of how long it might take them to develop the program for their utility from the start. 

We are currently preparing an enterprise-based Continuity of Operations Plan (COOP) to 
augment our existing BCP in place only to address finance and business elements (customer 
bulling, A/P etc) 

BCP partially implemented - class training, TTX for treatment - needs to be updated and further 
staff training 

This is national corporate initiative with local (ID) facets and provisions. 

etial pandemic influenza outbreak. 

Long history of paying bills promptly, maintain cash reserves, signed contracts with vendors all 
tend to position the company to continue operations effectively in a disaster situation. 

The Utilities are a department within the local municipal government and while they generate the 
revenue necessary to fund operational, debt service and other activities, by themselves they have 
no independent financial policies or practices. 

Requested information - no reply 

Change in management has shifted focus away from this planning 

Very healthy capital reserves 

To be honest I have never heard of this 

  
 

F2: Bond Rating 

We are AA+ will all three rating agencies 

Moody’s is Aa1 for revue bonds. We have other ratings for other debt instruments 

Moody - Aa1 

Actual bond rating is AA+ 

For smaller utilities this issue may again be different. Large utilities, probably annually, sell bonds. 
Smaller utilities perhaps not. In Oregon anyone with more than 15 services is a regulated utility so 
probably the huge majority of utilities from a numbers perspective, may not have much data or 
familiarity with bonding. They may hire it done for them 

Utility bond rates are based on the municipality rate while is currently Aa1 
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F2: Bond Rating 

Should be no problem with select utilities. We [XXXX] were just issued our AAA rating last fall 

We are rated Aa1 by Moody's, AA+ by Fitch and AAA by S&P 

Out utility actually has two bond ratings - Moody's is Aa-3 and S&P is AAA 

Current rating A- insured to AAA 

Our bonds are AA- (AA minus) per last financial statement 

[XXXX] is a subsidiary of [XXXX] and the [XXXX] and this rating is held by [XXXX] 

We do not have a bond rating, never sold bonds, However, I would think we have a great credit 
worthiness (nongovernmental) 

The City’s bond rating (which by default is the Utility’s bond rating) is AA-.  See comment following 
Indicator F1. 

Requested information - no reply 

As an unregulated Not-for-profit cooperative we cannot issue bonds 

Difficult to obtain specifically 

Many small utilities do not get rated. Their bonds are placed locally. We have a rating for our 
electric utility, but not DW/WW 

  

 
F3: GASB  

Not applicable, we did not so the alternative method we used actual cost and depreciation 

Asset mgt programs and the fairly sophisticated regimes they require may not be part of many 
utilities method of operation. We have been at it for 6 years and not done with assessments yet 
although we are very pleased with our progress. If this has not been underway for some time, 
getting data could be a challenge. 

Utility has used the accounting methods for many years, but the percentage noted is for use of the 
Work Asset Mgt process 

Should  be no problem 

The effort at other utilities depends on whether they has an assets management system in place. 

Our utility is fully GASB compliant and has been for many years. As a California Special District 
we have always done accrual. 

Asset mgt program is in place 

We have sophisticated computer based assets mgt systems for both above and below ground 
assets 

Utility maintains a list of replacement costs which is updated for major assets annually. Major 
facilities are inspected by consulting engineer with 1/3 of facilities inspected annually. 
Depreciation schedules are maintained and incorporated into financial reporting. 

We are Non-governmental - a private non-profit membership co-op. We use accrual method of 
accounting. 

As a Utility, we have not undertaken this process.  See comment following Indicator F1. 

Condition assessment is not formalized but is reliable. 

All GIS based and included in tha accounting system as well 
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 F4: Unemployment 

Tough economic times at the moment for almost everyone 

If you are looking for a measure of financial viability in a community wouldn't level of poverty be a 
better choice in this case our level is twice the national average 

I believe our utility unemployment rate is close to national if not lower. We have frozen all 
positions for 90 days prior to filling. 

The Greater [XXXX] area averages an unemployment rate is approx 3% below the US national 
average. 

Base on 2005-09 Census data for [XXXX] County CS. Note [XXXX] service area include XXXX, 
XXXX and XXXX City which encompasses approx 22.8% of the county population. 

ID unemployment is slightly above national average 

Local MSA unemployment figures are publicized monthly in local newspaper 

Unemployment in our community is running between 10 to 12% for the past couple of years 
because of the recent closing of a major industrial manufacturer and its related support industries.  
Prior to the plant closing, unemployment historically ran closer to 6 to 8%. 

This is an assumption based on general knowledge of area workforce makeup (ie ag & military 
sector are generally less prone to recessionary pressures). 

About 5% unemployment here right now. It is going down also. We expect a record year in 
construction here. 

  
 
 

F5:  Income 

Used 2009 data 

This may be hard to find for smaller utilities although they could use their surrounding community 
as close enough 

Based on 2009 data >5-10 higher than NC median 

The Greater [XXXX] area has the highest median household income in the US - $85.824 vs US 
ave of $50,221 

Base on 2005-09 Census data for [XXXX] County CS. Note [XXXX] service area include XXXX, 
XXXX and XXXX City which encompasses approx 22.8% of the county population. Median 
household income is approx 33.9% greater than the national median 

Data available via US Census Bureau 

Please see note following Indicator F4.  While F4 discusses unemployment, the same concept 
applies to medium household income. 

This is an assumption based open knowledge that area wages are generally below national 
averages 

State gov has an impact on the local economy 
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APPENDIX C: MODEL RUNS 
 
 
Model Run 1 – Utility data fitted to Original Expert data 
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Model Run 2 – Utility data fitted to Adjusted Expert data 
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Model Run 3 – Utility data fitted to Adjusted Expert data (no small systems) 
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Model Run 4 – Utility data fitted to Adjusted Expert data (no small systems; 
incomplete data adjusted) 
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