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ABSTRACT 

EVALUATING THE SYSTEM OF SYSTEMS REQUIREMENTS ALLOCATION 
PROCESS 

David A. Flanigan, Ph.D. 

George Mason University, 2013 

Dissertation Director: Dr. Peggy Brouse  

 

The importance of a sound Requirements Engineering (RE) process to influence a 

system’s success or failure cannot be understated. The activities include the elicitation, 

analysis, modeling, verification / validation, and management of requirements to fully 

document a capability envisioned by the stakeholder to be constructed and implemented. 

With the introduction of the System of Systems (SoS) concept, multiple independent 

program offices are needed to both develop their system roadmaps as well as manage 

additional capability requirements to enable an emergent and unique capability if all parts 

of the SoS interoperate together. The challenge is how to allocate SoS requirements to the 

individual systems to ensure that the capabilities are being achieved without excessive 

redundancy or omissions in the new requirements.  

There has been research in the fields of requirements engineering that are typically 

limited to single systems, lessening the need for allocation concerns. Research in the field 
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of SoS is focused mainly on performance once the configuration is established, or how to 

manage the SoS once the requirements have already been developed. Little attention has 

been paid to the issues of collaboration between the stakeholders to determine the initial 

allocation of the SoS requirements, and ensure that this allocation will properly satisfy 

the intended objectives. 

The objective of this research is to develop a SoS RE process to address the initial 

formation of SoS requirements that may be typically found at the beginning of the 

systems engineering lifecycle. The proposed process will develop models in order to 

transform SoS concepts into SoS requirements, and then allocate them to individual 

systems. Metrics are developed to address how much a particular system may be 

under/over-tasked to achieve the SoS requirements. A key issue to be addressed in this 

proposal is to identify when a proposed SoS concept has its requirements improperly 

allocated to the available configuration, and thus risks failure to achieve the desired 

capability. The methodology is illustrated through two case studies that highlight the 

processes and comparisons of SoS configurations to assess the requirements capacity 

allocation. 
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CHAPTER ONE 

1.1 Problem Statement 

The Department of Defense (DoD) is a large developer and user of System of 

Systems (SoS), a concept that combines multiple systems that have been independently 

developed and must work together in order to achieve a common objective, unattainable 

by a single system. To facilitate this concept, DoD chartered a guide for applying systems 

engineering principles to SoS (Office of the Deputy Under Secretary of Defense for 

Acquisition and Technology, Systems and Software Engineering). Within this guide, 

motivation to apply these engineering principles originates from both an acquisition 

approach and a capabilities-based approach in order to develop capabilities that may be 

realized through the combination of multiple dissimilar systems. A SoS is defined as “a 

set or arrangement of systems that results when independent and useful systems are 

integrated into a larger system that delivers unique capabilities.” (Defense Acquisition 

University) It is increasingly important to study SoS since independent program offices 

manage their individual system capabilities and must be convinced to add or modify 

capability for the purpose of the SoS (Office of the Deputy Under Secretary of Defense 

for Acquisition and Technology, Systems and Software Engineering). 

Proper requirements development at the early stage of the systems engineering 

lifecycle is critical to the probability of SoS successful development and implementation. 
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Within the DoD, there are an increasing number of acknowledged SoS, which contain 

independent program offices that have control over their individual system schedule and 

performance. However, these SoS do not have authority over the constituent systems, and 

therefore must attempt to influence their changes to interoperate with the other systems 

within the SoS through agreement and collaboration rather than contractual authority 

(Office of the Deputy Under Secretary of Defense for Acquisition and Technology, 

Systems and Software Engineering).   

There have been attempts to address SoS requirements engineering, particularly at 

the inception of the SoS lifecycle. One approach is to identify the gaps from a top-down 

perspective and address the most critical gaps with the best available capability 

improvements applied at the individual system level (Welch and Lawton 245-250). An 

example of this approach is drawn from the U.S. Army’s Program Executive Office for 

Ground Combat Systems (PEO GCS). This approach may be appropriate in order to 

address a specific capability need, but fails to account for systems needs that may be 

required to conduct other missions outside the PEO GCS scope, which may have 

additional systems requirements levied. From this example, one SoS capability may be 

satisfied, but at the expense of another capability supported by the same system.  

Dahmann and Baldwin’s research indicate that US military forces are increasingly 

becoming more interoperable, and expect to include more joint military forces and 

operations as part of the SoS (Dahmann and Baldwin 131-136). There must be a way to 

identify and account for requirements levied on systems to support their newly added SoS 

objectives. The National Research Council produced a report on early phase systems 
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engineering and identified the need to perform analysis to “help frame the boundaries of 

requirements and system performance”, where this type of analysis needs to be done 

early and continuously (NRC 57). There is no current allocation process to evaluate the 

feasibility of the SoS concepts and requirements of becoming achievable.  

Based on the following background, we may develop the dissertation’s problem 

statement as that few means exist to adequately identify the SoS requirements at the early 

stage capability development; in response there must be a means to identify the allocation 

of system level requirements to contribute to the SoS objective. 

1.2 Research Objectives  

As DoD develops more systems and SoS, it is imperative that the SoS 

requirements allocation be given as much importance as individual system resource 

allocation to develop these SoS capabilities. This research will focus specifically on the 

development of a SoS requirements allocation process, measurement, and evaluation of 

how a proposed SoS configuration may or may not achieve mission success with the 

current apportionment. This research’s context and case studies will go beyond just DoD 

SoS examples, in order to apply these techniques to other SoS from any discipline in 

order to assess the feasibility of initial SoS requirements allocation.  

The objectives are to (1) develop a process in order to trace the SoS requirements 

allocation to the individual system level, (2) develop a model and accompanying metrics 

to account for and assess how the required functions are satisfied in order to achieve the 

SoS requirements, (3) identify how the proposed SoS configuration may be assessed for 
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overall SoS requirements satisfaction based on the requirements allocation to individual 

systems.  

1.3 Research Approach 

To achieve the objectives, the following approach is taken: 

Define the SoS problem space and scope.  

Model the SoS requirements using Model-Based Systems Engineering (MBSE) 

techniques in order to quantitatively assess their performance and interaction, and 

allocate SoS requirements to individual systems. This step identifies the system 

contributions to the overall SoS requirements, and calculates the conflicts, redundancies, 

and gapped SoS requirements. 

Assess the SoS requirements allocation and how to measure the satisfaction of the 

SoS requirements. 

This approach will be conducted with several case studies as a means of 

demonstrating the applicability of the process. The use of open-source data will be used 

to develop the case studies. The use of Subject Matter Experts (SME) in the field of DoD 

acquisition, program management, and SoS expertise will be used to verify the modeling 

approach. 

1.4 Hypothesis 

The hypothesis that will be tested in this dissertation is: 

H1: SoS requirements allocation can be measured to quantify the allocation of 

system level requirements in order to identify the system that will greatly contribute to 

the SoS operations.  
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H2: The use of this SoS Requirements Engineering (RE) allocation process can 

identify SoS configurations from the entire tradespace that will meet the SoS objectives. 

1.5 Contributions 

The goal of this research is to develop a SoS requirements allocation process that 

will focus on the initial development of the SoS requirements. Failure to perform such 

SoS requirements allocation may lead to cancellation of the SoS and the capabilities that 

it offers, requiring other programs to address the same problems, or worse, the problems 

do not get solved. No formal means of measuring the allocation and contribution of 

systems to the SoS requirements have been developed. This approach will describe the 

measures from which to analyze the allocation of SoS requirements. 

Proper Requirements Engineering (RE) techniques are essential to ensuring a 

project is successful in the development of the capability it promises to deliver. During 

the initial SoS requirements allocation to the applicable systems, it is critical to ensure 

that this allocation is performed in order to ensure that no one system is over allocated 

which may jeopardize the system and the SoS from successfully satisfying their 

requirements. With increasing attention on SoS from the DoD, there is a growing urgency 

to ensure that a formal allocation of SoS requirements is developed in order to maximize 

the success of achieving the SoS requirements.  
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CHAPTER TWO 

In order to develop our SoS requirements allocation process, we first investigate 

the definitions and requirements engineering activities from a Traditional Systems 

Engineering (TSE) and SoS perspective. Particular attention is paid on the requirements 

allocation within TSE and SoS, identifying the differences and shortfalls for the SoS 

perspective. Model-Based Systems Engineering (MBSE) techniques to model our SoS 

concepts and how to evaluate the SoS capabilities are explored. The capabilities based 

assessment process is explored in order to describe how capabilities may be analyzed, 

and how this may be applied to analysis of SoS capabilities. Finally, we conclude with a 

review of system resiliency techniques, as SoS may require this capability to ensure 

continual operations. 

2.1 Traditional Systems Engineering and System of Systems Definitions and 

Scope 

We start with exploring the definitions and differences between TSE and SoS, 

with the desire to establish a baseline of how each discipline is organized and 

determining the focus on requirements development. 

2.1.1 Definition of Traditional Systems Engineering 

There are numerous definitions of systems engineering. We focus on a select few 

to assist us in understanding the basic concepts and scope of the discipline. Sage & Rouse 
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define systems engineering as “management technology to assist and support policy 

making, planning, decision making, and association resource allocation or action 

deployment”, their specific reference to resource allocation within the definition is noted 

to start addressing finite resource considerations, and thus initiates our literature review 

of requirements allocation (Sage and Rouse 5).  

Kossiakoff and Sweet’s definition of systems engineering is “to guide the 

engineering of complex systems” (Kossiakoff and Sweet 3). If the proposed system were 

not complex enough, it would not require a specialized approach to warrant a specific 

systems engineering effort. This definition can be used to filter candidate concepts and 

identify the worthy ones for application within our process. 

The Department of Defense defines systems engineering as “the set of 

overarching processes that a program team applies to develop an operationally effective 

and suitable system from a stated capability need” (Defense Acquisition University 167). 

Buede defines the engineering of systems as an “engineering discipline that 

develops, matches, and trades off requirements, functions, and alternate system resources 

to achieve a cost-effective, life-cycle-balanced product based upon the needs of the 

stakeholders” (Buede 10). This definition promotes the further exploration of resource 

allocation in order to achieve the best product for the end user.  

All of these definitions point towards applying an established and methodical 

process for engineering a complex concept to assist the stakeholders and users. Without 

this discipline, the effort risks being wasted and failure to deliver the capability. This 
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research into TSE forms the foundation of requirements engineering activities for this 

dissertation.  

2.1.2 Definition of SoS  

Searching for a definition of SoS will uncover a wealth of definitions, each with a 

unique perspective. A number of sources were consulted to review the more commonly 

used SoS definitions, which also contained their own unique perspectives on SoS. These 

sources were also used to identify unique attributes of a SoS from TSE, as well as 

identifying the differences on requirements allocation. 

Jamshidi lists multiple definitions within his textbook provided in Figure 1, and 

states his favorite definition is that “systems of systems are large-scale integrated systems 

that are heterogeneous and independently operable on their own, but are networked 

together for a common goal” (Jamshidi 2). 
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Figure 1: Common SoS Definitions from Jamshidi, SoS Engineering Innovations for the 21st Century 
 
 
 

Maier lists five characteristics that distinguish SoS from monolithic systems: (1) 

operational independence of the elements, (2) managerial independence of the elements, 

(3) evolutionary development, (4) emergent behavior, and (5) geographic distribution 

(Maier 267-284). One characteristic in particular, “managerial independence of the 

elements”, notes that component systems are separately acquired and integrated, making 

it a challenge for the SoS organization to influence these independent system developers 

to guide their systems development in order to achieve the SoS objectives.   

The Department of Defense defines a SoS as "a set or arrangement of systems that 

results when independent and useful systems are integrated into a larger system that 
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delivers unique capabilities" (Defense Acquisition University 177). The DoD-developed 

Systems Engineering Guide for SoS identifies seven core elements of SoS that are cross-

referenced to technical processes and technical management processes (Office of the 

Deputy Under Secretary of Defense for Acquisition and Technology, Systems and 

Software Engineering 17). Of interest are three elements that are identified when 

performing requirements development, shown in Figure 2: “translating capability 

objectives”, “developing and evolving SoS architecture”, and “addressing requirements 

and solution options”, as these highlight specific areas for further exploration within the 

dissertation.  

 

 

 

Figure 2: Seven core SoS elements cross reference with activities from DoD SE Guide for SoS 
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Sage and Biemer note that a universal definition of SoS may not be possible, and 

instead focus on measuring what a SoS can achieve over an individual system, 

specifically defining that a SoS “provide a synergistic capability from the federation of 

the component system” (Sage and Biemer 7). This thought can be extended in order to 

visualize a SoS requirement as being a combination of individual systems, and their 

individual system requirements being linked to construct a SoS requirement. How this 

linkage is developed is yet to be defined. 

Boardman & Sauser identify several differences between systems and SoS, 

notably in the attribute of connectivity, where SoS may be “dynamically supplied by 

constituent systems with every possibility of myriad connections between constituent 

systems…” (Boardman and Sauser 121). This concept brings forward an idea to evaluate 

multiple versions of the SoS configuration that will ultimately satisfy the SoS 

requirement. We are motivated to further explore transforming capabilities and 

developing a structure for which to assess our SoS requirements and SoS configurations. 

We anticipate a need to evaluate multiple configurations in order to understand the 

impact of SoS requirements allocation to achieve the SoS capabilities as well as the 

individual system identity.   

2.2 Requirements Engineering Activities 

The different activities that comprise the domain of requirements engineering are 

investigated in order to document the inputs and outputs of requirements allocation and 

understand how it interacts with the rest of the RE activities. 



25 
 

Martin et al. lists seven RE activities that are conducted in systems engineering: 

project creation, elicitation, interpretation and structuring, negotiation, verification and 

validation, change management, and requirements tracing (Martin et al. 141–155). Of 

interest are the interpretation, structuring, and requirements tracing activities, which call 

for identifying the linkage between systems and requirements, but we find no explicit 

mention of requirements allocation analysis to specific systems. We conclude that 

allocation and linkage activities should be described in SoS configurations as well in 

order to analyze whether the SoS has been properly allocated.  

LaPlante lists five RE activities: requirements elicitation / discovery, requirements 

analysis and reconciliation, requirements representation / modeling, requirements 

verification / validation, and requirements management. In his second activity, 

“requirements analysis and reconciliation”, he acknowledges that some requirements may 

be dependent on others, and some may be contradictory, necessitating the need of some 

methodology to identify and account for these types of requirements (Laplante). There 

are no thresholds specified on what constitutes an acceptable versus an unacceptable level 

of dependency or contradiction that will allow a system to continue to operate 

satisfactorily. He concludes with a discussion on how commercial requirements 

management tools could automate this identification of contradictory and dependent 

requirements, but lacks detail of how dependent or how contradictory these requirements 

should be after they are analyzed and corrected. This provides motivation to investigate 

in further detail these thresholds to distinguish an acceptable and unacceptable SoS 

configuration.  
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Several government and industry standards are reviewed for insight into 

requirements activities, particularly for requirements allocation and any reference to SoS.  

The ISO-15288 standard establishes a common framework for describing the 

system life cycle. It contains two separate requirements processes that are relevant to this 

topic – the stakeholder’s requirements definition process and the requirements analysis 

process. The stakeholder’s requirements definition process engages the stakeholders in 

order to create a representation of a system to meet these requirements. The process 

includes identifying stakeholders, eliciting their ideas, defining the constraints, and 

defining the activities and interactions. These initial requirements are then analyzed and 

problems are resolved, and traceability is maintained. The requirements analysis process 

transforms these requirements into a representation of the desired system. The process 

includes defining boundaries, functions, constraints, and performance parameters. System 

requirements and functions are specified and analyzed, with traceability to stakeholder 

requirements conducted (International Organization for Standardization and the 

International Electrotechnical Commission 58). This source provides a distinction 

between requirements elicited from the stakeholder, and requirements transformed by the 

engineers to address these needs. These processes complement each other, requiring a 

defined interface between the processes, although these interfaces are not specifically 

defined nor explicitly required in the specification.  

The International Standard ISO/IEC 26702 IEEE-1220-2005 (R2011) standard 

“Systems Engineering – Application and management of the systems engineering 

process” defines the processes towards defining a system during the system life cycle. It 
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contains a separate section for requirements analysis to define multiple steps, shown in 

Figure 3, towards creating requirements. The steps are similar to other standards 

reviewed to elicit information from stakeholders, creating boundaries, scenarios, 

environments, and functions for the system to execute. At the end of the process, a 

requirements baseline is created for use by other phases and further requirements 

modification and detail (Software Engineering Standards Committee of the IEEE 

Computer Society 38). This is a well-detailed process towards defining what the 

requirements engineer is to do for eliciting requirements from the stakeholders and 

documenting the conditions that are needed to shape and bound the system concept. 

There is one process that identifies allocating performance requirements, but those 

allocate to functions, as part of the functional analysis process. What is lacking in this 

standard is a requirements allocation of requirements to systems, and ensuring that the 

candidate systems can handle and achieve these requirements. This activity is expected to 

occur in the requirements validation activity, but upon further review, there is no direct 

linkage and modeled interface to ensure requirements are allocated and traced. 
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Figure 3: IEEE-1220-2005 (R2011) RE Process from IEEE 
 
 
 

The International Standard ISO/IEC/IEEE 29148:2011(E) “Systems and software 

engineering – Life cycle processes – Requirements engineering” addresses the 

development of system requirements in terms of allocating requirements to systems 

elements during the architectural design process (Software Engineering Standards 

Committee of the IEEE Computer Society 16). The standard discusses the identification 

of allocating requirements to specific system elements in a recursive manner, provided in 

Figure 4. Although the process discusses the iterative development of system-level 

requirements as part of the architecture maturation, there is no specific measure to 

evaluate the level of requirements distribution to a specific system. There is no trigger or 
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condition to identify when an infeasible architecture is created and needs to be reassessed 

due to an infeasible requirements load on a particular system.  

 

 

 

Figure 4: ISO/IEC/IEEE 29148:2011(E) Requirements Engineering Process  
 
 
 

TechAmerica/ANSI EIA-632 “Processes for Engineering a System” identifies 

processes for engineering a system, which would primarily be accomplished by industry. 

Within this standard are three separate processes to help define system requirements: 

focusing on the acquirer, other stakeholders, and the technical perspective. Each of these 

processes focuses on identifying and collecting, organizing, analyzing, ensuring 
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completeness, and recording the requirements (TechAmerica 20). The fact that multiple 

stakeholders are referenced are noteworthy, as this is the first specification to 

acknowledge this attribute in order to capture all different perspectives to ensure a 

complete set of requirements is developed. However, it does not mention allocating 

requirements to systems or their concepts.  

2.2.1 Challenges of Requirements Engineering as it applies to Systems of Systems  

The literature review of requirements engineering activities continues identifying 

the challenges in developing and implementing requirements as it pertains to SoS. 

Lewis et al. defines two specific goals to be accomplished during the RE SoS 

process. The first is to identify requirements from both an individual system and SoS 

perspective and to continue development of additional capabilities to satisfy the 

requirements within the SoS configuration. The second goal is to account for SoS current 

and future needs in order to best direct the individual system requirements development. 

A framework and guidance may be provided in the system level requirements that are 

either yet to be built or will undergo some incremental change in order to achieve the SoS 

objectives. Lewis et al. details a five step process for a RE approach tailored for SoS: (1) 

identify the SoS context, (2) identify individual and SoS goals (which ones are common, 

which ones are conflicting), (3) understand where and what are the SoS interactions, (4) 

identify individual system capabilities and limitations, and (5) analyze the gaps of 

capabilities that still need to be addressed (Lewis et al. 247-252). Their process provides 

an excellent start to define a high level process for SoS RE, however their description 

lacks specific details and measurements on each of the steps, and how the SoS RE 
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process may be judged. A more in-depth description of the relationships, gaps, and 

allocations are required in order to assess whether the SoS requirements are properly 

developed.  

Keating et al. addresses twelve guidelines for requirements in System of Systems 

Engineering (SoSE) that are intended to stimulate thinking. These guidelines are 

organized into three groupings: SoS framing for requirements, SoS performance 

requirements, and SoS design requirements. Of particular applicability to SoS RE are: 

guideline 2 – establish SoS boundaries, guideline 6 – establish an index of performance, 

guideline 7 – establish measures of subsystems autonomy and SoS integration, and 

guideline 8 – establish resource level-authority-accountability. Each of these selected 

guidelines were briefly described with a recommended approach to keep in mind during 

the SoS RE process (Keating, Padilla and Adams 24-31). This article provides further 

motivation to quantity and formalizes these activities in greater detail to be applied to our 

SoS requirements allocation process.   

Bahill offers a process towards developing system requirements, shown in Figure 

5. Within his process there is a step to allocate requirements, specifically allocating each 

functional requirement to a particular physical component (Bahill 13). However, his 

process offers no specific guidance on what to do about orphaned functions or redundant 

components, or accounting measures to ensure no one component has been overburdened 

with functions. 
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Figure 5: Requirements Process from Bahill 
 
 
 

Buede defines the requirements allocation process to integrate requirements with 

the functional and physical architectures of the system. Figure 6 provides several 

alternative scenarios of allocating functions to components, and he stresses the goal to 

achieve a one-to-one mapping of functions to components in order to simplify the 

functional allocation when designing and testing. Buede also offers a description of 

requirements allocation in terms of a multi-objective optimization problem, where the 

objective function is to be maximized (presumably the overall requirement itself), while 

minimizing the number and complexity of interfaces between components. One approach 

he offers to allocate requirements is to equalize a single difficult requirement across a 

number of components to spread the workload and risk, or to concentrate requirements 

into a single element and manage the system development to address this challenge. 
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Buede also uses influence diagrams to show the multiple system permutations and 

dependencies between nodes as the system is being developed, which allows evaluation 

of the configurations between different requirements allocation alternatives (Buede 290). 

The use of his methodology can demonstrate a separate requirements allocation to each 

discrete part of the system, but it does not address the combinative effect of multiple 

requirements demands on a single system (or SoS in our interest). We need to extend his 

concept to account for and adequate requirements allocation across an entire system or 

SoS. 

 

 

 

Figure 6: Allocation of Functions to Components from Buede, The Engineering Design of Systems 
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2.3 Requirements engineering allocation processes 

The literature review is continued to examine existing requirements allocation 

processes that are being executed within traditional systems engineering processes, and 

look for any details or metrics that may have applicability to the SoS perspective. 

Sutton explores the feasibility of using a multi-attribute optimization process used 

within TSE, where an individual attribute is assessed and optimized separately in order to 

optimize its performance. This sequence is repeated in a sequential fashion, but as one 

attribute is maximized the other attributes performances may suffer as a result, requiring 

multiple iterations of the system design in order to achieve an optimum overall 

performance. Sutton suspects there are a small subset of system attribute configurations 

that have a satisfactory performance, and urge the importance of filtering the alternatives 

quickly in order to make a decision on the chosen configuration (Sutton 1-7).  

Kusiak and Qin discuss a requirements allocation methodology by first 

decomposing the top-level requirements to an atomic level of required functions, with 

each branch of this requirements tree representing a different systems configuration. Each 

of these functions has inputs and outputs that have some level of dependency between the 

other functions. These functions may be mapped against each other on a two-dimensional 

matrix identifying which functions are linked to each other through their respective inputs 

and outputs. Using operations research techniques such as the branch and bound 

algorithm, redundant inputs and outputs may be identified and structured in order to 

reorganize functional clusters within similar modules. The result of this re-allocation is to 
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create related modules that have a high degree of interface that may help to reduce the 

chances of total system failure (Sydenham and Thorn 430-433). The shortfall in this 

approach is that it currently addresses the functions and their interfaces, but does not 

address the system’s capacity to satisfactorily perform these functions. Also not 

addressed is how to account for accepting additional capabilities by the existing systems.  

Martin et al. studies three RE process models. The first model is from Kotonya & 

Sommerville that describes a linear incremental model that performs requirements 

activities in each phase but this process does not assess if the allocation was properly 

conducted in any phase. The second model is from Macaulay that is a purely linear model 

that has no mention of requirements allocation or assessment. The third model is from 

Loucopoulos and Karakostas that combines an iterative and cyclical approach, whose 

structure may be used to ensure that a proposed allocation may be judged satisfactory 

(Martin et al. 141–155). We may evaluate these existing process models with their 

benefits and shortfalls in order to shape and improve our process to be applied 

specifically to SoS requirements allocation. Our allocation approach would need to be 

flexible, able to handle how each individual system follows a different RE process, and 

ensure that our SoS process is able to follow a consistent approach to be applied on each 

individual system, regardless of their existing requirements development approach. 

Sage and Biemer identify three major operational activities that guide the 

operations of engineering SoS: (1) develop the top-level operational or functional 

architecture, (2) allocate capstone requirements to component system programs, and (3) 

operate the SoS (Sage and Biemer 5-16). The second activity is of most interest to our 
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process, where the authors identify a significant challenge to allocate SoS requirements 

and not just to the individual systems. They provide no further details in the description 

and implementation of their second activity, which motivates our search for a 

requirements allocation process to become formalized.  

Ramesh and Jarke use the concept of reference models to perform traceability 

linkages for requirements. The reference model contains three layers: a meta-model to 

define how traceability models may be defined, a set of reference traceability models, and 

a database of actual traces. A model-based approach is used to capture the relationships 

between requirements, functions, systems / subsystems, resources, and external systems. 

Four main traceability link types are used in these reference models to indicate: 

satisfaction (ensure requirements are satisfied by the system), evolution (show inputs and 

outputs from existing and new objects), rationale (show the objects or reasons behind the 

steps), and dependency (to help manage the dependencies between objects) (Ramesh and 

Jarke 58-93). We can extend this detail contained in the reference models to ensure a SoS 

RE process tracks and accounts for different forms of requirements satisfaction and 

allocation.  

Requirement alternatives may be explored in order to resolve requirements 

conflicts in the system as it evolves. Easterbrook provides several outcomes on how these 

requirements conflicts may be resolved ranging from complete satisfaction for both 

parties or one party’s complete satisfaction, shown in Figure 7 (Easterbrook 41-65). This 

concept introduces the level of negotiation that must be considered during the 

reallocation and reassessment of the SoS configuration. 
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Figure 7: Requirements Negotiation Outcomes from Easterbrook, Resolving Requirements Conflicts with 
Computer-Supported Negotiation 
 
 
 

2.4 Capability Based Assessments (CBA) 

CBA are studied since this is one of the primary tools that DoD has to develop 

initial requirements for their systems. It will be of use to research the CBA processes that 

are already being used for requirements development and allocation in order to establish 

baseline knowledge and identify gaps where SoS requirements allocation are concerned. 

We review the literature on CBA, specifically the techniques and metrics used to assess 

capabilities, which may offer insight on requirements assessment with our SoS 

configuration and allocation. 

DoD defines capability as "the ability to achieve a desired effect under specified 

standards and conditions through combinations of means and ways across the doctrine, 

organization, training, materiel, leadership and education, personnel, and facilities 
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(DOTMLPF) to perform a set of tasks to execute a specified course of action” (Joint 

Chiefs of Staff 22). 

DoD defines capability-based assessment (CBA) as the Joint Capabilities 

Integration and Development System (JCIDS) analysis process, which starts the 

requirements process for acquisition of systems. DoD defines the CBA as “the JCIDS 

analysis process that includes three phases: the FAA [functional area analysis], the FNA 

[functional needs analysis], and the FSA [functional solutions analysis]” (Joint Chiefs of 

Staff 7). Figure 8 provides a simplified view of the CBA process, and important questions 

to be answered at each phase. It provides a good structure in order to define the problem 

through the FAA, identify and document the shortcomings of the existing systems in the 

FNA, and to quantify the results of proposed systems / concepts in the FSA. We take 

motivation from the JCIDS structure that the SoS objectives are defined and the 

alternative configurations may be compared if they can actually satisfy the SoS 

objectives. The output of the initial requirements development process is called an Initial 

Capability Document (ICD), which “summarizes a CBA and justifies the requirement for 

a materiel or non-materiel approach” (Joint Chiefs of Staff 25). 
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Figure 8: Capabilities Based Assessment Process from Department of Defense 
 
 
 
 

Sutcliffe studies the use of scenarios that provide help in the field of requirements 

engineering, particularly to initiate a requirements capture process and may also be used 

to develop assessment criteria for these requirements. He argues that scenarios should not 

only represent the best case or the optimum concept of system operations, but should also 

contain errors, counter-examples and exceptions to provoke thought and strengthen the 

requirements scope (Sutcliffe 1-4). We may extend this perspective in order to analyze 

multiple configurations of the SoS in order to assess not only the best overall 

performance and requirements allocation, but consider potential configurations that 

would not ordinarily be evaluated due to bias or omission. This assessment should try to 

capture as wide a combination of SoS configurations as possible.  

The US Army’s Training and Doctrine Command (TRADOC) provides another 

tailored version of the CBA process, shown in Figure 9, which provides more detail on 
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the expected outputs of the three main JCIDS steps, and provides a reference to assess 

SoS capabilities (U.S. Army Training and Doctrine Command 5). We may leverage these 

details when considering our SoS RE process assessment. 

 

 

 

Figure 9: Capabilities Based Assessment Process from TRADOC 
 
 
 
 

Lane and Valerdi compare the SoS Engineering (SoSE) processes to Lean 

Enterprise principles to understand the similarities and differences between the two 

processes. The seven core elements of SoS as defined by DoD are compared with the four 

grand questions of enterprise transformation in terms of understanding the (1) current and 
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(2) future states of the enterprise, (3) how the strategies may be implemented to achieve 

the future state, and (4) how can the enterprise change process be best managed. Of note 

within their comparison was the identification of redundancy that may be needed in SoS 

that is contrary to minimizing product waste from Lean principles (Lane and Valerdi 196-

201). This difference is noteworthy to explore since the SoS may contain several systems 

that could perform the same functions, and may be redundantly developed to ensure these 

functions are successfully accomplished. Lean principles identify this redundancy as an 

area to eliminate, whereas SoS identifies this redundancy as an option to encourage. We 

can use this redundancy assessment in order to identify where the SoS may be over 

allocated in terms of its requirements and apply this principle to multiple SoS that a 

single system must support.   

Doerry and Fireman identify the Analysis of Alternatives (AoA) process as the 

mechanism to identify a potential acquisition alternative to address a specific capabilities 

gap, suggesting a series of top-down CBAs that would represent the complete set of naval 

missions in order to allocate requirements based on total fleet mission effectiveness 

(Doerry and Fireman 107-116). This concept may be well executed if these top-down 

requirements are easily identifiable and allocated to a completely defined mission set, 

requiring some level of measurement to ensure this allocation of requirements within the 

force may still adequately be met by the available systems.  

Jones and Herslow describe the United States Air Force approach to capabilities-

based planning and programming in a similar approach to the systems engineering 

method. They define the functions that describe the capabilities, the Concept of 
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Operations (CONOPS) (that defines the flow of tasks to accomplish the capabilities), in 

order to evaluate the best course of action. Their process is depicted in Figure 10. Of 

importance are the assessment questions that are asked: (1) How good are we? (2) Do we 

have enough of whatever it takes? (3) What is the impact? (Jones 5) Their approach 

specifically identifies the shortfalls, gaps, and tradespace study areas in order to assess 

the desired capabilities, which we may leverage when considering our SoS process.  

 

 

 

Figure 10: USAF Approach to Capabilities Based Planning from Jones and Herslow 
 
 
 
 

Davis describes a process to conduct capabilities based planning that develops the 

scenarios, identifies alternatives and metrics, and assesses alternatives to select the best 

capability option. This process is shown in Figure 11 (Davis 12). His process implies a 
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linear flow to address a single concept and does not explicitly account for alternatives 

needing to address multiple problems that may be found within a SoS problem. A process 

similar to this may be extended in order to assess multiple capabilities found in a SoS and 

assess their allocation strategies.  

 

 

 

Figure 11: A Process Model for Capabilities-Based Planning from Davis, Analytic Architecture for Capabilities-
based planning, mission-system analysis, and transformation 
 
 
 
 

The Government Accountability Office (GAO) investigated the DoD JCIDS 

process and found that it lacked “an analytic framework to determine and manage 

capability needs from a department-wide perspective”, where DoD largely relied on 
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capability proposals submitted by component sponsors rather than assess proposals from 

a joint approach, where capabilities from one service may solve another service’s desired 

capability (Sullivan 3). We use this example as motivation to identify redundancies and 

complementary capabilities within a holistic SoS perspective to assess its requirements.  

We are motivated to employ these CBA methods to evaluate our SoS 

requirements capacity allocation process, in order to assess whether our system-level 

requirements are sufficient to satisfy the SoS requirements. Through the use of these 

methods, we offer an initial top-down approach towards describing the SoS concept and 

problem definition, with the intent to further decompose the capabilities to the system 

level and assess if that will satisfy the SoS requirements. We note that the system-level 

requirements may satisfy only a portion of the SoS requirement, necessitating a means to 

evaluate the SoS problem in specific phases of operation. Part of these phases requires 

definition and analysis of system-to-system interaction during the SoS problem 

execution. 

Similar to van Lamsweerde’s interaction matrix to compare requirements, Fry and 

DeLaurentis also implement a single adjacency matrix to account for the system-system 

interactions within the SoS (Fry and DeLaurentis 2011, 264-269). We will extend their 

concept to account for each of the different phases in the SoS operations, where the 

system-system interactions may differ and carry more importance.   

2.5 Model-Based Systems Engineering (MBSE) Techniques  

MBSE is highlighted since it is a growing approach towards documenting and 

analyzing systems engineering concepts. There has been much literature debating the 
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merits of model-based vs. paper-based approach towards system development (Estefan 

14). Professional organizations have surveyed their communities and published reports 

on how MBSE may be applied to systems engineering architecting and design 

(Bergenthal and Friedenthal). 

MBSE is grounded in the Systems Modeling Language (SysML), which is 

derived from the Unified Modeling Language (UML). It reuses many of the UML 

diagrams, modifies selected diagrams, and introduces new diagrams as shown in Figure 

12. We are particularly interested in how SysML may be utilized to evaluate our SoS 

projects, with transforming selected diagrams into analytical objects to evaluate the SoS 

configuration. Diagrams of particular interest are the activity diagram, sequence diagram, 

and parametric diagram. The activity diagram shows the functions that each system must 

perform within its own area of responsibility (called swimlanes), and where custody of 

action occurs across different systems. The sequence diagram shows interactions that 

must be performed either in series or in parallel between systems in order to fully 

accomplish the SoS capability. The parametric diagram allows the ability to identify 

critical engineering performance properties that may be used to evaluate the overall 

satisfaction of our SoS configuration (OMG 156). 
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Figure 12: The differences between SysML and UML from Object Management Group 
 
 
 
 

 These MBSE techniques may serve as the blueprints for transforming the 

diagrams into executable models in order to evaluate our SoS configurations. The activity 

diagram may serve as the outline of partitioning which activities are performed by 

specific systems and at which phase of the SoS operations. This output will then be 

converted into an adjacency matrix that extends Fry and DeLaurentis’ research on 

adjacency matrices to identify the interactions within a SoS. The sequence diagram is 

used to identify the order of system – system interactions according to the SoS phase. The 

parametric diagram will be used to catalog the values of the system level activities, 

describe the scope of variability when considering multiple configurations, and provide 

the equations for use in calculating the activity completion. The combination of all three 

diagrams may be used to help build a model of SoS activity that may then be executed in 

order to produce SoS outputs. We leverage the CBA methods and analytical techniques to 
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evaluate the satisfaction of SoS objectives and identify the configurations that will 

produce the best results based on stakeholder needs. 

2.6 Systems Engineering Resiliency  

The literature of system resiliency is reviewed in order to evaluate the impact on 

SoS requirements allocation. Henry and Ramirez-Marquez compile several definitions of 

resiliency; two traditional definitions are the ability to recover from some deformity and 

recover from some change (Henry and Emmanuel Ramirez-Marquez 114). 

Erol et al. examines four properties when evaluating system resilience: definition 

of the system boundary, identification of the specific components, examination of the 

component and element relationships, and definition of the system – environment 

interactions (Erol et al. 587-592). We may extend this analogy to SoS by replacing 

“component” with “system”, in order to examine how a SoS may behave by examining 

how SoS requirements may be affected. They also define the different phases of a 

disruptive event to include when the system is in operation, when the system becomes 

affected by an incident, when the system responds and recovers, and when post-recovery 

system performance is evaluated after a period of time (Erol et al. 587-592). We may 

extend their analogy to SoS phases of operation in the temporal perspective to understand 

where impacts in the SoS phases of operation may require examination and analysis of 

SoS requirements for both performance and resilience in response to a disruption. Erol et 

al. identify a level of system recovery that is sufficient to operate within a minimum state 

of operations (Erol et al. 587-592), whose metric may be used to evaluate how well and 

how quickly a system may return to a defined level of performance. This analogy may be 
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extended to SoS by identifying what constitutes a minimum level of acceptable SoS 

performance, and how it could be configured (given the available constituent systems) in 

order to achieve this performance level. Initially, a SoS requirement may be simply to 

identify the required performance level, regardless of the configuration in order to create 

and develop a satisfactory performance, however inefficient that configuration may be. In 

the future, we may also need to look at the resiliency aspect of SoS requirements as their 

development efforts mature in order to evaluate the SoS configuration and its efficiency 

during the mission execution. 

Jackson develops architecture of system resilience, identifying capabilities and 

infrastructure as two components that could enable resilience (Jackson 91-108). He 

identifies the multiple-system dependence on outputs from the preceding system that may 

affect the SoS performance. He notes that these outputs from individual systems may be 

uncertain and thus may cause an emergent (or unpredictable) output in the final outcome 

(Jackson 91-108). We may directly apply this to SoS in that a requirement levied upon 

one system could cause repercussions to the successive system in the SoS and ultimately 

affect the SoS execution of a mission. Jackson defines resiliency infrastructure that can 

contain buffering and tolerance (Jackson 91-108), where buffering is the ability to absorb 

disruptions without a breakdown in performance, and tolerance defines the system 

behavior near the boundary of its defined performance. To apply these concepts to SoS is 

to determine how to measure this performance once the operations are disrupted, and 

what originally defines the SoS performance boundary to evaluate tolerance. To help 

answer this question, we may refer back to Omer et al. work on the definition of base 



49 
 

resiliency, which is defined as the ratio of a degraded performance value over the original 

performance value (Omer, Nilchiani and Mostashari 295-303). Jackson continues to 

define additional characteristics of resilience, which is the robustness of a system, and its 

ability to operate across a range of operational conditions (Jackson 91-108). For this 

concept to be applied to SoS, we must evaluate the SoS performance across numerous 

conditions and configurations, requiring a combinatorial approach such as a full factorial 

of conditions and configurations to ensure analytical completeness. 

Saleh et al. define the concepts of flexibility within a manufacturing process, and 

determine where to reconfigure resources in response to a change in the environment 

(Saleh, Mark and Jordan 307-323), evaluating success by the volume flexibility to 

accommodate uncertainty in the external demand, and routing flexibility to be able to 

produce the same part on different machines (Saleh, Mark and Jordan 307-323). We may 

extend this definition to SoS in order to explore the reconfiguration of the SoS from a 

disruption whether in function or physical system configuration. Evaluation for SoS 

flexibility may find the desired output may remain constant in response to a disruption, 

while the SoS configuration may change and adapt in order to meet this performance. 

Through the quantification of the different systems contributions within the SoS, we may 

be able to measure the systems that are significantly contributing to the SoS resilience. 

Saleh et al. acknowledge the inevitable requirements evolution over time in order to 

achieve an optimized system design over multiple periods of system operations and 

evolution, although they caution that the system objective function must be clearly 

defined in order to measure and achieve system optimization (Saleh, Mark and Jordan 
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307-323). Their approach may be leveraged to define and quantify initial SoS 

requirements in order to initially assess whether the SoS is successful or not based on 

given system capabilities, then explore in further detail where an individual system’s 

performance may be modified to effect an optimum utilization of the SoS. 

Madni and Jackson define a conceptual framework for resilience engineering, and 

identify several motivations for why resilience is needed in response to types of 

disruption: operational contingencies may cause systems to fail, natural disasters may 

cause disruption, terrorism or instability may influence system operational environments, 

and financial environment meltdowns may affect operations (Madni and Jackson 181-

191). Their definitions on resilience are based on three phases of operation: avoidance 

(anticipating system disruptions), survival (resisting the initial disruption), and recovery 

(post-disruption return to operations) (Madni and Jackson 181-191). For the purpose of 

our initial SoS requirements development, the avoidance phase is most applicable in 

order to anticipate and develop resiliency attributes for continual and successful SoS 

operations. Their exploration of resilience engineering challenges identifies the need for 

the system to recognize and adapt to changes (Madni and Jackson 181-191). This may be 

applied to SoS by defining the interactions within the SoS in order to identify anomalies 

and conditions that could indicate impending failures of the SoS. Our exploration of the 

system-system interactions may serve to answer if the SoS self-recognition and 

adaptation can be achieved with the given SoS intra-communication ability, and enable a 

form of resiliency through communication and action. 
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Pflanz explores the effect of resiliency on command and control architectures 

within his dissertation. He analyzes systems by Jackson’s four resilience attributes 

defined by Jackson: capacity, tolerance, flexibility, and inter-element collaboration 

(Pflanz 31-60). These measures of performance provide a foundation in which to evaluate 

the original and altered architecture performance in order to assess the success and 

efficiency of post-disruption recovery efforts. Within his analysis of several command 

and control examples, he models the processes, information flows, and interfaces in order 

to assess the system performance as it adjusts to disruptive events and performs system 

recovery. We may emulate his approach in utilizing our SoS artifacts to describe the 

structure and evaluate initial requirements allocation to constituent systems. The SoS 

outcomes may then serve as an indicator of whether our allocation was sufficient or not, 

and identify the particular system requirements that contribute to a satisfactory SoS 

performance.  
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CHAPTER THREE 

3.1 Methodology Approach 

There are three elements in order to test our hypothesis: (1) develop a process in 

order to trace the SoS requirements allocation to the individual system level, (2) develop 

a model and accompanying metrics to measure and assess how the required functions are 

satisfied in order to achieve the SoS objectives, (3) assess the proposed SoS configuration 

for overall requirements satisfaction based on the allocation. 

In order to accomplish these elements, the following three steps SoS RE process 

were developed:  

Step One: Define the SoS problem space and scope. Several case studies will be 

used to evaluate our SoS RE process in order to make it problem-agnostic. One case 

study example will involve a US Navy Carrier Strike Group (CSG). It was selected as 

descriptive of a System of Systems (SoS) with multiple missions that the constituent 

systems may perform and will enable the evaluation of multiple missions’ requirements 

allocation on systems to identify when a system may be over-allocated. This first case 

study provides a view of when the SoS objective has already been defined and evaluated 

from the system perspective. Another SoS example will analyze the Secure Border 

Initiative (SBI) concept that is representative of a SoS to provide overlapping and 

persistent surveillance of the immediate border areas. Although this program was recently 
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cancelled in 2011, it provides a framework to analyze when the SoS objective may not be 

completely defined, and the use of the SoS requirements process may identify candidate 

SoS configurations that may provide insight into the requirements allocation to individual 

systems. In December 2011, the Office of Customs and Border Protection from the 

Department of Homeland Security (DHS) issued a request for proposal for an Integrated 

Fixed Tower (IFT) system that provides updated DHS objectives that may serve to 

evaluate our process (Department of Homeland Security). During the development of the 

process, we utilize a third example of the Ballistic Missile Defense System for illustrative 

purposes and application of our SoS RE methodology, found in chapter 4. 

Step Two: Allocate SoS requirements to individual systems. This step will also 

decompose the SoS objective into SoS phases and identify the frequency of usage of each 

of these phases. Within each phase, the system-system interactions are defined, extending 

the Fry and DeLaurentis single-phase adjacency matrix concept. This step develops and 

exercises the process of this SoS phase decomposition and modeling of usage, leveraging 

our MBSE techniques to convert the models into working analysis artifacts.  

Step Three: Assess the SoS requirements satisfaction of the candidate SoS 

configuration. We develop several metrics to evaluate our SoS requirements allocation 

process to include: SoS operational reach, total network capacity of the SoS, and system-

level contributions of the SoS. Through evaluation of multiple combinations of the SoS in 

a combinatorial fashion, we may test both of our hypotheses.  

In order to verify the SoS configuration performance and behavior modeling 

accuracy, we rely on open source SoS data and subject matter experts to review these 
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capabilities and activities in order to verify the SoS RE process and metrics were 

correctly developed. 

In order to assess the hypotheses, a number of SoS configurations will be 

evaluated using this SoS RE process to identify which configurations will satisfy the SoS 

requirements (e.g. the SoS measure of effectiveness), and identify which configurations 

will satisfy the SoS mission. 

Assessment of hypothesis H1: SoS requirements allocation can be measured to 

quantify the allocation of system level requirements in order to identify the system that 

will greatly contribute to the SoS operations. Through the use of our process and SoS 

metrics, we may be able to assess the allocation of the requirements to the individual 

systems, and evaluate whether this allocation is feasible. For the case study with a known 

performance, we may verify the predicted allocation with the historical allocation.  

Assessment of hypothesis H2: The use of this SoS Requirements Engineering 

(RE) allocation process can identify SoS configurations from the entire tradespace that 

will meet the SoS objectives. Through the use of our process and SoS metrics, we may be 

able to identify the successful SoS configuration ability to satisfy the mission objective. 
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CHAPTER FOUR 

4.1 Introduction 

This chapter will focus on describing the SoS requirements process in order to 

address the hypotheses outlined in chapter one. An example will be used during 

description of the process and allow the reader to understand the analysis techniques and 

metrics. 

Upon review of the literature, we are motivated to develop a SoS requirements 

allocation method in order to develop SoS requirements, allocate them to individual 

systems, and assess the performance. From our research, we find that there is currently no 

process to develop and assess this requirements allocation from the SoS level. Failure to 

perform this process leaves SoS constituent systems under development potentially being 

assigned an overwhelming number of requirements from multiple SoS demands that may 

cause both the SoS capability to become unrealizable and contribute to system 

development cancellation. Measures of success are developed to assess the capacity 

allocation and evaluate our two hypotheses.  

We introduce a three-step process to develop, allocate, and assess the SoS 

requirements capacity. 

The first step in the process is to define the SoS problem space and scope. This 

will include identifying all systems that are considered part of our SoS under assessment, 
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and is essential to bound the problem in order to identify the internal and external 

interfaces that the SoS has control over. Buede defines the system context as the set of 

entities that can impact the system but cannot be impacted by the system (Buede 157). 

The same concept is applied to this SoS RE methodology. For this chapter, we will use an 

often-cited SoS example known as the Ballistic Missile Defense System (BMDS). The 

objective of the BMDS is to detect, identify, track, discriminate, intercept, and destroy a 

threat ballistic missile during a specific phase of flight (PEIS 27). For the purpose of our 

example, we have simplified the BMDS SoS to a handful of systems and connectivity in 

order to describe our SoS RE process. Figure 13 provides the descriptive BMDS SoS, 

with Figure 14 showing an example of a notional ballistic missile flight path and the five 

systems comprising the BMDS with the SoS scope outlined in the dashed line that were 

derived from Figure 13, which are the airborne sensor, ship-based sensor, satellite 

communications, land-based interceptor, and command and control node. Our top level 

SoS objective may be defined as performing the BMDS mission successfully prior to the 

threat missile impacting the intended target. If the threat reaches the target, the BMDS 

mission and the given SoS configuration is considered a failure.  
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Figure 13: The Ballistic Missile Defense System (MDA website)  
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Figure 14: Ballistic Missile Flight Phases (Derived from MDA BMDS PEIS)  
 
 
 
 

The second step is to allocate SoS requirements to constituent systems. As SoS 

requirements are defined, individual system contributions and interfaces are identified in 

order to meet these SoS requirements. This second step is further defined as follows. 

Step 2a – Decompose the main SoS objective into SoS phases: as the SoS 

executes its mission, there will be multiple phases that it will progress through towards 

completion. Our BMDS example uses the “kill chain” to represent the different 

functional phases that the SoS must perform: detect, find, track, target, engage, and assess 

(Holland and Wallace 2011 141-151). Within each SoS phase, the activities may be 
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performed by one or more systems within the SoS, and may call for different systems-

level requirements to successfully complete that particular phase. Figure 15 provides an 

allocation to each system derived from our BMDS example from the BMDS PEIS to a 

specific activity found within a SoS phase. Our BMDS example is divided into three 

phases described by the Missile Defense Agency: boost (the missile is launched), 

midcourse (the engine cuts off and continues on a ballistic trajectory), and terminal (final 

portion of the ballistic trajectory). These three SoS phases match to the phases described 

in the BMDS PEIS by the threat missile flight path stages of boost, midcourse, and 

terminal as shown in Figure 13. 

 

 

Figure 15: BMDS SoS phases and allocated nodes example (derived from MDA BMDS PEIS) 
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What this allocation provides is the top-level functional decomposition and 

identification of each system’s specific role at an explicit SoS phase. Without such 

identification, there may be no clearly defined limit to what the constituent systems may 

or may not be tasked with during the SoS mission development.  

Step 2b – Identify the frequency of usage of each SoS phase: as the SoS executes 

each phase, there will be an unequal distribution of time and resources dedicated to 

executing each phase, requiring some level of quantification of system-level expectations 

and requirements for each SoS phase. According to the BMDS PEIS, a typical boost 

phase lasts 180-300 seconds, midcourse phase lasts 1200 seconds, and the terminal phase 

lasts 30 seconds. Using the maximum boost phase time of 300 seconds, this would result 

in the boost phase comprising 20%, midcourse 78%, and the terminal phase as 2% of the 

total time of flight. We may use these values as a benchmark to help assess our SoS phase 

allocation as a reflection of the frequency of usage for each of the constituent systems.  

Our BMDS SoS example will use the six kill chain phases previously described to 

calculate the frequency of each phase (PEIS). Figure 16 shows a simplified activity 

diagram of the BMDS SoS six phases and five systems to show the system functionality 

and cross-system interfaces required to perform the mission. Table 1 provides a 

description of the activities performed by each system, along with the capability (range, 

time) that denotes the exit criteria to successfully complete the activity. 
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Figure 16: BMDS SoS Activity Diagram  
 
 
 
 
Table 1: BMDS Functional Activity Description 
 
Function Functional Description Exit Criteria (range/time) 
Search for missile launch 
(ship) 

The ship will commence 
searching for a missile 
launch during the SoS 
initial phase 

Start of SoS mission 

Search for missile launch 
(aircraft) 

The aircraft will commence 
searching for a missile 
launch during the SoS 
initial phase 

Start of SoS mission 

Detect missile (ship) The ship will detect the 
missile when within its 
organic sensor range 

When missile is within 
maximum range of ship 
sensor 

Detect missile (aircraft) The aircraft will detect the 
missile when within its 
organic sensor range 

When missile is within 
maximum range of aircraft 
sensor 
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Relay detection data The satellite will relay the 
detection data received 
from the ship / aircraft 

Satellite relay delay time of 
10 seconds 

Receive combined detection 
data 

The C2 node will receive 
the relayed data provided 
from the satellite 

C2 processing delay time of 
10 seconds 

Track missile flight path 
(ship) 

The ship will continue to 
track the incoming missile 
with its organic sensors 

When missile is within 90% 
of maximum range of ship 
sensor 

Track missile flight path 
(aircraft) 

The aircraft will continue to 
track the incoming missile 
with its organic sensors 

When missile is within 90% 
of maximum range of 
airborne sensor 

Communicate with C2 
(ship) 

The ship will provide tracks 
on the threat missile to the 
C2 node 

Communication processing 
delay time of 10 seconds 

Communicate with C2 
(aircraft) 

The aircraft will provide 
tracks on the threat missile 
to the C2 node 

Communication processing 
delay time of 10 seconds 

Relay target data The satellite will relay the 
track data received from the 
ship / aircraft 

Satellite relay delay time of 
10 seconds 

Provide weapon/target 
pairing & direction 

The C2 node will decide on 
the weapons paired to 
specific targets and give 
orders 

C2 processing delay time of 
10 seconds 

Receive direction and target 
incoming missiles 

The land-based site will 
receive commands and 
prepare for engagement 

Land-based site processing 
delay time of 10 seconds 

Launch defensive weapon 
(ship) 

The ship will launch and 
support its weapon at the 
incoming threats when 
within its engagement range 

Launch occurs when within 
maximum engagement 
range of ship weapon 

Relay status The satellite will relay the 
engagement status received 
from the ship 

Satellite relay delay time of 
10 seconds 

Receive status The C2 node will receive 
the relayed engagement 
status provided from the 
satellite 

C2 processing delay time of 
10 seconds 

Launch defensive weapon 
(land-based site) 

The land-based site will 
launch and support its 
weapon at the incoming 
threats when within its 

Launch occurs when within 
maximum engagement 
range of land-based site 
weapon 
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engagement range 
Assess (ship) The ship will assess the 

post-engagement status of 
the incoming threat 

Assessment occurs upon 
time of ship weapon impact 
plus 10 seconds 

Relay BDA data The satellite will relay the 
BDA status received from 
the ship 

Satellite relay delay time of 
10 seconds 

Assess (land-based site) The C2 node will receive 
the relayed BDA status 
provided from the satellite 
and land-based site and 
make a final determination 

Assessment occurs upon 
time of land-based site 
weapon impact plus 10 
seconds 

Determine final BDA The land-based site will 
assess the post-engagement 
status of the incoming threat 

C2 processing delay time of 
10 seconds 

 
 

 

Performing an analysis of the functional time assumptions and performance exit 

criteria from Table 1, we may build a graphical overview of the scenario found in Figure 

17 and calculate the phase duration of these six phases found in Figure 18. We can 

compare our initial calculations of Detect-Find-Track comprising 41% of the total time, 

Target comprising 48% of the total time, and Engage-Assess comprising 11% of the total 

time to the BMDS three phases of flight comprising 20%, 78%, and 2% of total flight 

time. As we vary the system placements and capability descriptions, we can arrive at 

closer fits to the BMDS PEIS if the system-specific values are not given, in order to 

derive their system capability descriptions.  
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Figure 17: BMDS SoS example six phases  
 
 
 

 

Figure 18: BMDS SoS example phase frequency  
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Step 2c - Calculate system-system interactions within each of the SoS phases. We 

now need to identify the different system-system interfaces within each of the SoS 

phases. We then convert our BMDS SoS activity diagram into a series of adjacency 

matrices for each SoS phase. This interaction may be illustrated with an adjacency matrix 

that is similar to the Fry and DeLaurentis approach (Fry and DeLaurentis 264-269) that 

identifies the use of a single adjacency matrix to catalog SoS interactions. We extend 

their approach to develop an adjacency matrix for each SoS phase in order to highlight 

the frequency and/or importance of interfaces that may identify additional system 

requirements during the SoS requirements allocation. Each interface between systems is 

then represented by a “1” in the adjacency matrices. Figure 19 provides a simplified set 

of adjacency matrices for the BMDS example based on the MDA functional description. 

 

Figure 19: BMDS adjacency matrices example (derived from MDA BMDS PEIS) 
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We may then evaluate the impact of removing each node from our SoS example 

and determine how the SoS adjacency matrices are affected. Figure 20 redraws the 

adjacency matrices to graphically represent the impact of removing the ship node, aircraft 

node, satellite node, land-based weapon node, and command and control node. Each 

removed node is highlighted in blue to identify the lack of interfaces with the rest of the 

SoS. 

The impact of removing each of these nodes may then be evaluated in terms of 

how many system-system interfaces were removed based on the loss of node, and may 

lend insight into the available interfaces that are available to the SoS to complete its 

mission. This resiliency requirement insight is explored in further detail in the next step. 
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Figure 20: BMDS adjacency matrices with each of the five nodes removed  
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The third and final step is to assess the SoS requirements allocation among the 

constituent systems. Several metrics to calculate the SoS attributes are developed in order 

to assess the allocation process, in addition to evaluating our hypotheses. 

Operational Reach: this metric represents the effective reach of the entire SoS as 

it performs its mission from the start of the first SoS activity to the last, which is 

expressed in units of distance, typically referenced to the objective origin; in our BMDS 

example, the origin is also the defended asset’s location. Referring to the BMDS 

example, the operational reach metric starts with initial search and detection of the threat, 

and ends with the assessment of the engagement effort. Dependent on how the BMDS 

SoS is organized and located (e.g. if initial detection is from airborne or surface-based 

sensors), the operational reach will vary.  

Operational reach may be derived in two different ways. The first approach is a 

top-down manner where a maximum and minimum acceptable SoS reach is defined (e.g. 

defend the US homeland ballistic missile threat attacks from selected countries located 

worldwide), and the constituent systems performance must be derived in order to satisfy 

this SoS requirement. The second is a bottom-up approach where a series of systems and 

a series of potential performance values are provided for analysis in order to determine if 

various SoS combinations can satisfy an acceptable SoS operational reach. Within this 

dissertation, we will highlight the second approach.  

Equation 1 provides the calculation of the Operational Reach metric in order to 

measure the total effective space that the SoS will be required to operate within. It is 
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defined by the difference in range between the first SoS activity and the last SoS activity. 

For the BMDS example, the first activity would be the initial detection of the threat 

missile, and the last activity would be the assessment of the interceptor engagement 

attempt against the threat missile. The two activities are measured in range (typically 

nautical miles) from the defended area (usually the defended target of the threat missile). 

Figure 21 provides an example of this range calculation.  

 

 

 

Figure 21: SoS Operational Reach  
 
 
 
Equation 1 SoS Operational Reach 

 

SoS Operational Reach = Range of first SoS activity – Range of last SoS activity      (1) 
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We may also extend this metric to evaluate the range from the defended target to 

the completion of each SoS phase. This uses the same calculations we performed in Step 

2b in order to derive the frequency of each SoS phase. Figure 22 provides a graphical 

description of each SoS phase range relative to the defended target, where the SoS phases 

1-6 correspond to the Detect, Find, Track, Target, Engage, and Assess phases of 

operations. This range visualization may aid in determining a system-level contribution to 

support the entire SoS objective. 

 

 

Figure 22: SoS Operational Reach by SoS phase  
 

 

Total Network Capacity Requirements: this metric identifies the level of SoS 

interactions allocated to each system within the SoS. This value is calculated by 
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evaluating the number of system-system interactions and the frequency of SoS phase 

occurrence, resulting in insight to the system connectivity requirements within the SoS. 

This insight can justify interface/network allocation requirements for each system, as well 

as prioritization and redundancy requirements to the most valuable or most used 

system(s) in each SoS phase. Equation 2 calculates the total number of messages sent by 

each system throughout the entire SoS mission. This is calculated by multiplying the time 

per phase by the number of interactions and dividing by the message update rate. Each 

phase is then summed to arrive at the final total number of messages a system needs to 

receive / send.  

Equation 3 provides the definition of the total network capacity requirement of 

any one system within the SoS to complete the mission. It is calculated by dividing the 

number of system-specific interactions that it exchanges within the SoS by the total 

number of system interactions conducted throughout the entire SoS mission. 

 
 
 
Equation 2 SoS Network Usage 

 

         N 

System-System specific interactions = Σ Ti * Ii / M                     (2) 

  i=1 

Where: 

T = time in each phase (sec) 

I = number of interfaces the system needs to send (#) 
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M = update rate of message (sec) 

i = phase number 

N = total number of phases 

 

Equation 3 System Network Usage in SoS 
 

System network usage = # of system-system interactions for one system             (3) 

                 Total number of system-system interactions for all systems 

 

 

We can calculate this network usage by first calculating the number of node-node 

interfaces provided from Figure 19. This will identify how many other nodes that a 

particular node in the SoS must interface with during the mission (note that this may also 

include self interaction when the node is the only one interacting in a particular SoS 

phase). For our BMDS example, a summation of each of the system – system interactions 

are as follows by summing across each system row: 

Ship Node: 12 

Aircraft Node: 8 

Command and Control Node: 3 

Land-based Node: 3 

For our BMDS example, we utilize a notional message update rate (# of messages 

every N seconds) for the following six SoS phases. These values may be derived from 

warfare doctrine or network communication standards (Hura et al. 113). The reasoning 
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behind these values was that during the search and track phases, longer update latencies 

are acceptable, due to the longer duration of these phases. During engagements that last a 

shorter time, a higher update rate is desired to communicate the engagement status in 

real-time. 

Phase#  Seconds update per message 

1  12 

2  12 

3  6 

4  6 

5  3 

6  6 

 

From here we may calculate the number of total messages that a node may send 

during the entire SoS scenario provided below, based on our example SoS phase 

calculations. The total number of messages for the entire SoS exchange is 590 messages. 

We may calculate the system-level network requirements by dividing the node-specific 

messages by the total number of SoS messages, shown below. These calculations may 

lend insight into the network allocation required for each system within a SoS, as well as 

the entire SoS network requirement. 

Ship Node: 143 messages 

Aircraft Node: 143 messages 

Command and Control Node: 228 messages 
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Land-based Node: 76 messages 

Total messages = 590 

Ship network %: 143 / 590 = 0.243 

Aircraft network %: 143 / 590 = 0.243 

Land-based network %: 76 / 590 = 0.129 

C2 network %: 228/590 = 0.386 

 

These calculations are intuitively correct if we examine the SoS adjacency 

matrices and find that the ship and aircraft are communicating and are actively 

participating in the majority of the phases. However, the command and control node is 

involved in almost all the communications in the latter phases of the engagement that 

require higher update rates, thereby justifying the larger number of communications. 

Since the land-based weapon is involved only in the preparation and actual engagement 

phase, it accordingly will require the fewest number of messages. For a SoS requirement, 

we would focus importance on the nodes requiring the most communications or were 

involved in the largest # of SoS phases. 

System contribution to the SoS: this metric identifies the systems level of activity 

throughout the SoS operations. This metric will measure how heavily a system is relied 

upon for the successful execution of the SoS, which may influence the prioritization of 

requirements to specific systems or number of redundant SoS configurations to achieve 

the mission.  
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We may calculate the individual system contributions to the SoS by the same 

method as we calculated the interface / network allocation. This is a calculation of the 

amount of time that each system is involved in the entire SoS scenario. We can calculate 

this to sum the time associated with that SoS phase if the node is active (e.g. receives or 

transmits during the phase). 

Equation 4 provides the definition of the individual system’s contribution to 

executing the particular SoS mission. It is calculated by dividing the sum of time that the 

system is actively participating by the total time of the SoS mission. This will determine 

the percentage of utilization of a particular system throughout the entire SoS mission. 

 
 
 
Equation 4 System Contribution to SoS Mission 

 

          N 

System- specific contribution = Σ Tij / Ttime                                  (4) 
   i=1 

Where: 

T = time in each phase (sec) 

i = phase number 

j = 1 if the system is active in the phase 

 = 0 if the system is inactive in the phase 

N = total number of phases 
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Our BMDS example would arrive at the following system contribution 

calculations: 

Ship Node: 958 / 958 sec = 1.00 

Aircraft Node: 855 / 958 sec = 0.89 

Land-based Node: 564 / 958 sec = 0.59 

Command and Control Node: 461 / 958 sec = 0.48 

 

This is intuitively correct upon visual inspection of the SoS adjacency matrices 

where the ship node is involved in each phase, the aircraft node is involved in all but the 

last two phases (that comprise a small percentage), and the command and control node is 

involved in less than half of the phases. This may lend insight into resilency requirements 

for each system within the SoS. 

Several other metrics are introduced to quantify the requirements allocation of the 

SoS constituent systems. We extend Pflanz’s description of system resiliency metrics that 

examined operational command and control architectures to our SoS requirements 

process. This resiliency perspective is important to include since there may be several 

different SoS configurations to execute its mission, and determine how to evaluate its 

overall ability to complete the mission. Jackson describes the three aspects of resilience 

as before, during and after the disruption, called the avoidance, survival, and recovery 

phases. For our purpose, the resiliency metrics in his avoidance phase serve to describe 

our SoS requirements process.  
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We are motivated to introduce a sense of the potential number of SoS 

configurations that may be created and analyzed during our case studies. In order to 

analyze the number of possible configurations, we introduce equation 5 that calculates 

the full factorial of SoS configurations available from our analysis.  

 
 
 
Equation 5 Number of SoS Possible Configurations  

 

             N 

Total possible number of SoS configurations = ∏ Zi                               (5) 

             i=1 

Where: 

Z = number of levels in the system variable under study        

i = system variable  

N = total number of system variables 

 

Although the number of SoS configurations in a full factorial generation would 

seem large, it is intuitively correct to conclude that there are multiple permutations within 

the SoS to arrive at this number, and may lend insight into how many different ways that 

the SoS may be configured in order to accomplish the mission. This number provides 

insight into how much resiliency the SoS retains, if a system is suddenly removed from 

the configuration. Note that this represents all possible SoS configurations (whether 
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feasible or infeasible). Removing a critical node in the SoS may cause the entire mission 

to be unachievable. 

Equation 6 extends Pflanz’s fault tolerance definition how much of the system 

may be degraded with the system performance remaining satisfactory defined by the 

number of disrupted flow paths divided by the total number of flow paths in the system. 

We extend his definition to the SoS problem by calculating the amount of SoS capability 

degradation at each phase if a system node was removed, and the remaining 

configuration’s capability. By doing so, it provides a sense of how much available 

potential capability the SoS has to complete its mission. We may evaluate the change in 

(1) operational reach, (2) distribution of system contributions, and (3) system network re-

allocation when the node is removed, forcing the rest of the SoS to adjust and execute the 

mission. Equation 6 may be written as  

 

 

Equation 6 Changes in Operational Reach 
 

Change in Operational Reach = Operational Reach (i)                              (6a) 

      Operational Reach (original) 

 

 

Where: 

Operational Reach (i) = SoS reach without node (i) 

Operational Reach (original) = SoS reach with all nodes available 
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Change in System Contribution = System Contribution (i)                       (6b) 

      System Contribution (original) 

Where: 

System Contribution (i) = System contribution without node (i) 

System Contribution (original) = System contribution with all nodes available 

Change in System network allocation = Network Allocation (i)              (6c) 

  Network Allocation (original) 

Where: 

Network Allocation (i) = Network allocation without node (i) 

Network Allocation (original) = Network allocation with all nodes available 

(i) = specific SoS configuration under study 

 

For each node removal, there will be N*(N-1) number of calculations to be 

performed for a SoS composed of N nodes. Future research may determine when a 

determined percentage decline in system resources and/or network will adversely affect 

the entire SoS performance. The ability to successfully compete the SoS mission prior to 

the end point of the SoS operational reach may be thought of as the available margin 

within the SoS. Once this margin is exhausted based on removal of nodes, we can then 

have insight into the SoS resiliency. 

We may then assess our SoS allocation of requirements and assess hypothesis H1: 

SoS requirements allocation can be measured to quantify the allocation of system level 

requirements in order to identify the system that will greatly contribute to the SoS 
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operations. We perform analysis on our SoS performance results through Analysis of 

Variance (ANOVA) techniques using the JMP toolset to determine if our SoS functional 

and performance requirements allocation descriptions were sufficient to describe the final 

SoS outputs. Figure 23 provides the summary statistics of the entire model run set, where 

the R2 values would provide an indication of how well our model fit the generated data 

and were to account for the system and system-system interactions, a value of 0.64 

indicates a satisfactory fit that may be improved through further analysis of the SoS 

activity modeling.  
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Figure 23: Summary statistics  
 
 
 

We can then evaluate our SoS configurations and assess hypothesis H2: The use 

of this SoS Requirements Engineering (RE) allocation process can identify SoS 

configurations from the entire tradespace that will meet the SoS objectives. We develop a 

full factorial of all these SoS configurations through use of parametric values for the 

following factors: aircraft sensor range, ship sensor range, ship weapon range, land-based 
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weapon range, command and control delay, aircraft position, and ship position. Each of 

these factors was given levels of 3 parametric numbers, provided in Table 2. An 

additional factor was added to include a SoS case, which is defined by the number of 

nodes participating in the SoS analysis: baseline case indicates that all nodes participate, 

and the removal of ship, aircraft, or land-based nodes was also evaluated. The total 

number of SoS configurations generated was 8748 unique combinations.  

 

 

Table 2: Full factorial setup for BMDS SoS mission analysis 
 
ACFT_sensor [100, 125, 150]  Measured in NM 
SHIP_sensor [50, 75, 100] Measured in NM 
SHIP_wep [40, 60, 80] Measured in NM 
LAND_wep [40, 60, 80] Measured in NM 
C2_delay [20, 40, 60] Measured in seconds 
ACFT_station [100, 150, 200] Measured in NM 
SHIP_station [50, 75, 100] Measured in NM 
CASE [1, 2, 3, 4] Case of SoS configuration: 

1-baseline, 2 – no ship, 3 – 
no aircraft, 4 – no land 
system 

 
 

 

A MATLAB script was developed in similar fashion to the calculation of the SoS 

phase durations and evaluated the SoS operational range at the end of the assess phase, to 

indicate the last point of the SoS extent relative to the defended unit. The objective is to 

maximize the operational reach, which would represent a greater margin of safety when 

defending the high value unit. Figure 24 shows the scaled estimates of the most 

significant factor contributing to maximizing the operational reach. It is not surprising 
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that the command and control delay and the land-based weapon range contributed the 

most towards the operational reach. The C2 delay is involved in several phases and is 

dependent on completing this phase before progressing to the next phase. The land-based 

weapon range is the last available weapon to be employed if the ship platform cannot 

achieve intercept, in order to defeat the incoming threat. Figure 25 shows the interaction 

profilers to identify the groups of factors that have significant interaction. Figure 26 

maximizes the desirability (e.g. maximize the operational range), and provides the 

desired values for each system to achieve a longer operational range. As expected, 

increasing the levels for each factor is desired, but may not be aligned with programmatic 

and technical vision. Thus, we must introduce Figure 27 with a pareto plot to identify the 

most significant contributing factor. 

We evaluate the SoS performance in the BMDS mission area by our three main 

SoS metrics: operational reach, network loading, and system contribution to the SoS. 

Table 3 provides the quartile 1-3 for the SoS operational reach based on the entire run 

matrix. Table 4 provides the quartile 1-3 for the SoS network usage based on the entire 

run matrix. Table 5 provides the quartile 1-3 for the SoS system usage based on the entire 

run matrix. These summaries may provide insight into the development of SoS 

operational reach requirements and network requirements for the SoS and each 

constituent system. These values were used to validate the case study expected results by 

the subject matter experts for each of the case studies, in terms of input variables, process 

flow, and range of expected results for the three SoS metrics. For the operational reach, it 

is intuitive that the full SoS configuration would provide the best results, and is apparent 
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that removal of either the ship or land-based weapon would result in an invalid SoS 

capable of supporting the BMDS mission. As the surface ship is active during the 

majority of the mission, the network percentage is accordingly higher than the rest of the 

nodes. 

 

 

Table 3: Summary of BMDS SoS Operational Reach 
 
SoS operational 
reach (NM) 

Quartile 1 Quartile 2 Quartile 3 Successful SoS 
mission 
(fraction of 
total cases) 

Case 1 – full 
SoS 
configuration 

0 19.672 39.344 1 

Case 2 – no 
ship 

0 0 0 0 

Case 3 – no 
aircraft 

0 8.853 39.344 0.963 

Case 4 – no 
land-based 
weapon 

0 0 0 0 

 
 

 

Table 4: Summary of BMDS SoS network usage 
 
Network usage (# 
messages) 

Quartile 1 Quartile 2 Quartile 3 

Surface Ship 2187.5 4374.5 6561.5 
Aircraft 0 17 29 
Land-based weapon 0 9 15 
C2 0 10 19 
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Table 5: Summary of BMDS SoS system usage 
 
System usage 
(fraction of entire 
scenario) 

Quartile 1 Quartile 2 Quartile 3 

Surface Ship 0 0.4885 0.84928 
Aircraft 0.0672 0.2819 0.4295 
Land-based weapon 0 0.1967 0.3541 
C2 0.1967 0.3 0.3934 
 
 

 

 



85 
 

Figure 24: Scaled estimates  
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Figure 25: Interaction Profilers 
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Figure 26: Desirability Factors  
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Figure 27: Pareto Plots  
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CHAPTER FIVE 

5.1 Case Study Introduction 

This case study examines the Carrier Strike Group (CSG) as a SoS. It is referred 

to as a SoS due to the multiple types of platforms under its scope – ships, submarines, 

and aircraft, as well as its ability to conduct multiple missions: Anti-Air Warfare (AAW), 

Surface Warfare (SUW), Anti-Submarine Warfare (ASW), and Strike Warfare (STW) are 

a few of the missions that the CSG may be called upon to perform (Schneider et al. 10). 

The CSG platforms may be conducting these missions both individually and 

concurrently, and many of the CSG platforms are multi-mission capable. For this case 

study, we will look at the mission areas of AAW in order to utilize and evaluate our SoS 

RE process and assessment metrics. Our expected outcome from this case study is to 

quantify the SoS requirements allocation as discussed in chapter 4 as well as evaluating 

the hypotheses discussed in chapter 1.  

5.2 Definition of SoS problem space and scope 

Research of existing US Navy missions yields the following summaries of the 

major CSG missions. The Anti-Air Warfare (AAW) mission is concerned with the 

detection, identification, and engagement of hostile air-breathing aircraft and missiles. 

The Anti-Surface Warfare (ASUW) mission is concerned with the detection, 

identification, and engagement of hostile surface craft. The Strike Warfare (STW) 
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mission is concerned with the ingress into hostile territory, acquisition and engagement of 

hostile ground-based targets, and egress from hostile territory. We select the AAW 

mission as representative of different nodes within the SoS needing to work together to 

achieve mission effectiveness. This case study also provides an opportunity to assess our 

SoS requirements allocation process as well as evaluate the sensitivity of system 

capabilities (e.g. sensor ranges, weapon ranges, and stationing requirements) that would 

influence the SoS performance.  

We will exercise our three-step process to develop, allocate, and assess the SoS 

requirements capacity that was described in chapter 4. 

Step 1 - scope the case study to the immediate CSG organic assets as shown in 

Figure 28 for the AAW mission. This will include only the Aircraft Carrier (where the 

command and control node is located), surface combatants, manned fighter aircraft, and 

unmanned aerial vehicles (UAV). It will not address inorganic platforms such as US Air 

Force units, joint military units, or other international forces. This is done solely to limit 

the scope of the case study to a manageable number of platforms and show the utility of 

this SoS RE approach. Future research may include the additional platforms for further 

analysis but is not needed for this case study. 
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Figure 28: CSG SoS scope for the AAW mission  
 
 
 
 

Step 2 - allocate SoS requirements to constituent systems. As SoS requirements 

are defined, individual system contributions and interfaces are identified in order to meet 

these SoS requirements. The approach in this step is to decompose and quantify the SoS 

functions to the system level for each of the CSG SoS missions of AAW. This second 

step is further defined as follows. 

Step 2a – Decompose the main SoS objective into SoS phases: as the SoS 

executes its mission, there will be multiple phases that it will progress through towards 

completion. We leverage the description of a CSG performing the SUW mission from the 
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Naval Postgraduate School that utilizes the same language to describe the “kill chain” of 

activities required to detect and prosecute potential threats. (Acosta et al. 30). We will 

leverage their kill chain functional flow to describe the SoS AAW mission areas as it is 

directly applicable to the mission and the NPS report provides a traceable document that 

describes the functionality of the CSG SoS and its constituent systems. Table 6 provides 

an initial allocation of SoS phases to each system at a top-level (referred to as level 1) 

that are then described in the top-level functions for each phase in Table 7, and further 

described in greater detail of the supporting sub functions (referred to as level 2) for the 

AAW SoS mission area in Table 8, where success criteria is listed to satisfy each 

function.  

 

 

Table 6: Initial SoS phase allocation of systems for AAW mission (level 1) 
 

Initial SoS phase description and allocation of systems for AAW mission (level 1) 

SoS phases & Nodes Surface 
Ship 

Airborne 
Early 
Warning 

Fighter Command 
and 
Control 

Unmanned 
Aerial 
Vehicle 

Find Initial 
detection of 
target 

X X X  X 

Fix Identification 
of target X X X X X 

Track Maintain 
track on 
target 

X X X  X 

Target Weapon / 
target pairing 
performed 

X X X X  

Engage Initial X  X   
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maneuvering 
and 
engagement 
of target 

Assess Assessment 
of initial 
engagement 

X X X X X 

 

 

Table 7: Description of AAW mission functions (level 2) 
 

Activity System  SoS phase 
Initial search Surface ship Find 
Initial search AEW Find 
Initial search  FTR Find 
Initial search UAV Find 
Exchange detection data on 
track of interest All SoS Find 
Query TOI Surface ship Fix 
Query TOI AEW Fix 
Query TOI FTR Fix 
Query TOI UAV Fix 
Exchange ID data on track 
of interest All SoS Fix 
Update track Surface ship Track 
Update track AEW Track 
Update track FTR Track 
Update track UAV Track 
Exchange track data on 
track of interest All SoS Track 
Provide weapon / target 
pairing C2 Target 
Prepare to engage Surface ship Target 
Prepare to engage FTR Target 
Engage Surface ship Engage 
Engage FTR Engage 
Exchange engagement 
status on target of interest All SoS Engage 
Collect BDA Surface ship Assess 
Collect BDA AEW Assess 
Collect BDA FTR Assess 
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Collect BDA UAV Assess 
Exchange BDA data on 
target of interest All SoS Assess 
Determine follow-on action C2 Assess 

 
 

 

Table 8: Description of AAW mission functions (level 2) 
 
AAW SoS Activity Level 2 (by phase) 
Function 
code 

Activity System SoS phase Functional 
Description 

Exit Criteria 
(range / time) 

A1 Search 
assigned 
area 

Surface ship Find Platform 
commences 
searching 
for an 
airborne 
threat in the 
assigned 
area of 
interest 

Start of SoS 
mission, 
achieved 
when range of 
threat is 
within sensor 
range 

A2 Receive & 
process 
signals 

Surface ship Find Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

A3 Determine if 
return is 
valid 

Surface ship Find The signal 
returns are 
assessed if it 
is a valid 
contact or 
not 

Assessment 
delay time of 
X2 seconds 

A4 Transmit / 
Receive 
detection 
results 
within SoS 

Surface ship Find The contact 
report is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

B1 Search 
assigned 
area 

AEW Find Platform 
commences 
searching 
for an 
airborne 

Start of SoS 
mission, 
achieved 
when range of 
threat is 
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threat in the 
assigned 
area of 
interest 

within sensor 
range 

B2 Receive & 
process 
signals 

AEW Find Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

B3 Determine if 
return is 
valid 

AEW Find The signal 
returns are 
assessed if it 
is a valid 
contact or 
not 

Assessment 
delay time of 
X2 seconds 

B4 Transmit / 
Receive 
detection 
results 
within SoS 

AEW Find The contact 
report is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

C1 Search 
assigned 
area 

Fighter Find Platform 
commences 
searching 
for an 
airborne 
threat in the 
assigned 
area of 
interest 

Start of SoS 
mission, 
achieved 
when range of 
threat is 
within sensor 
range 

C2 Receive & 
process 
signals 

Fighter Find Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

C3 Determine if 
return is 
valid 

Fighter Find The signal 
returns are 
assessed if it 
is a valid 
contact or 
not 

Assessment 
delay time of 
X2 seconds 

C4 Transmit / 
Receive 

Fighter Find The contact 
report is 

Transmission 
delay time of 
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detection 
results 
within SoS 

distributed 
within the 
SoS 

X1 seconds 

D1 Receive 
detection 
results 
within SoS 

C2 Find The contact 
report is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

E1 Search 
assigned 
area 

UAV Find Platform 
commences 
searching 
for an 
airborne 
threat in the 
assigned 
area of 
interest 

Start of SoS 
mission, 
achieved 
when range of 
threat is 
within sensor 
range 

E2 Receive & 
process 
signals 

UAV Find Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

E3 Determine if 
return is 
valid 

UAV Find The signal 
returns are 
assessed if it 
is a valid 
contact or 
not 

Assessment 
delay time of 
X2 seconds 

E4 Transmit / 
Receive 
detection 
results 
within SoS 

UAV Find The contact 
report is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

A5 Query target 
of interest 

Surface ship Fix Resources 
are directed 
onto a target 
of interest 
that has been 
found to be 
a valid 
detection 

Achieved 
upon 
transmission 
of contact 
transmission 
plus X1 
seconds 

A6 Receive & 
process 

Surface ship Fix Signal 
returns are 

Receipt delay 
time of X1 
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signals received and 
processed as 
a result of 
the query 

seconds 

A7 Determine if 
hostile / 
friendly 

Surface ship Fix The 
unknown 
contact is 
determined 
if it is 
friendly or 
hostile based 
on the return 

Determination 
delay time of 
X2 seconds 

A8 Transmit / 
Receive 
identification 
results 
within SoS 

Surface ship Fix The contact 
identity is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

B5 Query target 
of interest 

AEW Fix Resources 
are directed 
onto a target 
of interest 
that has been 
found to be 
a valid 
detection 

Achieved 
upon 
transmission 
of contact 
transmission 
plus X1 
seconds 

B6 Receive & 
process 
signals 

AEW Fix Signal 
returns are 
received and 
processed as 
a result of 
the query 

Receipt delay 
time of X1 
seconds 

B7 Determine if 
hostile / 
friendly 

AEW Fix The 
unknown 
contact is 
determined 
if it is 
friendly or 
hostile based 
on the return 

Determination 
delay time of 
X2 seconds 

B8 Transmit / 
Receive 
identification 
results 
within SoS 

AEW Fix The contact 
identity is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 
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C5 Query target 
of interest 

Fighter Fix Resources 
are directed 
onto a target 
of interest 
that has been 
found to be 
a valid 
detection 

Achieved 
upon 
transmission 
of contact 
transmission 
plus X1 
seconds 

C6 Receive & 
process 
signals 

Fighter Fix Signal 
returns are 
received and 
processed as 
a result of 
the query 

Receipt delay 
time of X1 
seconds 

C7 Determine if 
hostile / 
friendly 

Fighter Fix The 
unknown 
contact is 
determined 
if it is 
friendly or 
hostile based 
on the return 

Determination 
delay time of 
X2 seconds 

C8 Transmit / 
Receive 
identification 
results 
within SoS 

Fighter Fix The contact 
identity is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

D2 Receive 
identification 
results 
within SoS 

C2 Fix The contact 
identity is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

E5 Query target 
of interest 

UAV Fix Resources 
are directed 
onto a target 
of interest 
that has been 
found to be 
a valid 
detection 

Achieved 
upon 
transmission 
of contact 
transmission 
plus X1 
seconds 

E6 Receive & 
process 
signals 

UAV Fix Signal 
returns are 
received and 
processed as 

Receipt delay 
time of X1 
seconds 
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a result of 
the query 

E7 Determine if 
hostile / 
friendly 

UAV Fix The 
unknown 
contact is 
determined 
if it is 
friendly or 
hostile based 
on the return 

Determination 
delay time of 
X2 seconds 

E8 Transmit / 
Receive 
identification 
results 
within SoS 

UAV Fix The contact 
identity is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

A9 Search 
assigned 
area 

Surface ship Track Resources 
are directed 
onto the area 
of the last 
contact 
position 

When threat 
is within 90% 
of maximum 
range of 
sensor 

A10 Receive & 
process 
signals 

Surface ship Track Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

A11 Update track Surface ship Track The track 
position is 
updated 
from the last 
known 
position 

Processing 
delay time of 
X1 seconds 

A12 Transmit / 
Receive 
track within 
SoS 

Surface ship Track The track 
position is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

B9 Search 
assigned 
area 

AEW Track Resources 
are directed 
onto the area 
of the last 
contact 
position 

When threat 
is within 90% 
of maximum 
range of 
sensor 
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B10 Receive & 
process 
signals 

AEW Track Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

B11 Update track AEW Track The track 
position is 
updated 
from the last 
known 
position 

Processing 
delay time of 
X1 seconds 

B12 Transmit / 
Receive 
track within 
SoS 

AEW Track The track 
position is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

C9 Search 
assigned 
area 

Fighter Track Resources 
are directed 
onto the area 
of the last 
contact 
position 

When threat 
is within 90% 
of maximum 
range of 
sensor 

C10 Receive & 
process 
signals 

Fighter Track Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

C11 Update track Fighter Track The track 
position is 
updated 
from the last 
known 
position 

Processing 
delay time of 
X1 seconds 

C12 Transmit / 
Receive 
track within 
SoS 

Fighter Track The track 
position is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

D3 Transmit 
orders to 
maintain 
track on TOI 

C2 Track Systems are 
ordered to 
maintain a 
track on the 

Transmission 
delay time of 
X1 seconds 
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TOI 
E9 Search 

assigned 
area 

UAV Track Resources 
are directed 
onto the area 
of the last 
contact 
position 

When threat 
is within 90% 
of maximum 
range of 
sensor 

E10 Receive & 
process 
signals 

UAV Track Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

E11 Update track UAV Track The track 
position is 
updated 
from the last 
known 
position 

Processing 
delay time of 
X2 seconds 

E12 Transmit / 
Receive 
track within 
SoS 

UAV Track The track 
position is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

A13 Receive 
engagement 
orders 

Surface ship Target The 
candidate 
platforms 
provide a 
confirmation 
to engage 

Determination 
delay time of 
X2 seconds 

A14 Confirm 
engagement 
orders 

Surface ship Target The 
engaging 
platforms 
confirm 
their 
engagement 
orders 

Transmission 
delay time of 
X1 seconds 

A15 Maneuver to 
engagement 

Surface ship Target The 
engaging 
platforms 
maneuver to 
a firing 
position 
against the 

Time to 
maneuver 
shooter to 
launch range 
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threat 
C13 Receive 

engagement 
orders 

Fighter Target The 
candidate 
platforms 
provide a 
confirmation 
to engage 

Determination 
delay time of 
X2 seconds 

C14 Confirm 
engagement 
orders 

Fighter Target The 
engaging 
platforms 
confirm 
their 
engagement 
orders 

Transmission 
delay time of 
X1 seconds 

C15 Maneuver to 
engagement 

Fighter Target The 
engaging 
platforms 
maneuver to 
a firing 
position 
against the 
threat 

Time to 
maneuver 
shooter to 
launch range 

D5 Determine 
threat 
assessment 

C2 Target The hostile 
contact is 
assessed if it 
poses a 
threat to the 
SoS or 
defended 
area 

Determination 
delay time of 
X2 seconds 

D6 Identify 
capable units 

C2 Target The most 
capable or 
closest 
platforms 
are 
identified to 
provide 
action on the 
hostile 
contact 

Determination 
delay time of 
X2 seconds 

D7 Transmit 
orders to 
engage 
target of 

C2 Target The 
candidate 
platforms 
are 

Transmission 
delay time of 
X1 seconds 
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interest commanded 
to engage 
the hostile 
target 

A16 Achieve fire 
control 
solution 

Surface ship Engage The 
engaging 
platforms 
attain an 
acceptable 
range to the 
threat in 
order to 
employ 
weapons 
against it 

Achieved 
when within 
maximum 
engagement 
range of 
weapon 

A17 Receive 
permission 
to engage 

Surface ship Engage Permission 
to engage is 
received by 
the engaging 
platforms 

Determination 
delay time of 
X2 seconds 

A18 Launch 
weapon 

Surface ship Engage Weapons are 
launched 
against the 
hostile 
platform 

Launch 
occurs when 
within 
maximum 
engagement 
range of 
weapon 

A19 Support 
weapon 
flyout 

Surface ship Engage Weapons are 
supported 
while in 
mid-flight 
enroute to 
the hostile 
threat 

Supported 
during 
weapon 
launch 

A20 Observe 
weapon 
impact / 
timeout 

Surface ship Engage Weapons 
reach their 
impact time 
against the 
threat 

Upon 
expiration of 
weapon time 
of flight 

A21 Transmit / 
Receive 
engagement 
status within 
SoS 

Surface ship Engage The 
engagement 
status is 
distributed 
within the 

Transmission 
delay time of 
X1 seconds 
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SoS 
B13 Receive 

engagement 
status within 
SoS 

AEW Engage The 
engagement 
status is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

C16 Achieve fire 
control 
solution 

Fighter Engage The 
engaging 
platforms 
attain an 
acceptable 
range to the 
threat in 
order to 
employ 
weapons 
against it 

Achieved 
when within 
maximum 
engagement 
range of 
weapon 

C17 Receive 
permission 
to engage 

Fighter Engage Permission 
to engage is 
received by 
the engaging 
platforms 

Determination 
delay time of 
X2 seconds 

C18 Launch 
weapon 

Fighter Engage Weapons are 
launched 
against the 
hostile 
platform 

Launch 
occurs when 
within 
maximum 
engagement 
range of 
weapon 

C19 Support 
weapon 
flyout 

Fighter Engage Weapons are 
supported 
while in 
mid-flight 
enroute to 
the hostile 
threat 

Supported 
during 
weapon 
launch 

C20 Observe 
weapon 
impact / 
timeout 

Fighter Engage Weapons 
reach their 
impact time 
against the 
threat 

Upon 
expiration of 
weapon time 
of flight 

C21 Transmit / 
Receive 

Fighter Engage The 
engagement 

Transmission 
delay time of 
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engagement 
status within 
SoS 

status is 
distributed 
within the 
SoS 

X1 seconds 

D8 Transmit 
engagement 
permission 

C2 Engage The C2 
transmits 
permission 
to engage 

Transmission 
delay time of 
X1 seconds 

D9 Receive 
engagement 
status to SoS 

C2 Engage The 
engagement 
status is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

E13 Receive 
engagement 
status within 
SoS 

UAV Engage The 
engagement 
status is 
distributed 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

A22 Search area 
of 
engagement 

Surface ship Assess The 
immediate 
engagement 
area is 
searched for 
evidence of 
the threat 

Assessment 
occurs upon 
time of 
weapon 
impact plus 
X2 seconds 

A23 Receive & 
process 
signals 

Surface ship Assess Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

A24 Transmit 
BDA data to 
C2 

Surface ship Assess The 
resulting 
search data 
is sent to the 
decision 
maker 

Transmission 
delay time of 
X1 seconds 

B14 Search area 
of 
engagement 

AEW Assess The 
immediate 
engagement 
area is 
searched for 

Assessment 
occurs upon 
time of 
weapon 
impact plus 
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evidence of 
the threat 

X2 seconds 

B15 Receive & 
process 
signals 

AEW Assess Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

B16 Transmit 
BDA data to 
C2 

AEW Assess The 
resulting 
search data 
is sent to the 
decision 
maker 

Transmission 
delay time of 
X1 seconds 

C22 Search area 
of 
engagement 

Fighter Assess The 
immediate 
engagement 
area is 
searched for 
evidence of 
the threat 

Assessment 
occurs upon 
time of 
weapon 
impact plus 
X2 seconds 

C23 Receive & 
process 
signals 

Fighter Assess Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

C24 Transmit 
BDA data to 
C2 

Fighter Assess The 
resulting 
search data 
is sent to the 
decision 
maker 

Transmission 
delay time of 
X1 seconds 

D10 Receive 
BDA data 
from SoS 

C2 Assess The BDA 
data is 
received by 
the decision 
maker 

Processing 
delay time of 
X1 seconds 

D11 Process 
BDA data 

C2 Assess The BDA 
data is 
processed by 
the decision 
maker 

Processing 
delay time of 
X3 seconds 
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D12 Determine 
BDA status 

C2 Assess The target's 
status is 
determined 
based on the 
returned 
data 
(destroyed 
or not) 

Decision 
delay time of 
X3 seconds 

D13 Determine 
follow-on 
actions 

C2 Assess The follow-
on actions 
for the SoS 
are 
determined 

Decision 
delay time of 
X3 seconds 

D14 Transmit 
follow-on 
actions to 
SoS 

C2 Assess Follow-on 
orders are 
disseminated 
within the 
SoS 

Transmission 
delay time of 
X1 seconds 

E14 Search area 
of 
engagement 

UAV Assess The 
immediate 
engagement 
area is 
searched for 
evidence of 
the threat 

Assessment 
occurs upon 
time of 
weapon 
impact plus 
X2 seconds 

E15 Receive & 
process 
signals 

UAV Assess Signal 
returns are 
received and 
processed as 
a result of 
the search 

Receipt delay 
time of X1 
seconds 

E16 Transmit 
BDA data to 
C2 

UAV Assess The 
resulting 
search data 
is sent to the 
decision 
maker 

Transmission 
delay time of 
X1 seconds 

 
 

Key: 

X1: delay receipt/transmission/processing time of 5 seconds 

X2: delay assessment time of 10 seconds 
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X3: delay BDA processing time of 15 seconds 

Step 2b – Identify the frequency of usage of each SoS phase. We develop an 

initial bounding scenario for the AAW SoS mission area to compute the frequency of 

each SoS phase duration. The constraints for each of the scenarios are that the mission 

duration may not exceed a single carrier air wing event, defined as 1+30 hours in duration 

(Lambeth 24). The CSG platforms are stationed at notional ranges from the aircraft 

carrier in order to compute our SoS phase duration calculations.  

We utilize the data from the scenario in order to calculate an initial SoS phase 

duration based on the scenario, sensor ranges, and threat movement speeds. These 

calculations are intended to provide an initial benchmark for how long each of the SoS 

phases occur in duration that we will use to calculate the SoS requirements allocation to 

each of the systems. For the AAW mission area, the six phases are defined as the 

following SoS capabilities: find (when a system of the SoS achieves initial detection 

based on their sensor range), fix (when the find phase has executed, data is transferred to 

the command and control node and identification time delays have elapsed), track (when 

the fix phase has executed, and a system of the SoS achieves 90% of the initial detection 

sensor range), target (when the track phase has executed, and data is transferred to the 

command and control node and weapon-target pairing time delays have elapsed), engage 

(when a system of the SoS achieves engagement based on their weapon range to the 

target). 

For the AAW mission area scenario, the stationing of each platform and their 

characteristics are graphically depicted in Figure 29. The values that were collected were 
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open source materials (Jane's Naval Weapon Systems, Jane's All the World's Aircraft 

2013, Jane's Unmanned Aerial Vehicles and Targets) and were verified by Naval Subject 

Matter Experts as being representative of the CSG stationing for the AAW mission and 

the range of sensor, weapon, and delay times for the system performance. For 

calculations in this figure, the following data was utilized: AEW sensor range: 200 NM, 

Fighter sensor range: 50 NM, Unmanned Aerial Vehicle sensor range: 50 NM, Fighter 

weapon employment range: 25 NM, Surface Ship sensor range: 100 NM, Surface Ship 

weapon employment range: 50 NM, Hostile aircraft speed: 450 kts. For node stationing, 

the Surface Ship is stationed 5 NM ahead of Aircraft Carrier, the AEW is stationed 50 

NM ahead of Aircraft Carrier, the Fighter is stationed 100 NM ahead of Aircraft Carrier, 

the Unmanned Aerial Vehicle is stationed 200 NM ahead of Aircraft Carrier, and Hostile 

aircraft starts at 300 NM ahead of Aircraft Carrier.  
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Figure 29: CSG system stationing for the AAW mission area  
 
 
 
 

Figure 30 provides the initial SoS phase durations for the AAW mission area 

based on analysis from our example. The functional level 2 details found in Table 4 and 

the functional process flow from the level 1 diagram found in Figure 28 provides a means 

to derive the SoS phase allocations. The functional delay times are summed within each 

phase for each platform in order to execute the SoS process flow. Logics for each of the 

phases found in the level 2 diagram provide the rationale for selection of the termination 

of each SoS phase based on achieving the exit criteria as outlined in the level 2 functional 

flow.   
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Figure 30: CSG SoS phase frequency for the AAW mission area  
 
 
 
 

Step 2c - Calculate system-system interactions within each of the SoS phases. We 

now need to identify the different system-system interfaces within each of the SoS 

phases. Figures 31 through 35 shows a simplified activity diagram of the SoS AAW 

mission area for each of the six SoS phases of operations down to the second level of 

detail to show the system functionality and cross-system interfaces required to perform 

the mission.  
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Figure 31: CSG SoS activity level 1 diagram for the AAW mission area  
 
 
 

Key: 

A – indicates the first system to detect the target based on relative positioning and 

system sensor detect range 

B – indicates the first system to arrive at the identification based on processing 

values 

C – indicates the first system to track the target based on relative positioning and 

system sensor track range 
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D – indicates the first system to target and engage the target based on relative 

positioning and system weapon range 

E – indicates the first system to arrive at the identification based on BDA 

processing values 

 

 

 

Figure 32: CSG SoS activity diagram for the AAW mission (level 2, Find and Fix phase) 
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Figure 33: CSG SoS activity diagram for the AAW mission (level 2, Track and Target phase) 
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Figure 34: CSG SoS activity diagram for the AAW mission (level 2, Engage phase) 
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Figure 35: CSG SoS activity diagram for the AAW mission (level 2, Assess phase) 
 
 
 
 

Figure 36 provides a set of adjacency matrices for the CSG SoS example based on 

the mission area functional description. We generate these matrices in order to document 

the presence and direction of system-system interface within each of the SoS phases. 

Directionality is important due to the possibility that each interface may not be bi-

directional. We utilize these tables along with the SoS functional process flow as found in 

the level 1 diagrams in order to evaluate these matrices and determine the SoS network 

allocation to their constituent systems. These adjacency matrices may also provide a 

sense of the SoS resiliency, as it can graphically indicate the number of interfaces that a 
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particular system may be responsible for within the entire SoS. These matrices may also 

show the opportunities for additional systems to provide redundant interfaces in case the 

primary system is removed or degraded.  

 

 

 

Figure 36: CSG SoS adjacency matrices for the AAW mission area 
 
 
 
 

Step 3 - Assess the SoS requirements allocation among their constituent systems. 

For each of the three CSG SoS mission areas, we calculate the SoS attributes and system-

level requirements allocation process in addition to evaluating our hypotheses. 

AAW SoS Mission Area Analysis: 

Operational Reach was calculated by evaluating a series of SoS configurations for 

the AAW mission area. The following factors were modified: AEW stationing, Ship 

stationing, UAV stationing, Fighter stationing, AEW sensor range, Ship sensor range, 

UAV sensor range, Fighter sensor range, Ship weapon range, Fighter weapon range, and 
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C2 processing delay times. Each factor was given two levels (high and low), resulting in 

10240 unique SoS configurations. The red AAW threat starting position, speed, and end 

point was held constant. If the SoS configuration could not neutralize the threat at the 

desired end point, the SoS configuration was considered to fail to perform the AAW 

mission. Within each of the configurations, a selected node was removed from the SoS to 

evaluate the resiliency impact on the AAW mission performance. Case 1 is the baseline 

case where all nodes are present in the SoS configuration. Case 2 removes the ship, case 

3 removes the AEW, case 4 removes the UAV, and case 5 removes the fighter. 

Each of the system engineering artifacts were generated and utilized in the 

analysis to calculate our SoS metrics to evaluate the hypothesis. The following is a 

summary of the process used in order to convert these artifacts and execute them in a 

quantitative fashion. 

The context diagram is developed in order to visually describe the scope of the 

SoS as well as the relationships between each of the systems. This diagram is useful in 

promoting discussion and gaining concurrence between subject matter experts (SME) to 

validate the SoS scope and the relationships rather than complex engineering diagrams. 

The context diagram is then converted into a series of adjacency matrices to indicate the 

system-system interactions within each phase. This must be validated with the SME upon 

completion, since the context diagram only represents a high-level snapshot of the overall 

SoS mission and it does not adequately represent the complexities and interactions of 

each system at each SoS phase. We believe that this approach in a graphical sense can 

provide an easier means to develop and ultimately validate our interactions. In parallel 
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development with the adjacency matrices, we develop a functional flow diagram and 

description of the events of each system within the SoS mission. This is again validated 

with the SME in order to describe in greater detail of the functional performance of each 

of the systems as well as the logical process that is needed to successfully transition from 

one SoS phase to another. The outputs of these functional descriptions are the conditions 

of when the function is satisfied, and may be used during SoS mission analysis. An 

example is the several processing delays during each phase to indicate when one phase 

ends and another starts. Another example is the logics to transition to the next SoS phase 

when the first system in the SoS achieves a successful detection / tracking / etc. We then 

use these artifacts to develop an analysis program in MATLAB, an engineering 

programming language. The AAW mission is represented by the movement of either the 

threats and/or CSG forces towards their objectives, and calculating (in a deterministic 

fashion) when the different SoS phases start and stop based on the relative distance of the 

systems and the system weapon / sensor ranges. The relative speeds of both the threats 

and CSG forces determine the time elapsed between each of the SoS phases. Note this is 

not a comparable simulation to other commercial mission-level simulations nor is it 

intended to be, as this is beyond the scope of this dissertation. Rather, the MATLAB 

scripts are used to provide insight and calculate the SoS metrics for our purposes to 

evaluate the hypotheses. In order to fully evaluate the SoS performance, this process 

would be performed in a mission-level simulation in order to calculate these metrics and 

is reserved for future work. The initial MATLAB scripts are executed, initially to 

generate a full factorial table of SoS factors, which are provided in Table 9.  
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Table 9: Full factorial setup for CSG SoS AAW mission analysis 
 
AEW_sensor [100, 150]  Measured in NM 
SHIP_sensor [50, 100] Measured in NM 
UAV_sensor [50, 75] Measured in NM 
FTR_sensor [50, 75] Measured in NM 
SHIP_wep [40, 80] Measured in NM 
FTR_wep [30, 40] Measured in NM 
C2_delay [20, 50] Measured in seconds 
AEW_station [30, 50] Measured in NM 
SHIP_station [10, 50] Measured in NM 
UAV_station [100, 150]  Measured in NM 
FTR_station [50, 100] Measured in NM 
 
 

 

The SoS mission is then executed in a time-stepped fashion with another 

MATLAB script, where the systems transit towards their objectives, and logical decision 

steps are evaluated to when the SoS phases may start and stop. Table 10 provides a 

description of the activities performed by each applicable system for the AAW SoS 

mission area, along with the SoS phase that denotes the exit criteria to successfully 

complete the activity and transition to the next phase. Subject Matter Experts validated 

the activity process and phases of operations in order to assess the SoS performance. 

 

 

Table 10: CSG SoS functional activity description phase for the AAW mission (level 1) 
 
Activity Applicable System SoS phase 
Start SoS problem All SoS Find 
Move Hostile aircraft 
towards Aircraft Carrier 

Hostile aircraft Find 

Initial search – check if the AEW, Surface ship, FTR, Find 
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range from each platform is 
within any system’s sensor 
range, if so take the earliest 
one and advance to Fix 
phase 

UAV 

Once the Find phase is 
complete, exchange 
detection data on track of 
interest 

All SoS Find 

Move Hostile aircraft 
towards Aircraft Carrier 

Hostile aircraft Fix 

Query TOI – allow for 
sensor processing for 
identification checks, wait 
for system processing delay 
time and advance to Fix 
phase 

Detecting system Fix 

Once the Fix phase is 
complete, exchange ID data 
on track of interest 

All SoS Fix 

Move Hostile aircraft 
towards Aircraft Carrier 

Hostile aircraft Track 

Update track – check if the 
range from each platform is 
within any system’s sensor 
track range, if so take the 
earliest one and advance to 
Target phase 

AEW, Surface ship, FTR, 
UAV 

Track 

Once the Track phase is 
complete, exchange track 
data on track of interest 

All SoS Track 

Move Hostile aircraft 
towards Aircraft Carrier 

Hostile aircraft Target 

Provide weapon / target 
pairing – allow for C2 
processing for weapon 
target pairing and order 
engagement preparations 

C2 Target 

Prepare to engage – move 
surface ship towards hostile 
aircraft 

Surface ship Target 

Prepare to engage – move 
fighter towards hostile 

FTR Target 
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aircraft 
Engage - check if the range 
from each platform is 
within any system’s weapon 
employment range, if so 
take the earliest one and 
advance to Assess phase 

Surface ship, FTR Engage 

Once the Track phase is 
complete, exchange 
engagement status on target 
of interest 

All SoS Engage 

Collect BDA – allow for 
sensor processing for 
assessment checks, wait for 
system processing delay 
time 

All SoS Engage 

Exchange BDA data on 
target of interest 

All SoS Assess 

Determine follow-on action 
– allow for C2 processing 
for assessment data 

C2 Assess 

Stop SoS problem All SoS Assess 
 
 

 

Data in terms of range of threat to target, time of SoS phase duration, and number 

of system-system interactions are recorded for post-processing calculations. When the 

scenario has completed (either ending in success or failure), the SoS metrics are 

calculated to determine the SoS operational reach, the percentage of system usage, and 

percentage of system exchange of data.   

The final analysis of the two hypotheses is then performed, and we now seek to 

evaluate H1 and H2. We create a full factorial matrix that has 4608 unique SoS 

combinations of platform stationing ranges, sensor ranges, weapon ranges, and C2 

delays. We introduce a calculation of SoS time on station for both the fighter and UAV 
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platform based on a single and double aircraft carrier cycle (1+30 and 3+00) endurance 

respectively, and take the minimum value to represent the SoS time on station that the 

CSG is available for the AAW mission. We introduce the SoS constraint in order to 

provide some realism and acknowledge that airborne stations may not be available 

indefinitely at long ranges from the defended unit. We then utilize the SAS JMP program 

to evaluate our MATLAB results to evaluate the SoS performance in terms of 

maximizing operational reach and maximizing on station time.  

Hypothesis H1 sought to identify the critical components of the SoS, namely 

which factor or factors contribute to the SoS performance. For the purpose of this 

dissertation, we will evaluate SoS operational reach as the primary response to be 

evaluated, since that provides the scope of operations that must be executed by all the 

systems within the SoS. We evaluate this through the use of Analysis of Variance 

(ANOVA) techniques to determine which are the significant factors, as Tangen used to 

evaluate the optimum settings of materiel and non-materiel solutions to be applied to the 

detection and engagement of land-based targets from an unmanned aerial vehicle 

(Tangen 72). Due to the fact that many of the platforms within the CSG are aircraft, we 

must also introduce some level of system persistence and operating stations relative to the 

defended unit, since the further the aircraft are stationed, the further the SoS operational 

reach. However, the further the stationing, the less time on station the aircraft will be 

available. To represent this trade off, we introduce a second response to represent the SoS 

persistence, which will correspond to the minimum available time on station within the 

entire SoS. Through the ANOVA techniques, we seek to maximize both SoS operational 
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reach and SoS persistence. The expected results are a t-test to indicate either the sole or 

combination of factors that contribute significantly to satisfying both responses. The 

other SoS metrics are concerned with the evaluation of network usage and system 

contribution to the SoS, that we may utilize our SoS adjacency matrices, SoS phase 

durations, and time required for each message in order to calculate the number of 

messages that each system will utilize during the SoS mission. This will lend insight into 

the SoS network requirements that will need to be allocated within the constituent 

systems. The other SoS metric is to calculate the total time that each system is active 

during the SoS mission, using our SoS adjacency matrices and SoS phase duration times. 

The outcome will lend insight into how resilient a SoS may be with or without the use of 

a particular system. Future use of this metric may provide justification for further 

redundancy of the capability that the system provides. Table 11 provides a summary of 

the five different cases for SoS configurations and the summary of fit for the two SoS 

response factors. The high R2 values indicate that our model is accurately representing 

our SoS performance in both aspects. 

Table 11: Summary of cases 1-5 summary of fit and analysis of variance 
 
Case SoS Operational 

Reach summary of 
fit (R2) 

SoS Time on Station 
summary of fit (R2) 

Notes 

1 0.968342 0.998415  Complete SoS 
2 0.99995 0.998414  Removal of AEW 

node 
3 0.968296 0.998414  Removal of ship 

node 
4 0.969648 0.998414  Removal of UAV 

node 
5 1 0.998414  Removal of FTR 

node 
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Hypothesis H2 seeks to identify the SoS configurations from the entire tradespace 

that will or will not satisfy the SoS objectives. This is performed through evaluation of 

the full factorial run matrix that was created and determining which configuration 

satisfactorily met the objective; for this dissertation, it is determined by the SoS 

operational reach: if the target is neutralized by our pre-determined minimum 

engagement range, then the mission is considered successful. Through evaluation of the 

entire run matrix and use of ANOVA techniques, we may draw conclusions into the 

primary contributing factor(s) that will satisfy the SoS objectives. 

To evaluate Hypothesis H2, we evaluate each of the parameter estimates in order 

to identify the factor(s) that contribute the most towards achieving the SoS responses. 

Table 12 provides a summary of the critical factor(s) that are present for contributing to 

mission success in cases 1-5.  

 

Table 12: Summary of critical factors in cases 1-5 for the AAW SoS mission area based on ANOVA results  
 
Case SoS Operational 

Reach (NM) 
SoS Time on Station 
(min) 

Notes 

1 FTR_station, 
SHIP_wep * 
FTR_station, 
SHIP_station * 
FTR_station, 
SHIP_wep, 
SHIP_station, 
FTR_wep, 
SHIP_wep * 
SHIP_station 

FTR_station, 
UAV_station * 
FTR_station, 
UAV_station 

 Complete SoS 
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2 FTR_station, 
FTR_wep 

FTR_station, 
UAV_station * 
FTR_station, 
UAV_station 

 Removal of AEW 
node 

3 FTR_station, 
SHIP_wep * 
FTR_station, 
SHIP_station * 
FTR_station, 
SHIP_wep, 
SHIP_station, 
FTR_wep, 
SHIP_wep * 
SHIP_station, 
FTR_wep * 
FTR_station 

FTR_station, 
UAV_station * 
FTR_station, 
UAV_station 

 Removal of ship 
node 

4 FTR_station, 
SHIP_station * 
FTR_station, 
SHIP_wep * 
FTR_station, 
SHIP_wep, 
SHIP_station, 
FTR_wep, 
SHIP_wep * 
SHIP_station, 
FTR_wep * 
FTR_station 

FTR_station, 
UAV_station * 
FTR_station, 
UAV_station 

 Removal of UAV 
node 

5 SHIP_wep, 
SHIP_station 

FTR_station, 
UAV_station * 
FTR_station, 
UAV_station 

 Removal of FTR 
node 

 
 

 

The most significant factor(s) are the fighter stationing, which is to be expected as 

this position drives most of the SoS kill chain functions to achieve the maximum SoS 

operational reach. However, other combinations of factors to include fighter stationing 

and ship stationing / weapon ranges also contribute to the SoS operational reach. This is 
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also responsible for executing the latter half of the SoS kill chain functions to complete 

the mission. As expected, the Fighter stationing had the most influence on the SoS time 

on station, as this is the platform that is performing the latter half of the kill chain and has 

the least endurance of the three airborne platforms. 

We evaluate the profiler charts and assess the desirability for both SoS responses 

for both SoS operational reach and SoS time on station, provided in Figures 37 through 

41. In order to represent a variety of stakeholder concerns that is common throughout the 

SoS tradespace, we vary the SoS response weighting in three categories in order to 

evaluate both responses: 

Equal weighting (e.g. 50% operational reach and 50% time on station) 

Emphasis on Operational Reach (e.g. 80% operational reach and 20% time on 

station) 

Emphasis on Time on Station (e.g. 20% operational reach and 80% time on 

station) 
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Figure 37: CSG AAW Case 1 mission profiler results 
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Figure 38: CSG AAW Case 2 mission profiler results 
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Figure 39: CSG AAW Case 3 mission profiler results 
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Figure 40: CSG AAW Case 4 mission profiler results 
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Figure 41: CSG AAW Case 5 mission profiler results 
 
 
 
 

When the profiler is adjusted to weigh heavily towards operational reach (80%) 

and minimize the weight for time on station (20%), the results to station the fighter and 

UAV far forward from the CVN and retain the ship back are not surprising. Equally 

anticipated is when the weights are reversed to favor time on station (80%) over 

operational reach (20%), where the fighter and aircraft stationing are both minimized. It 

is of note that the station positions of these systems, and not their sensor or weapon 

ranges provide the largest driver for SoS performance. 
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We repeat the process for cases 2-5, removing one node at a time from the SoS 

and evaluate the SoS operational reach and SoS time on station in similar fashion. Table 

13 provides the summary for the five cases of the SoS configuration, with a minimum to 

maximum value of the 50/50, 80/20 and 20/80 percent weighting between the operational 

reach and time on station.  

 

 

Table 13: Summary of cases 1-5 for the AAW SoS mission area  
 
Case SoS Operational 

Reach (NM) 
SoS Time on Station 
(min) 

Notes 

1  115, 121, 179  53, 74, 77 Complete SoS 
2  87, 128, 174  53, 66, 76 Removal of AEW 

node 
3  115, 122, 175  54, 74, 77 Removal of ship 

node 
4  115, 121, 177  53, 74, 77 Removal of UAV 

node 
5  127, 127, 127 77, 77, 77  Removal of FTR 

node 
 
 
 

The results show an upper and lower limit of platform stationing. When one node 

is removed, the SoS is resilient enough to have either the air or surface node intercept and 

defeat the threat. When each node of the SoS is removed, the average of the operational 

reach and time on station is around the same for each case, but it yields a different 

distribution of values. These may be analyzed in order to allocate the requirements onto a 

specific node. It is indicative of the CSG SoS resiliency that it may adapt to the 
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environment changes in order to satisfy the mission, particularly when each case has a 

different configuration and will still satisfy the mission.  

We return our attention to evaluate the SoS performance in the AAW mission 

area by our three main SoS metrics: operational reach, network loading, and system 

contribution to the SoS. Table 14 provides the quartile 1-3 for the SoS operational reach 

based on the entire run matrix. Based on the methodology of modeling the SoS activities, 

we arrive at an upper limit of operational reach for most of the cases, with a variable 

lower limit. By considering how many of these cases are feasible to the SoS may help 

determine the true operational reach requirement for the CSG SoS. Table 15 provides the 

quartile 1-3 for the SoS network usage based on the entire run matrix. Based on our 

approach, we can see that the main system contributors require the majority of the 

network interfaces within the SoS, which is intuitive. Note this is only for one 

engagement; so SoS network capacity may need to be evaluated in a larger scenario scale 

in future work. Table 16 provides the quartile 1-3 for the SoS system usage based on the 

entire run matrix. These results are also intuitive since the main platforms (shooters and 

surveillance) are heavily involved in the CSG SoS activities to complete the mission, and 

thus should be expected to contribute greater to the SoS.  

 

 

Table 14: Summary of CSG SoS Operational Reach 
 
SoS operational 
reach (NM) 

Quartile 1 Quartile 2 Quartile 3 Successful SoS 
mission 
(fraction of 
total cases) 
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Case 1 – full 
SoS 
configuration 

114.5236 129.258 174.5995 0.291667 

Case 2 – no 
ship 

86.44604 129.258 174.5995 0 

Case 3 – no 
AEW 

114.5236 129.258 174.5995 0.291667 

Case 4 – no 
FTR 

102.382 129.258 174.5995 0.291667 

Case 5 – no 
UAV 

74.55734 85.49747 96.43761 1 

 
 

 

Table 15: Summary of CSG SoS network usage 
 
Network usage (# 
messages) 

Quartile 1 Quartile 2 Quartile 3 

Surface Ship 26.75 61 82 
AEW 26.75 61 82 
Fighter  23 56 77 
UAV 4 4 12 
C2 37 67 86 
 
 

 

Table 16: Summary of CSG SoS system usage 
 
System usage 
(fraction of entire 
scenario) 

Quartile 1 Quartile 2 Quartile 3 

Surface Ship 0.20743 0.53703 0.77586 
AEW 0.20743 0.53318 0.77544 
Fighter  0.18603 0.48156 0.71128 
UAV 0.024082 0.04215 0.074349 
C2 0.37644 0.62602 0.75287 
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We can make the following remarks from the different SoS configurations when 

each node is removed based on Tables 17 and 18, summary of CSG SoS network usage 

and SoS system usage per case.  

The SoS Operational Reach is significantly affected with the removal of the 

fighter, which provides the finishing half of the kill chain and is more mobile 

comparatively than the surface ship. This is in accordance with standard Navy doctrine 

and confirmed by the Naval warfare SME to station fighters forward of the CSG to 

provide the first line of defense. 

The SoS Total Network Capacity will largely remain the same when one node is 

removed compared to the baseline SoS configuration, which may be indicative of a well-

balanced SoS. When the fighter node is moved, the SoS systems increase their network 

interface, likely attributable to the greater time required for the threat to transit towards 

the CSG and more messages to be passed within the CSG. This may be a side effect of 

the SoS resiliency to ensure that the operations are continual, but now require a greater 

network cost due to the change in configuration with the removal of a critical node. 

The SoS System Contribution showed similar trends as the network capacity 

results. Again, the fighter node proved to impact the SoS the most when removed. This 

may be attributable to the reliance on the ship and fighter to complete the full range of the 

kill chain phases, and provides insight into the importance of a future unmanned system 

to augment the CSG. This is in line with the future Navy doctrine and acquisition and 

system development efforts for future Naval warfighting concepts. 
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Table 17: Summary of CSG SoS network usage per case 
 
 
Network SHIP AEW FTR UAV C2 
Case 1 
Q1 43.25 43.25 43.25 4 36.5 
Q2 61 61 61 8 53 
Q3 77 77 77 12 69 
Case 2 
Q1 0 43.25 43.25 4 36.5 
Q2 0 61 61 8 53 
Q3 0 77 77 12 69 
Case 3 
Q1 43.25 0 43.25 4 36.5 
Q2 61 0 61 8 53 
Q3 77 0 77 12 69 
Case 4 
Q1 75.25 75.25 0 4 68.5 
Q2 85.5 85.5 0 8 80 
Q3 97.75 97.75 0 12 91 
Case 5 
Q1 43.25 43.25 43.25 0 36.5 
Q2 65.5 65.5 65.5 0 60 
Q3 83.75 83.75 83.75 0 77 
 

 

Table 18: Summary of CSG SoS system usage per case 
 
Contribution SHIP AEW FTR UAV C2 
Case 1 
Q1 0.3695 0.3695 0.3695 0.311 0.3420 
Q2 0.5792 0.5792 0.5792 0.517 0.5491 
Q3 0.7759 0.7759 0.7759 0.752 0.7529 
Case 2 
Q1 0.00 0.3674 0.3674 0.311 0.3420 
Q2 0.00 0.5590 0.5590 0.517 0.5208 
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Q3 0.00 0.7535 0.7535 0.752 0.7251 
Case 3 
Q1 0.3695 0.00 0.3695 0.311 0.3420 
Q2 0.6342 0.00 0.6342 0.517 0.6193 
Q3 0.7955 0.00 0.7955 0.752 0.7529 
Case 4 
Q1 0.7392 0.7392 0.00 0.311 0.6902 
Q2 0.8104 0.8104 0.00 0.517 0.7807 
Q3 0.9061 0.9061 0.00 0.752 0.8801 
Case 5 
Q1 0.2932 0.2932 0.2932 0.00 0.2676 
Q2 0.4613 0.4613 0.4613 0.00 0.4436 
Q3 0.6342 0.6342 0.6342 0.00 0.6198 
 
 

 

5.6 Conclusions 

We have completed the first of two case studies for this dissertation. This case 

study was intended to explore a known SoS mission area with known system level 

performance characteristics that were then evaluated using the SoS requirements 

allocation and analysis method. We then validated the findings with subject matter 

experts and compared the results to existing system capacities, which were regarded as 

reasonable conclusions. Areas for further research with this case study is to evaluate a 

larger range of platform stationing and sensor / weapon capabilities that align to future 

warfighting concepts and doctrine to evaluate the future SoS capacities.  
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CHAPTER SIX 

6.1 Case Study Introduction 

This case study examines the Customs and Border Protection efforts to monitor 

and respond to border incidents as a SoS. It is referred to as a SoS due to the multiple 

systems under its scope to perform the assigned mission – fixed and mobile surveillance 

sensors, manned and unmanned aircraft, and manned and unmanned ground vehicles to 

respond to border incursions (US Customs and Border Protection). The Department of 

Homeland Security (DHS) has attempted several acquisition and development programs 

in order to provide these capabilities, one of which is shown in Figure 42. 
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Figure 42: Previous DHS border surveillance SoS concept (Project Case Studies) 
 
 
 
 

This case study will utilize the SoS requirements allocation process in a predictive 

manner for an unprecedented SoS, where top-level requirements are not fully formed nor 

allocated. We will utilize a notional scenario and system capabilities in order to exercise 

our process as discussed in chapter 4 as well as evaluating the hypotheses discussed in 

chapter 1.  

6.2 Definition of SoS problem space and scope 

Research of existing CBP missions identifies their objective to detect, identify, 

classify and respond to incursions at the border, requiring a dynamic and sustained 

approach to respond promptly to a dynamic threat (U.S. Customs and Border Protection 
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23). The majority of the attention for this mission is located in the Southwestern United 

States, but also may be applied to the northern border with Canada.  

We will exercise our three-step process to develop, allocate, and assess the SoS 

requirements capacity that was described in chapter 4. 

Step 1 - scope the case study to the immediate CBP assets as shown in Figure 43. 

This context diagram is based on the CBP industry day presentation that identifies three 

main operating environments: urban, rural, and remote, which are located in increasing 

distance from the border. For the purpose of this case study, we will focus on the remote 

environment that may require minutes to hours response times. Systems described in our 

border surveillance concept include a command and control unit, fixed surveillance 

towers, communications towers, patrolling agents in vehicles, and patrolling agents on 

foot. The target for this case study may be embarked in vehicles, horseback, or on foot, 

and can travel a direct or indirect path from a starting region to various locations within 

the border.  
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Figure 43: CBP SoS scope for the border surveillance mission 
 
 
 

Step 2 - allocate SoS requirements to constituent systems. As SoS requirements 

are defined, individual system contributions and interfaces are identified in order to meet 

these SoS requirements. The approach in this step is to decompose and quantify the SoS 

functions to the system level for each of the CBP SoS mission phases. This second step is 

further defined as follows. 

Step 2a – Decompose the main SoS objective into SoS phases: as the SoS 

executes its mission, there will be multiple phases that it will progress through towards 

completion. We leverage the functional phase description by CBP from their Integrated 
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Fixed Towers (IFT) system development effort: detect/track, identify/classify, respond, 

and resolve (Department of Homeland Security). We will utilize this functional flow to 

describe the CBP SoS activities as it performs its mission. Table 19 provides an initial 

allocation of SoS phases to each system at a top-level (referred to as level 1) that are then 

described in the top-level functions for each phase in Table 20, and further described in 

greater detail of the supporting subfunctions (referred to as level 2) for the CBP SoS 

mission area in Table 21. Subject Matter Experts validated the activity process and 

phases of operations in order to assess the SoS performance. 

 

Table 19: Initial SoS phase allocation for border surveillance mission (level 1) 
 

Initial SoS phase description and allocation of systems for border surveillance mission 

(level 1) 

SoS phases & Nodes C2 Communications 
Tower 

Surveillance 
Tower 

Patrol 
(vehicle) 

Patrol 
(foot) 

Detect / 
Track 

Initial 
detection and 
maintenance 
of track of 
unknown 
entity in the 
vicinity of 
the border 

X X X   

Identify / 
Classify 

Identification 
and 
classification 
of target, 
whether it is 
hostile, 
friendly, or 
neutral 

X   X X 

Respond Move     X X 
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towards the 
unknown or 
hostile target 
to intercept 

Resolve Take action 
against the 
target as 
necessary 

X    X X 

 

 

 

Table 20: Description of border surveillance mission functions (level 1) 
 

Activity System  SoS phase 
Initial search for target Surveillance Tower Detect / Track 
Maintain track on target Surveillance Tower Detect / Track 
Exchange detection data on 
track of interest 

Surveillance Tower; C2 Detect / Track 

Query Track of Interest 
(TOI) 

Surveillance Tower;Patrol 
(vehicle); Patrol (foot) 

Identify / Classify 

Classify TOI as hostile, 
friendly, neutral 

Surveillance Tower;Patrol 
(vehicle); Patrol (foot) 

Identify / Classify 

Exchange identification 
data on track of interest 

Surveillance Tower; Patrol 
(vehicle); Patrol (foot);C2 

Identify / Classify 

Respond to hostile target 
near border 

Patrol (vehicle); Patrol 
(foot) 

Respond 

Take appropriate action 
against hostile target 

Patrol (vehicle); Patrol 
(foot);C2 

Resolve 

 

 

 

Table 21: Description of border surveillance mission functions (level 2) 
 

Border Surveillance SoS Activity Level 2 (by phase) 

Function code Activity System SoS phase Functional 



143 
 

Description 
A1 Search assigned 

area 
Surveillance 
Tower 

Detect / Track Platform 
commences 
searching for an 
unknown track 
in the assigned 
area of interest 

A2 Receive & 
process signals 

Surveillance 
Tower 

Detect / Track Signal returns 
are received 
and processed 
as a result of 
the search 

A3 Determine if 
return is valid 

Surveillance 
Tower 

Detect / Track The signal 
returns are 
assessed if it is 
a valid contact 
or not 

A4 Initiate track on 
valid return 

Surveillance 
Tower 

Detect / Track The signal 
returns are 
assessed to be 
valid and track 
history is 
started 

A5 Maintain track 
on valid return 

Surveillance 
Tower 

Detect / Track The valid signal 
returns are 
periodically 
revisited to 
continue the 
track history 

A6 Transmit / 
Receive 
detection & 
tracking results 
within SoS 

Surveillance 
Tower 

Detect / Track The contact 
report is 
distributed 
within the SoS 

D1 Receive 
detection 
results within 
SoS 

C2 Detect / Track The contact 
report is 
distributed 
within the SoS 

A7 Query target of 
interest 

Surveillance 
Tower 

Identify / 
Classify 

Resources are 
directed onto a 
target of 
interest that has 
been found to 



144 
 

be a valid 
detection 

A8 Receive & 
process signals 

Surveillance 
Tower 

Identify / 
Classify 

Signal returns 
are received 
and processed 
as a result of 
the query 

A9 Determine if 
hostile / 
friendly 

Surveillance 
Tower 

Identify / 
Classify 

The unknown 
contact is 
determined if it 
is friendly or 
hostile based on 
the return 

A10 Transmit / 
Receive 
identification 
results within 
SoS 

Surveillance 
Tower 

Identify / 
Classify 

The contact 
identity is 
distributed 
within the SoS 

B1 Query target of 
interest 

Patrol (vehicle) Identify / 
Classify 

Resources are 
directed onto a 
target of 
interest that has 
been found to 
be a valid 
detection 

B2 Receive & 
process signals 

Patrol (vehicle) Identify / 
Classify 

Signal returns 
are received 
and processed 
as a result of 
the query 

B3 Determine if 
hostile / 
friendly 

Patrol (vehicle) Identify / 
Classify 

The unknown 
contact is 
determined if it 
is friendly or 
hostile based on 
the return 

B4 Transmit / 
Receive 
identification 
results within 
SoS 

Patrol (vehicle) Identify / 
Classify 

The contact 
identity is 
distributed 
within the SoS 

C1 Query target of 
interest 

Patrol (foot) Identify / 
Classify 

Resources are 
directed onto a 
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target of 
interest that has 
been found to 
be a valid 
detection 

C2 Receive & 
process signals 

Patrol (foot) Identify / 
Classify 

Signal returns 
are received 
and processed 
as a result of 
the query 

C3 Determine if 
hostile / 
friendly 

Patrol (foot) Identify / 
Classify 

The unknown 
contact is 
determined if it 
is friendly or 
hostile based on 
the return 

C4 Transmit / 
Receive 
identification 
results within 
SoS 

Patrol (foot) Identify / 
Classify 

The contact 
identity is 
distributed 
within the SoS 

D2 Receive 
identification 
results within 
SoS 

C2 Identify / 
Classify 

The contact 
identity is 
distributed 
within the SoS 

D3 Classify TOI as 
hostile, 
friendly, neutral 

C2 Identify / 
Classify 

Decision is 
made based on 
the available 
information 
whether the 
track of interest 
is hostile, 
friendly, or 
neutral 

D4 Determine 
threat 
assessment 

C2 Respond The hostile 
contact is 
assessed if it 
poses a threat to 
the SoS or 
defended area 

D5 Identify capable 
units 

C2 Respond The most 
capable or 
closest 
platforms are 
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identified to 
provide action 
on the hostile 
contact 

D6 Transmit orders 
to intercept TOI 

C2 Respond Systems are 
ordered to 
intercept the 
TOI 

B5 Receive 
intercept orders 

Patrol (vehicle) Respond The candidate 
platforms 
provide a 
confirmation to 
intercept 

B6 Confirm 
intercept orders 

Patrol (vehicle) Respond The intercept 
platforms 
confirm their 
orders 

B7 Maneuver to 
intercept 

Patrol (vehicle) Respond The intercept 
platforms 
maneuver 
towards the 
threat 

C5 Receive 
intercept orders 

Patrol (foot) Respond The candidate 
platforms 
provide a 
confirmation to 
intercept 

C6 Confirm 
intercept orders 

Patrol (foot) Respond The intercept 
platforms 
confirm their 
orders 

C7 Maneuver to 
intercept 

Patrol (foot) Respond The intercept 
platforms 
maneuver 
towards the 
threat 

B8 Transmit / 
Receive 
interception 
status within 
SoS 

Patrol (vehicle) Resolve The intercept 
status is 
distributed 
within the SoS 

C8 Transmit / 
Receive 

Patrol (foot) Resolve The intercept 
status is 
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interception 
status within 
SoS 

distributed 
within the SoS 

D7 Receive 
interception 
status results 
within SoS 

C2 Respond The intercept 
status is 
distributed 
within the SoS 

B9 Close within 
response range 

Patrol (vehicle) Resolve The 
intercepting 
platforms attain 
an acceptable 
range to the 
threat in order 
to respond 
against it 

C9 Close within 
response range 

Patrol (foot) Resolve The 
intercepting 
platforms attain 
an acceptable 
range to the 
threat in order 
to respond 
against it 

B10 Transmit / 
Receive 
engagement 
status within 
SoS 

Patrol (vehicle) Resolve The intercept 
result is 
distributed 
within the SoS 

C10 Transmit / 
Receive 
engagement 
status within 
SoS 

Patrol (foot) Resolve The intercept 
result is 
distributed 
within the SoS 

D8 Receive final 
resolution 
results within 
SoS 

C2 Resolve The intercept 
result is 
distributed 
within the SoS 

D9 Determine 
follow-on 
action 

C2 Resolve The follow-on 
actions are 
considered and 
determined 
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Key: 

X1: delay receipt/transmission/processing time of 5 seconds 

X2: delay assessment time of 10 seconds 

X3: sensor revisit time of 15 seconds 

 

Step 2b – Identify the frequency of usage of each SoS phase. We develop an 

initial bounding scenario for the CBP SoS mission area to compute the frequency of each 

SoS phase duration. The CBP platforms are given a notional placement, with the 

surveillance towers stationed 10 NM apart in a line abreast formation with a 25 NM 

detection range, an identification range equivalent to 75% of the detection range, and a 

decision range equivalent to 60% of the detection range to represent command and 

control decision making delays; the patrol is stationed in a vehicle that can transit at 30 

mph, with a response range of 0.5 NM, and a resolve range of 0.1 NM which corresponds 

to apprehension range of the border target. The target platform is traveling at 30 mph. 

We utilize the data from the scenario in order to calculate an initial SoS phase 

duration based on the scenario, sensor ranges, and threat movement speeds. These 

calculations are intended to provide an initial benchmark for how long each of the SoS 

phases occur in duration that we will use to calculate the SoS requirements allocation to 

each of the systems. For the CBP mission area, the four phases are defined as the 

following SoS capabilities: detect/track (when a system of the SoS achieves initial 

detection and starts tracking based on their sensor range), classify/identify (when a 

system of the SoS achieves classifying based on a percentage of the detection range, and 
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then identifying the target to make a decision based on a percentage of the detection 

range), respond (when the patrol vehicle has been sent out to intercept the target), resolve 

(when the patrol vehicle closes within a specified range to the target in order to resolve 

the situation). 

For the CBP mission area scenario, the stationing of each platform and their SoS 

phases are graphically depicted in Figure 44. For calculations in this figure, the following 

data was utilized: Surveillance tower sensor detection / tracking range: 25 NM, 

identification range = 75% of detection range, classification / decision making range = 

60% of detection range; patrol vehicle speed = 30 mph, patrol vehicle resolve range to 

target: 0.1 NM, target vehicle speed = 30 mph. The surveillance towers were placed 10 

NM apart, and the target vehicle started 30 NM away from the surveillance towers and 

border.  
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Figure 44: CBP SoS phase frequency example 
 
 
 
 

Figure 45 provides the initial SoS phase durations for the CBP mission area based 

on analysis from our example. The functional level 2 details and the functional process 

flow from the level 1 diagram provide a means to derive the SoS phase allocations. The 

functional delay times are summed within each phase for each platform in order to 

execute the SoS process flow. Logics for each of the phases found in the level 2 diagram 

provide the rationale for selection of the termination of each SoS phase based on 

achieving the exit criteria as outlined in the level 2 functional flow. An example 

trajectory is provided in the left side of Figure 45 to indicate the threat target transiting 
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from the upper left to the lower right in red, and the CBP interceptor in green moving 

towards the target. The resultant mission phase allocation percentage from this example 

run is shown in the right side of Figure 45. From this analysis, the approximate 

detect/track phase percentage is 55%, classify/identify 37%, respond 25%, and resolve 

3% of the total scenario time. These values are reasonable due to the longer starting range 

of the target at the beginning of the scenario, and the time expended during each of the 

phases until intercept. 

 

 

 

Figure 45: CBP SoS phase frequency for the border surveillance mission example 
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Step 2c - Calculate system-system interactions within each of the SoS phases. We 

now need to identify the different system-system interfaces within each of the SoS 

phases. Figures 46 through 48 shows a simplified activity diagram of the SoS border 

surveillance mission area for each of the four main SoS phases of operations down to the 

second level of detail to show the system functionality and cross-system interfaces 

required to perform the mission.  

 

 

 

Figure 46: CBP SoS activity level 1 diagram for the border surveillance mission 
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Figure 47: CBP SoS activity level 2 diagram for the border surveillance mission (Detect/Track, Classify/Identify) 
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Figure 48: CBP SoS activity level 2 diagram for the border surveillance mission (Respond, Resolve) 
 
 
 

Figure 49 provides a set of adjacency matrices for the CBP SoS example based on 

the mission area functional description. We generate these matrices in order to document 

the presence and direction of system-system interface within each of the SoS phases. 

Directionality is important due to the possibility that each interface may not be bi-

directional. We utilize these tables along with the SoS functional process flow as found in 

the level 1 diagrams in order to evaluate these matrices and determine the SoS network 

allocation to their constituent systems. These adjacency matrices may also provide a 

sense of the SoS resiliency, as it can graphically indicate the number of interfaces that a 
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particular system may be responsible for within the entire SoS. These matrices may also 

show the opportunities for additional systems to provide redundant interfaces in case the 

primary system is removed or degraded.  

 

 

 

Figure 49: CBP SoS adjacency matrices for the border surveillance mission 
 
 
 

Step 3 - Assess the SoS requirements allocation among their constituent systems. 

For the CBP SoS mission area, we calculate the SoS attributes and system-level 

requirements allocation process in addition to evaluating our hypotheses. 

CBP Border Surveillance SoS Mission Area Analysis: 
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Operational Reach was calculated by evaluating a series of SoS configurations for 

the CBP mission area. The following factors were modified: surveillance tower sensor 

range, number of towers, number of patrol vehicles, and target speed. Each factor was 

given between two and three levels, resulting in 324 unique SoS configurations. If the 

CBP SoS configuration could not intercept the threat prior to it reaching its objective, the 

SoS configuration was considered to fail to perform the CBP mission satisfactorily. 

Within each of the configurations, a series of target routes were evaluated in order to 

represent the variability of the target starting and ending points, and the CBP SoS was 

evaluated over the entire range of possible routes. Unlike the first case study, removing 

one complete node in the SoS will cause the entire system to fail; rather we will evaluate 

the SoS resiliency by varying the numbers of sensors and vehicles for the mission.  

As described in the first case study, we follow the same process with development 

of system engineering artifacts and utilize them in the analysis to calculate our SoS 

metrics to evaluate the hypothesis. The full factorial table was generated to evaluate the 

SoS performance, which are provided in Table 22. Subject matter experts were consulted 

to validate the expected range of system performance variables, activity flows and logics, 

and expected SoS metrics upon completion of the analysis. Since this case study 

describes a yet to be developed SoS, the SME validated the expected results based on 

their previous experience with the CBP mission. 
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Table 22: Full factorial setup for the border surveillance mission analysis 
 

Tower_sensor [5, 15, 50]  Measured in NM 
Tower_num [1, 3, 5] Measured in quantity 
Vehicle_num [2, 4, 7] Measured in quantity 
Vehicle_speed [15, 30] Measured in mph 
Target_speed [15, 30] Measured in mph 
Vehicle_start [0, 15, 30] Measured in NM 

 

 

The target routes were calculated by the use of nine starting and nine ending 

points, resulting in a total of 81 different trajectories that varied from a straight-line 

trajectory to a cross-length trajectory. The SoS mission is then executed in a time-stepped 

fashion, where the systems transit towards their objectives, and logical decision steps are 

evaluated to when the SoS phases may start and stop. Table 23 provides a description of 

the activities performed by each applicable system for the CBP SoS mission area, along 

with the SoS phase that denotes the exit criteria to successfully complete the activity and 

transition to the next phase.  

 

 

Table 23: CBP SoS functional activity description phase for the border surveillance mission (level 1) 
 

Activity Applicable System SoS phase 
Start SoS problem All SoS Detect / Track 
Move target towards border Target Detect / Track 
Initial search – check if the 
range from each platform is 
within any system’s sensor 
range, if so take the earliest 
one and advance to Identify 

Tower Detect / Track 
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/ Classify phase 
Once the Detect / Track 
phase is complete, exchange 
detection data on track of 
interest 

All SoS Detect / Track 

Move target towards border Target Identify / Classify 
Query TOI – allow for 
sensor processing for 
identification checks, wait 
for system processing delay 
time and advance to Fix 
phase 

Detecting system Identify / Classify 

Once the Identify / Classify 
phase is complete, exchange 
ID data on track of interest 

All SoS Identify / Classify 

Classify TOI as hostile, 
friendly, neutral – allow for 
C2 processing and order 
intercept preparations 

C2 Identify / Classify 

Move patrol vehicle 
towards hostile target 

Vehicle Respond 

Check if the range from 
each vehicle is within any 
system’s response range, if 
so take the earliest one and 
advance to Resolve phase 

Vehicle Respond 

Once the Respond phase is 
complete, exchange 
intercept status on target of 
interest 

All SoS Respond 

Determine follow-on action 
– allow for C2 processing 
for assessment data 

C2 Resolve 

 

 

Data in terms of range of target to border, time of SoS phase duration, and 

number of system-system interactions are recorded for post-processing calculations. 

When the scenario has completed (either ending in success or failure), the SoS metrics 
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are calculated to determine the SoS operational reach, the percentage of system usage, 

and percentage of system exchange of data.   

The final analysis of the two hypotheses is then performed, and we now seek to 

evaluate H1 and H2. We create a full factorial matrix that has unique SoS combinations 

of tower sensor ranges, number of towers, number of vehicles, vehicle speeds, target 

speeds, and starting positions of intercept vehicles. For each unique combination in the 

full factorial matrix, we introduce a calculation of the percentage of the 81 possible target 

routes were successfully intercepted. We then utilize the SAS JMP program to evaluate 

our MATLAB scripts that execute and evaluate the SoS performance in terms of 

maximizing operational reach and maximizing percentage of route coverage.  

Hypothesis H1 sought to identify the critical components of the SoS, namely 

which factor or factors contribute significantly to the SoS performance, and was 

discussed in case study 1, which we will repeat in case study 2. Regarding the summary 

of fit for the two SoS response factors, our R2 value for the SoS operational reach 

summary of fit is 0.811629, and the R2 value for the SoS percentage coverage summary 

of fit is 0.825654. These high R2 values indicate that our model is accurately representing 

our SoS performance in both aspects. 

Hypothesis H2 seeks to identify the SoS configurations that will or will not satisfy 

the SoS objectives, again in the same fashion as case study 1. To evaluate Hypothesis H2, 

we evaluate each of the parameter estimates in order to identify the factor(s) that 

contribute the most towards achieving the SoS responses. Table 24 provides a summary 

of the critical factor(s) that are present for contributing to mission success.  
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Table 24: Summary of critical factors for the CBP SoS mission area based on ANOVA results 
 

SoS Operational Reach (NM) SoS Percentage Coverage (%) 
Tower_sensor, Tower_sensor * 
Target_speed,Tower_sensor * 
Vehicle_speed,Target_speed,Vehicle_speed, 
Vehicle_speed * Target_speed 

Tower_sensor, Target_speed, 
Vehicle_speed, Tower_sensor * 
Target_speed, Tower_sensor * 
Vehicle_speed, Vehicle_speed * 
Target_speed,Vehicle_start  

 

 

The most significant factor(s) to influence the SoS operational reach are the 

Tower sensor range, which is to be expected as this factor drives the initiation of the SoS 

functions to intercept the inbound targets. The earlier the problem may be started for the 

CBP SoS, it is intuitive that the CBP SoS would achieve greater success. However, other 

combinations of factors to include tower sensor range and intercept vehicle speeds also 

contribute to the SoS operational reach, which is intuitive since the earlier the intercept 

initiation and the faster the intercept vehicle will increase the SoS operational reach.  

The most significant factor(s) to influence the SoS percentage coverage are the 

Tower sensor range, and is also expected as this factor initiates the SoS functions. From 

an ANOVA analysis and Pareto Plot, it was of interest that the number of towers and 

number of vehicles did not have as large of a significant contribution to the coverage of 

the multiple target routes. This may be due to the intersection of the majority of the 81 

target routes would be in a location that a centrally located single interceptor station 
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could cover. This may lead to evaluation of alternative requirements for the CBP to not 

invest heavily in a large vehicle interceptor force in order to provide sufficient coverage.  

We evaluate the profiler charts and assess the desirability for both SoS responses 

for both SoS operational reach and SoS time on station, provided in Figure 50. In order to 

represent a variety of stakeholder concerns that is common throughout the SoS 

tradespace, we vary the SoS response weighting in three categories in order to evaluate 

both responses: 

Equal weighting (e.g. 50% operational reach and 50% coverage) 

Emphasis on Operational Reach (e.g. 80% operational reach and 20% coverage) 

Emphasis on Coverage (e.g. 20% operational reach and 80% coverage) 
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Figure 50: CBP SoS mission profiler results 
 
 
 
 

When the profiler is adjusted for weights to favor either operational reach or 

percentage coverage, the optimized factors remain the same: a longer sensor range to 

initiate the CBP SoS earlier, a smaller number of towers and vehicles that are faster 
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provide the optimized response factors. Note this is an evaluation of the 81 combinations 

of target routes.  

We return our attention to evaluate the SoS performance in the border 

surveillance mission area by our three main SoS metrics: operational reach, network 

loading, and system contribution to the SoS. For an absolute evaluation of the individual 

routes that were intercepted, Figure 51 shows the result of all 26,244 unique SoS runs 

that is compiled from 324 SoS configurations and 81 routes each. The blue dots represent 

a satisfactory intercept, the red “X” represent a failed intercept, and the green circle 

represent the initiation of the vehicle starting the intercept against the target. The red 

squares indicate the starting and stopping points of the targets to show the diversity of 

routes they may take. The visual results indicate the area where the CBP SoS may 

provide effective coverage given a particular area to surveil and protect against intruders.  

For the successful SoS mission achievement runs, the CBP SoS operational reach 

parameters had a quartile 1 of 4.72 NM, quartile 2 of 15.04 NM, and quartile 3 of 21.06 

NM. 
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Figure 51: CBP mission operational reach summary 
 
 
 
 

To evaluate the SoS, network loading and system contribution to the SoS, Table 

25 provides the quartile 1-3 for the SoS network usage and Table 26 provides the quartile 

1-3 for the SoS system usage based on the entire run matrix.  
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Table 25: Summary of CBP SoS network usage 
 
Network usage (# 
messages) 

Quartile 1 Quartile 2 Quartile 3 

Surveillance tower 19 67 118 
Communication 
tower 

61 100 149 

Vehicle 0 80 186 
C2 87 132 205 
 
 

 

Table 26: Summary of CBP SoS system usage 
 
System usage 
(fraction of entire 
scenario) 

Quartile 1 Quartile 2 Quartile 3 

Surveillance tower 0 1 1 
Communication 
tower 

0.4739 0.9051 1 

Vehicle 0 0.2427 0.6854 
C2 0.8233 0.9329 1 
 
 

 

We can make the following remarks from the network and system usage tables: 

The surveillance towers are a required system that is in operation for the entire time of 

the scenario, which is expected, since all action takes place in the range of the tower’s 

range. The communications tower is in use when the surveillance towers have an active 

detection and track on the inbound target, but are not active when there is no detection. 

These activity levels are similar to the vehicle usage, where if the target is not detected or 

identified, there cannot be an intercept and the vehicle will not be active. The command 

and control node is involved in most of the phases. 
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The SoS Total Network Capacity will vary between 20 – 200 messages per 

platform, in either a successful or failed SoS configuration. The SoS System Contribution 

requires that each individual system (surveillance & communication towers, and 

command and control node) be present and available throughout the entire scenario, 

which may lead to future resilience / reliability requirements for these nodes.  

6.6 Conclusions 

We have completed the second case study for this dissertation. This case study 

was intended to explore an unknown SoS mission area with unknown system level 

performance characteristics that were then evaluated using the SoS requirements 

allocation and analysis method. These results may be used to help shape the requirements 

for future SoS configuration development. Areas for further research with this case study 

is to evaluate a larger surveillance area that may utilize multiple systems that could 

service larger respond and resolve systems to evaluate the future SoS capacities.  When 

discussing this case study with the SME, the variable terrain would affect the routes that 

the targets would take, which was not modeled in this case study. 
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CHAPTER SEVEN 

7.1 Dissertation Summary  

This research focused on the subject of quantifying and allocating SoS 

requirements. Chapter one identified the needs and motivation for such a need for SoS 

requirements quantification. Our hypothesis was twofold: (1) SoS requirements allocation 

can be measured to quantify the allocation of system level requirements in order to 

identify the system that will greatly contribute to the SoS operations. (2) The use of this 

SoS Requirements Engineering (RE) allocation process can identify SoS configurations 

from the entire tradespace that will meet the SoS objectives. 

Chapter two performed a literature search on the subjects of traditional systems 

requirements development/processes, SoS engineering, early stage systems engineering 

analysis, Model Based Systems Engineering (MBSE) techniques, and the role that 

resiliency plays on the SoS development. Traditional systems engineering and their 

requirements engineering processes provided the foundation for this dissertation by 

documenting how allocation of requirements is performed using a single system. SoS 

engineering defined the numerous attributes of this field, with focus on requirements 

allocation for this dissertation. The literature was reviewed to highlight the gaps and 

deficiencies in applying traditional requirements engineering activities to SoS activities. 

System operational analysis techniques, particularly at the early systems engineering 
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stages (notably the DoD CBA and JCIDS processes) were reviewed in order to 

understand how to assess an early system capability, in particular to assess our 

requirements allocation methodology and resultant performance within a SoS. MBSE 

techniques were reviewed in order to model the SoS capabilities and re-use these artifacts 

for the analysis. The subject of resiliency as applied to systems engineering was reviewed 

in order to understand how it could apply to SoS allocation and the impact on SoS 

mission achievement. 

Chapter three defined the methodology taken in order to develop these SoS 

requirements allocation efforts. This was a three-step process that (1) define the SoS 

scope, (2) define the SoS requirements artifacts, and (3) perform the SoS requirements 

analysis. 

Chapter four further described this methodology with a classic SoS case study, the 

Ballistic Missile Defense System (BMDS). The methodology was used to further define 

the process while referring to a known SoS problem. 

Chapter five and six evaluated two case studies and further exercise with the SoS 

requirements allocation process. Chapter five examined the Carrier Strike Group (CSG) 

SoS that was a known SoS scope so subject matter experts could validate the process and 

results. Chapter six examined the Customs and Border Protection (CBP) SoS that is a 

developing mission area and SoS, in order to provide a predictive approach for the SoS 

development and SoS requirements allocation process. 

7.2 Contributions 

The research provided several contributions in the following areas: 
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Development of a SoS requirements allocation process. This dissertation created a 

three-step process to create a new context for the SoS problem, modeling of the SoS 

activities, and use of these artifacts to analyze the SoS performance. This process enabled 

an end-to-end means to develop the SoS capabilities, allocate to the system, and evaluate 

the allocation for further system and SoS development.  

Quantifying the metrics of a SoS requirements allocation process. This 

dissertation developed three main metrics in order to assess the SoS: system contributions 

to a SoS, the interfaces within the SoS, and the operational reach of a SoS. These three 

metrics were developed to provide a representative description of how higher-level 

capabilities could be developed at the SoS level and then allocated to the constituent 

systems in order to evaluate how well the allocation efforts were conducted. 

Analysis of the SoS requirements allocation efforts. This dissertation developed 

the analysis methods to assess how well the various SoS configurations to execute the 

mission, as well as identifying significant factor(s) that contributed to mission success. 

These analysis efforts may enable the analyst to evaluate the SoS allocation efforts and 

provide a direction for next steps in the SoS development cycle. 

7.3 Future Work Recommendations 

This research identified several areas for future work and research that may be 

conducted. 

The operations research techniques of partial goal satisfaction could be further 

explored for use in our process, as our methodology required the complete satisfaction of 

each SoS function during the execution of the mission. This technique may also evaluate 
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how well our intermediate functions need to be truly satisfied as an effect on the overall 

mission. 

Stochastic requirements for the SoS may be developed and created. Our 

methodology focused on the deterministic ranges in order to evaluate the main SoS 

metrics and means to evaluate SoS configurations. Requirements may be described as a 

probability of SoS mission success with probability of functional success allocated to the 

constituent systems. The area of Bayesian Networks may be applicable for future 

research. 

Discrete Event Simulations, such as Colored Petri Nets (CPN), could be utilized 

to model the SoS process flow in order to quantify and assess the impacts of the SoS 

requirements allocation outputs. Executable architecting is a concept that has been taught 

in the classroom, which requires a direct translation and usage of architecture artifacts in 

evaluating the SoS mission. CPN could be a means to further facilitate this direct 

translation of architecture to analysis. 
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