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ABSTRACT

NORM WARS: THE EVOLUTION OF NORMS FOR EMERGING-TECHNOLOGY
WEAPONS, FROM CHEMICAL WEAPONS TO CYBER WARFARE
Brian M. Mazanec, Ph.D.
George Mason University, 2014
Dissertation Director: Dr. A. Trevor Thrall

This study seeks to explain how constraining norms for cyber warfare—along with other
emerging-technology weapons—are developing and will develop in the future. To do so,
it develops a theory based on case studies on the evolution of norms for other emergingtechnology weapons—specifically chemical and biological weapons, strategic bombing,
and nuclear weapons. This research expands norm evolution theory, which is not
specifically focused on warfare or emerging-technology weapons, and also contributes to
nascent efforts to address the emerging cyber threat by developing a better understanding
of norm evolution for cyber warfare. Ultimately, this study argues that for emergingtechnology weapons direct or indirect alignment of national self-interest with a
constraining norm is the primary factor that leads to norm emergence and the extent to
which it is aligned with key or powerful states’ perception of self-interest will determine
how rapidly and effectively the norm emerges. Specific to cyber warfare, this study

x

argues that while an increasing number of actors and organizational platforms are
cultivating multiple candidate norms for cyber warfare, constraining norms will have
trouble emerging and may never reach a norm cascade. Of the current candidate cyber
norms, the most likely to succeed are those that are more limited in scope, such as those
focused on the application of the existing laws of armed conflict to cyber warfare. In light
of these findings, this study concludes by offering various recommendations for U.S.
policymakers and identifies further research opportunities to continue to develop norm
evolution theory for emerging-technology weapons.
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CHAPTER ONE: INTRODUCTION

Introduction
In the conclusion of his book The History of a Crime, Victor Hugo wrote that
“one resists the invasion of armies; one does not resist the invasion of ideas.”1 This
statement—in reference to the ideals of the French revolution—alludes to the fact that
ideas, when spread, can grow, shape, and dominate. One category of ideas are known as
norms, which are shared expectations of appropriate behavior.2 Norms exist at various
levels and apply to different actors. In the international arena, these non-binding shared
expectations can, to some degree, constrain and regulate the behavior of international
actors and, in that sense, have a structural impact on the international system as a whole.
For example, early in the age of nuclear weapons, Lt. General James Gavin expressed the
contemporary wisdom when he said “nuclear weapons will become conventional for
several reasons, among them cost, effectiveness against enemy weapons, and ease of
handling.”3 However, as the nuclear era advanced, a constraining norm developed that
made states more reluctant to possess or use nuclear weapons—thus helping prevent their
widespread diffusion and use. Views similar to those held by Gavin and others at the
dawn of the nuclear era regarding military utility and inevitable employment also existed
1

Hugo, Victor. The History of a Crime (Kessinger Publishing, 2004).
Katzenstein, Peter, Wendt, Alexander, and Jepperson, Ronals, “Norms, Identity, and Culture in National
Security.” The Culture of National Security: Norms and Identity in World Politics (Columbia University
Press, 1996), 54.
3
Gavin, James, M. War and Peace in the Space Age. Harper Brothers, 1958.
2
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with strategic bombing at the advent of the ability to conduct aerial bombing of civilians
during wartime in the early 1900s.4 These permissive views were also once held
regarding chemical and biological weapons.
International security and U.S. national security may be enhanced by the
emergence of some kind of regulative norm for cyber warfare, similar to those that
developed in the past for these other emerging-technology weapons. In March 2013,
James Clapper, the Director of National Intelligence, testified that in just the next two
years there is a very real threat that a major cyber attack against the United States would
occur, resulting in “long-term, wide-scale disruption of services, such as a regional power
outage.” 5 He further stated that the growing international use of these emergingtechnology weapons to achieve strategic objectives was outpacing the development of a
shared understanding or norms of behavior and thus increasing the prospects for
miscalculations and escalation.6 Today, early into the age of cyber warfare, many hold a
view regarding the inevitability of significant use of force in cyberspace similar to those
held early in the nuclear era. In expectation that norms will emerge, in May 2011, the
Obama administration issued the International Strategy for Cyberspace.7 One pillar of
this strategy recognizes the “borderless” international dimension of cyberspace and
identifies the need to achieve stability and address cyber threats through the development
of international norms. In February 2013, Michael Daniel, the White House
4

Thomas, Ward. The Ethics of Destruction: Norms and Force in International Relations (Cornell
University Press, 2001), 97-98.
5
Clapper, James. “Statement for the Record: Worldwide Threat Assessment of the U.S. Intelligence
Community.” Senate Select Committee on Intelligence, March 12, 2013.
6
Ibid.
7
United States. International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked
World (Washington, D.C., May 2011).
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Cybersecurity Coordinator, told computer security practitioners that diplomacy—
including fostering international norms and shared expectations—would be essential to
prevent cyber warfare against U.S. economic interests and in March 2013, Tom Donilon,
the National Security Advisor, called for China to agree to “acceptable norms of behavior
in cyberspace.”8 This study seeks to explain how constraining norms for cyber warfare—
along with other emerging-technology weapons—are developing and will develop in the
future by refining norm evolution theory for emerging-technology weapons. To do so,
develops a norm evolution theory for emerging-technology weapons based on case
studies on the evolution of norms for other emerging-technology weapons—specifically
chemical and biological weapons, strategic bombing, and nuclear weapons. In this
chapter, key concepts such as norms, cyberspace, and cyber warfare will be introduced,
followed by a summary of this study’s central research question, approach, and argument.
Then, the chapter will provide an overview of the above mentioned case studies, which
will also be examined in greater detail in subsequent chapters.

Key Concepts
As mentioned above, norms are standards of right and wrong that form a
prescription or proscription for behavior. 9 Essentially, norms are non-binding shared
expectations that can be helpful in constraining and regulating behavior of international

8

Chabrow. Eric. “Using Diplomacy to Stop Cyber-Attack.” GovInfoSecurity.com, March 1, 2013; Landler,
Mark, and Sanger, David. “U.S. Demands China Block Cyberattacks and Agree to Rules.” The New York
Times, March 11, 2013.
9
Katzenstein, Peter, Wendt, Alexander, and Jepperson, Ronals, “Norms, Identity, and Culture in National
Security.” The Culture of National Security: Norms and Identity in World Politics (Columbia University
Press, 1996), 54.
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actors and, in that sense, have a structural impact on the international system.
International norms cover a wide range of issues, from norms against the practice of
dueling to norms regarding human rights. Specific to warfare, multiple regulative norms
have emerged regarding specific categories of weapons and modes of warfare, such as
Weapons of Mass Destruction (WMD), strategic bombing, anti-personnel landmines,
leadership assassination, and dueling.10 As will be discussed in more detail in chapter
two, norms for weapons and warfare can affect a variety of functions and activities, such
weapon possession or use. While not always successful (with the demise of the
constraining strategic bombing norm in World War II being perhaps one of the better
examples), some of these norms for warfare have had an effect in restraining the
widespread development, proliferation, or use of various weapons. Norms are obviously
one of many variables impacting state behavior and the international system, with
material state interests and power dynamics also playing a major, perhaps dominant, role.
As will be discussed in more detail in the next chapter, his study does not seek to measure
the relative impact of norms compared with these other factors—merely explain how they
emerge and develop.
Although in January 2014 Pope Francis called the Internet a “gift from God,”
there is not a universal or infallible consensus on key terms and definitions regarding

10

For the purposes of this project, WMD are intended to include nuclear, biological, and chemical weapons.
This study will review the three WMD variants in discrete sections (within two chapters) as there are
important and significant differences between norms on possession and use for nuclear, chemical, and
biological weapons.

4

cyberspace.11 Within the United States, the cyber domain is defined by the U.S.
Department of Defense (DOD) as the global realm within the “information environment”
consisting of the interdependent network of information technology infrastructures,
including the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.12 Some argue that the full electromagnetic spectrum should
also be included in any definition of cyberspace, which would make electronic warfare
such as radar jamming a form of cyber attack. However such a definition is extremely
broad and most have a more limited view. Cyberspace operations are the employment of
cyber capabilities where the primary purpose is to achieve objectives in or through
cyberspace.13 The range of definitions of cyber conflict can be as broad as Alan
Campen’s 1995 definition of cyber conflict as conducting, or preparing to conduct,
military operations according to “information-related principles” wherein the emphasis of
the operation is more on the disruption of critical information than historically
conventional targets.14 One subset of cyber conflict is cyber warfare—another term
lacking a universally agreed upon definition but it generally is used in reference to
Computer Network Exploitation (CNE) and Computer Network Attack (CNA). CNE is
the more-frequent of the two and entails the use of computer networks to gather
11

Fung, Brian, and Boorstein, Michelle, “Pope Francis calls the Internet ‘a gift from God’.” The
Washington Post, January 23, 2014. <http://www.washingtonpost.com/blogs/theswitch/wp/2014/01/23/the-pope-calls-the-internet-a-gift-from-god/>.
12
United States Department of Defense, “Joint Publication 1-02: Department of Defense Dictionary of
Military and Associated Terms.” May 15, 2011, 93.
13
Murphy, Dennis, “What is Way? The Utility of Cyberspace Operations in the Contemporary Operational
Environment.” Issue Paper Vol. 1-10, Center for Strategic Leadership, U.S. Army War College, February
2010.
<http://www.carlisle.army.mil/DIME/documents/War%20is%20War%20Issue%20Paper%20Final2.pdf>.
14
Campen, Alan D. "Rush to Information-Based Warfare Gambles with National Security." SIGNAL, July
(1995): 67-69.
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intelligence on an adversary.15 CNA, on the more violent end of the spectrum, is the use
of computer networks to disrupt, deny, degrade, or destroy either the information resident
in enemy computers and computer networks, or the computers and networks themselves.
This understanding of cyber warfare, which is focused on CNA between state actors
(directly or through plausibly-deniable non-state clients) will be the focus of this study.
Recent examples of cyber warfare were seen in Estonia in 2007, Georgia in 2008, and
Iran in 2010, all of which contained elements of both CNE and CNA.16 As with other
forms of warfare, cyber warfare targeting can be counter-value (focused on civilian
targets) or counter-force (focused on military personnel, forces, and facilities). The
general lack of consensus on what constitutes cyber warfare and even cyberspace itself
highlights some of the challenges facing the emergence of constraining norms for cyber
warfare. Additional background information on cyberspace and cyber warfare is found in
Appendix I of this document.

Research Question, Approach, and Central Argument
This study explains how constraining norms for cyber warfare—along with other
emerging-technology weapons—are developing and will develop in the future by
refining norm evolution theory for emerging-technology weapons. To do so, this study
examines norm evolution theory and then tests it in three case studies of emergingtechnology weapons. These case studies—specifically chemical and biological weapons,
15

United States Government Accountability Office, Defense Department Cyber Efforts: Definitions, Focal
Point, and Methodology Needed for DOD to Develop Full-Spectrum Cyberspace Budget Estimates, GAO11-695R, July 29, 2011, 10.
16
United States Department of Defense, “Joint Publication 1-02: Department of Defense Dictionary of
Military and Associated Terms.” May 15, 2011, 93.
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strategic bombing, and nuclear weapons—beyond being emerging-technology weapons
are also in some respects similar to cyber warfare. The development of constraining
norms for cyber warfare may be able to advance more quickly by recognizing and
adopting approaches that have been learned through efforts to encourage the evolution of
norms for other emerging-technology weapons. In approaching this research question in
this way, norm evolution theory—to be discussed in detail in chapter two—will be used
as an analytic framework to help develop primary and secondary hypotheses for norm
evolution for emerging-technology weapons, including the identification of the specific
actors, actor motives, and important mechanisms and factors in the case studies that
supported norm emergence and development throughout all stages of the norm life-cycle.
Yogi Berra once said that “in theory there is no difference between theory and practice;
in practice there is.” The case studies will bridge these two worlds and ground norm
evolution theory in practice by both helping to test the theory and also refine it
specifically for emerging-technology weapons, which will then be used to assess how
similarly constraining norms for cyber warfare may develop. These three main case
studies will be covered in chapters three (chemical and biological weapons), four
(strategic bombing), and five (nuclear weapons) through a review of the existing weapontype-specific literature. Chapters six will offer a refined version of norm evolution theory,
tailored for emerging-technology weapons. Chapter seven will then apply this new norm
evolution theory of emerging-technology weapons to cyber warfare. It will do so by first
reviewing the current status of cyber warfare norms (discussed in more detail in
Appendix I) and then applying this refined theory developed from the case studies to

7

anticipate and predict how norms for emerging-technology cyber weapons may develop
from their current state should current trends continue. Finally, chapter eight will then
offer some brief conclusions and recommendations regarding constraining norms for
cyber warfare and future research related to the evolution of norms. Ultimately, this study
argues that for emerging-technology weapons direct or indirect alignment of national
self-interest with a constraining norm is the primary factor that leads to norm emergence
and the extent to which it is aligned with key or powerful states perception of self-interest
will determine how rapidly and effectively the norm emerges. It also identifies secondary
variables and hypotheses that support norm emergence and growth during each stage of
the norm life-cycle. Specific to cyber warfare, while multiple candidate norms for cyber
warfare are currently beginning to emerge through state practice and deliberate norm
cultivation efforts by an increasing number of organizational platforms, norm evolution
theory for emerging-technology weapons indicates that, if current trends continue,
constraining norms for cyber warfare may not successfully emerge and may never reach a
norm cascade. Should the constraining norms emerge successfully, the odds of reaching a
tipping point are better although internalization is less likely. Potential contingency
scenarios, such as the occurrence of a major cyber attack, could alter the prospects of
cyber warfare norm evolution. Of the current candidate cyber norms identified in chapter
seven, the most likely to succeed are those that are more limited in scope, such as those
focused on applying the existing laws of armed conflict (LOAC) to cyber warfare or
prohibiting first use of cyber weapons. In light of these findings, this study concludes by
recommending that the United States: 1) pursue only limited consensus on cyber norms

8

and not completely constrain development of offensive cyber capabilities; 2) judiciously
employ said capabilities and offer cyber extended deterrent to allies to manage
proliferation; 3) seek limited norm cultivation; and 4) manage the prospect for
miscalculation in cyberspace by increased transparency and confidence building
measures. Additionally, this study argues that further research is warranted to continue to
develop norm evolution theory for emerging-technology weapons, as such a theory has
broad implications for norm evolution across a range of new weapon types as we head
deeper into the twenty-first century. Specifically, researchers should seek to further
validate and refine norm evolution theory for emerging-technology weapons through
additional historic case studies of then-emerging-technology weapons and also seek
better mechanisms to measure the relative impact of norms.

Case Studies17
Chemical and biological weapons—at one time emerging-technology weapons—
and cyber weapons are both forms of non-conventional weapons that share many of the
same special characteristics with significant international security implications. They
include challenges of attribution following their use, attractiveness to weaker powers and
non-state actors as asymmetric weapons, use as a force multiplier for conventional
military operations, questionable deterrence value, target and weapon unpredictability,
17

While chemical and biological weapons, strategic bombing, and nuclear weapons are very distinct issues;
the respective development of international regulative norms for each weapon type while they were
emerging-technology weapons may be illustrative regarding cyber norms due to various reasons. These
three case studies were selected using John Stuart Mill’s method of agreement where cases are selected that
take on the same values of the dependent variable (cyber warfare)—as indicated in the earlier case study
section. However, there are some independent variables that vary across case studies (i.e. the availability of
nuclear weapons and bombers is vastly different) that should help increase the robustness of the
methodology.
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potential for major collateral damage or unintended consequences due to “borderless”
domains, multi-use nature of the associated technologies, and the frequent use of covert
programs to develop such weapons.18 Due to these characteristics, both of these weapons
are also attractive to non-state actors or those seeking anonymity resulting in a lack of
clarity regarding the responsible party. Because of these common attributes, lessons
regarding norm development can be learned from chemical and biological weapon
experiences that are applicable to nascent efforts to address the use of cyber weapons.
Some chemical and biological warfare norms are codified in contractual obligations and
binding agreements such as treaties, as was the case with biological weapons when the
Convention on the Prohibition of the Development, Production, and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction, commonly
referred to as the Biological Weapons Convention or BWC, entered into force in 1975.
The BWC codified the existing norm against development, production, and stockpiling of
biological weapons and declared their use to be “repugnant to the conscience of
mankind.” The BWC now has 155 States Parties. Earlier norms against use of these
weapons led to the 1925 Geneva Protocol’s prohibition on their first use in a conflict
(states retained their right to retaliate with such weapons). Other binding agreements
codifying these norms exist, including the Chemical Weapons Convention (CWC) which
prohibits outright all chemical weapons. Examining the factors leading to these successes
is helpful in developing a framework to predict how constraining norms for cyber
weapons may evolve.
18

Koblentz, Gregory, and Mazanec, Brian, “Viral Warfare: The Security Implications of Cyber and
Biological Weapons,” Comparative Strategy 32:5 (November 2013): 418-434.
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Strategic bombing—particularly with the advent of airpower as an emergingtechnology weapon and the early use of airplanes to drop bombs on cities—forced states
to grapple with a brand new technology and approach to warfare; as is now the case with
cyber warfare. As with chemical and biological weapons, strategic bombing shares some
special characteristics with cyber warfare. Strategic bombing made civilian populations
highly vulnerable, was difficult defend against, and used technology which also had
peaceful applications (air travel and transport)—all of which can also be said about cyber
warfare today. At the end of the nineteenth century technology had advanced to the point
where substantial aerial bombing of civilian and military targets from balloons was
conceivable. Such “strategic bombing,” particularly of civilian targets, appeared to
conflict with the existing norm of noncombatant immunity. At the Hague Peace
Conference of 1899, the participants agreed to prohibit the “discharge of explosives or
projectiles from balloons” for a period of five years. The codification of this emergingtechnology weapon norm struggled through various debates before, during, and after
World War I. However, by the 1930s there was a consensus that bombing civilians was
unacceptable, even drawing an admission from Adolf Hitler in 1935 that a “prohibition
on indiscriminate bombing of densely populated regions” was warranted.19 However, this
emerging norm collapsed during World War II. It eventually remerged from the ashes of
the conflict and developed into an enduring norm today. The effort to constrain strategic
bombing through normative influences was mixed and at times completely unsuccessful,

19

Overy, Richard J., The Air War: 1939-1945 (Potomac Books, 2005), 24.
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which makes it particularly well suited as an exemplar of the limits of norms and how
other factors may impede or reverse norm development.
Nuclear weapons, like airpower before it and perhaps cyber weapons today,
presented states with a challenge of a completely new and emerging war fighting
technology. Nuclear weapons and cyber weapons, like the other emerging technology
case studies, share many of the same special characteristics with significant international
security implications. These include the potential for major collateral damage or
unintended consequences (due to fallout, in the case of nuclear weapons) and covert
development programs. While early nuclear norms were permissive and did not constrain
the United States from deploying nuclear bombs on Hiroshima and Nagasaki, that soon
changed. As noted by Thomas Schelling, the rapid emergence of norms against the use of
nuclear weapons was so effective in constraining action that President Eisenhower’s
Secretary of State, John Foster Dulles, when contemplating the use of nuclear weapons in
1953 (less than a decade after the first use of nuclear weapons), said that “somehow or
other we must manage to remove the taboo from the use of [nuclear] weapons.”20 This
constraining nuclear norm was eventually internalized and codified in agreements such as
the Nuclear Nonproliferation Treaty which enacted limits on nuclear proliferation and a
commitment to eventual disarmament. Examining the successful emergence, cascade, and
internalization of the constraining nuclear norm may help point a path for success with
prospective cyber norms.

20

Schelling, Thomas. “The Nuclear Taboo,” MIT International Review (Spring 2007).
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CHAPTER TWO: NORM EVOLUTION THEORY

“One resists the invasion of armies; one does not resist the invasion of ideas.”
--Victor Hugo
Introduction
Cyber warfare poses significant challenges to U.S. national security. As one
response to these challenges, the U.S. issued an International Strategy for Cyberspace in
May 2011.21 This strategy identifies the need to achieve stability and address cyber
threats through the development of international norms. So, what are international
norms? This chapter attempts to answer this question and provide a theoretical
underpinning for how norms emerge, spread, and ultimately impact state behavior. First,
norms are introduced, including a discussion of how they are considered in the context of
various international relations theories. Norm evolution theory and the norm life-cycle
are also discussed. The chapter then applies norm evolution theory to identify the specific
hypotheses concerning each phase of the norm life-cycle. Norm evolution theory—
grounded in extensive literature from fields such as international relations, sociology,
economics, evolutionary biology, organizational theory, and other disciplines—will
provide the foundation for later chapters’ discussions of norms regarding emerging-

21

United States. International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked
World (Washington, D.C., May 2011).
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technology weapons, such as chemical and biological weapons, strategic bombing,
nuclear weapons, and, of course, cyber warfare.
Norms are standards of right and wrong that form a prescription or proscription
for behavior. 22 Norms are considered one component of regimes, which are “principles,
norms, rules, and decision-making procedures around which actor expectations converge
in a given issue-area,” and thus constrain some actor behaviors.23 In other words,
norms—which are non-binding—are shared expectations or “standards of
appropriateness” and they can exist at various levels and apply to different actors.24 At
the most basic point, norms exist at the community level where they apply to the behavior
of individuals. For example, community norms governing sexual behavior—such as the
expectation that sexual intercourse is appropriate only between married couples—have a
constraining impact on individuals in the community where the norms reside.25 A
community norm may not be held by all individuals but its existence influences
everyone’s behavior and raises the risks and benefits associated with engaging in
behavior discouraged (in this case, premarital sexual intercourse) or encouraged by the
norm. A community may be a small subset of a regional population, such as a particular
religious or ethnic group, or may consist of the entire regional population. In addition to
the community level, norms can influence organizations, including governments, at the

22

Katzenstein, Peter, Wendt, Alexander, and Jepperson, Ronals, “Norms, Identity, and Culture in National
Security.” The Culture of National Security: Norms and Identity in World Politics (Columbia University
Press, 1996), 54.
23
Florini, Ann. “The Evolution of International Norms,” International Studies Quarterly 40:3, Special
Issue: Evolutionary Paradigms in the Social Sciences (September 1996): 364.
24
Finnemore, Martha, and Sikkink, Kathryn. “International Norm Dynamics and Political Change,”
International Organization, 52:4 (1998): 887.
25
DeLamater, John, “The Social Control of Sexuality,” Annual Review of Sociology 7 (1981): 263-290.
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national level as well as state behavior overall at the international level. At the national
level, norms can have a structural impact on internal domestic behavior. As perhaps an
extreme example, in Saudi Arabia, the strong Islamic culture and resulting norms support
the existence and acceptance of a religious “morality” police force—officially referred to
as the Committee for the Promotion of Virtue and the Prevention of Vice—which, among
other things, enforce religious norms requiring a separation of the sexes in public.26
Beyond the national level, these non-binding shared expectations can, to some degree,
constrain and regulate behavior of international actors and, in that sense, have a structural
impact on the international system as a whole. Often, international norms emerge from
national norms. Ronald Jepperson, Alexander Wendt, and Peter Katzenstein look at the
development of international norms through what they call “sociological
institutionalism.”27 This essentially means that norms, as part of a global political culture,
impact our national security environment by actively shaping views regarding issues such
as national sovereignty, international law, and diplomacy. This dynamic of constantly
changing norms influences the character of states and acceptable state behavior. For
example, norms regarding nuclear weapons have had a pronounced impact on state
behavior. Early in the age of nuclear weapons, Lt. General James Gavin expressed the
contemporary wisdom when he said “nuclear weapons will become conventional for
several reasons, among them cost, effectiveness against enemy weapons, and ease of

26

BBC News. "Saudi minister rebukes religious police," November 4, 2002.
<http://news.bbc.co.uk/2/hi/middle_east/2399885.stm>.
27
Katzenstein, Peter, Wendt, Alexander, and Jepperson, Ronals, “Norms, Identity, and Culture in National
Security.” The Culture of National Security: Norms and Identity in World Politics (Columbia University
Press, 1996), 33-75.

15

handling.”28 However, as the nuclear era advanced a constraining norm developed that
made states more reluctant to possess or use nuclear weapons—thus helping prevent their
“conventionalization.” Nobel Laureate Thomas Schelling noted that this rapid
emergence of norms against the use of nuclear weapons was so effective in constraining
action that President Eisenhower’s Secretary of State, John Foster Dulles, when
contemplating the use of nuclear weapons in 1953, said that “somehow or other we must
manage to remove the taboo from the use of [nuclear] weapons.”29 This nuclear norm
was so strong that President Truman did not use them against Chinese troops during the
Korean War, President Nixon did not use them in Vietnam, the Soviet Union did not use
them in Afghanistan, and Israel did not use them in the 1973 war with Egypt—all
circumstances where the opponent lacked such weapons and their use made some degree
of utilitarian sense. This normative tradition against the use of nuclear weapons was
developed and influenced by the “logic of consequences”—a realist and rationalist
argument regarding self-interest and the negative outcomes nuclear weapon users would
experience and the “logic of appropriateness” which reflects the fact that the nuclear
norm itself actually influenced states’ identity and was reinforced and deemed
appropriate through iteration over time. 30 While both pure realists and constructivist
advocates of the role of non-material normative factors in international relations have
difficulty quantifying the comparative explanatory power of norms—the example of
norms for nuclear weapons demonstrates that they have some impact. International norms
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similar to this nuclear norm have emerged regarding other forms unconventional
weapons, such as biological and chemical weapons and strategic bombing.
In addition to categorizing norms as applying to various levels (community,
national, and international), norms can generally fall into two broad categories—
constitutive and regulative norms.31 Constitutive norms “create new actors, interests, or
categories of action” and do not create any particular duty or permission.32 In contrast to
constitutive norms, regulative norms (sometimes also referred to as deontic norms) “order
and constrain behavior” and actually have some kind of overt prescriptive quality.33 An
example of a constitutive norm is the idea of the institution of marriage whereby men and
women form a particular type of bond. Another example of a constitutive norm is the
emergence of a national symbol such as a song becoming a national anthem, changing the
very meaning of singing that song. An example of a regulative norm would be the view
in the 1920s and 1930s that submarine attacks against merchant ships were heinous and
immoral.34 Another example of regulative norms is the norm against the employment of
nuclear weapons mentioned previously in this chapter. Constitutive norm can also enable
regulative norms. For example, the institution of marriage must exist before an
expectation of being married under certain conditions or before engaging in certain
behaviors can emerge. This study is focused on regulative norms rather than constitutive
norms since those are the types of norms that most directly influence conflict between
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states and apply to particular weapons, including novel and unconventional weapons such
as cyber weapons. Regulative norms can be constraining or permissive and can also apply
to a near limitless range of behaviors. For emerging-technology weapons, a constraining
norm would be one that indicated that doing something with a weapon (possessing it,
using it, etc.) was not acceptable while a permissive norm would obviously indicate the
inverse. In addition to being constraining or permissive, norms for weapons and warfare
generally affect four general activities or functions: weapon development or possession,
testing, use, and transfer or proliferation facilitation. These “flavors” of norms are
depicted in Table 1 below.

Table 1: Activities or Functions Affected by Norms for Weapons and Warfare

Activity or Function
Weapon development or
possession
Weapon testing
Weapon use
Weapon transfer or
proliferation facilitation

Norm Description
Programs to develop a particular weapon are acceptable or
unacceptable and whether or not possession of said weapons is
acceptable.
Testing in general, or certain types of testing (atmospheric, etc.),
of a particular weapon is acceptable or unacceptable.
Use, or certain types of use (first use, use against non-military
targets, etc.) of a particular weapon is acceptable or unacceptable.
Efforts to transfer or facilitate proliferation of a particular weapon
are acceptable or unacceptable.

In this study, which is largely focused on the evolution of constraining rather than
permissive norms, multiple norms focused some or all of these particular activities or
functions for a given weapon-type (e.g. nuclear weapons) will be bundled together and
considered collectively as an overall set of norms for said weapon-type. For example,
when referring to the constraining “nuclear norm” or “norm for nuclear weapons” in
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chapter five, unless otherwise specified this reference is to the comprehensive set of
specific norms affecting these four activities or functions for the weapon.

Norms and International Relations Theory
Scholars view norms differently depending on the international relations theory
they espouse. Realists and liberal internationalists place less emphasis on normative
factors over material state-power calculations while Grotian internationalists and
constructivists lend more credence to the role of norms.

Realists and Norms
The concept and role of norms in broader international relations theory has been
the subject of debate for some time. Adherents to the Hobbesian or realist conception of
international relations are focused on materiel power considerations and not necessarily
ethical or normative concerns, and they may be inclined to discount or dismiss the role of
norms in governing international relations. Realists generally view the international
system as anarchic and in a constant state of zero-sum competition and see states as the
only meaningful actor. Historically, realists do not pay much attention to norms. After all,
if one believes that, as Thucydides said, “the strong do what they will, the weak accept
what they must,” there appears to be little room for norms to constrain or influence the
strong.35 Realists often view norms as peripheral reflections of the dominant states
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seeking to maximize their interest.36 The hegemonic stability theory also explains this
view when it argues that states are forced to adhere to norms or adopt norm-based
regimes because of coercion from a hegemonic state.37 However, some strains of realism,
such as neo-classical realism, have begun to allow room for normative factors. In the
narrowest sense, Neo-classical realists allow for ethical and normative arguments
regarding how states may define their interests (based on domestic culture, obligations,
notions of right and wrong, etc.).38 Some of these neo-classical realists have begun to
acknowledge that some (but not all) statesmen follow ethical norms and that in the
anarchic and competitive international system powerful states may be self-constrained
from doing what they can (e.g. acquiring WMD, anti-personnel landmines, or possibly
conducting cyber warfare) in order to comply with a normative construct that provides a
net benefit by also constraining adversaries and weaker powers.39

Liberal Internationalists and Norms
Like realists, adherents to liberal internationalist theories of international relations
have historically viewed norms only as minor variables in the international system.
Liberal internationalists also view the state as the primary actor, however they view the
international system as mostly good or capable of being good and thus mutually
beneficial international cooperation is possible. Because of this generally positive view
36
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regarding international cooperation, liberal internationalists are more inclined to believe
norms matter insofar as they arise from voluntary cooperation among states. However,
they view the role of norms as limited to only this voluntary (and possibly infrequent)
cooperation and not a major factor for individual state behavior or actions.40 The theory
of complex interdependence, first introduced by Robert Keohane and Joseph Nye's book
Power and Interdependence: World Politics and Transition41 in 1977, is an offshoot of
the liberal internationalist school of international theory but also incorporates some realist
tendencies. Essentially, complex interdependence views the international system as
anarchic but increasingly interdependent. Complex interdependence refers to “a situation
among a number of countries in which multiple channels of contact connecting societies
(that is, states do not monopolize these contacts); there is no hierarchy of issues; and
military force is not used by governments toward one another.”42 Such a perspective
allows more room for normative factors as they can be viewed as part of the connections
binding societies. In addition to nation-states, complex interdependence theorists believe
there are a variety of subnational, international, transnational, and supranational actors
who all can share a variety of economic, social, and political connections—to include
normative (ideational) connections. According to Keohane and Nye, eventually complex
interdependence leads to globalization, which will minimize the use of force. This
globalism will be “a state of the world involving networks of interdependence at multicontinental distances, linked through flows and influences of capital and goods,
40
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information and ideas, people and force, as well as environmentally and biologically
relevant substances (such as acid rain or pathogens).”43 Such a view allows norms a
greater role than that traditionally granted by realists, but it is still a relatively small
variable in the theory.

Grotians, Constructivists, and Norms
It is the Grotian (also known as internationalist) and constructivist theories of
international relations that grant the most emphasis to norms as a variable that can
influence international behavior. Constructivists believe the way individuals look at the
world affects what they see, and thus many of the structural constants perceived by
realists and liberal internationalists (such as the anarchic system and primacy of state
actors) are largely governed by malleable cultural assumptions. Thus constructivists
believe the international system depends on “the eye of the beholder” and places ideas
and identity politics in a central role.44 However, constructivists’ rejection of a positivist
view of the world and their resulting emphasis on unique aspects of each situation
significantly limit their ability to offer an empirically-verifiable structural theory for
international relations. In contrast, the internationalist conception of the international
system does not completely reject the state-focused structural theory of international
relations; however it allows much more room for the consideration of non-material
factors such as norms when compared to realism or liberal internationalism.
Internationalists view states as primary actors but posit that they operate in a “society of
43
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states” that provides constraining norms and principles that influence state behavior.
Hedley Bull explained this concept when he said
the particular international activity which, as the Grotian view, best typifies
international activity as a whole is neither war between states, nor horizontal
conflict cutting across the boundaries of states, but trade—or, more generally,
economic and social intercourse between one country and another.”45
In the context of this “social intercourse,” internationalists believe that norms have a
significant and independent impact on the international system and shape state
behavior.46 They do not reject the idea that states are driven by their calculations of
interest and power, only that they are also influenced by the international society (i.e.
normative environment) in which they reside. In fact, internationalists view norms and
state calculations or interest and power as mutually conditioning.47
While norms are viewed differently depending on the international relations
theory employed, for the purposes of this study it does not matter if norms are viewed as
major variables that can sometimes trump or constrain state-power calculations or if they
play a lesser role. Even many realists now acknowledge the role of nonmaterial factors in
international affairs, which demonstrates that examining norms for various weapons
develop and grow is not only a constructivist or internationalist pursuit.48 Rather than
attempting to settle this broader theoretical debate, this study seeks to offer a theory of
norm evolution for emerging-technology weapons, especially cyber warfare.
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Norm Evolution Theory
There is a wide-ranging and interdisciplinary literature that discussed the
emergence and development of international regulative norms. Norms have been utilized
as a lens for understanding international activity with increasing frequency, due in part to
behavioral and microeconomic research lending support to the tangible role of norms.49
This norm evolution theory is largely focused on the emergence and development of
norms and not so much its relative impact compared to other variables such as state
interest or material factors. Ann Florini introduced an evolutionary analogy based on
natural selection to explain how international norms change over time.50 Natural
selection, introduced by Charles Darwin in his book On the Origin of Species, is the
gradual, non-random process by which biological traits thrive or perish in a population.51
Norms too can thrive or perish. For example, the initially strong norm against strategic
bombing eroded and ultimately perished due, in part due to “inadvertent escalation”
resulting from strategic bombing’s compatibility with the war-fighting culture of each
nation’s military services during World War II; the increasing desperation of the state
actors and their calculation that the moral opprobrium wrought by violating the norm had
become secondary to the existential benefit of using such weapons; and because of
49
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pivotal technological change, such as the invention of the Norden bombsight and
improved inertial navigation that made strategic bombing more militarily effective. 52
Natural selection entails variation in traits, differentiation (or selection) in reproduction,
and replication through hereditary genetics.53 This evolutionary approach to norms
contributes significantly to the theory of norm emergence and development by helping
explain why particular norms change over time.54 Norms, like genes, are instructional
units that influence the behavior of their host organisms. For regulative norms, their
phenotype55 is the particular behavior they address. Genes and norms are both transmitted
through inheritance—in the case of norms it is from one state to another (horizontal
reproduction) or internally within a state (vertical reproduction).56 57 Vertical norm
reproduction refers to a continuation of a norm through leaders in a single state and
norms reproduced in this way rarely change. In contrast, horizontal norm reproduction is
diffusion across multiple states in a single generation. It is this type of norm reproduction
that is most relevant when considering norms governing weapon technology and warfare
as such norms need to be spread across multiple states in order to influence state-to-state
conflict.
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Overall, norm evolution theory identifies three major stages in a norm’s potential
life-cycle. These three stages are 1) norm emergence, 2) norm cascade, and 3) norm
internalization.58 Collectively, these life-cycle stages cover the full spectrum of norm
evolution—from the nascent emergence of a novel norm to its near total adoption and
codification across the globe. However, a norm may never move through all three stages
and can reach its terminal development at any of the three stages and possibly even
regress and dissipate.

Stage One: Norm Emergence
Norms—like genes—are contested, meaning that there is competition with other
norms and as a result norm prevalence in a population changes over time. Different
norms have different levels of “reproductive advantage,” meaning a different likelihood
of being transmitted.59 Norm emergence is the stage where a new norm initially comes
into existence, often tenuously. Norm evolution theory—borrowing from biological
evolutionary theory—identifies several specific conditions that are essential for a new
“mutant” or emergent norm to replace an existing one. For example, a norm currently
emerging is the norm intended to constrain the illicit spread of small arms and light
weapons such as submachine guns, rifles, automatic weapons, and light machine guns.60
This small arms norm—intended to create expectations regarding weapon possession and
transfers—is not yet established and must actively be supported in order to emerge. The
58
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first condition needed for norm success at this stage is whether a norm is prominent
enough in the existing “norm pool” to gain a “foothold.”61 This concept is similar to the
idea of gene prominence that often occurs when a population is geographically isolated
and able to separate from the “noise” of the environment that can overwhelm small
mutations. For norms emergence, that prominence usually occurs when a particular actor
is energetically supporting and promoting the norm—referred to as a “norm
entrepreneur.” Norm entrepreneurs arise as agents and advocates of a particular norm and
use organizational platforms as a mechanism to begin changing existing norms and
promoting the new norm. Finnemore and Sikkink identify Henry Dunant (a Swiss banker
who helped found what ultimately became the Red Cross) as an example of a strong
norm entrepreneur who—following his experience at the battle of Solferino in 1859—
successfully advocated for the norm that medical personnel and the wounded be treated
as neutrals and noncombatants during conflict.62 These individual norm entrepreneurs are
often motivated by factors such as altruism, empathy, or ideological commitment and
primarily use persuasion as a mechanism to promote their norm, although they may
engage in disruptive behavior such as civil disobedience in order to advocate for their
norm in a contested normative environment.63 Norm entrepreneurs either call attention to
the new norm they are promoting or even create it through reinterpretation or “framing”
of the issue. Thomas Schelling highlights this process in regards to nuclear warfare norms
by discussing the work of international dialogue (facilitated through organizations like
61
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the Aspen Institute and the Institute for Strategic Studies in London) in spreading and
promoting the norm against nuclear use.64 An interesting and yet unclear dynamic is the
emergence of non-state actors that could be considered “anti-norm-entrepreneurs;” that is
the emergence of non-state actors such as terrorists who completely ignore prominent
international norms. William Potter has explored how nuclear norms may be changing
with the rise of these terrorist actors who seek nuclear weapons and are not directly
influenced or constrained by existing nuclear norms. However, he argues, perhaps
counter-intuitively, that terrorist use of nuclear weapons may not erode—and could
perhaps enhance—the norm against nuclear weapon use; in a way ironically making
those non-state actors who contravene the norm inadvertent norm entrepreneurs.65
Another key element for norm emergence is the previously mentioned
organizational platform norm entrepreneurs to use to promote their norms.66
Organizational platforms can be a nongovernmental organization (NGO) or standing
international organizations such as the World Bank. Different organizational platforms
provide different types of resources and advocacy networks that can be used to secure the
support of state actors. As an example, Anita Parlow and other scholars have identified
the importance of organizational platforms by highlighting the role of NGOs such as
Human Rights Watch, Handicap International, Physicians for Human Rights, Medico
International, Mines Advisory Group, and the Vietnam Veterans of America Foundation
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in the effort to establish the emerging norm against anti-personnel landmines.67 68
Through these norm entrepreneurs and organizational platforms, norm emergence largely
builds as some states (considered norm leaders) internally respond and adopt norms.
In addition to norm prominence and the existence of entrepreneurs and
organizational platforms, norm evolution theory indicates that various additional factors
can fuel or stifle a norm’s growth and development during the emergence stage of the
life-cycle. These include specific mechanisms used by certain actors, such as persuasion
and framing, overarching environmental factors associated with specific states or the
entire international community, and some factors associated with the emerging norm
itself. Norm leaders often respond and adopt norms for domestic political reasons. For
example, domestic political concerns were the driving factor behind codifying norms
regarding human rights.69 Further, Nina Tannenwald argues that the norm regarding
nuclear weapons arose through an unintentional and fortuitous genesis that was
grassroots in nature (i.e. from the bottom-up), meaning it emerged from views held by the
general public who then influenced their domestic political leaders.70 States insecure
about their international status and seeking international “legitimation” are more likely to
adopt emerging norms. Eventually, enough states adopt the new norm and a “tipping
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point” is reached.71 Evidence of this tipping point can be seen as the norm begins to
become institutionalized in specific international rules and organizations, although such
institutionalization may not fully occur until after the tipping point is reached and a norm
cascade occurred.
Connections to certain ideas, such as a prohibition of bodily harm to innocent
bystanders or making an “adjacency” claim that connects the norm to existing norms can
help a new norm take root.72 The term coherence is used to describe this idea of how
successfully a new norm interacts with existing and widespread norms with which it is
not directly competing.73 Others have referred to it as “congruence” with the pre-existing
local, regional, and international normative order.74 Coherence is similar to the idea of
grafting on to existing norms and it helps lend legitimacy to a nascent norm. For
example, the NGO-led campaign to prohibit anti-personnel landmines deliberately sought
to graft their nascent norm against anti-personnel landmines to the widespread
prohibition on indiscriminate killing of civilians due to the adverse impact of millions of
old and forgotten anti-personnel landmines worldwide.75 Making these adjacency claims
may require proactive construction of connections and ideational bridges by norm
entrepreneurs. The literature on strategic culture also highlights how social context and
strategic culture can impact leadership or population receptivity to budding norms (and,
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by extension, social construction by norm entrepreneurs)—with some cultures less
receptive to normative influences compared to other cultures.76 Florini points out that this
cultural transmission facilitated by norm entrepreneurs occurs primarily through
mechanisms such as “memes” or metanarratives.77 A meme is an “idea, behavior, style,
or usage that spreads from person to person within a culture” and can include things like
a normative catch-phrase or particular fashion.78 For example, with the effort to establish
a norm against anti-personnel landmines, additional tools such as the use of persuasive
memes and shame further helped the emerging norm take root.79 AP landmine opponents
advocating for the Mine Ban Treaty and norms against anti-personnel landmines and
cluster munitions employed specific advertisements in developed, mine-free nations with
themes such as “If there were landmines here, would you stand for them anywhere?” and
a video of a young girls soccer match in the U.S. where an apparent landmine explodes
and injures players.80 Additionally, another framing mechanism used by norm
entrepreneurs to advance their emerging norm is shifting of the burden of proof. An
example of this—again based on the experience of the emerging anti-personnel landmine
norm—is is the use of a proselytizing advocacy network setup by the NGOs to foster a
“transnational Socratic method;” which forces nations retaining anti-personnel landmines
and resisting the norm to publicly justify their actions (essentially shifting the burden of
76
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proof). This shaming and shifting of the burden onto the holdouts led to the rapid
emergence and success of the anti-personnel landmine norm in the 1990s.81 Tools such as
these allow norm entrepreneurs to help attach the new norm to existing and widely
accepted norms—in this case with the norm against indiscriminate killing of civilians.
These tools and the concepts of coherence and grafting generally convey additional
legitimacy on new norms as they become viewed as a “reasonable behavioral response to
the environmental conditions facing the members of the community.”82 In a sense, this
means emerging norms thrive when they are viewed as logical extensions or necessary
changes to existing norms.
Additionally, various items associated with the environmental conditions facing
the “norm pool” can further bolster the success of an emerging norm. This can include
the specific states involved as norm leaders and their environmental factors such as the
distribution of power, prevailing levels of technology, availability of natural and human
resources, etc.83 For the effort to establish the norm for anti-personnel landmines—in
addition to grafting and framing the issue effectively—environmental factors such as the
overall geopolitical conditions (i.e. the absence of major conflict or wars), the effects of
globalization, and the attitude of other actors in the international system were major
elements of its success as an emerging norm.84 Unfortunately, some, such as scholar
Diana O’Dwyer, believe the convergence of all these factors is difficult to replicate. Also,
81
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the large scale turnover of decision makers (through revolutions or other internal events)
the obvious failure of norms from a previous norm “generation;” and the emergence of
new issue area in which prevailing norms are not yet well established can further
establish a fertile environment for a new norm to emerge and grow.85 However, specific
to norm evolution theory for emerging-technology weapons, the presence of some of
these environmental factors may actually be counterproductive for norm emergence. This
is due to the uncertainty regarding the new weapons themselves and associated
technological constraints. For example, the efforts to establish a norm against strategic
bombing of civilian targets during the interwar period was unsuccessful in part due to the
challenge of avoiding indiscriminate collateral damage due to a lack of precision.86
However, this challenge was not permanent and improvements in bombing technology in
the 1980s and 1990s with precision guided munitions (PGMs) has reinvigorated the
strategic bombing norm as it has made such an approach feasible while retaining the
ability to bomb military targets.
The hypotheses that norm evolution theory offers regarding the actors, actor
motives, and important mechanisms and factors supporting norm emergence and growth
during the emergence stage of the norm life-cycle are summarized in Table 2.
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Table 2: Hypotheses for Norm Emergence87

Norm Emergence
Actors

Actor Motives

Important
Mechanisms and
Factors

Norm emergence is more likely to occur when key actors are involved,
specifically:
 Norm entrepreneurs with organizational platforms
 Norm leaders (states)
Norm emergence is more likely to occur if more actors are involved.
States and key actors are likely to support and participate in norm
emergence when motivated by various factors, specifically:
 Altruism
 Empathy
 Ideational commitment
Norm emergence is more likely to occur when important mechanisms
and factors are involved, specifically:
Actor Mechanisms
 Persuasion-- framing, memes, shame
Environmental Factors
 Domestic political concerns
 States seeking international legitimation
 State distribution of power, prevailing levels of technology,
availability of natural and human resources, etc. favor the norm
 Large scale turnover of decision makers
 Recognized failure of norms from a previous “norm generation”
 Emergence of a new issue area where prevailing norms not well
established
Norm Factors
 Prominence
 Coherence-- connections to key ideas, adjacency, and grafting

Stage Two: Norm Cascade
Once a tipping point has been reached the second stage in the norm life-cycle—a
norm cascade—begins. A norm cascade occurs when a norm’s international adoption
significantly accelerates and states adopt the norm in response to international pressure
regardless of the presence of a domestic coalition advocating for the norm. Norm scholars
caution, however, that there is no way to specify a priori when a tipping point will be
reached or precisely how many states will need to take up a norm for it to crest over this
87
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critical threshold. That said, empirical research indicates that generally a norm tipping
point is rarely reached without at least one third of the total number of states in the
international system adopting the norm.88 However, the specific states adopting the norm
sometimes matter more than the total number of states involved. Some states have more
“moral stature” or are otherwise considered critical to the norm due to their role in
whatever the norm affects (e.g. states that use or produce AP landmine for any norm
regarding such weapons). Finnemore and Sikkink point out that once the tipping point is
reached and the norm cascade begins, international norm adoption begins at a much more
rapid pace. No longer is norm adoption largely a function of domestic movements and
pressure but instead it spreads through “international socialization.”89 At this stage norms
are more likely to spread and be internalized if they are held by states viewed as desirable
models—an extension of the concept of norm prominence introduced earlier.90 During
this norm cascade, states respond to this international socialization for a variety of
reasons, but most often legitimating, conformity, and esteem.91 States that are norm
leaders will often use bilateral or multilateral diplomatic praise or censure (sometimes to
include material pressure such as sanctions) to encourage norm adoption. Additionally,
NGOs and non-state advocacy networks can also apply social pressure. Increased
international interdependence and rapid communication resources have spawned
increased opportunities for norm socialization. Sometimes this socialization is done to
advance a particular state or group of states’ interests. For example, norms constraining
88
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chemical weapons initially developed to complement the interests of the major powers.
However, over time the memories of these state interests fade and the norm remains as an
independent force.9293 During this socialization process as a norm cascade grows,
persuasion and framing continue to play a major role. For example, with WMD-related
norms, internationally categorizing certain weapons as “unconventional” and “weapons
of mass destruction” contributed to the development of norms constraining their use. 94
Additionally, during this norm cascade stage optimal timing due to a shock or major
international event can help push a norm to this tipping point or accelerate its
internalization.95 For example, the norms associated with the losing side in a war or with
an economic collapse leading to a depression may be rapidly discredited and alternative
norms sought.96 The current globalized international environment can also be considered
an aspect of the optimal timing and some have argued it has accelerated the prospects for
some norms moving through all three stages of the norm life-cycle. For example, the
women’s suffrage norm took 120 years to move through the first two stages in an
environment lacking globalization while the norms associated with violence against
women progressed to the same degree in only 20 years due to increased global
interdependence.97
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The hypotheses that norm evolution theory offers regarding the actors, actor
motives, and important mechanisms and factors supporting norm emergence and growth
during the cascade stage of the norm life-cycle are summarized below.

Table 3: Hypotheses for Norm Cascade98

Actors

Actor Motives

Important
Mechanisms and
Factors

Norm Emergence

Norm Cascade

Norm emergence is more likely to occur
when key actors are involved,
specifically:
 Norm entrepreneurs with
organizational platforms
 Norm leaders (states)
Norm emergence is more likely to occur
if more actors are involved.
States and key actors are likely to support
and participate in norm emergence when
motivated by various factors,
specifically:
 Altruism
 Empathy
 Ideational commitment
Norm emergence is more likely to occur
when important mechanisms and factors
are involved, specifically:
Actor Mechanisms
 Persuasion-- framing, memes, shame
Environmental Factors
 Domestic political concerns
 States seeking international
legitimation
 State distribution of power,
prevailing levels of technology,
availability of natural and human
resources, etc. favor the norm
 Large scale turnover of decision
makers
 Recognized failure of norms from a
previous “norm generation”
 Emergence of a new issue area
where prevailing norms not well
established

A norm cascade is more likely to occur
when key actors are involved,
specifically:
 States
 International organizations
 Transnational networks
A norm cascade is more likely to occur
if more actors are involved.
States and key actors are likely to
support and participate in a norm
cascade when motivated by various
factors, specifically:
 Legitimacy
 Reputation
 Esteem
A norm cascade is more likely to occur
when important mechanisms and
factors are involved, specifically:
Actor Mechanisms
 Persuasion – diplomacy
 Institutionalization
 Socialization
 Demonstration
Environmental Factors
 Optimal timing
Norm Factors
 Clear and specific
 Universal claims
 Coherence
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Norm Factors
 Prominence
 Coherence-- connections to key
ideas, adjacency, and grafting

Stage Three: Norm Internalization
The third and final stage in their norm life-cycle (which may never be reached), is
norm internalization. This phase is the effort to deeply codify the norm and achieve
universal or near universal adherence.99 At this stage, the norm is so deeply and broadly
internalized that it achieves “taken-for-granted” status. Norm scholars point out that this
can actually make the norm hard to discern because all debate and controversy
surrounding it may be resolved and discourse ending or over. 100 However, achieving
internalization does not necessarily mean the norm is internalized 100% in every state
and the degree to which it is internalized can vary across states and regions. Also,
internalization does not necessarily mean the norm is fully codified in binding and near
universal international agreements or treaties, although that may occur. As with the
earlier stages, various internal and external factors contribute to a norm’s movement in
this stage. For example, Andrew Moravcsik looks at the adoption and emergence of
norms relative to human rights and again identifies domestic political concerns as the
catalyst for deeply internalizing norms regarding human rights.101 Specifically, norms
regarding human rights were adopted by nascent democracies out of concerns that non-
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democratic forces may later gain power and that they want to “lock-in” norms in order to
constrain these potential future domestic actors. However, generally speaking domestic
factors play a lesser role at this stage than they do in the earlier stages.102 External factors
can include the norm’s role in shaping identities. For example, the nuclear norm—while
still not necessarily fully internalized—has become associated with the idea of what
constitutes a “civilized nation.”103
Other identified factors that can contribute to successful norm internalization are
incorporation into professions and iterated behavior and habit.104 Finnemore and Sikkink
identify professions as a powerful tool for socializing individuals to various norms and
once a norm is built into the professional training its internalization is greatly facilitated.
105

Additionally, frequently repeated behaviors in governmental bureaucracies and

relevant professions (connected in some way to the norm) leading to habits help further
institutionalize the norm over time. This phenomenon is referred to as institutional
isomorphism in sociology’s “new intuitionalism” literature, indicating that institutions
begin to mimic each other over time and with routines and repetition (deepening the
norm’s institutionalization).106 Again, as with the previous stages, the intrinsic
characteristics of the norm are also factors that can help explain why or why not a norm
spreads and is internalized. Norms that are both clear and specific (vs. ambiguous and
102
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complex) or make universal clams rather than localized ones are generally more likely to
have a deep and lasting transnational impact.107 For example, the late nineteenth and
twentieth century efforts to develop norms for acceptable behavior of airpower were
stymied due to the complexity of the prospective norms and associated competing
interests and viewpoints. This complexity was grounded in the fact that precision
targeting was not yet possible and civilian aircraft could be easily converted to military
purposes and thus the proposed norms against possessing such weapons were not
practically effective. 108 109 While the Hague Peace Conference of 1899 resulted in a five
year prohibition on aerial bombing, that was as far as this norm advanced at this time due
to intrinsic characteristics associated with the norm.110 Soon after World War II broke out
any lingering sense of a norm restricting strategic bombing deteriorated rapidly.111
Additionally, certain norms have a particular coherence (as in the earlier stages) with the
overall environment that facilitates their internalization. For example, some argue that the
norm against chemical weapons is so well internalized because it is grounded in
longstanding and near-universal primitive human experience with poisonous snakes and
associated ancient mysticism.112 This is reflective of the same ideas popularized by
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anthropologist Mary Douglass’ work examining the concepts of pollution and taboo and
their normative effects on culture.113
Now that general norm evolution theory has been introduced, the hypotheses it
offers regarding the actors, actor motives, and important mechanisms and factors
supporting norm emergence and growth during the internalization stage of the norm lifecycle are summarized below.

Table 4: Hypotheses for Norm Internalization114

Actors

Actor Motives

Important
Mechanisms
and Factors

Norm Emergence
Norm emergence is
more likely to occur
when key actors are
involved, specifically:
 Norm entrepreneurs
with organizational
platforms
 Norm leaders
(states)
Norm emergence is
more likely to occur if
more actors are
involved.
States and key actors are
likely to support and
participate in norm
emergence when
motivated by various
factors, specifically:
 Altruism
 Empathy
 Ideational
commitment
Norm emergence is
more likely to occur
when important
mechanisms and factors
are involved,

Norm Cascade
A norm cascade is more
likely to occur when key
actors are involved,
specifically:
 States
 International
organizations
 Transnational networks
A norm cascade is more
likely to occur if more actors
are involved.

Norm Internalization
Norm internalization is more
likely to occur when key
actors are involved,
specifically:
 Law and lawyers
 Professions
 Bureaucracy
Norm internalization is more
likely to occur if more actors
are involved.

States and key actors are
likely to support and
participate in a norm
cascade when motivated by
various factors, specifically:
 Legitimacy
 Reputation
 Esteem

States and key actors are
likely to support and
participate in a norm cascade
when motivated by various
factors, specifically:
 Conformity
 Domestic turmoil

A norm cascade is more
likely to occur when
important mechanisms and
factors are involved,
specifically:

Norm internalization is more
likely to occur when
important mechanisms and
factors are involved,
specifically:
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specifically:
Actor Mechanisms
 Persuasion-framing, memes,
shame
Environmental Factors
 Domestic political
concerns
 States seeking
international
legitimation
 State distribution of
power, prevailing
levels of
technology,
availability of
natural and human
resources, etc. favor
the norm
 Large scale turnover
of decision makers
 Recognized failure
of norms from a
previous “norm
generation”
 Emergence of a new
issue area where
prevailing norms
not well established
Norm Factors
 Prominence
 Coherence-connections to key
ideas, adjacency,
and grafting

Actor Mechanisms
 Persuasion – diplomacy
 Institutionalization
 Socialization
 Demonstration
Environmental Factors
 Optimal timing
Norm Factors
 Clear and specific
 Universal claims
 Coherence

Actor Mechanisms
 Habit
 Institutionalization
Environmental Factors
 Existence of professional
networks
Norm Factors
 Clear and specific
 Universal claims
 Coherence

While norm evolution theory is useful for predicting and explaining the
development and evolution of international norms, it was in large part developed using
case studies unrelated to warfare, such as social issues involving women’s rights,
protecting the environment, or encouraging free trade.115 As such, it is not specifically
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developed nor tailored for norms for weapons and warfare, particularly those involving
emerging-technology. Additionally, as a result of the broad and discursive approach used
to develop norm evolution theory, it consists of an expansive list of hypotheses (see the
table above) and with such a broad list of variables it is not sufficiently discriminating or
targeted so as to best facilitate predictions of norm evolution for emerging-technology
weapons, such as those for cyber weapons. Norm evolution theory’s expansive list of
hypotheses and variables puts it in danger of tautology. Jeffrey Legro points out some of
these deficiencies as well as the norm literature’s general focus on showing that norms
“matter” to the detriment of developing more detailed and specific theories.116 In light of
these weaknesses, while norm evolution theory will be applied to the selected case
studies in the following three chapters in order to generally validate the broad theory, it
will also be refined and tailored to make it more useful for emerging-technology
weapons.
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CHAPTER THREE: NORM EVOLUTION FOR CHEMICAL AND
BIOLOGICAL WEAPONS

“We have established… international norms that say when you use these kinds of
weapons, you have the potential of killing massive numbers of people in the most
inhumane way possible, and the proliferation risks are so significant that we don’t want
that genie out of the bottle…”
--President Barack H. Obama
Introduction
As discussed in chapter one, biological and chemical weapons (BW and CW,
respectively—collectively referred to as CBW) and cyber are forms of non-conventional
weapons that share many of the same special characteristics and have significant
international security implications. Further, in the first half of the twentieth century,
CBW could be considered emerging-technology weapons, as cyber weapons are today.
Accordingly, examining norm evolution for CBW is a valuable case study to help extend
norm evolution theory and develop expectations for how norms for cyber warfare will
develop. This chapter examines the norm life-cycle for CBW weapons and the various
hypotheses from norm evolution theory—introduced in chapter two. The section then
concludes with a summary of observations and some conclusions relative to norm
evolution theory for emerging-technology weapons.
CBW, along with nuclear weapons which will be examined in chapter five, are
often categorized as WMD. As mentioned above, CBW comes in two main “flavors” –
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BW and CW. Biological weapons are pathogenic microorganisms, such as bacteria and
viruses, or toxic substances of biological origin used to kill, sicken, or disorient an
enemy.117 Chemical weapons are toxic chemicals also used to kill, sicken, or disorient an
enemy.118 Both types of weapons require a delivery system, such as a bomb, crop duster,
or even living vectors (i.e. mosquitoes, birds, bats) in order to achieve their effects.
Initially, based on limited knowledge and understanding of biology and microorganisms,
these two weapon types were combined together as “poisons” without categorical
distinction. For example the 1925 Geneva Protocol dealing with BW and CW referred to
them collectively as “asphyxiating, poisonous or other gases, and of all analogous liquids,
materials or devices and bacteriological methods of warfare.”119 Successful development
of norms against the possession and use of CBW have helped constrain their proliferation
and use and today they are near-universally considered “repugnant to the conscience of
mankind” (as stated in the 1972 BWC, which now has 155 state parties).120 In the modern
era a significant number of major and widespread attacks involving BW and CW have
not occurred. Major CW attacks only occurred during World War I, the regional war
between Egypt and Yemen in the 1960s, the Iran-Iraq war and lingering conflict in Iraq in
the 1980s and in 2013 in the Syrian civil war (although these latter two incidents elicited
117
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a strong international response).121 The only confirmed battlefield use of BW against
humans was by Imperial Japan against China in the 1930s and 1940s.122 Additionally, the
BWC and CWC ultimately banned this entire class of CBW weapons, with the CWC
including strong verification measures. So how did this CBW norm emerge, reach a norm
cascade, and ultimately achieve internalization and near-universal adherence? Overall,
the hypotheses of norm evolution theory are consistent with the experience of the
constraining CBW norm’s emergence, cascade, and internalization. In general, two
categories of regulative norms arose: first those regarding the use of BW and CW and
secondly regarding development, possession, and proliferation of these weapons. Among
the factors norm evolution theory identifies as important, the CBW norm’s coherence
with the longstanding poison taboo, the support of powerful and self-interested actors,
optimal timing, and the involvement of key professions played critical roles.
Additionally, the CBW norm experience offers some additional insights to compliment
the general hypothesis of norm evolution theory—including the impediments and
challenges secrecy and multi-use technology offer to norm evolution and the fact that
norms regarding use, especially first use, may be easier to internalize than those
regarding development, proliferation, and disarmament. Below, I test norm evolution
theory hypotheses against the historical record for norm development for CBW,
specifically regarding the actors, actor motives, and important mechanisms and factors
supporting norm emergence and growth during each stage of the norm life-cycle.
121
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Biological and Chemical Weapon Norm Emergence
Norm emergence is the stage where a new norm initially comes into existence,
often tenuously. Norm evolution theory identifies several specific conditions that make
norm emergence more likely. Specifically, the number and type of actors involved,
important mechanisms these actors can employ to promote the norm (persuasion and
framing, etc.), and various environmental and norm factors that can further support norm
emergence (distribution of power, prevailing levels of technology, norm coherence, etc.).
The emergence of constraining norms for chemical and biological weapons was
consistent with these various hypotheses from norm evolution theory, with coherence
with the longstanding and prominent poison taboo playing a pivitol role. This helped the
modern CBW norm rapidly emerge and spread and quickly generated the involvement of
key actors and norm entrepreneurs.

Coherence and Grafting of Initial CBW Norms with the Longstanding Poison Taboo
Norm emergence for CBW has deep historical roots; there is extensive human
history of taboo associated with poisons, which lays a contextual foundation for thinking
about chemical and biological weapons.123 Accordingly, unlike some norms, the norm
emergence stage for CBW is not quite a linear progression, due in part to an innate,
perhaps biological, internalization of the foundational norm upon which the CBW norm
was based. Coherence and grafting are important mechanisms and factors identified by
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norm evolution theory. Consistent with this theory, the modern CBW norm developed
largely as a result of its coherence with and grafting onto these historic and poison
taboos. More than anything else, the coherence of modern CBW norms with this long
standing and prominent poison norm accounts for the new norm’s successful emergence.
The CBW norm may have a basis in biological evolution and natural selection—
as is believed to exist for other behaviors such as cannibalism and incest. An aversion to
poisonous and toxic substances may have a genetic basis, as indicated by research in the
field of sociobiology.124 This idea appears logical as a natural aversion to harmful
substances would improve the human species chances of survival and reproduction and
scientists speculate that some phobias (evoked by rats, spiders, snakes, etc.) are rooted in
this basis.125 However some scholars, such as Richard Price, disagree with this notion and
instead find the basis of the norm rooted in a conscious decision of those in power to
exclude "an indefensible weapon from the contestation of power."126 Price goes on to
dismiss the genetic foundation argument as “so strained and implausible as to not merit
serious consideration.”127 While Price has a valid point that the genetic argument is only
a theory at this point and more research is needed, historical evidence from human
civilizations across the globe indicate that most considered poisons—explicitly or
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implicitly—inappropriate weapons of war.128 This is not due to a lack of familiarity with
the concept of poisons as weapons. Human history offers plenty of examples of people
firing poisoned arrows or, more rarely, catapulting plague infected cadavers at an
enemy.129 For example, during the 1346 Siege of Caffa (a port city on the Crimean
peninsula in the Black Sea) the attacking Tartars experienced an outbreak of plague and
then hurled the infected bodies of their fallen soldiers over the walls of the city. The
residents of Caffa, fleeing to Italy, carried the plague with them thus furthered the second
major epidemic of Black Death in Europe.130 However, whether technically BW or CW
and regardless of the delivery system, poison weapons were near universally considered
“insidious, subtle, and sneaky.”131 Hindu commentaries from as far back as 600 B.C.
express this disdain for those who employ poison weapons and the Hindu Laws of Manu
expressly prohibit the use of weapons that are “concealed, barbed, or smeared with
poison or whose points blaze with fire” from battle. Further, both the Greeks and Romans
were equally scornful of poison weapons and in 82 B.C. the Roman ruler Sulla
promulgated the Lex Cornelia which provided particularly severe penalties for those who
used poison weapons. Conversely, poison weapons were frequently used for hunting
animals so the lack of use was not due to a lack of capability. In addition to potential
biological origins, Leonard Cole attributes this ancient norm against poisons to the
mystery associated with medicine (which can enhance life) and poison (which can end it),
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as well as snakes.132 Fear of snakes is common not only in humans but also many other
primates. The earliest human writings associate snakes—with the poisonous venom they
bear—as a symbol of evil. For example, the Book of Genesis uses a snake as the very
personification of evil in the Garden of Eden.133 Ultimately, no matter the source—
biology, culture, or both, the aversion and related constraining norm against poison has
proven to be near universal and provided the foundation for norm entrepreneurs to graft
coherent CBW norms.
As a result of humanity’s long-running taboos against the use of poison, obtaining
a norm foothold did not require the same level of energetic norm entrepreneurs,
organizational platforms, or norm leaders as the earliest form of the norm was already
engrained in most human societies. This also meant that actor motives such as altruism
and empathy and mechanisms such as persuasion and framing were also less relevant
during the norm emergence stage. The key factor for norm emergence was the
overwhelming prominence of the poison taboo—and this norm factor of prominence and
coherence with the human condition (regardless of whether it was culturally or
biologically driven) provided all that was needed for the CBW norm to take root. The real
story begins with the norm cascade and norm internalization stages of the norm life cycle
for CBW.

Biological and Chemical Weapon Norm Cascade
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A norm cascade occurs when a norm’s international adoption significantly
accelerates and states adopt the norm in response to international pressure regardless of
the presence of a domestic coalition advocating for the norm. Norm evolution theory
identifies several specific conditions increase the likelihood of achieving a norm cascade.
Specifically, the number and type of actors involved (including international
organizations and transnational networks), important mechanisms these actors can
employ to promote the norm (institutionalization, socialization, etc.), and various
environmental and norm factors that can further support norm emergence (optimal
timing, clear and specific norms that make universal claims, etc.). Given the CBW
norm’s coherence with and success in grafting onto the widespread poison norm, actors
(often powerful and self-motivated) were able to quickly use institutionalization and
socialization across various transnational networks to spread the norm. In addition to
coherence with the historic poison taboo, the norm’s early success was due to its
coherence with the humanitarian notion of noncombatant immunity. However, this
foundation proved inadequate in World War I and the norm backslid as its humanitarian
underpinnings collapsed. Following the war, institutionalization and socialization
(sometimes unintentional) resumed and legitimacy, reputation, and esteem motivations
helped it hold during World War II.

Powerful and Self-Interested Actors further Institutionalization and Socialization via
Transnational Networks
In the late 1800s, the deeply rooted CBW norm began to reach a tipping point and
a norm cascade began to occur. In the case of the CBW norm, it was not so much that its
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international adoption accelerated (as it was largely diffused throughout human societies)
but it clarified and began to deepen in advance of internalization. By the late nineteenth
century, the stigma associated with poison weapons had been discussed in legal and
governmental avenues in Europe for a few hundred years, with an absolute prohibition
being first discussed between the fifteenth and eighteenth centuries.134 During this time
Hugo Grotius published The Law of War and Peace, in which he said that the poison
norm
“arose from a consideration of the common advantage, in order that the dangers of
war, which had begun to be frequent, might not be too widely extended. And it is
easy to believe that this agreement originated with kings, whose lives are better
defended by arms than those of other men, but are less safe from poison, unless
they are protected by some respect for law and by fear of disgrace.”135
Grotius identifies the self-interested leaders (who would not be immune from the effects
of CBW) as a major factor in reaching the norm cascade. This is not a traditional actor
motive identified by norm evolution theory (such as legitimacy, reputation, and esteem),
but it was an important one early in the norm cascade. However, the motives identified
by norm evolution theory became more relevant later in the norm cascade and during the
norm internalization stage.

Optimal Timing, Diplomacy, and Coherence with the Humanitarian Notion of
Noncombatant Immunity Facilitated Institutionalization and Strengthened Selective
Legitimacy Motives
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Later into the modern era, the CBW norm reached the apex of its norm cascade
due to a variety of factors—many identified by norm evolution theory. Norm evolution
theory indicates that a norm cascade is more likely to occur when transnational networks
and early international organizations exist, persuasive diplomacy is used to promote the
norm, coherence with existing norms and ideas is achieved, and legitimacy incentives
motivate more actors to support the norm, as will be examined below. All of these
variables played a role in the CBW norm achieving a cascade. First, the 1874 Brussels
Declaration banned use of poisons in war.136 This declaration was developed by delegates
from 15 key European states at the request of Czar Alexander II of Russia.137 However,
once the declaration was drafted it was not adopted as some nations were unwilling to
accept it as legally binding. The significance of the Brussels Declaration’s prohibition on
poison warfare was that it served as the basis for the much more important Hague
conferences. The First Hague Conference (1899) and the Second Hague Conference
(1907) were the first efforts culminating in multilateral treaties for the conduct of war.138
Norm evolution theory identifies “optimal timing” as an environmental factor supporting
a norm cascade , and these legal developments and the beginning of an essentially
continuous effort to discuss and codify norms for war represent optimal timing for the
CBW norm. The First Hague Conference banned the use of “asphyxiating” shells (i.e.
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modern CBW), although no such weapons had yet been invented. 139 The restrictions in
the Hague Declaration were only intended to apply to “civilized” states and thus
motivated states seeking this status to more deeply embrace this long-standing but now
codified CBW norm due to the motivation to seek legitimacy, reputation, and esteem—
consistent with norm evolution theory. This distinction also explains why CW use against
Ethiopia by Italy in 1935-1936 was technically justified as it was not a conflict between
“civilized” nations in the eyes of Europe.140
Interestingly, Richard Price analyzed the proceedings of the Hague Conference of
1899 and found that the basis of the norm—the aversion to poisons—was not the
successful argument by norm entrepreneurs and leaders in support of the prohibition on
asphyxiating shells.141 The linkage to poison was not a compelling justification of the
need to codify the prohibition as those weapons were already prohibited by custom, as
discussed above. Rather, it was the idea of this new, yet to be invented, super poison
weapon—modern CW—which could be used “against towns for the destruction of vast
numbers of noncombatants, including women and children" which was compelling.142 It
was the idea that CW was a particularly devastating weapon that would affect helpless
civilians that led to the success of the norm at the Hague Convention. Notably
industrialized CW capable of achieving these feared effects did not yet exist and it may
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be that the formal institutionalization of the CBW norm before modern chemical weapons
were invented was the single greatest aspect leading to its successful internalization later
on. The CBW prohibition in the Hague Declaration of 1899 was particularly important
for the norm as it provided the foundation for Geneva Protocol of 1925. The Second
Hague Conference of 1907 did little to advance or undermine the progress from 1899 and
the third Hague Conference was cancelled due to World War I.

Foundation Based on Coherence with Humanitarian Norms Weakened the CBW Norm
During World War I
While coherence with existing prominent norms is identified by norm evolution
theory as a factor leading to successful norm emergence and cascade, it is not without
some risk as evidenced by the complete collapse of the CBW norm during World War I.
During the war, the CW prohibition in the Hague Declaration broke down on April 22,
1915 in Ypres, Belgium when German forces used over 150 tons of wind-blown lethal
chlorine gas against two French colonial divisions.143 The Germans justified the use as no
less inhumane or cruel than trench warfare killing done with bullets and howitzers.144
This contestation of the “humanitarian” core of the norm would again come up in the
debates over the Geneva Protocol following the war and the German argument was an
attempt to use persuasion to actively undermine the norm and avoid the negative stigma
associated with use. However, while the CBW norm was violated, some constraints
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remained—demonstrating that a norm cascade had been reached despite the major
setback of CW use. For example, throughout the war the British, French, Americans, and
Germans were all averse to use gas against civilians.145 In addition to the CBW norm,
some argue that this was due to a lack of adequate delivery systems to reach civilians.
Both factors may have played a role; however this development was noteworthy as
similar aversions to attacking cities and civilians using airpower eroded during the war
(as will be examined in the next chapter). In part, Price argues that this was in response to
the Hague Declaration’s prohibition and not because CW were perceived as more cruel or
inhumane.146 Further evidence of the limits of the breach of the norm in World War I is
the fact that the British restrained their use of CW and only used it in response to German
employment (i.e. no first use).147 However all sides eventually escalated in their
retaliatory use. In some respects the norm actually strengthened through deeper
socialization and demonstration as some limits remained and the use of CW against
military forces during the war provided many (including future leaders, such as Adolf
Hitler) with direct and personal exposure to the horror of CW—perhaps validating the
innate stigma associated with poisons.

Post-War Institutionalization and Socialization (Sometimes Unintentional) Helped
Achieve a Norm Cascade

145

Cole, Leonard. “The Poison Weapons Taboo: Biology, Culture, and Policy,” Politics and the Life
Sciences, 17:2 (September 1998): 120.
146
Price, Richard. “A Genealogy of the Chemical Weapons Taboo,” International Organization, 49:1
(Winter, 1995): 90.
147
Ibid. 91.

56

Following the war, the CBW norm—despite its prior failure to constrain states—
was further embraced. This affirms norm evolution theory’s hypotheses that a norm
cascade is more likely to occur when institutionalization (through repeated codification)
and socialization occur. This socialization and institutionalization sometimes occurred
inadvertently as a result of actors and networks pursing motives contrary to the norm,
such as commercial interests or power politics. The next major step in the development of
the CBW norm and its cascade was the Washington Naval Conference of 1921-1922.
This conference was called by U.S. President Warren Harding and attended by nine
nations—the United States, Japan, China, France, Britain, Italy, Belgium, Netherlands,
and Portugal.148 During the conference U.S. Secretary of State Charles Evans Hughes
succeeded in obtaining a prohibition on CW first use as Article V of the proposed
Washington Treaty.149 This was possible because, as would later be the case with the
Geneva Protocol, the participants saw this as simply reaffirming a previous restriction
from the Hague Declaration. Participants also saw it as largely unimportant as
preparations for using CW would continue (Article V only limited use, not development)
and the terrible experience in World War I left many thinking such restrictions were
meaningless anyway once conflict began. Hughes had been prepared to accept a weaker
prohibition than was initially proposed, but Article V was accepted as drafted.150 In
pushing for the total ban on first use, Hughes was acting as a strong norm leader and
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advocate and had bucked the conference’s subcommittee’s unanimous recommendation
that no special treatment be granted for CW beyond possibly prohibiting their use against
cities and other large noncombatant targets.151 The Washington Treaty did not go into
effect as the French failed to ratify it, however the CW prohibition in Article V went on
to serve as the basis for the Geneva Protocol of 1925 a few years later.152
In 1925 the Geneva Conference for the Supervision of the International Traffic in
Arms was held and again the United States led the effort to bring codification of the
CBW norm to the table. Working with the French, a prohibition on use of poison gases
was developed and Poland suggested explicitly adding bacteriological weapons as the
distinction between chemical and biological weapons was becoming better understood
and both fell under the overarching genre of poison weapons.153 Specifically, the final
protocol signed on June 17, 1925 said, in part, that [emphasis added]
Whereas the use in war of asphyxiating, poisonous or other gases, and of all
analogous liquids, materials or devices, has been justly condemned by the
general opinion of the civilized world; and
Whereas the prohibition of such use has been declared in Treaties to which the
majority of Powers of the world are Parties; and
To the end that this prohibition shall be universally accepted as a part of
International Law, binding alike the conscience and the practice of nations…
…That the High Contracting Parties, so far as they are not already Parties to
Treaties prohibiting such use, accept this prohibition, agree to extend this
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prohibition to the use of bacteriological methods of warfare and agree to be
bound as between themselves according to the terms of this declaration...154
Thus the Geneva Protocol again reasserted the norm-based prohibition on use of chemical
weapons and made explicit for the first time that this included biological
(“bacteriological”) weapons as well—although effective BW had yet to be developed.
The protocol was ratified by many, including all the major powers with the exception of
Japan and the United States—however in ratifying the protocol some nations declared it
would no longer be binding if their adversaries violated the protocol. Ironically, the U.S.
Senate did not ratify the Geneva Protocol despite being the major proponent and norm
leader advocating for the prohibition in Geneva as well as in the earlier Washington
Treaty. The Senate Foreign Relations Committee recommended ratification in 1926—
however U.S. General Amos Fries, chief of the U.S. Army Chemical Warfare Service,
led an effort to lobby against its ratification by the full Senate.155 He led a coalition of
veterans’ groups, chemical manufacturers, and the American Chemical Society and was
successful in preventing any U.S. Senate vote on the protocol.156 However, while the
United States did not formally ratify the treaty, by 1927 it had dismantled its poison gas
arsenal and would eventually become a party to the protocol many years later (1975).157
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While Fries’ coalition of interest delayed the United States’ ratification of the
Geneva Protocol, these same networks were also unwittingly responsible for helping the
CBW norm achieve its norm cascade and eventual internalization. In the interwar period
(around the debates over the Washington Treaty and the Geneva Protocol), commercial
networks and organizations—such as the American Chemical Society that collaborated
with Fries—were acting as unwitting norm advocates. The U.S. and British chemical
industry lobbied hard to obtain chemical tariffs and investments in military chemical
warfare organizations and in doing so they made “totally irresponsible… exaggerations
of new weapons developments.” 158 These claims regarding the potential effects of CW
went largely unchallenged (and were even supported and echoed by opponents of CW,
such as Secretary Hughes), which created an unrealistic and disproportionate fear of CW
relative to their actual capabilities. Obviously these lobbying efforts backfired on industry
and helped establish a foundation for a constraining CBW norm which was further
institutionalized in the Washington Treaty and Geneva Protocol.

Legitimacy, Reputation, and Esteem Motivations Helped Norm Hold During World War
II
The conclusion of the CBW norm cascade stage ended with a bang: World War
II. Prior to the war many assumed the norm would at least partially break down as it did
during World War I. However, it held firm and CBW were not used on the battlefield
between the major powers. Norm evolution theory identifies actor motives of legitimacy,
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reputation, and esteem as factors that will drive a norm cascade and general adherence,
and this experience in World War II is consistent with this hypotheses. For example,
while the United States had not ratified the Geneva Protocol, it expressed the general
sentiment of the conflict when on June 8, 1942 he said that “use of [CW] has been
outlawed by the general opinion of civilized mankind. This country has not used them,
and I hope that we never will be compelled to use them. I state categorically that we shall
under no circumstances resort to the use of such weapons unless they are first used by our
enemies.”159 During the total war of World War II many restraints and prohibitions on
conflict were violated (see chapter four for a discussion of the breakdown of the norm for
strategic bombing) however the constraining norm on CBW did not erode insofar as the
major powers did not use CBW against each other. Japan did use CBW in its war in
Manchuria, much as Italy did against Ethiopia in the interwar period.160 Part of this was
certainly due to a fear of retaliation in kind, but it was also largely due to the abhorrence
of CBW created by the norm and the related public pressure and influence of
institutionalization through the Geneva Protocol.161 As mentioned earlier, this study does
not seek to measure the relative impact of these multiple factors, only to examine how the
norm developed. Additionally, due to the constraining norm, most of the combatants
were not fully prepared for CBW—demonstrating how the norm can combine with other
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factors in a mutually reinforcing way to achieve nonuse.162 Perhaps the greatest test of the
norm during the war was the Allied invasion at Normandy on D-Day. The German forces
had a six-month supply of CW, including 500,000 gas bombs and spray tanks for the
Luftwaffe. 163 Both sides believed CW use during the invasion could have been decisive
as it would have significantly harmed the invading forces and possibly led to the
invasion’s outright failure. 164 However, even in this scenario the Germans refrained from
first use of CW and in addition to the aerial CW identified above they possessed chemical
weapons that could have been delivered via artillery without air supremacy. A similarly
desperate scenario contemplated but fortunately never realized was British use of CW in
the event that the invasion went the other direction across the English Channel in 1940
and the German’s invaded Great Britain. Even in approaching this notional scenario
during planning the CBW norm seemed to hold and British planners dismissed this
option as CW use would have raised the question of "whether it really mattered which
side won."165 Another demonstration of the deepening of the norm and achievement of a
norm cascade is the fact that the U.S. also refrained from using CW against entrenched
Japanese in the latter stages of the war, despite the fact that they had little reason to fear
retaliation in kind (although perhaps another factor was a fear of retribution against
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prisoners of war).166 The experience of World War II, in contrast to World War I when
the norm only partially constrained the various parties, fully demonstrated that a norm
cascade had been achieved and a tipping point reached. Other variables such as
deterrence based on the threat of in-kind retaliation may have also played a role, but the
constraining norm was also a factor.

Biological and Chemical Weapon Norm Internalization
The third and final stage in the norm life-cycle (which may never be reached) is
norm internalization. This phase is the effort to codify the norm and achieve universal or
near universal adherence.167 At this stage, the norm is so deeply and broadly internalized
that it achieves “taken-for-granted” status. Norm evolution theory outlines some
conditions and factors that make norm internalization more likely. Specifically, the
involvement of key legal professions and bureaucracy that institutionalize the norm
through legal constructs as well as the existence of professional networks that can
socialize individuals to the norm. Norm internalization was reached following the success
of the CBW norm during World War II and during the subsequent efforts to build on the
Geneva Protocol and develop more robust international agreements and regimes limiting
CBW. While the exact point when the norm moved beyond the norm cascade stage into
the internalization stage is unclear, these developments in the postwar era clearly
represent an effort to deeply codify the norm and achieve universal or near universal
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adherence.168 The norm’s continued coherence with the deeply rooted poison taboo,
perhaps enhanced by regular exposure to harmful chemicals, domestic turmoil, and
international arms control bureaucracies helped support internalization of the CBW norm.
However, general secrecy regarding CBW programs and the multi-use nature of the
related technology created some challenges and coupled with the lack of support from
key professions for the BW aspect of the norm impeded deeper internalization. The
support of key CW-related professions helps explain why the CW aspect of the norm
achieved deeper internalization, consistent with the hypothesis of norm evolution theory.

Continued Coherence with Deeply Rooted Poison Taboo and More Regular Exposure to
Harmful Chemicals Supported Internalization
One explanation for the increasing relative strength and internalization of the
CBW norm in the latter half of the twentieth century is regular personal exposure to
harmful chemicals coupled with the previously discussed coherence with the deeply
rooted poison taboo. These coherence and “demonstration” factors are ones identified by
norm evolution theory as important to achieving a norm cascade. While most people will
remain blissfully unaware of the effects of chemical or biological weapons, let alone be
exposed to them, people are regularly confronted with harmful chemicals and substances,
be it pesticides, pollution, cleaning solvents, etc. Direct experience with or second hand
stories of harmful accidents can help bolster the basic aversion to poison and CBW and
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thus indirectly strengthen the constraining norm.169 This deepening of the norm after its
success in World War II led to efforts to internalize and codify not only its constraints on
use (i.e. no first-use, attacks on innocent combatants, etc.) but to move deeper in
constraining development and proliferation of these weapons and ultimately seeking total
disarmament. This is similar to the path followed by the nuclear norm during this same
time period. This is only an indirect explanation that perhaps helped create more fruitful
soil for internalization but it took other factors, to be discussed below, to really achieve
internalization.

Domestic Turmoil Helped Motivate Deeper Internalization
Norm evolution theory identifies domestic turmoil as a key motivating factor that
make states and key actors more likely to support and participate in norm internalization.
The CBW norm’s experience is consistent with this hypothesis. For example, the first
major step in this new direction of internalizing the CBW norm was specific to BW. In
1969, the United States renounced biological weapons, destroyed its stockpile of
biological weapons, and terminated its 27-year-old offensive BW program. The United
States took this bold step due to a variety of factors—all influenced by the CBW norm.
The realist calculus on the part of the U.S. that it was highly vulnerable to BW attacks
and that BW would be widely accessible to smaller, weaker states certainly played a
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role.170 However, as with earlier developments with CW, this cost-benefit calculus was
influenced by the norm in the sense that the norm had prevented BW from playing a
major role in past conflicts and military planning in general (although limits in
technology and their delayed and unpredictable effects also played a role).171 The U.S.
decided to forgo these weapons and further delegitimize them in the hopes of dissuading
other states from developing them. Additional actor motives were consistent with norm
evolution theory, which hypothesizes that actors or more likely to support norm
internalization when motivated by various factors, including conformity and domestic
turmoil. In addition to the nonproliferation and realist factors identified above, domestic
turmoil in the United States over the role of the military and the conflict in Vietnam may
have helped motivate President Nixon to disavow BW.172 Harvard University biologist
Matthew Meselson was a lead norm entrepreneur in this effort and started advocating
against CBW and thus indirectly for the constraining norm in the Johnson administration
and then with the Nixon administration.173 Nixon’s renunciation was truly historic as it
was the first time in history that a major power unilaterally abandoned and entire weapon
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category.174 In addition to disavowing BW, the United States also declared a no first use
policy for lethal chemicals.

Lack of Support from Key Professions Impeded Deeper Internalization of Norm for
Biological Weapons
Following the United States’ unilateral disarmament, the BWC, the first treaty to
outlaw an entire class of weapons, was negotiated and opened for signature in 1972. The
BWC declared the use of BW to be “repugnant to the conscience of mankind” and built
on the Geneva Protocol which prohibited only the use of BW by also prohibiting the
development, production, and stockpiling of these weapons by any of the now 155 States
Parties.175 Norm evolution theory identifies the participation and support of key
professions as important to norm internalization. The internalization of the BW aspect of
the CBW norm lacked this support and, as predicted, internalization suffered accordingly.
For example, while hailed as the first multilateral treaty to ban an entire category of
weapons, the short 15 article BWC includes no verification mechanism and entered into
force in 1975.176 While the lack of a verification mechanism was due in part to the lack of
interest and incentive in U.S. negotiators in demanding such a mechanism as the United
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States had recently unilaterally renounced its own BW program.177 Further, when the
BWC adopted in the early 1970s, there was a view that there were no reliable technical
means to verify that nations were not researching, developing, or stockpiling biological
weapons.178 However, perhaps most importantly, the wide range of actors and professions
associated with the industrial sectors impacted by a potential BWC verification regime
made their concerns known. This includes the biotechnology industry, pharmaceutical
industry, dairy industry, brewing industry, and industrial baking industry. These many
industries use technologies and materials to develop and manufacture legitimate products
such as medical therapeutics that could potentially be diverted to make biological
weapons with minimal modifications.179 Although the treaty lacked verification
measures, the primary purpose of the BWC was to delegitimize BW and stigmatize them
by reinforcing the norm against not only their use (as was done with the Geneva Protocol
almost 50 years prior) but also their development and possession.

Secrecy and Multi-Use Nature of Related Technologies Impede Norm Internalization
Norm evolution theory does not directly address the issue of secrecy or multi-use
technologies, but they have clearly played a role in these challenges with deeper
internalization of the CBW norm. As the BWC significantly expanded the CBW norm’s
internalization into development, proliferation, and disarmament, it dealt with some new
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challenges—some associated with the verification challenge mentioned above—that did
not face the more basic institutionalization of the usage norm. The BWC (and the CWC,
which will be discussed later in this chapter) is a “general purpose criterion” treaty. This
means that it exempts peaceful activities that could be associated with biological or
chemical weapons unless such activities are intended for hostile purposes.180 Essentially,
it is the purpose for which the biological components were intended that determines if
activities involving the substances would be prohibited under the treaty. This “purposebased” approach is necessary due to the multi-use nature of both chemical and biological
activities. Without it, any such treaty would dramatically limit the peaceful application of
related technology and would be totally unfeasible. Moving beyond the often-used “dualuse” term applied to WMD technology that also has a peaceful application, Gregory
Koblentz proposes the term “multi-use,” which more appropriately describes the dilemma
whereby chemical or biological technologies have a multitude of peaceful applications in
addition to their weaponization potential.181 For example, botulinum toxin is one of the
most lethal substances on the planet and can be a very potent BW agent, however it is
also used in extremely diluted form to treat muscle spasms or combat wrinkles through
cosmetic Botox treatments. For BW, there is the added complication that defensive
efforts intended to protect against BW involve activities very similar to an offensive
program.182 For example, in order to defend against biological agents, effective medical
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countermeasures such as vaccines are developed and the pathogenic agent often must also
often be produced or utilized. Therefore, the BWC sought to codify the CBW norm while
allowing these legitimate activities as long as they are of a peaceful or defensive nature.
Norm evolution theory indicates that internalization is more likely to occur when key
factors, such as professions and bureaucracies are involved. Clearly the lack of
enthusiastic involvement of key biological industries limited the norms internalization in
regards to institutionalizing a verification mechanism.
The failure of this full internalization of the BW norm aspect related to BW
development, proliferation, and disarmament was not without consequences. Even after
the Soviet Union signed the BWC and publicly disavowed BW, they were secretly
ramping up their BW program. The lack of such a BWC verification mechanism became
a widely acknowledge deficiency following the 1979 anthrax event at Sverdlovsk (now
Yekaterinburg) in the then Soviet Union when the U.S. and other members to the
convention lacked a clear mechanism to challenge widely suspected Soviet violations of
the BWC specifically and the CBW norm generally.183 The Soviet program ultimately
became the largest biological weapons program in history and the Soviet Union managed
to keep this violation of the BWC secret for decades.184 However, in spite of this obvious
failure of norms and international agreements to fully constrain some BW programs, the
norm continued to prevent use during the conflicts that did occur and likely constrained
proliferation and development by forcing it to occur in the shadows.
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Arms Control Bureaucracies Continues to Promote Norm Internalization, However the
Lack of Key Professions Continues to Impede Progress
In part due to the failure of the BWC and the CBW norm it institutionalizes to
prevent the illicit Soviet BW program, norm leaders and the arms control bureaucracy
have continued efforts to negotiate a legally binding verification mechanism for the
treaty. Norm evolution theory identifies these international bureaucracies, law, and
lawyers as key actors which make norm internalization more likely—and this is what has
occurred with the CBW norm. Since the third BWC Review Conference (REVCON) in
1991, BWC member states have formally pursued a mandatory verification protocol. At
this REVCON, the member states tasked a group of experts to explore these verification
measures, which ultimately culminated in a report to a special meeting of States Parties in
1994. Following this report, member states established another group, known as the Ad
Hoc Group, to build on the work of the group of experts and develop a viable compliance
protocol to be considered at the 2001 REVCON.185 Over a six year period the Ad Hoc
Group met to address the issue of a verification mechanism for the BWC. Very quickly a
divide became apparent. Western and developed states were interested in negotiating a
verification protocol to address the threat of biological weapons while other states
associated with the Non-Aligned Movement were, in the views of some, focused on a
verification protocol that would allow or facilitate the transfer of advanced biological
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technology from developed states to developing ones.186 Ultimately, the Ad Hoc Group’s
chairman, Tibor Tóth, attempted to put forward a compromise draft verification protocol
in March 2001 to address some of these disagreements.187 In July, only a few months
after it was originally proposed, the United States rejected the chairman’s proposed
compromise verification protocol because it concluded that the verification regime would
have given other nations too much visibility into sensitive biodefense efforts as well as
exposed the chemical industry’s important proprietary biological information, all while
weakening export regimes that are helpful in achieving real nonproliferation goals.188
Once the U.S. came out against the BWC verification protocol, the effort quickly
unraveled and has since been unable to move forward. These more recent experiences
with internalization again affirm norm evolution theory’s hypothesis that norm
internalization is more likely to occur if international bureaucracies, law, and lawyers
(working with and as diplomats to increasingly legalize warfare) as key actors are
involved and supporting the norm. In addition, non-normative factors such as the lack of
opposition by great powers, also helped contribute to its success. Further, the lack of the
industry and bureaucratic support from the United States and some other western
countries continued to block deeper internalization through a BWC verification
mechanism.
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Support from Key Professions Led to More Progress on Internalization of Norm for
Chemical Weapons
While the legal codification of the development, proliferation, and disarmament
aspects of the constraining CBW norm first occurred for BW, it did eventually occur for
CW as well. The CWC, which entered into force in 1997, was negotiated over 20 years
and similarly prohibits the development, production, stockpiling, and use of an entire
category of weapons (in this case, CW). However, unlike the BWC it includes a
verification mechanism to ensure compliance with the treaty’s obligations—in part due to
the critical involvement of the chemical industry (a key profession as identified by norm
evolution theory).189 The CWC verifies this peaceful intent of chemical facilities as well
as mandated chemical weapon disarmament efforts through the Organization for the
Prohibition of Chemical Weapons (OPCW) and its Technical Secretariat.190 The OPCW
requires States Parties to file annual declarations and specially trained OPCW inspectors
conduct a variety of verification inspections.191 As of early 2014, the OPCW had
conducted 2,599 inspections at roughly 1,940 military and industrial sites in 80
nations.192 Further, as of October 2013 there were 190 States Parties, with only four states
that had not signed nor acceded to the convention.193 This new bureaucracy, created by
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the CWC, significantly enhances the internalization of the CBW norm as it creates the
actor mechanism of habit and creates deepens its roots in a broad professional network.
Norm evolution theory indicates that both of these are key elements in norm
internalization.
As a contrast with the BWC, the stronger internalization of the CW component of
the CBW norm was due to the successful support of key professions. It is worth
examining how this occurred in order to garner lessons for future cultivation of key
professions for norm evolution and internalization. The chemical industry was first
invited to the CWC negotiating table by Ambassador Adrian Fisher of the U.S. Arms
Control and Disarmament Agency in December of 1978 when he requested a meeting
with industry representatives to obtain their input and assistance.194 From this point
forward the chemical industry (principally represented by the Chemical Manufacturers
Association—known at the time as the CMA and now known as the American Chemistry
Council—became increasingly involved in the U.S. efforts to negotiate the CWC. Will
Carpenter (who was a CMA participant in the process) and Michael Moodie identify two
main reasons why the chemical industry responded favorably to this invitation to become
involved in the CWC effort. First, the industry had learned that in general key issues
associated with government efforts such as the CWC needed to be identified extremely
early in the process before they get too much attention from the public, media, and
government in order for industry to be able to shape the outcome and play a positive role.
Second, industry determined that it needed to help government develop its objectives and
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strategies as the less informed government was the more likely its efforts would be
deficient (and would conflict with industry objectives and strategies).195 Furthermore,
Carpenter and Moodie identify some factors that led the chemical industry to conclude
that the CWC was inevitably going to be a significant issue moving forward and
consequently, for the two reasons above, they should become involved. According to
them, the CWC was unavoidably going to become an issue for industry because industry
was already heavily regulated so it was likely regulations would be included in the
convention. Second, momentum for WMD arms control agreements was building. Third,
verification was likely to be included in the CWC since the lack of verification in the
BWC was widely acknowledged as a problem and any new treaty would be designed to
avoid this problem.196 The establishment of a dialogue between the industry and
government following their first interaction regarding the CWC in 1978 ultimately
convinced the CMA that it had an opportunity to successfully and proactively engage on
the issue.
Industry involvement helped broadly give negotiators the additional technical
information they needed regarding the costs and benefits (for governments and industry)
of various declarations and inspection requirements—giving negotiators additional
confidence and insight that helped lead to negotiating the CWC. It is possible and
perhaps likely the convention would not have been agreed to had such technical
confidence been lacking. Further, without such extensive industry involvement the
chemical industry may have likewise lacked confidence in the outcome and actively
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opposed CWC adoption (as it did the Geneva Protocol decades prior, delaying its
ratification), further jeopardizing the CWC’s adoption by the negotiating governments.
The chemical industry, perhaps due to its active role in developing the convention,
embraced its implementation. On the tenth anniversary of the CWC’s entry into force, the
International Council of Chemical Associations reflected this broad industry support of
the CWC when it issued a statement saying that the CWC
“…has been a model of a vigorous regulatory system that ensures sensitive
chemicals are not diverted to illegal uses, without an adverse impact on legitimate
commercial activities. It was the first multilateral disarmament treaty that
considered the essential chemical industry, and we recognize the decade of
progress that the treaty has yielded.”197
The chemical industry has remained involved in efforts to fine tune the CWC at the three
REVCONs held since its enactment as well as at other OPCW-sponsored meetings.198

Conformity Motive Helped Maintain Internalization and Limit Backsliding When the
Norm Was Violated
Norm evolution theory identifies the conformity as a major motive driving norm
internalization. For the CBW norm, conformity played a major role in keeping furthering
the norm’s internalization even when violated as it forced violators to attempt to hide
their violations of the norm and led to public and widespread condemnation when
violations were recognized. While the CWC was being negotiated and not long after the
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BWC went into force, the second greatest example (eclipsed by only World War I) of the
failure of the CBW norm to successfully constrain an actor occurred: The Iran-Iraq war
(also known as the First Persian Gulf War). This conflict raged from September 1980—
when Iraq invaded Iran following a series of border disputes—and did not end until
August 1988 with a ceasefire under the auspices of United Nations (UN) Security
Council Resolution 598.199 During the war, as Iran began to make progress against Iraq
and repelled their invasion, Iraq resorted to CWs. The CIA estimated that Iran suffered
over 50,000 casualties from these CW attacks, not including collateral civilian
casualties.200 This attack was condemned by the UN Security Council in a March 21,
1986, declaration stating that “members are profoundly concerned by the unanimous
conclusion of the specialists that chemical weapons on many occasions have been used
by Iraqi forces against Iranian troops, and the members of the Council strongly condemn
this continued use of chemical weapons in clear violation of the Geneva Protocol of
1925, which prohibits the use in war of chemical weapons.”201 The United States was the
only vote against the statement due to its support for the Iraqi regime and its ongoing
poor relationship with Iran. In this case, while United States continued to press for
conformity with the norm, its role as a norm leader was secondary to its interest in
ensuring Iraq did not lose the conflict. This is perhaps a good illustration of the multiple
variables that influence state behavior and how at times material interest can trump the
influence of norms. However, U.S. officials did indicate that they would not have
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tolerated the use of CW on anything other than military objectives—similar to how the
most basic aspect of the CBW norm, prohibiting use on civilian targets, was sustained
during World War I.202 Further evidence that CW use was not a total collapse of the
CBW norm and that the motive of conformity was a potent force in keeping the norm
alive was the fact that Iraq did not acknowledge using the weapons until the end of the
war, and even then claimed that they supported the CW prohibitions but had to use them
in order to defend their homeland.203 After the war ended, President Reagan addressed
the UN General Assembly in September 1988 and called for a conference to review the
“rapid deterioration of respect for international norms against chemical weapon use.”204
The conference was held in Paris the following year and it resulted in a declaration that
participating nations “solemnly affirm their commitments not to use chemical weapons
and condemn such use" and also recognized the importance of the Geneva Protocol of
1925 as its prohibitions and called on nations that had not yet acceded to the protocol to
do so.205 These actions bolstered the international pressure to conform to the norm,
despite the recent violations.
Despite this evidence that the CBW norm was still present, although not effective
in fully constraining Iraq, the use of CW coupled with no tangible consequences for Iraq
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fueled some broader backsliding of the norm internalization. Following Iraq’s use of CW
and the lack of international consequences “more countries than ever began to develop
[CW].”206 This negative development demonstrates that even when norm internalization
occurs, various factors can permit a norm to backslide. A norm is not strengthened when
it is violated without serious consequences as it makes the norm appear weak. However,
in the 1990s and early 2000s, the international community seemed to learn from the
negative consequences of their weak response to Iraqi CW use and were more firm when
addressing potential violations of the CBW norm. The norm was fully sustained during
the Persian Gulf War in 1991 and Saddam Hussein did not use CW. The CIA attributes
this non-use to the fact that the United States and other coalition members repeatedly
made stern warnings that dire consequences would result if the norm was violated and
CW were used, illustrating that sometimes material incentives are used to bolster
adherence to a non-material norm.207 Senior Bush administration official agreed that the
decision not to employ these weapons seems to have been based on the understanding
that initiating chemical warfare would cross a "red line beyond which all previous bets
are off.”208 Clear and specific consequences were again linked to the norm—additional
factors norm evolution theory indicates are important. Following this conflict, the
international community continued to insist on consequences for failure to comply with
the norm. For example, in April 1998 when UN inspectors determined that Iraq still had
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not issued the required "full, final, and complete disclosure" about its illicit CBW
programs, the UN continued to demand full compliance before lifting crippling sanctions.
This insistence was part of President Clinton’s view that “failure to obtain full
accountability from Iraq would signal to others that they can develop biological and
chemical weapons with impunity. The consequence would likely be a twenty-first century
rife with these weapons.”209
Following the September 11, 2001 terrorist attacks the global resolve to address
CBW threats (characterized as WMD, along with nuclear threats) was only
strengthened—leading to the controversial decision to invade Iraq in 2003. Regardless of
the negative consequences of that decision and subsequent post-conflict occupation, the
decision to use material force and invade only furthered the internalization of the CBW
norm and conformity motives by demonstrating the resolve of key actors to address
potential deviation from the norm. However, this may have had counterproductive effects
by incentivizing states such as Iran and North Korea to accelerate rather than decelerate
their WMD programs so as to obtain the weapons and thus deter a norm-motivated
attack. However the invasion of Iraq did have a positive effect in helping lead to
Moammar Gaddafi in 2003 renouncing Libya’s WMD programs and welcome
international inspectors.210 In 2013, the world was again faced with another violation of
the norm as it did in the 1980s, this time in the context of Syria’s ongoing civil war.211
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Ultimately, UN weapons inspectors confirmed that the binary nerve agent sarin was used
in an attack in a suburb of Damascus on the morning of August 21, 2013.212 However,
unlike during the 1980s the international community reacted more strongly with the
United States indicating that this CW attack crossed a “red line” and moving towards
serious consequences, potentially including a military strike.213 While there was
disagreement over a military versus diplomatic response, the outcry was unanimous.
Ultimately this robust response, a sharp contrast to the international response to Iraq’s
CW use against Iran, led to Syria acceding to the CWC and OPCW inspectors beginning
to dismantle Syria’s illicit CW program, although the regime has been accused of
dragging its feet in early 2014.214 These developments indicate that the backsliding in
norm internalization that occurred in the 1980s was temporary and that internalization of
the CBW norm continues. Full internalization (i.e. taken for granted status and near
universal or universal compliance and codification) has not yet occurred, but such a state
may never occur for a norm.

Conclusions
While the relative impact of the CBW norm varied and certainly other variables
influenced state behavior, its emergence, cascade, and internalization of constraining
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norms for chemical and biological weapons was consistent with many of the various
hypotheses from norm evolution theory—introduced in chapter two. For modern CBW
norms, their emergence was extremely rapid as they arose from a perhaps biologicallyrooted taboo against the use of poison weapons. As a result, norm entrepreneurs and
organizational platforms (sometimes self-motivated) were readily available to support
norm emergence and exploit the optimal timing of increased international organizations
and legalization of war using important mechanisms and factors such as framing,
prominence, and coherence helped the modern CBW norm emerge from this more
primitive basis in the late 1800s. Further, the opportunistic inclusion of the total ban on
poison weapons in the 1899 Hague Declaration—before such weapons even existed—
proved important in the eventual internalization of the norm, although it would collapse
during World War I and have to re-emerge. This preemptive prohibition was unique in
that a new technology of warfare was anticipated as a “preemptive proscription” put in
place, giving the norm more universal force once the weapons did exist.215 Thus the
CBW norm was established internationally and then diffused.216 The Hague Declaration
created a distinct category of weapons—gas shells—which granted a special
“unconventional” status to CBW, although coherence with humanitarian norms regarding
noncombatant immunity were perhaps more important in its initial spread. However,
during World War I this weaker humanitarian argument came under direct assault as the
Germans explicitly argued that CW was “no less humane than the guns and howitzers,
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which made life in the trenches such a “terrible hell.” 217 Similar arguments against the
idea that banning CBW was somehow more humane were made in the U.S. Senate and
led to the delay in ratification of the Geneva Protocol of 1925.218 However, constraining
CBW norms did not rely solely on this humanitarian argument and could fall back on its
“unconventional” characterization and special status and linkage to the poison taboo. This
helps explain why CBW was not used in many regional wars where the adversary
possessed no ability to respond-in-kind, such as the Spanish civil war, the Korean War,
the French war in Algeria and Indochina, the Vietnam War, and (allegedly) the Soviet
war in Afghanistan.219
From 1899 with the Hague Declaration to World War II, the norm experienced a
some significant setbacks but it ultimately achieved a norm cascade (in part due to
contingency and chance with interacting with other variables) and deeper internalization
beyond simply constraints on CW and BW use began. While the institutionalized CBW
norm may have developed, at least in part, to complement the interests of the major
powers at the beginning of the twentieth century and between the United States and
Soviets during the Cold War--- as the memories of those interests fade the norm remained
and deepened as an independent force.220 As internalization continued in the areas of
development, proliferation, and disarmament, the primordial foundation associated with
poisons was evident as a special sense of repugnance and abhorrence was reserved for
BW and CW that were not mentioned in any other arms control agreements or treaties—
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only the Geneva Protocol of 1925, BWC, and CWC included such language. 221 The
association of CW and BW with poison has been important in sustaining and
institutionalizing the constraining CBW norm in the face of some setbacks.222
Additionally, key political leaders played a critical role in cultivating the moral revulsion
underlying the norm at just the right moments. For example, at the conference developing
the Washington Treaty, British delegate Balfour forcefully and decisively argued that
“agreement on the prohibition against CW was desirable in order to do something to
bring home to the consciences of mankind that poison gas was not a form of warfare
which civilized nations could tolerate.” 223 As another example, Nixon led the effort to
negotiate the BWC by unilaterally abandoning the United States’ offensive BW program.
Moving into the second decade of the twenty-first century, the norm is increasingly
(although not fully, case in point Syria in 2013) internalized and remains a potent force of
restraint in international politics and war. Table 5 below summarizes which hypotheses
from norm evolution theory were present in the history of the evolution of norms for
CBW. As discussed above, some variables were more relevant than others for CBW
norms and the more prevalent ones are indicated by “XX” rather than a single “X” in
Table 5.
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Table 5: Hypotheses of Norm Evolution Theory Applied to CBW

Norm Evolution Theory Hypotheses

Chemical and
Biological Weapons

Norm Emergence
Significant presence of norm entrepreneurs/norm leaders with
organizational platforms
Key actors motivated altruism, empathy, and ideational commitment
Actors employ persuasion, framing, memes, shame
Domestic political concerns
States seeking international legitimation
State distribution of power, prevailing levels of technology, availability of
natural and human resources, etc. favor the norm
Large scale turnover of decision makers

X
X
X
X
X
X

Recognized failure of norms from a previous “norm generation”
Emergence of a new issue area where prevailing norms not well established
Norm prominence
X
Norm coherence-- connections to key ideas, adjacency, and grafting
XX
Norm Cascade
Key actors are involved, specifically: states, international organizations,
X
and transnational networks
Key actors motivated by legitimacy, reputation, esteem
XX
Actors employ persuasion and diplomacy
X
Actors employ institutionalization
XX
Actors employ socialization
XX
Actors employ demonstration
X
Optimal timing
XX
Norm clear and specific
X
Norm makes universal claims
X*
Norm coherence
XX
Norm Internalization
Key actors are involved, specifically: law and lawyers, professions, and
XX
bureaucracy
Actors motivated by conformity or domestic turmoil
XX
Actors employ habit and institutionalization
XX
Existence of professional networks
XX
Norm clear and specific
X
Norm makes universal claims
X
Norm coherence
XX
* Universal claims may still be selective in the sense that they only apply to “civilized” nations.

While overall the hypotheses of norm evolution theory are consistent with the experience
of the constraining CBW norm’s emergence, cascade, and internalization, the CBW norm
experience offers some additional insights to compliment the general hypothesis of norm
evolution theory. The impediment and challenge that multi-use technology offered to
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norm evolution may be applicable to other emerging weapons that share this trait.
Additionally, the experience highlights the unintentional role certain actors, such as key
professions and bureaucratic advocates of the particular weapon, can play in impacting
the emerging norm’s growth. Additionally, that the internalization of aspects of a norm
governing usage occurs more rapidly and is easier to achieve than aspects governing
development, proliferation, and disarmament. These lessons provide a foundation for the
development of a refined norm evolution theory for emerging-technology weapons in
chapter six, which will then be used to offer predictions on the evolution of norms for
emerging-technology cyber weapons in chapter seven.
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CHAPTER FOUR: NORM EVOLUTION FOR STRATEGIC BOMBING

“I will not wage war against women and children! I have instructed my air force to limit
their attacks to military objectives. However, if the enemy should conclude from this that
he might get away with waging war in a different manner he will receive an answer that
he'll be knocked out of his wits!”
--Adolph Hitler
Introduction
As with cyber weapons today, with the advent of aircraft (initially balloons and
airships, followed by airplanes) and the ability of these platforms to drop munitions from
the air during conflict, states had to grapple with a brand new technology and approach to
warfare. One method of using this new airpower technology became known as strategic
bombing, which is the employment of airpower—often as part of a total war—against
non-military targets (civilians and economic infrastructure) in order to destroy a nation’s
warfighting capacity or break enemy morale. For this reason it is also known as “terror
bombing” or “morale bombing.”224 As mentioned in chapter one and similar to the
chemical and biological weapons examined in the previous chapter, strategic bombing
shares some special characteristics with cyber warfare. For example, strategic bombing
made civilian populations highly vulnerable, was difficult defend against, and used
technology which also had peaceful applications (air travel and transport)—all of which
can also be said about cyber warfare today. Accordingly, examining norm evolution for
224
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strategic bombing is another valuable case study to help extend norm evolution theory
and develop expectations for how norms for cyber warfare will develop. This chapter
examines the norm life-cycle for strategic bombing and the various hypotheses from
norm evolution theory with three main sections corresponding with each stage in the
norm life-cycle (emergence, cascade, and internalization). For the strategic bombing
norm, the bulk of its evolution falls into the emergence stage, as it emerged in the late
nineteenth century only to collapse and have to re-emerge again out of the ashes of World
War II. In each section the various hypotheses from norm evolution theory—introduced
in chapter two—are evaluated and expanded. The section then concludes with a summary
of observations and some conclusions relative to norm evolution theory for emergingtechnology weapon based on the strategic bombing experience. Overall, the hypotheses
of norm evolution theory are consistent with the experience of the constraining strategic
bombing norm’s emergence, cascade, and internalization.
Airpower and strategic bombing was totally novel and had never before been seen
in warfare. However, the idea of the bombing from the air preceded the capability and
began the process of norm emergence. Lee Kennett, in his history of strategic bombing,
identifies the fact that “the bomber was an idea long before it was a reality” as a major
discrepancy in airpower’s history.225 Hot air balloons originated in China in the third
century, with General Zhuge Liang using balloons called “Kongming lanterns” to signal
to his forces and scare enemies.226 In the western world, the first hot air balloon flight
225
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occurred near Paris in November 1783 and by 1794 they began to be incorporated into
armed forces with the French revolutionary government creating a corps of balloonists
(known as aerostiers).227 The aerostiers were focused on observation and reconnaissance
and not delivery of ordinance, but it wasn’t long before arming them was considered.
Prussian lieutenant J.C.G. Hayne soon published a book on “military aeronautics” that
theorized that balloons could be made to carry cannons or drop “grenades and other
harmful things.”228 Schemes to use balloons to drop explosives were proposed or pursued
by the Russians against Napoleon’s invading forces in 1812, in 1846-48 during the
Mexican War, and against Venice during the Austrian Hapsburgs revolt.229 From the
earliest days, aerial bombing was viewed not only as a tool for achieving kinetic
destruction but also one that could achieve “psychological shock and social destruction…
[that] would impair both the enemy’s capacity and will to fight.”230 However, beyond use
as elevated observation posts the actual military utility of airships was very limited
during this early time and it was capable of achieving neither the physical or
psychological impact envisioned. This led some to be rather skeptical about the future
military utility of airpower. For example, as late as 1908 U.S. astronomer William H.
Pickering stated that “another popular fallacy is to suppose that flying machines could be
used to drop dynamite on an enemy in a time of war.”231 Some also saw aircraft in an
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entirely different light; eventually leading to the end of international conflict not due to
its horrific military potential but because, in the words of Victor Hugo in 1862, it would
bring about a “peaceful revolution” by achieving the universal abolition of borders.232
Over the past century these preliminary notions of airpower and strategic bombing were
put to the test with horrifying results. A constraining norm for strategic bombing—based
on norms associated with noncombatant immunity—began to emerge even before
heavier-than-air aircraft had been invented. However this norm would falter and then
ultimately collapse during World War II. Yet in the postwar era the constraining strategic
bombing norm re-emerged to achieve a norm cascade and ultimately become internalized
by much of the international community. How did this happen? Overall, the hypotheses
of norm evolution theory are consistent with the experience of the constraining strategic
bombing norm’s emergence, cascade, and internalization. Unlike the norms for chemical
and biological weapons examined in the previous chapter, regulative norms for strategic
bombing arose largely regarding use and not for the development, possession, and
proliferation of bombers. Norm evolution theory successfully predicts many of the factors
that were important in this process, including coherence and grafting onto norms for
noncombatant immunity; the distribution of power and technology; altruism, empathy,
shame, and conformity motives; a growth of organizational platforms and an international
bureaucracies; the recognized failure of norms; and optimal timing. Additionally, the
strategic bombing norm experience offers some additional insights to compliment the
general hypothesis of norm evolution theory—including the risks of inadvertent
232
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violations due to new issue areas/technology weakening a norm and the ability of realtime compliance visibility through the global media to facilitate internalization. Below, I
test norm evolution theory hypotheses against the historical record for norm development
for strategic bombing, specifically regarding the actors, actor motives, and important
mechanisms and factors supporting norm emergence and growth during each stage of the
norm life-cycle.

Strategic Bombing Norm Emergence
As discussed previously, norm emergence is the stage where a new norm initially
comes into existence, often tenuously. Norm evolution theory highlights several specific
conditions that make norm emergence more likely. Specifically, the number and type of
actors involved, important mechanisms these actors can employ to promote the norm
(persuasion and framing, etc.), and various environmental and norm factors that can
further support norm emergence (distribution of power, prevailing levels of technology,
norm coherence, etc.). The emergence of constraining norms for strategic bombing was
consistent with these various hypotheses from norm evolution theory, with coherence
with the notion of noncombatant immunity playing a key role in the norm’s initial
emergence. The strategic bombing norm emerged quickly, even before the technical
capacity to conduct strategic bombing existed, with early norm entrepreneurs motivated
by self-interest as much as empathy and altruism. However, factors such as the lack of
clarity regarding the application of the norm, speculation that strategic bombing would
shorten war and was therefore more humanitarian, and the generally unproven nature of
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the technology led to miscalculation and its faltering during World War I and its total
collapse during World War II. These and other factors will be examined in more detail in
this section.

Coherence and Grafting of Strategic Bombing Norms with Noncombatant Immunity
Norms and Increasing Involvement of Norm Entrepreneurs and Leaders
Coherence and grafting are important mechanisms and factors identified by norm
evolution theory. Consistent with this theory, the strategic bombing norm initially
developed largely as a result of its coherence with and grafting onto existing norms.
While aircraft were a totally new invention, norms regarding their possession and use did
not emerge out of the ether. They were the product of the existing norms constraining
armed conflict—particularly the norm of noncombatant immunity. This linkage would be
problematic later on, as will be examined in this chapter, yet it effectively served as the
preliminary catalyst for the strategic bombing norm.233 This concept traces its roots back
to the feudal era and the Middle Ages, with theologian Thomas Aquinas articulating the
concept that war requires a “complete prohibition on killing the innocent.”234 In the
modern era the idea of noncombatant immunity was codified in the Lieber Code (named
after its author, Francis Lieber and formally called the Instructions for the Government of
Armies of the United States in the Field, General Order No. 100) which provided
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comprehensive regulations for the conduct of land warfare.235 Towards the end of the
century this concept provided the lens for strategic bombing would come to be viewed.
As discussed in chapter three, as the nineteenth century came to a close Russia
proposed an international conference on disarmament and wartime conduct that became
known as the Hague Conference of 1899. In addition to dealing with chemical weapons
(as previously discussed), this meeting also dealt with airpower.236 Russia was the
strategic bombing norm leader at this conference, motivated in part by the recent failure
of its program to develop a dirigible airship while the French and Germans were
succeeding.237 Britain opposed the proposed prohibition as they saw balloons as a
potential tool to offset their Army’s numerical disadvantage when compared to France
and Germany.238 The Americans were the ones who brokered the compromise between
the British and Russian position, with U.S. delegate William Crozier suggesting a fiveyear term for the constraints on aerial bombing. The U.S. support for this term was also
based on the fact that while technology at the time made such bombing ineffective and
indiscriminate; and that it might actually become more effective and help end wars
sooner (an idea to be discussed more below). Ultimately, the conference declaration
placed a “five-year moratorium on the launching of projectiles and/or explosives from the
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air.” 239 The five-year limit on the prohibition ultimately made it much less meaningful.240
Another aspect of the conference dealt largely with conduct for war on land but reached
agreement on issues relevant to airpower. Specifically, Article 25 of the conference
declaration which stated that “the attack or bombardment of towns, villages, habitations,
or buildings which are not defended is prohibited” and Article 26 and 27 which required
an attacking force to warn authorities before a bombardment begins and avoid striking
non-military targets.241 These latter elements were not explicitly linked to aerial
bombardment but that was not necessary as any aerial bombing was prohibited by the
five-year moratorium. Unfortunately, the declaration from the conference did not define
what the term defended meant—which would lead to a great deal of confusion and
misunderstanding later, particularly after the Second Hague Conference. Further,
According to airpower historian Tami Davis Biddle, the environment at the conference
was cautious and delegates did not want to give an advantage to their adversaries, so they
did not extensively and publicly offer their various interpretations of the term.242 A
German delegate, Colonel Gross von Schwarzhoff, did state that the norm expressed in
Article 25 does not prohibit the destruction of any buildings whatsoever, and no other
participants objected to this interpretation.243
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Self Interest Motive and Distribution of Power and Technology Key for Early Norm
Entrepreneurs and Leaders, Continued Coherence and Grafting with Noncombatant
Immunity Norms
In addition to coherence and grafting, norm evolution theory identifies the state
distribution of power and technology as key environmental factors that can facilitate
norm emergence. These factors were at play with the early emergence of the strategic
bombing norm as states, often motivated by self interest, grappled with the norm in
various international venues. The second Hague Conference, held in 1907, again
addressed the issue of strategic bombing, among other things. In the intervening time
between 1899 and 1907 a great deal had happened. Lighter-than-air craft had moved
passed more basic balloons to zeppelins. Zepplins, invented by German Count Ferdinand
von Zeppelin were rigid airships equipped with a light-alloy skeleton that allowed it to be
much larger than a regular hot air balloon.244 Of course, this dramatic increase in size
over hot-air balloons meant that there was more capability to haul payload, potentially
including explosives and bombs. Further, in late 1903 the Wright brothers had conducted
the first powered and sustained heavier-than-air human flight. While initially appearing
less capable for bombing purposes, airplanes added a whole other dimension to the
prospect of strategic bombing. In this context, the delegates at the Hague Conference in
1907 brought up the renewal of the prohibition on aerial bombing (which had expired
three years prior). The position taken by the delegates was largely dictated by their own
interests based on their nation’s relative air strength.245 For example, the states with
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robust and growing aerial programs (Germany, Italy, and France) opposed continuing the
clear prohibition on aerial bombing. The Italians in particular did not feel threatened by
aerial bombardment as the dirigibles of the day were unable to fly over the Alps or the
Dolomites and could be easily intercepted if coming over sea.246 Britain, lacking a
significant air force and fearing a threat to its naval superiority, supported renewing the
clear codification of the emerging norm against strategic bombing.247 Austria-Hungary,
Greece, Portugal, China, and Turkey all joined the British in supporting the norm.248 This
divergence of interests among prospective norm entrepreneurs, coupled with the fact that
the previous codification of the constraining strategic bombing norm had already expired
and thus the status quo was no codified norm, resulted in little progress for the norm. The
clear prohibition on aerial bombing was not renewed. Airpower historian Lee Kennett
would refer to this decision not to fully prohibit strategic bombing while the technology
was still embryonic as virtually ensuring that the practice would spread and intensify. 249
The Land Warfare Convention from the first Hague Conference was amended
(specifically article 25) to make it clearly inclusive of aerial bombing. It was amended to
read “the attack or bombardment, by whatever means, of towns, villages, dwellings or
buildings which are undefended is prohibited” [emphasis added]. 250 However, the term
“undefended” was still not defined. This term is further evidence that the emerging
246
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strategic bombing norm arose and evolved from existing norms constraining armed
conflict, particularly the norm of noncombatant immunity. From the Middle Ages, this
concept of undefended towns (occupied by noncombatants) was intended to prohibit an
attack on places that could be occupied without military force.251 An undefended town
was understood as a town “open” to occupation by not being fortified and lacking an
active military presence.252 However, this distinction was much murkier in an age of
increasing industrialization and military mobilization and defenses and fortifications
around cities less relevant to modern warfare. Legal scholar Percy Boardwell offered a
leading interpretation of the prohibition on bombardment of undefended towns after the
conclusion of the second Hague Conference when he said that “only where there are no
fortifications, no troops, and no open resistance by the population, does this article
apply.”253 Percy’s interpretation was not universal, as evidenced by British debates on
whether placing antiaircraft guns would make London a defended city.254
Another outcome of the Hague Conference of 1907 relevant to the strategic
bombing norm was its declaration on naval bombardment during war—referred to as the
Naval Convention. Article 2 of the Naval Convention identified specific targets that were
to be considered legitimate military targets—such as “…depots of arms or war material,
workshops or plants which could be utilized for the needs of the hostile fleet or army…
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etc.”255 This helped clarify that industrial targets related to the war effort were legitimate
targets of bombardment. Additional elements of Article 2 also specified that commanders
were not responsible for “unavoidable damage which may be caused by a bombardment,”
essentially acknowledging that collateral damage is an unavoidable aspect of
bombardment.256 However, this additional information spawned some confusion about
the emerging norm as it appeared to sanction greater flexibility in bombardment for naval
forces compared to land forces.
Ultimately the emerging constraining norm for strategic bombing did not fare
well at the second Hague Conference and the relevant portions of the Land Warfare
Convention and Naval Convention were ambiguous at best and clearly permitted aerial
bombardment of certain cities and targets. This was a significant step backwards
compared to the total (albeit temporary) constraining norm codified at the first Hague
Conference and was the result of the allure of new technology and divergent state
interests. This is consistent with norm evolution theory, which indicates that the
environmental factor of state distribution of power and prevailing levels of technology (in
this case, national aerial military programs) play a major role in how rapidly a norm
emerges. In this case the balance of power and general distrust in legal prohibitions to
constrain adversaries made potential norm entrepreneurs and leaders less willing to
promote the new norm.
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Public Awareness along with Altruism and Empathy Motives Promote Norm Emergence
Norm evolution theory also indicates that often altruism and empathy (in this case
towards potential noncombatant victims of strategic bombing) are often motivating
factors for norm entrepreneurs and leaders—and that this can lead to a positive norm
environment by creating domestic political pressure for states to adopt the norm (as was
seen with the emerging nuclear norm). While public fascination with airpower existed at
this time, there had not yet been a real demonstration of airpower and it was quite
reasonable to believe it would never move beyond its current role as a signaling and
scouting resource oriented towards assisting the ground forces. The genre of science
fiction was coming of age, with authors like Jules Verne and H.G. Wells. The former
wrote a book in 1887 titled Robur the Conqueror, which also came to be known as The
Clipper of the Clouds and captivated the public imagination with the book’s story of a
giant electric heavier-than-air airship called the “Albatross.”257 Verne’s sequel, published
in 1904, was titled Master of the World and introduced another aircraft, named the
“Terror” that could travel at speeds of over 200 miles per hour for which there was no
defense.258 In 1907 H.G. Wells wrote The War in the Air, which depicted horrific aerial
bombing of cities that led to the total collapse of civilization. For example, here is an
excerpt of the book discussing the strategic bombing of New York City:
…She was the first of the great cities of the Scientific Age to suffer by the
enormous powers and grotesque limitations of aerial warfare. She was wrecked as
in the previous century endless barbaric cities had been bombarded, because she
was at once too strong to be occupied and too undisciplined and proud to
surrender in order to escape destruction. Given the circumstances, the thing had to
257
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be done. It was impossible for the Prince to desist, and own himself defeated, and
it was impossible to subdue the city except by largely destroying it. The
catastrophe was the logical outcome of the situation, created by the application of
science to warfare. It was unavoidable that great cities should be destroyed.”259
Later, in 1914, H.G. Wells published The World Set Free which predicted the
combination of two new types of warfare—aerial bombing and “atomic” weapons—used
in a catastrophic war.260 These works and others did foster a sense of “air mindedness”
and planted the seed for the idea that airpower could be decisive and pivotal (which
became problematic for the constraining strategic bombing norm later on).261 However,
this was still solidly the realm of fiction and while it informed the ongoing debates over
the strategic bombing norm, it was not a sufficient catalyst to motivate a great many norm
entrepreneurs and leaders or generate domestic political pressure for action. The only
widely-reported demonstration of airpower prior to World War I was the Italio-Turkish
War of 1911-1912, whereby an aerial bomb hit a Turkish hospital, probably
inadvertently. This elicited howls protests, such as Bertha von Suttner’s assertion that this
represented the “barbarization of the air.”262 This incident and the widespread fiction
depicting future strategic bombing attacks led to 200 prominent British citizens signing a
statement calling for the prohibition of aerial weapons, however unfortunately, the
second Hague Conference was the last major effort and opportunity to codify the
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emerging strategic bombing norm.263 The third Hague Conference was canceled when
World War I broke out.

Lack of Clarity and Inadvertent Violations Due to New Issue Area Weakened the
Strategic Bombing Norm During World War I
While norm entrepreneurs had achieved some progress in spreading the nascent
strategic bombing norm prior to World War I, once war began the lack of clarity (a factor
identified by norm evolution theory as important for norm development) and limits of the
technology that led to inadvertent violations weakened the norm’s constraining force.
World War I, begun in July 1914, was the first real test of the emerging strategic
bombing norm as it was the first major conflict that occurred following the advent of
tangible airpower capable of delivering some form of munitions from the air. Given the
limited number of norm entrepreneurs and leaders and confusion regarding aspects of the
norm (e.g. what constitutes a “defended” city or a legitimate military target); it is no
surprise that the norm was not effective in fully constraining aerial bombing during the
conflict. Initially, President Woodrow Wilson and Pope Benedict XV reach out to the
belligerents to encourage them to avoid the bombing of cities.264 This request by these
norm leaders was largely heeded and during the war, most use of airpower was oriented
towards battlefield support to ground forces—known as tactical airpower.265 For
example, in January 1915 the Kaiser only authorized attacks on costal facilities and
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military targets on the coast of Great Britain in order to comply with the codified
strategic bombing norm.266 However, strategic bombing of non-military targets did occur.
In June 1915 the Germans were the first to breach the emerging norm relatively early in
the way by conducting zeppelin attacks against London and the nearby coastal areas,
although these attacks achieved little effect.267 The Germans deliberately violated the
norm only as a response to inadvertent British attacks on German cities. The French and
others responded against industrial and military targets behind the lines of control. Given
the lack of precision possible and the frequent need to bomb at night, these aerial
bombing attacks regularly, albeit inadvertently, struck civilian targets, leading each side
to perceive the attacks of the other as indiscriminate (while their own were viewed as
legitimate).268 This misperception due to limited experience and understanding of the
technology helped undermine the emerging norm constraining strategic bombing. Norm
evolution theory indicates norms may emerge more rapidly for a new issue area or
technology as prevailing norms are not yet well established, however this experience also
shows how a new area may be rife with misperceptions that can hamper norm emergence.
In 1917 the Germans escalated their strategic bombing offensive and incorporated
a new weapon into their arsenal—the Gotha series bombers. The Gotha bomber aircraft
were massive twin-engine biplanes with a wingspan slightly shorter than a World War II
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B-29 and a capacity to carry up to 1,500 pounds of bombs.269 Air raids against London,
using the new Gotha bombers, were more effective and led to heightened public
outcry.270 This included the London Times publishing a “reprisal map” of German towns
within 150 miles of the front lines and public meetings where resolutions were passed
“amid great cheering” calling on the British government to retaliate against German
cities.271 In response to this domestic pressure, the British established the Royal Air Force
(RAF) and sanctioned reprisal strategic bombing attacks against the Germans. The RAF
essentially became a potent new norm entrepreneur—advocating for permissive rather
than constraining norms—for strategic bombing. British Major General Hugh Trenchard
became the head of the new RAF and while he was unable to achieve much success
against the Germans due to limited resources and technology he began to frame strategic
bombing in a way that would prove toxic to the constraining norm in the interwar years
before World War II. He emphasized the “moral effect” of strategic bombing and offered
the soon famous statistic that “the morale effect of bombing stands undoubtedly to the
material effect in a proportion of 20 to 1.”272 While the basis of the 20-to-1 statistic was
dubious and civilian morale particularly difficult to measure or quantify, the notion
stuck.273 Interestingly, near the end of the war—perhaps borne out of a material interest
to stop adversary strategic bombings—the German government expressed interest in a
mutual agreement with the Allies to cease strategic bombing and in October 1918
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attempted to move back to its 1914 policy of only bombing the battlefield.274 However,
the Allies did not revert to full adherence to the constraining norm—although on May
30th, 1918 they refrained from any bombing attacks so the Germans could hold celebrate
a religious holiday.275 While the emerging constraining norm on strategic bombing
prevented extensive deliberate aerial targeting of civilians and non-military targets, limits
in technology and military organizational interest also deserve credit for the strategic
bombing restraint. The true test of the norm was yet to come.

Unproven Technology and an Alternative Perspective of Humanitarian Effects Impeded
Norm Emergence During the Interwar Years
As has been discussed, norms never emerge in a vacuum and are always
competing with other norms to define acceptable behavior. While the strategic bombing
norm had achieved its early success due to coherence and grafting onto the norm of
noncombatant immunity, that would impede its progress during the interwar years. As
strategic bombing was an unproven technology, a competing and permissive norm
emerged based on the hypothesis (grounded in its coherence with the norm of
noncombatant immunity) that strategic bombing would end wars quickly or prevent them
altogether and thus it was more humanitarian. Case in point, H.G. Wells’ The World Set
Free in 1907 predicted that “with the flying machine war alters its character; it ceases to
be an affair of ‘fronts’ and becomes an affair of ‘areas;’ neither side, victor or loser,
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remains immune from the gravest injuries.”276 While the experience of World War I was
somewhat underwhelming in terms of airpower’s effectiveness, ideas such as Wells’
remained and grew during the interwar years. For example, despite the failure of the
Zeppelin attacks to cause much damage in Britain, the public memory focused on their
sense of vulnerability and defenseless impotence caused by the aerial attacks.277 The idea
that strategic bombing could prove decisive by effectively degrading enemy morale—
Trenchard’s 20-to-1 assertion—and capacity for fighting only grew. Although to be fair,
Trenchard did caveat his statements about airpower’s efficacy by saying that he did not
mean to “imply that the air by itself can finish the war” but nonetheless a belief in the
decisive role of strategic bombing continued to spread.278 In 1925 author Liddell Hart
wrote Paris, or the Future of War which was widely read and further instilled the public
with this notion of airpower’s effectiveness with scenes of “women, children, babies in
arms, spending night after night huddled in sodden fields” and his assertion that a
strategic bombing attack on half a dozen great cities would result in the evaporation of
the general will to fight.279 The morale argument in particular was compelling at the time
given unrest in working-class urban environments, such as the British general strike in
1926 and Paris riots in 1934.280 This perception of a fragile civilian target fed the
airpower advocates arguments that strategic bombing would quickly lead to major unrest
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and devastation. In addition to popular fiction like H.G. Wells’ books, military airpower
theorists proved to be some of the strongest advocates for an increased role for aircraft in
armed conflict. British author J. M Spaight was one of the first proponents of airpower,
arguing that “no amount of composure, no surplusage of bull-dog tenacity can save a
people raided copiously, scientifically, systematically.”281 Italian Brigadier General
Guilio Douhet’s book Command of the Air was published in 1921 and argued strongly
that airpower—through strategic bombing campaigns—would prove decisive and
devastating in future conflicts. In this sense, Douhet and other like-minded airpower
theorists were actively working to undermine the constraining norm against strategic
bombing. However, their arguments were actually connected to the established norm
upon which the strategic bombing norm was trying to graft—noncombatant immunity.
Douhet and others argued that due to the impact of strategic bombing on national morale
and its ability to bring the conflict to cities and civilians, it would actually make war
shorter and they would be resolved quickly with less overall noncombatant harm and
damage. To this point, he said “mercifully, the decision will be quick in this kind of war,
since the decisive blows will be directed at civilians, that element of the countries at war
least able to sustain them. These future wars may yet prove to be more humane than wars
in the past in spite of all, because they may in the long run shed less blood.”282 This was
not an entirely new idea—British Major J.D. Fullerton had argued as early as 1893 that
the presence of enemy airships over a capital city would end the conflict—but it took on

281

Kennett, Lee. A History of Strategic Bombing: From the First Hot-Air Balloons to Hiroshima and
Nagasaki (Charles Scribner’s Sons, 1982), 54.
282
Douhet, Guilio. The Command of the Air (Office of Air Force History, 1983), 61.

106

newfound interest and prominence.283 This increased prominence was in part due to the
fact that air forces were attempting to play up their potential role in future conflicts as
part of the organizational competition for scarce resources within military organizations.
Others theorists, such as Spaight and American Billy Mitchell echoed Douhet’s views
(although Spaight would later come to recant them and work to promote the constraining
strategic bombing norm).284 Mitchell in particular, advocating unsuccessfully for an
independent air force in the United States, made the claim—based on this theoretically
decisive role—that airpower and strategic bombing had revolutionized war and made
armies redundant.285
By the 1930s, technology began to show signs of promise towards achieving the
deadly capabilities underlying Douhet’s vision. Aircraft shifted from wooden biplanes
into metal monoplanes with increased distance and hauling capacity.286 These advances
as well as the limited experience with anti-aircraft capabilities led many to believe that
defense was not an effective strategy against modern strategic bombing and that bombers
would always reach their target.287 It is important to also note that the post-World War I
context also bolstered the “humanitarian” argument for strategic bombing advanced by
Douhet and others. Given the widespread use of chemical weapons, many assumed they
would be part of the deadly cocktail of bombs dropped on cities—leading to horrifying
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and devastating results. Coupled with the perceived fragile social structure in urban
society and the view that “the bomber will always get through,” it is understandable that
the idea of strategic bombing would actually shorten the war took hold.

Organizational Platforms Emerge and Spread During the Interwar Years
Following World War I, a variety of efforts were launched to utilize new
international organizations and events to codify various norms for warfare and
disarmament so as to prevent another great war. These served as organizational platforms
for norm entrepreneurs to support the strategic bombing norm. Norm evolution theory
identifies these platforms as a key element which makes successful norm emergence
more likely. The Washington Naval Conference of 1921-1922 was one such venue and,
as discussed in chapter two, was successful in reaching an agreement prohibiting first use
of chemical weapons.288 The delegates also entertained a proposal to codify the
constraining norm on strategic bombing by limiting the numbers or characteristics of
military aircraft. However, they ultimately gave up due to the fact that commercial
aircraft could not readily be limited or restricted and could easily be converted to military
purpose—a “dual-use” problem.289 Instead, delegates decided to hold a separate
conference dedicated to regulating airpower during war. This conference was held in
December 1922 in The Hague. The delegates grappled with appropriate targets for aerial
bombing and ultimately agreed to rules which reasserted the constraining strategic
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bombing norm and concept of noncombatant immunity.290 They clearly were concerned
with strategic bombing and stated, in reference to the aerial bombing conducted a few
years prior during World War I, that “the conscience of mankind revolts against this form
of making war outside the actual theatre of military operations, and the feeling is
universal that limitations ought to be imposed.”291 The key aspects of the proposed rules
were Articles 22 and 24 which stated that “Aerial bombardment for the purposes of
terrorizing the civilian population, of destroying or damaging private property not of a
military character, or of injuring non-combatants is prohibited” and “Aerial bombardment
is legitimate only when directed at a military objective, that is to say, an object of which
the destruction or injury would constitute a distinct military advantage to the
belligerent.”292 Unfortunately, due to uncertainty that still remained regarding aircraft
technology and the grand claims of airpower theorists, no nation adopted the proposed
rules.293 Even had they been adopted, they would not have clearly settled the matter due
to ambiguity in the term “military objective.” John Bassett Moore, a U.S. participant at
the Hague conference emphasized this point when he said that “the doctrine of the
‘military objective’… will be no adequate protection. Any belligerent who chooses will
be able to keep within the rules which embody that doctrine and yet use his air arms for a
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purpose quite distinct from the destruction of objects of military importance, namely, for
the creation of a moral, political, or psychological effect within the enemy country.”294

Multi-Use Nature of Related Technologies and State Self Interest and Mistrust Impeded
Norm Development, Despite Numerous Organizational Platforms
In addition to this effort to come up with an international agreement to constrain
strategic bombing by codifying the emerging norm, there were even more ambitious
proposals to completely remove airpower from national control. However, the multi-use
nature of bombing technology along with state self-interest and mistrust impeded norm
development despite these continued efforts and organizational platforms. In the 1920s,
the French government offered the Bourgeois Plan to establish a multinational peace
keeping force under the League of Nations.295 This would include a multinational air
force and the idea was supported by figures such as Spaight and Winston Churchill.296
This idea was similar to the President Eisenhower’s initial approach to nuclear weapons
as part of his Baruch Plan, discussed in chapter three. Ten years after the Hague
conference, this idea became intertwined with one more attempt was made to solidly and
codify the constraining norm for strategic bombing with the Geneva Disarmament
Conference of 1932. As previously discussed, airpower theorists and aircraft technology
had limited the emerging norm’s prominence and was contesting its spread. As was the
case with chemical weapons, these lobbying efforts for resources for air forces (either as
their own military service as was the case with Britain or as a component of another
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service as we as the case in the United States) had an unintended secondary effect of
stoking the public fear of strategic bombing. This growing fear and concern led to the
diplomatic talks in Geneva in 1932, where delegates again were trying to come up with a
way to constrain military air forces in the context of the “dual use’ threat posed by
commercial aircraft. This was perhaps the best chance for reaching a genuine
consensus.297 Early into the conference the French proposed the transfer of all military
aircraft to the League of Nations and a total prohibition on national airpower.298 While
the smaller nations supported the proposal the great powers did not support it. The
discussion then moved towards a general prohibition on strategic bombing akin to what
was temporarily adopted at The Hague in 1899. Perhaps foolishly, the British would only
agree to the prohibition if it allowed strategic bombing “for police purposes in certain
outlying areas,” namely its colonies.299 The British insistence on this as based on their
belief—fueled by individuals such as Tenchard—that strategic bombing was invaluable
in maintain peace in their colonies. However, these differences all became irrelevant in
October 1933 when the German delegation walked out of the conference and
simultaneously withdrew from the League of Nations, ending the best hope that further
disarmament efforts or wartime regulations would be enacted.300 This development was
less indicative of direct German opposition to the constraining norm on strategic bombing
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but rather was a general response against disarmament efforts as Hitler began to build up
the German war machine. Case in point, in 1935, just a few years later, Hitler expressed
an interest in a “prohibition on indiscriminate bombing of densely populated regions” and
in 1936 the German government unsuccessfully began planning for another conference to
revisit the issue.301 The British were extremely interested (and even contemplated
offering accession to German remilitarization of the Rhineland as an inducement) but
ultimately could not pursue the deal without French participation, which was lacking.302
Ultimately, while there remained a broad and general interest in negotiating some
constraints on strategic bombing, the mistrust and divergent perspectives of the major
powers prevented such an effort from ever succeeding. Similar to the period before the
Hague Conference of 1907, each nation’s air force was at a different state of readiness
and their focus on strategic bombing varied. The British feared it greatly as it made their
island nation suddenly vulnerable while the United States was less interested in major
constraints as, in the eyes of President Roosevelt, a bombing campaign with relatively
few casualties might be most palpable to American isolationists.303

Interwar Period Demonstration Increased Awareness and Fueled Altruism and Empathy
Motives, However Competing Humanitarian Perspective of Strategic Bombing Impeded
the Constraining Norm
During this interwar period there were also some smaller-scale conflicts with
indigenous uprisings in various colonies and the civil war in Spain, which served as a
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military testing ground and proxy war for the major powers. Many lessons regarding
airpower and strategic bombing arose from these experiences and the demonstrations
fueled altruism and empathy motives in support of the strategic bombing norm. In places
colonial territories such as India and Iraq, the major powers saw that airpower alone
could subdue rebellions through “terror bombing tactics.”304 For example, in 1922 the
British turned over control of Iraq to the RAF, who used indiscriminate aerial bombing to
police the territory with a minimal number of ground troops.305 In the Spanish civil war,
the British and the United States were not directly involved but did observe the conflict,
however they largely discounted observations that did not match their existing
perceptions and notions of airpower.306 The other major powers were overtly or covertly
involved in supporting one of the two sides. Most of the aerial attacks in Spain were
tactical in nature and oriented against military forces and targets.307 However, cities were
not immune from the conflict and the most noteworthy and recognized demonstration of
strategic bombing occurred in Guernica on April 26, 1937.308 The aerial attack by the
German “Condor Legion” on the Basque town is considered one of the first large-scale
strategic bombing raids and led to many casualties and hundreds of deaths. It also was
the inspiration behind Pablo Picasso’s famous painting Guernica, shown in Figure 1
below.
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Figure 1: Guernica by Pablo Picasso309

This attack, perhaps more than any other, stoked fear of strategic bombing and also
fueled the public perception regarding the capability of airpower to rapidly degrade
morale and possibly end conflicts sooner. For example, New York Times reported Herbert
Matthews witnessed the strategic bombing in Spain and wrote that “human beings are not
built to withstand such horror… makes one either hysterical or on the verge of hysteria…
hard to remain sane.”310 This was a demonstration that undermined rather than bolstered
the constraining strategic bombing norm as it fueled Douhet’s argument that strategic
bombing in a major war between great powers—rather than a civil war—would be so
terrible as to quickly bring the war to an end. This experience also helps illustrate how
demonstrations of emerging-technology weapons do not necessarily always bolster a
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constraining norm and can sometimes weaken it. While numerous variables dictate
which impact (positive or negative) a demonstration will have on a constraining norm,
the demonstration does create a window for movement (either further development or
erosion) for the norm.

Norm Not Well Institutionalized or Socialized Prior to World War II
Socialization and institutionalization are key actor mechanisms norm evolution
theory identifies as important to norm emergence and eventually achieving a norm
cascade. However, as consequence of the failures of the 1920s and 1930s to achieving a
tipping point and codify the strategic bombing norm, just prior to World War II the norm
was not well internalized or socialized by the armed forces of the major nations. For
example, Britain’s Manual of Military Law stated “No legal duty exists for the attacking
force to limit its bombardment to the fortifications or defended border only. On the
contrary, destruction of private and public buildings by bombardment has always been,
and still is, considered lawful, as it is one of the means to impress upon the local
authorities the advisability of surrender.”311 The German Luftwaffe’s document The
Conduct of the Air War said it was the armed forces duty to take the war to the “enemy’s
homeland [and to] attack his military power and the morale of the enemy
population…”312 The air force personnel of the major powers were largely aware of the
rules developed, although not adopted, at the 1923 conference in The Hague, but they
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clarified that they were not legally binding.313 National leadership did seemingly declare
support for the norm on the eve of conflict, with Hitler announcing he would restrict
Luftwaffe bombing to military targets and British Prime Minister Chamberlain declaring
that Britain would “never resort to the deliberate attack on women and children, and other
civilians for the purpose of mere terrorism.”314 While these statements made them appear
as norm leaders and appealed to the altruistic and humanitarian perspectives of those
supporting the norm, both allowed—perhaps inadvertently—ample wiggle room for
future violations of the norm. Hitler did not specify how a “military target” would be
defined and Chamberlain’s declaration that Britain wouldn’t bomb noncombatants was
caveated with the statement “for the purpose of mere terrorism.” Implied was that they
could be bombed for other reasons. These statements are representative of the norm’s
lack of clarity and specificity—factors that norm evolution theory indicates are important
for a norm to emerge and reach a tipping point. The ambiguity in the strategic bombing
norm as constructed —coupled with technical limitations—made it particularly brittle.315

Norm Collapsed During World War II: Convention-Dependent, Insufficiently
Institutionalized and Prominent to Withstand Countervailing Pressure and Inadvertent
Escalation due to Technological Limits
Once war began in 1939, U.S. President Franklin Roosevelt—acting as a powerful
norm entrepreneur—appealed to the Germans, British, and French to avoid strategic
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bombing and limit aerial bombardment to military targets.316 All three agreed but stated
that they would respond-in-kind if the other parties ignored the agreement and for the
first nine months of the war they collectively avoided bombing each other’s cities and
innocent civilians in accord with the constraining norm regarding strategic bombing.317
This is referred to as a “convention-dependent” norm that only sustains itself as long as
mutually observed.318 Interestingly, the Luftwaffe arguably indiscriminately bombed
Warsaw and Rotterdam in early 1940 and faced no retaliatory strategic bombing from the
RAF or French air force (the French would surrender soon thereafter).319 This seemed to
indicate an unwillingness to violate the norm and respond-in-kind of the victims of the
belligerent action was a third party. On May 15, 1940 the British war cabinet made a
fateful decision to conduct aerial attacks of oil and railway targets in the Ruhr, beyond
the Rhine.320 The British anticipated this would elicit an immediate German response on
British towns, but none came. The lack of a German response has been attributed to the
organizational culture of the Luftwaffe, which was tactically-oriented and did not place
much faith in strategic bombing.321 When the aerial Battle of Britain began and Luftwaffe
bombers accidentally bombed London, the British—with the RAF possessing a different
organizational culture from the Luftwaffe—immediately responded and RAF Bomber
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Command (which was predisposed against the constraining norm) ordered a strategic
bombing attack on Berlin the following night.322 However, even with this tit-for-tat a full
scale embrace of strategic bombing did not immediately occur and both sides continued
to pursue primarily military targets. Soon though, it became apparent that aerial bombing
had limited accuracy—especially when bombing at night to avoid catastrophic losses in
the bombing force. For example, a British photo-reconnaissance study—known as the
Butt Report—indicated that “of those aircraft recorded as attacking their target, only one
in three got within five miles.”323 Upon seeing this report Churchill famously declared
that “the most we can say is that [bombing] will be a heavy and I trust seriously
increasing annoyance” for the Germans.324 The Butt Report conflicted with the anecdotal
claims of accuracy, such as Sir Richard Peirse, head of British Bomber Command, saying
that “I don’t think at this rate we could have hoped to produce the damage which is
known to have been achieved.”325 Faced with more empirical data, such as the Butt
Report, Peirse’s anecdotal perspective gave way to a more realistic understanding of the
accuracy of strategic bombing. Large cities and urban centers were much easier targets to
hit and thus as the war continued not only did strategic bombing become more palpable
as public pressure to respond-in-kind grew but it also came to be viewed as the most
effective employment of bombers. As a result, in 1942, the British Bomber Command
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issued a directive that stated that operations would shift to focus on “the morale of the
enemy civilian population and in particular, of the industrial workers.”326 While this
technically could be interpreted as compliant with the norm codified in the un-adopted
declaration from the Hague Conference of 1922, which identified legitimate military
targets as those whose destruction or injury would constitute a distinct military advantage
to the belligerent, such logic required such a stretch as to render almost everything a
military target. Soon British Bomber command decided to pursue a policy of “dehousing” by explicitly striking German residential targets.327 The strategic bombing
targets identified by airpower theorists such as Douhet were now the prime focus of
bombing efforts during the war, although they did not end the war as rapidly and thus
“humanely” as hoped. Even when better technology became available to allow for more
restrained and discriminate bombing, the British did not change course.328
As World War II waged on, the normative constraint on strategic bombing completely
collapsed and extensive strategic bombing ensued.329 When the United States entered the
war in 1942, they quickly agreed to a combined strategic bombing campaign with the
British flying at night and the Americans during the day.330 The United States was
presumably attacking “military-industrial” targets with their acclaimed Nordon
bombsight, but by 1943, the decision was made to bomb using radar during bad weather,
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accepting a significant amount of inaccuracy and inevitable collateral civilian damage.331
Later in the war, when technology enabled increased accuracy, the allies did not shift
back to from strategic bombing to more precision targeting of military targets because
they believed they were close to breaking German morale.332 This implosion of the
regulative norm against strategic bombing of cities and civilians was overwhelmingly
evident by the end of the war. Case in point, on February 13-14, 1945, the allies bombed
Dresden, which at the time was crowded with refugees. The atmospheric conditions
created a firestorm so intense that civilians in shelters were “cooked until their bodies
were charred husks and their body fats formed a thick layer on the floor.”333 The Pacific
theater also witnessed intense strategic bombing by the end of the war. For example, on
March 9-10, 1945, the United States firebombed Tokyo with devastating results:
On a clear night… more than 300 U.S. B-29 bombers launched one of the most
devastating air raids in history. By dawn, more than 100,000 people were dead, a
million were homeless, and 40 square kilometers of Tokyo were burned to the
ground.334
Further, the end of the war put an exclamation mark on the strategic bombing norm’s
collapse when the United States dropped nuclear weapons on the Japanese cities of
Hiroshima and Nagasaki (officially considered military targets).335 Initial norms
regarding the use of nuclear weapons were essentially a continuation of the current state
331
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of norms regarding strategic bombing, principally the absence of any constraint on
strategic bombing. This was highlighted in General Cutis LeMay’s statement of moral
comparison that “we scorched and boiled and baked to death more people in Tokyo on
that night of March 9-10 [1945] than went up in vapor at Hiroshima and Nagasaki
combined.”336 At the end of the war, the Germans had dropped 74,172 tons of bombs on
Britain and the British and United States had dropped 1,996,036 tons on Germany and
German forces elsewhere in Europe.337 The war tribunal at Nuremberg did not address
the issue of strategic bombing and the chief counsel for war crimes noted that the
constraining norm for strategic bombing “had been observed only partially during the
First World War and almost completely disregarded during the Second World War…
aerial bombardment of cities and factories has become a recognized part of modern
warfare as carried on by all nations.”338 Ironically, following the war the United States
Strategic Bombing Survey (USSBS) and British Bombing Survey Unit (BBSU) both
concluded that heavy strategic bombing was not particularly effective in diminishing
productivity or breaking morale.339 More narrowly defined military targets were more
effective at achieving victory—but that recognition came too late to recalibrate the claims
of the airpower theorists and advocates. While the strategic bombing norm had begun to
approach a tipping point in the early twentieth century and made inroads even during the
tumultuous interwar period, World War II represented its total collapse. Soon after the
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war a speaker at a meeting of the American Society of International Law summarized as
much when they stated that “as you are all probably aware, there are no rules governing
aerial warfare.”340 Norm emergence would have to continue before a true tipping point
could be achieved.

Recognized Failure of Norm and Shame Led to Norm Re-Emergence Post-World War II
Following the horrific excesses of strategic bombing in World War II, the
constraining norm began to re-emerge, although it would not change in time to constrain
early nuclear bombing strategy (to be examined in the next chapter) or bombing in the
Korean War.341 This was due to the recognized failure of the competing permissive norm
which was based on the view that strategic bombing was humanitarian as it would end
war quickly as well as the increasing use of shame as an actor mechanism to promote the
constraining strategic bombing norm. Decisive negative impacts on enemy morale—a
central objective of strategic bombing—was a near-universal disappointment during
World War II and urban populations proved far more resilient and adaptable than
predicted.342 The results of the USSBS and BBSU studies also confirmed that the
economic impact was less than thought and provided greater certainty as to what was
technically possible. Additionally, the development of nuclear weapons delivered by
bombers, foreseen by H.G. Wells in The World Set Free, presented the horrific and
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ultimate realization of complete and total strategic bombing. While their use in World
War II was generally supported by the public, their introduction into the public
consciousness likely indirectly raised sensitivities towards conventional strategic
bombing. After all, how could one come to find the prospect of a nuclear holocaust in a
city unacceptable while the conventional strategic bombing conducted in Dresden or
Tokyo in 1945 acceptable? The first test of the re-emerging norm was the Korean War in
1950. Here, strategic bombing with incendiary explosives killed hundreds of thousands of
Korean civilians south of the Yalu River.343 However, despite the continued use of
strategic bombing by the United States, there was an increasing sensitivity to public
perception and the constraining norm. Civilian U.S. leaders correctly perceived bombing
noncombatant civilians as politically costly due to the ethical condemnation it would
generate.344 The Chinese—motivated by their own interests but recognizing and
exploiting the rising norm—decried the U.S. strategic bombing effort as a “war against
Korean women and children and the old people in the rear.”345
Strategic Bombing Norm Cascade
As discussed in previous chapters, when a norm’s international adoption
significantly accelerates and states adopt the norm in response to international pressure
regardless of the presence of a domestic coalition advocating for the norm a norm
cascade has occurred. Norm evolution theory identifies several specific conditions
increase the likelihood of achieving a norm cascade. Specifically, the number and type of
343
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actors involved (including international organizations and transnational networks),
important mechanisms these actors can employ to promote the norm (institutionalization,
socialization, etc.), and various environmental and norm factors that can further support
norm emergence (optimal timing, clear and specific norms that make universal claims,
etc.). In light of the strategic bombing norm’s early emergence, followed by stumbles and
then a collapse, the likelihood of ever reaching a norm cascade was uncertain. However,
following World War II and the Korean War a series of factors identified by norm
evolution theory helped the strategic bombing norm solidify and reach a tipping point.
These include the optimal timing/focusing event of the global awareness of the horrors of
unrestricted strategic bombing coupled with real-time television media reporting of
ongoing military operations. Further, the optimal timing of bombing technology had
matured to the point where precision bombing was increasingly possible, making
adherence to the norm while still exercising military airpower possible. These factors
facilitated the institutionalization of the norm and motivated states to seeking
international legitimacy of their efforts to adhere to the norm.

Optimal Timing, Efforts to Seek International Legitimacy, and Improvements in
Technology Facilitated Institutionalization
Following the Korean War where the constraining strategic norm re-emerged, its
resurgence was even more apparent during the Vietnam War and it was during this time
that it reached a tipping point and a norm cascade began to occur. This was largely due to
optimal timing, efforts to seek international legitimacy, and improvements in
technology—all of which facilitated institutionalization which is a key actor mechanism
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identified by norm evolution theory. Early in the war, the U.S. military wanted to
decisively attack a long list of targets in North Vietnam in order to not only achieve
kinetic effects but shock the morale of the Viet Cong.346 However, in part recognizing the
resurgence of the constraining norm and that openly flaunting it by engaging in such
robust of a strategic bombing campaign carried risks of public condemnation, Secretary
of Defense Robert McNamara and President Johnson pursued more selective and
judicious targeting.347 White House guidance developed in 1966 specified that pilots
needed to receive detailed briefings on the need to avoid civilian casualties.348 This
sensitivity to the norm was in part an effort to seek international legitimation, as
predicted by norm evolution theory. During the war a variety of major bombing
campaigns were launched, including Rolling Thunder, Linebacker, and Linebacker II.
The Rolling Thunder bombing campaign, conducted from 1965-1968, was referred to as
“one of the most constrained military campaigns in history” and the subsequent
Linebacker campaigns were equally constrained, although bombing occurred at a faster
pace.349 Further, during Linebacker, the military required the use new of precision-guided
munitions (PGMs) when conducting attacks in highly populated areas. Even as President
Johnson and then Nixon allowed gradually more latitude in targeting political
sensitivities towards adherence to the norm remained (much to the dismay of some in the
military who believed these limits blocked success). Ultimately, 6,162,000 tons of bombs
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(far more than those dropped by the Allies in World War II) were dropped on Vietnam
with little effect in breaking Viet Cong morale.350 Despite the increased focus on
avoiding civilian casualties and adhering to the strategic bombing norm, the media
criticism of the bombing campaign was intense. Referring to the Linebacker II campaign,
The Washington Post called it the “most savage and senseless act of war ever visited…
by one sovereign people on another.”351 The media, with its increasingly global and
instant reach through television and critical reporting of civilian casualties, motivated
more norm entrepreneurs and leaders through emotional evocation of altruism and
empathy.352 The emerging media age represented a new environmental factor of optimal
timing, which norm evolution theory indicates is important to achieving a norm cascade.
The Vietnam experience with the media and leadership sensitivity to domestic and
international pressure—along with the advent of PGMs and other new bombing
technology—spurned the U.S. Air Force to move away from overtly seeking to achieve
the morale effects promised early in the airpower era.353 Airpower expert Ward Thomas
noted that from the Korean War to Vietnam, there clearly was a greater emphasis on
avoiding civilian casualties—reflecting the norm’s continued re-emergence.354 The U.S.
experience in Vietnam also helped lead to what became known as a Revolution in
Military Affairs (RMA) and increased emphasis on precision attacks rather than
350

Davis Biddle, Tami. Rhetoric and Reality in Air Warfare: The Evolution of British and American Ideas
About Strategic Bombing, 1914-1945 (Princeton University Press, 2002), 299.
351
Thomas, Ward. The Ethics of Destruction: Norms and Force in International Relations (Cornell
University Press, 2001), 157.
352
Renz, Bettina, and Scheipers, Sibylle. “Discrimination in Aerial Bombing: An Enduring Norm in the
20th Century?,” Defence Studies, 12:1 (2012): 29-31.
353
Davis Biddle, Tami. Rhetoric and Reality in Air Warfare: The Evolution of British and American Ideas
About Strategic Bombing, 1914-1945 (Princeton University Press, 2002), 300.
354
Thomas, Ward. The Ethics of Destruction: Norms and Force in International Relations (Cornell
University Press, 2001), 155.

126

traditional strategic bombing objectives. Ultimately, the example of growing U.S.
restraint and strong public response and outcry over civilian casualties made a strong
statement to the other nations watching the conflict.355 This further persuaded nations to
adopt the norm through the actor mechanism of demonstration.
Strategic Bombing Norm Internalization
Although like the norm cascade it may never be reached, the third and final stage in
the norm life-cycle is norm internalization. This phase is the effort to codify the norm and
achieve universal or near universal adherence.356 At this stage, the norm is so deeply and
broadly internalized that it achieves “taken-for-granted” status. Norm evolution theory
outlines some conditions and factors that make norm internalization more likely.
Specifically, the involvement of key legal professions and bureaucracy that
institutionalize the norm through legal constructs as well as the existence of professional
networks that can socialize individuals to the norm. For the strategic bombing norm,
norm internalization began in the early and mid 1970s as the acceptability of civilian
casualties in general and specific targeting via strategic bombing became increasingly
unacceptable. The norm’s continued coherence with the norm of noncombatant immunity
along with the persistent presence of an ever watchful television media; the involvement
of law and lawyers and international bureaucracies (as diplomats and the international
arms control apparatus); continued improvements in precision bombing; and conformity
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motivations facilitated norm internalization—consistent with the predictions of norm
evolution theory.

International Bureaucracies Promoted Norm Internalization
The constraining strategic bombing norm—prohibiting the deliberate targeting of
non military targets for economic or morale effects—began to be institutionalized
through international agreements and the UN bureaucracy. Following Vietnam, some
international efforts to codify the re-emerged strategic bombing norm began, including a
conference in 1977 that developed what became known as Protocol I to supplement the
Geneva Conventions of 1949, which among other things sought to further codify and
institutionalize the strategic bombing norm. Protocol I was adopted in June of 1977 and
Article 51 specifically prohibited “indiscriminate attacks” that are not directed at specific
military objectives.357 Article 51 went further to define indiscriminate attacks as:
(a) an attack by bombardment by any methods or means which treats as a single
military objective a number of clearly separated and distinct military objectives
located in a city, town, village or other area containing a similar concentration of
civilians or civilian objects; and
(b) an attack which may be expected to cause incidental loss of civilian life, injury
to civilians, damage to civilian objects, or a combination thereof, which would be
excessive in relation to the concrete and direct military advantage anticipated.358
These restrictions addressed the ambiguity that was present in the pre-World War II
strategic bombing agreements and further codified the strategic bombing norm through
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the actor mechanisms of diplomacy and institutionalization. As of October 2013, 163
nations have ratified Protocol I.359 While the document is somewhat controversial,
elements of it are recognized by most parties (including the United States and Russia) and
it has been supported by multiple UN General Assembly resolutions.360

Conformity Motive Helped Maintain Internalization Even When Norm Was Violated
The internalization of the strategic bombing norm was not fully uncontested, as
strategic bombing did occur in ongoing conflicts between regional powers. However,
even when contested the conformity motive helped maintain internalization. For example,
during the Iran-Iraq war a strategic bombing campaign that became known as the “War of
the Cities” was launched. In February 1984, Saddam Hussein’s air force struck eleven
Iranian cities in order to lower Iranian morale and force Iran to the negotiating table.361
As was the case with strategic bombing in World War II, this strategic bombing attack
did not achieve its desired decisive effect but did lead to reciprocal Iranian strategic
bombing and missile attacks against Iraqi cities. The strategic bombing campaign evoked
similar international condemnation than the relatively tepid response to Iraq’s use of
chemical weapons discussed in chapter three.362 The UN Security Council Resolution
598—which led to the August 1988 ceasefire—included a condemnation of the strategic
359
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bombing.363 Specifically, the resolution denounced the “bombing of purely civilian
population centers, attacks on neutral shipping or civilian aircraft, the violation of
international humanitarian law and other laws of armed conflict.”364 This condemnation
showed that the internalization of the norm through actors such as the international legal
bureaucracy had come a long way since the collapse in World War II where the
prevailing view was that “there are no rules governing aerial warfare.”365 Norm
internalization clearly benefitted from the growing international humanitarian and arms
control bureaucracy—as predicted by norm evolution theory.

Improvements in Technology and Real-Time Compliance Visibility Facilitated
Internalization
Later conflicts continued to demonstrate the norm’s internalization, which was
strengthened by improvements in precision targeting technology and the awareness of
compliance facilitated by the ever-present media. For example, the Persian Gulf War in
1991 began with an aerial bombing campaign that ultimately involved over 100,000
sorties and the dropping of 88,500 tons of bombs.366 However, due to improved
technology permitting prevision targeting, such as satellite (Global Positioning System)
and laser guidance systems coupled with PGMs, the bombing campaign focused on
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military targets and did not result in large-scale civilian casualties.367 This was a
continuation of the trend towards increasing acceptance and diffusion of the strategic
bombing norm.368 Additionally, given the emergence of a real-time global media with
television networks such as CNN, the public awareness of daily conduct—including the
impact of aerial bombing—helped further disseminate and integrate the strategic
bombing norm through increased public pressure for adherence in order to achieve
legitimacy, reputation, and esteem (as predicted by norm evolution theory). U.S. Central
Command, the unified combatant command leading the Coalition forces in the conflict,
placed sensitive civilian targets on a “joint no-fire target list” and reviewed all targets for
the presence of sensitive civilian sites within a six-mile radius.369 The North Atlantci
Treaty Organization (NATO) bombing campaign in Kosovo in 1999 showed even greater
internalization of the strategic bombing norm, with a tremendous effort given to avoid
civilian casualties. Ward Thomas points out that numerous lawyers reviewed each
proposed target and potentially sensitive targets, especially those in urban areas such as
downtown Belgrade, were reviewed by officials in each of the nineteen NATO
capitals.370 A few years later in 2001, the U.S. military campaign in Afghanistan, later
conducted by the multinational International Security Assistance Force, demonstrated an
even greater and heightened focus on preventing civilian casualties.371 However,
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internalization is not complete and appears to be particularly weak during intra-state
conflict. For example, during the Syrian civil war that started in 2011, the Baathist
authoritarian government has publicly claimed to have generally pursued discriminate
targeting and avoided bombing civilians (even while it was willing to deploy forbidden
chemical weapons).372 However, human rights groups have reported that Syria has
conducted extensive, in some cases deliberate, aerial attacks against civilians leading to
over 4,300 deaths between July 2012 and April 2013.373 However, the norm and the
desire for conformity it creates is present nonetheless as Syria has vocally denied these
claims as part of its propaganda strategy. This recent demonstration of limits of the
constraining strategic bombing norm highlight how different norm internalization can
vary among the various elements of the international community (e.g. western
democracies vs. authoritarian regimes) and different types of conflict (e.g. inter-state war
vs. intra-state war) as it moves towards or away from near-universal internalization. Syria
aside, the demonstrated adherence to the strategic bombing norm during some of these
more recent conflicts indicate that it has achieved partial internalization and key actors
such as lawyers/diplomats, airmen, and the international bureaucracy have fully
embraced the norm. It is now more clear and specific than during the first half of the
twentieth century and the optimal timing of PGM military technology and the presence of
a global real-time media have further deepened its adoption—as predicted by norm
evolution theory. Eliot Cohen summarized the current state of the norm when he pointed
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out that “it is highly unlikely that advanced powers will again resort to the wholesale
devastation of cities and towns, whether to shatter enemy morale or as a by-product of
efforts to hit other target systems, such as railroad yards or factories.”374

Conclusions
As with chemical and biological weapons examined in chapter three, the
emergence, cascade, and internalization of constraining norm for strategic bombing was
in most aspects consistent with the various hypotheses from norm evolution theory. The
emergence of norms for strategic bombing arose through coherence (connections to key
ideas, adjacency, and grafting) with the long-established norm of noncombatant
immunity. However, this connection proved problematic as technology and the emerging
industrialized “total war” environment would make application of this concept extremely
difficult. The norm arose before true airpower had even been invented, leading to
imaginative speculation as to its capabilities and impact. Airpower theorist J.M. Spaight
alluded to this phenomenon when he said that the bomber’s “mystery is half its
power.”375 While the preemptive emergence of the norm offered an opportunity to lock in
a prohibition before the technology matured, as was done with chemical weapons, the
countervailing speculation that strategic bombing could actually make wars more humane
by shortening their duration severely weakened the preemptive proscription by limiting it
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to just a few years.376 Limited demonstration of strategic bombing during World War I,
coupled with global insecurity and fears of future aerial chemical weapon attacks, were
insufficient to serve as a catalyst for a norm cascade following the war. This allowed
more time for continued speculation and capability-inflation by airpower theorists,
science fiction authors, and the press, as well as the creation of airpower bureaucracies
which in many cases bolstered support for permissive norms. Further, the state
distribution of power, level and diffusion of aerial technology, and natural resources and
boundaries (such as Britain’s previously highly defensive position as an island nation)
created divergent interests in cultivating and codifying the emerging norm during this
interwar period. As a result, the constraining norm on strategic bombing only briefly held
out during the early days of World War II and by the end of the war there had been a total
collapse. It took reflection on the war’s horrific demonstrations of the humanitarian
impact of strategic bombing and its more-limited-than-predicted effectiveness as a warwinning tool as well as the emergence of more discriminate bombing technology and a
real-time global media to empower the norm’s re-emergence and eventual cascade during
the 1960s and 1970s. Today, the norm is being internalized due in part to strong
international pressure for conformity enabled by this real-time media. One lesson of the
strategic bombing norm’s experience in the twentieth century is that even a total collapse
of an emerging norm does not equate to its permanent demise and that changing
circumstances can help the norm re-emerge and grow. Table 6 below summarizes which
hypotheses from norm evolution theory were present in the history of the evolution of
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norms for strategic bombing. As discussed above, some variables were more relevant
than others for strategic bombing norms and the more prevalent ones are indicated by
“XX” rather than a single “X” in Table 6 below.

Table 6: Hypotheses of Norm Evolution Theory Applied to Strategic Bombing

Norm Evolution Theory Hypotheses

Strategic Bombing

Norm Emergence
Significant presence of norm entrepreneurs/norm leaders with organizational
platforms
Key actors motivated altruism, empathy, and ideational commitment
Actors employ persuasion, framing, memes, shame
Domestic political concerns
States seeking international legitimation
State distribution of power, prevailing levels of technology, availability of
natural and human resources, etc. favor the norm
Large scale turnover of decision makers
Recognized failure of norms from a previous “norm generation”
Emergence of a new issue area where prevailing norms not well established
Norm prominence
Norm coherence-- connections to key ideas, adjacency, and grafting
Norm Cascade
Key actors are involved, specifically: states, international organizations, and
transnational networks
Key actors motivated by legitimacy, reputation, esteem
Actors employ persuasion and diplomacy
Actors employ institutionalization
Actors employ socialization
Actors employ demonstration
Optimal timing
Norm clear and specific
Norm makes universal claims
Norm coherence
Norm Internalization
Key actors are involved, specifically: law and lawyers, professions, and
bureaucracy
Actors motivated by conformity or domestic turmoil
Actors employ habit and institutionalization
Existence of professional networks
Norm clear and specific
Norm makes universal claims
Norm coherence
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XX
XX
XX
X
X
XX

XX
X
X
XX
X
XX
X
XX
X
X
XX
X
X
X
XX
XX
X
X
X
X

While overall the hypotheses of norm evolution theory are consistent with the
experience of the constraining strategic bombing norm’s life-cycle, the norm
development experience offers some further insights to help expand the general
hypothesis of norm evolution theory for emerging-technology weapons. Specifically, the
experience of the strategic bombing norm highlights the challenges associated with norm
evolution for norms in a new issue area where prevailing norms are not well established.
Norm evolution theory indicates that this environmental factor should facilitate norm
emergence by creating space for the norm to grow, however the strategic bombing
experience shows how this can also impair norm development. Actors may be unwilling
or cautious about adopting norms for weapons whose effects and capabilities are
uncertain. Further, the lack of history and understanding of the limits of the new
technology create opportunities for miscalculation and inadvertent norm collapse (as
occurred in World War I) as well opportunities for norm entrepreneurs and bureaucracies
to foster competing permissive norms (e.g. the concept that strategic bombing was
humane as it would end wars quickly). Taken together with the additional hypotheses
from chapter three, these additional lessons provide a foundation for the development of a
refined norm evolution theory for emerging-technology weapons in chapter six, which
will then be used to offer predictions on the evolution of norms for emerging-technology
cyber weapons in chapter seven.
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CHAPTER FIVE: NORM EVOLUTION FOR NUCLEAR WEAPONS

“The new thermonuclear weapons are tremendously powerful; however, they are not…
as powerful as is world opinion today in obliging the United States to follow certain lines
of policy.”
--President Dwight D. Eisenhower
Introduction
As discussed in chapter one, nuclear weapons and cyber weapons are forms of
non-conventional weapons that share many of the same special characteristics and have
significant international security implications—such as the potential for major collateral
damage or unintended consequences (due to fallout, in the case of nuclear weapons) and
the frequent use of covert programs to develop such weapons. Further, early Cold War
era, nuclear weapons could be considered emerging-technology weapons, as cyber
weapons are today. Accordingly, examining norm evolution for nuclear weapons is a
valuable case study to test and possibly help extend norm evolution theory and develop
expectations for how norms for cyber warfare will develop. This chapter examines the
norm life-cycle for nuclear weapons and the various hypotheses from norm evolution
theory—introduced in chapter two. The section then concludes with a summary of
observations and some conclusions relative to norm evolution theory for emergingtechnology weapons.
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Nuclear weapons, along with chemical and biological weapons which were
examined in chapter three, are often categorized as WMD. National Defense University’s
2006 study Defining “Weapons of Mass Destruction” documents the term’s emergence
and over 40 various definitions today and notes that nuclear weapons were immediately
included upon their invention (in addition to biological and chemical weapons, which
were examined in chapter three).377 Nuclear weapons are explosive devices based on
fission or combined fission and fusion nuclear reactions that release a tremendous amount
of energy. The first nuclear weapon tested, which was weak in comparison to today’s
powerful thermonuclear weapons, created an explosion equivalent to the detonation of
approximately 20,000 tons of TNT.378 Modern nuclear weapons are more powerful by an
order of magnitude. As noted by Thomas Schelling, the rapid emergence of norms
against the use of nuclear weapons was so effective in constraining action that President
Eisenhower’s Secretary of State, John Foster Dulles, when contemplating the use of
nuclear weapons in 1953, said that “somehow or other we must manage to remove the
taboo from the use of [nuclear] weapons.”379 The norm against the employment of
nuclear weapons was so strong that President Truman did not use them against Chinese
troops during the Korean War, President Nixon did not use them in Vietnam, the Soviet
Union did not use them in Afghanistan, and Israel did not use them in the 1973 war with
Egypt—all circumstances where the opponent lacked such weapons and their use made
some degree of utilitarian sense. Further, the non-use by the superpowers when facing
377
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each other in heated crises, such as the Cuban Missile Crisis, further demonstrated the
norm’s potency.380 So how did this norm emerge and rapidly reach a norm cascade and
begin the process of internalization? Overall, the hypotheses of norm evolution theory are
consistent with the experience of the constraining nuclear norm’s emergence, cascade,
and internalization. As with chemical and biological weapons examined in chapter three,
in general, two categories of regulative norms arose: first those regarding the use of
nuclear weapons and secondly regarding development, possession, and proliferation of
these weapons. Additionally, the nuclear norm experience offers some particularly
valuable additional lessons to compliment and further unpack the general hypothesis of
norm evolution theory—including characterizing a weapon-type as “unconventional,” the
potential impact of power politics on norm evolution, and the fact that norms regarding
use may be easier to internalize than those regarding development, proliferation, and
disarmament. Below, I test norm evolution theory hypotheses against the historical record
for norm development for nuclear weapon, specifically regarding the actors, actor
motives, and important mechanisms and factors supporting norm emergence and growth
during each stage of the norm life-cycle.
Nuclear Weapon Norm Emergence
Norm emergence is the stage where a new norm initially comes into existence,
often tenuously. Norm evolution theory identifies several specific conditions that make
norm emergence more likely. Specifically, the number and type of actors involved,
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important mechanisms these actors can employ to promote the norm (persuasion and
framing, etc.), and various environmental and norm factors that can further support norm
emergence (distribution of power, prevailing levels of technology, norm coherence, etc.).
The emergence of constraining norms for nuclear weapons was consistent with these
various hypotheses from norm evolution theory. Initial permissive nuclear norms, due to
their coherence (compatibility with existing norms with which they are not directly
competing), arose from existing norms for strategic bombing and early on it appeared that
nuclear weapons would simply be treated as bigger bombs. However, the involvement of
key actors and norm entrepreneurs, initially the Soviets and the UN and later international
groups of scientists and citizens concerned about nuclear weapons, helped utilize some of
the key mechanisms identified in norm evolution theory and reframe the way people
thought about these weapons and corresponding norms regarding their use.

Coherence of Initial Nuclear Norms with Strategic Bombing Norms
Although nuclear weapons had never before been seen in warfare and were a
totally new invention, norms regarding their possession and use did not emerge out of the
ether. Rather, they quickly developed due to coherence with and grafting onto the
existing normative environment of World War II—important mechanisms identified by
norm evolution theory. Before President Truman and his national security team even
grappled with the question of employing these new weapons against the Japanese, they
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had already dealt extensively with the issue of strategic bombing.381 Initial norms
regarding the use of nuclear weapons were essentially a continuation of the current state
of norms regarding strategic bombing; which permitted frequent gruesome firebombing
of Japanese and German cities. Nowhere is this point made clearer than in General Cutis
LeMay’s statement that “we scorched and boiled and baked to death more people in
Tokyo on that night of March 9-10 [1945] than went up in vapor at Hiroshima and
Nagasaki combined.”382 The development of these strategic bombing norms was
examined in detail in chapter four and Nina Tannewald, a leading scholar on nuclear
norms, identifies the fact that nuclear bombing was simply viewed as an extension of
ongoing conventional strategic bombing as one of two major factors that led to its use
against Hiroshima and then Nagasaki.383 This connection was so potent that some have
referred to it as a “seamless web.”384 Tannenwald also identifies the “accumulated
barbarities” of the war as a contributing factor to why the initial use of nuclear weapons
was logical and largely unquestioned—such as the Nazi-perpetrated holocaust against 6
million Jews, Japanese attacks in Nanking, and the general horror of bombing and total
war.385 The phenomenon of these “accumulated barbarities” eroding constraining norms
on conduct during wartime has been referred to as a “redefinition of morality” by
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historian Barton Bernstein.386 These factors and the coherence of the initial, permissive,
nuclear norm with the norm for strategic bombing resulted in nuclear weapons initially
being perceived as part of the norm and acceptable warfighting “tool kit.”

Increasing Involvement of Norm Entrepreneurs and Leaders
Norm evolution theory highlights the importance of norm entrepreneurs with
organizational platforms as well as the advocacy of norm leaders (states) in helping a new
norm emerge and predicts that norm emergence is more likely if more actors are
involved. Initially, the Soviets and the UN—motivated by power balancing politics—and
later international groups of scientists and others motivated by motives of altruism,
empathy, ideational commitment (as predicted by norm evolution theory) served as key
norm entrepreneurs and actors supporting a constraining norm for nuclear weapons.
Within the U.S., domestic support for a constraining norm grew, as did support from key
leaders. These key leaders played a critical role in cultivating the moral revulsion
underlying the norm at just the right moments; such as U.S. Defense Secretary
McNamara played a similar key role in disseminating the idea that nuclear weapon use
was unthinkable. However these developments took time and were not immediately
present in 1945. Given the permissive normative context in which nuclear weapons
emerged, it is understandable why strong advocates for a constraining nuclear norm did
not arise right away. Although some leaders did express concerns regarding the
employment of nuclear weapons against civilians, they were in the vast minority in the
386
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early nuclear era. For example, General George Marshall, the Army chief of staff,
advocated for the new weapons to only be used against military installations or, if used
against targets where civilians were present, to provide advance notice.387 His colleague,
Admiral Leahy, went further and actually framed the use of nuclear weapons in the
context of heinous chemical weapons and advocated against their use.388 Leahy’s use of
framing—a key mechanism identified by norm evolution theory—was unsuccessful at the
time but ultimately proved to be effective, as will be examined later in this chapter. A
minority of the scientists working on the Manhattan Project were also opposed to the use
of the atomic weapon.389 However, their views were in the minority as the decision was
made to use nuclear weapons against Japan. This lack of widespread nuclear norm
entrepreneurs and leaders continued in the postwar era as the idea of using nuclear
weapons received broad popular support (86% of those surveyed in the United States in
the war’s aftermath supported their use) and the anti-nuclear weapons movement was
terribly weak.390 However, there were signs of the seeds for the constraining norm, be it
Leahy’s arguments or the emergence of a network of concerned scientists from the
Manhattan Project who formed the Federation of American Scientists (FAS).
It was not until the late 1940s and early 1950s that a norm constraining nuclear
weapons began to emerge.391 As hypothesized by norm evolution theory, this new norm,
competing to supplant the permissive nuclear norm that had grafted onto norms for
387
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strategic bombing, gained momentum as it garnered more support from norm
entrepreneurs and actors working through organizational platforms. The United States, as
the world’s only nuclear power, shouldered the task of grappling with nuclear weapons
and developing a nuclear strategy.392 At first, the United States—recognizing the unique
power and dangers posed by nuclear weapons despite its exclusive monopoly at the
time—pursued a goal of international control of nuclear weapons. This aspiration was
initially proposed in a November 1945 declaration from the United States, Great Britain,
and Canada and ultimately became known as the Baruch Plan.393 This plan would have
entailed the United States giving up its nuclear weapons once all other nations agreed not
to pursue them and an inspection regime to prevent their development was put in place.394
This proposal was an outgrowth of a report from March 1946, that was developed under
the leadership of Dean Acheson and David Lilienthal (and thus often referred to as the
Acheson–Lilienthal Report). The Acheson–Lilienthal Report offered the details of how to
implement the Baruch Plan by establishing international ownership of all fissile material
and the entire nuclear fuel supply chain from uranium mines to nuclear waste.395
Obviously such a proposal would have rapidly produced and simultaneously legally
codified a norm against state possession of nuclear weapons. The ability to even
contemplate such rapid norm emergence was due to some key environmental factors
392
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identified by norm evolution theory—namely the fact that the distribution of power and
technology in this area favored the United States and put it into a position where it could
embrace such an approach. Ultimately, the Soviet Union rejected the Baruch Plan out of a
concern that the UN was stacked in support of the United States and its western allies and
that the proposed unrestricted compliance inspections of the Soviet Union (which at the
time was aggressively pursuing its own nuclear weapons program) while the United
States still possessed nuclear weapons—albeit in the process of handing them over—was
unacceptable.396 However, though the Soviets did not sign on to the Baruch Plan, they
were supporting efforts to denounce nuclear weapons and statements in pursuit of nuclear
disarmament. The Soviets joined with the United States in the new UN General
Assembly to establish the UN Atomic Energy Commission charged with working
towards the “elimination from national armaments of atomic weapons.”397 Later, Andrei
Gromyko, the Soviet Representative to the new UN Atomic Energy Commission began
lobbying for “an international convention prohibiting the production and employment of
weapons based on the use of atomic energy.”398
These Soviet anti-nuclear efforts were largely intended to delegitimize U.S.
nuclear weapons (despite the Soviets themselves acquiring such weapons in 1949) as part
of the great power politics in the early Cold War era.399 This was similar to how early
advocates of the constraining norm for strategic bombing examined in the previous
396
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chapter attempted to use the norm to constrain adversaries and erode their bombing
advantage. While this Soviet motive was not one the usual ones norm evolution theory
indicates would motivate for norm leaders and entrepreneurs—such as altruism towards
preventing catastrophe or ideational commitment—Soviet efforts did help spawn such
motivations in other actors in the early anti-nuclear weapons movement. This is a
potential area where norm evolution theory could be extended to account for the fact that
power balancing considerations can inadvertently help encourage norm emergence. After
the failure of the UN proposals to eliminate state-owned nuclear weapons, norm
entrepreneurs with organizational platforms began to pursue a comprehensive norm
against use and possession of nuclear weapons—initially through the Soviet-led World
Peace Council (WPC). The WPC was an international coalition led by the International
Department of the Central Committee of the Soviet Communist Party.400 On March 15,
1950, it approved the “Stockholm Peace Appeal” which was a petition calling for a total
ban on nuclear weapons.401 After a large public outreach effort allegedly hundreds of
millions of people around the world signed the petition, which demanded “outlawing of
atomic weapons as instruments of intimidation and mass murder of peoples” and stated
that “any government which first uses atomic weapons against any other country
whatsoever will be committing a crime against humanity and should be dealt with as a
war criminal.”402 While the bureaucratic normative environment—borne out of World
War II’s strategic bombing experience—was not favorable to the constraining nuclear
400
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norm, this grassroots public effort tapped into the pre-war context and fear of nuclear
weapons. As early as 1914 the motivating ideational commitment and altruism needed to
motivate norm entrepreneurs existed, spurned by, among other things, H.G. Wells
publishing The World Set Free which predicted “atomic” weapons and described a
catastrophic war in which they were used.403 These new norm entrepreneurs tapped into
this fear by shifting the framing of the nuclear threat, using the now-demonstrated power
of nuclear weapons as seen in Hiroshima and Nagasaki.

Organizational Platforms Emerge and Spread
Norm evolution theory indicates that organizational platforms, used by norm
entrepreneurs and leaders to promote their norms, are important for norm emergence and
can provide different types of resources and advocacy networks to secure the support of
state actors. The Cold War nuclear posturing helped turn the WPC (as a transnational
network) and the UN Atomic Energy Commission (as an international organization) into
organizational platforms and incubators for norm entrepreneurs and helped the budding
nuclear norm emerge. Soon other networks and groups began to emerge. Internationally,
the Pugwash group of scientists (given that name from the location of their first
meeting—Pugwash, Canada) formed in 1957 response to a manifesto published in 1955
by Bertrand Russell and Albert Einstein.404 This network brought together scientists from
around the world to discuss the “threat posed to civilization by the advent of
thermonuclear weapon, which were vastly more destructive than fission weapons and
403
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produced more radioactive fallout.”405 Within the United States and Europe, domestic
advocacy groups also began to form, such as the National Committee for a Sane Nuclear
Policy, the Committee for Non-Violent Action, and the Campaign for Nuclear
Disarmament.406 While the Soviet anti-nuclear actions were motivated by Cold War
international politics, these “grassroots” anti-nuclear activists were motivated by a
genuine and growing fear of nuclear war and an altruistic drive to prevent a global
catastrophe.

Demonstration and Framing Shift the Tide
Norm evolution theory highlights persuasion, framing, and shame as key
mechanisms actors can use to promote an emerging norm and these mechanisms can
clearly be seen in the history of the emergence of the constraining nuclear norm. A
tangible shift towards the emergence of constraining norms for nuclear weapons occurred
when a critical mass of norm entrepreneurs began using persuasion and shame to foster
the perception that nuclear weapons were different and framing them in the context of
poisonous chemical and biological weapons. The advent of thermonuclear weapons (also
known as hydrogen bombs or H-bombs for short) in 1952 further fueled these
motivations.407 As mentioned earlier, these weapons were dramatically more powerful
and destructive than the original generation of nuclear weapons. Soon the United States
and the Soviet Union were conducting numerous atmospheric tests of these more
405
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powerful nuclear weapons, generating secondary fears about adverse health and
environmental consequences due to radioactive fallout. These concerns reached a new
level in July 1953 when a radioactive component associated with fallout from nuclear
weapon tests—Strontrium-90—was detected in animals and milk.408 Further, in March
1954 this issue further galvanized public perceptions when the Japanese fishing boat “No.
5 Lucky Dragon” encountered radioactive fallout from a U.S. test of a 15 megaton
hydrogen bomb, code-named Castle Bravo.409 This led to a panic regarding contaminated
fish. These events and others like them led to these activists—who were effectively
serving as norm entrepreneurs to the extent they influenced perceptions and expectations
of various actors—to focus on a more limited norm and restriction against nuclear testing
rather than a total norm against possession and/or use. Numerous “peace movement”
activists, organized by groups such as the Committee for Non-Violent Action, held
protests, circulated petitions, put out advertisements in newspapers and publications, and
even violated the law by trespassing onto nuclear-related sites or areas.410 In the United
States, this led to a shift in public opinion, with a majority supporting a no-first-use
policy for nuclear weapons.411 This shift and the emergence of constraining norms for
nuclear weapons was a result of these norm entrepreneurs creating a perception that
nuclear weapons were different and framing them in the context of dreaded poisonous

408

Mangano JJ, Sternglass EJ, Gould JM, Sherman JD, Brown J, and McDonnell W. “Strontium-90 in
newborns and childhood disease,” Archives of Environmental Health, 55:4 (July-August 2000): 240-4.
<http://www.ncbi.nlm.nih.gov/pubmed/11005428>.
409
Schreiber, Mark. “Lucky Dragon’s lethal catch,” The Japan Times, March 18, 2012.
<http://www.japantimes.co.jp/life/2012/03/18/general/lucky-dragons-lethal-catch/#.Uv9L1GJdWSo>.
410
Tannenwald, Nina. “Stigmatizing the Bomb: Origins of the Nuclear Taboo,” International Security, 29:4
(Spring 2005): 21.
411
Ibid. 22.

149

chemical and biological weapons due to their radiological effects.412 Such framing—an
important mechanism defined by norm evolution theory—led to discussion regarding
their moral acceptability and increased the emerging nuclear norms coherence and
connection with key ideas and “adjacent” norms for chemical and biological weapons. As
discussed in the previous chapter, norm evolution theory indicates that these factors will
accelerate norm emergence and this certainly was the case with the emerging nuclear
norm. This task was made somewhat easier by the United States’ early moves to treat
nuclear weapons as different and special from conventional explosive weapons. For
example, President Truman decided to put nuclear weapons into civilian control of the
U.S. Atomic Energy Commission rather than under military control and reserved sole
discretion as to when to employ them.413 This was not and had never been done for any
other type of weapon. Once the Soviet Union also possessed nuclear weapons and the
fear of a global nuclear war began to marinate in the public consciousness, nuclear
weapons’ status as a new or special category of weapons was further solidified. President
Eisenhower would partially reverse this special status by giving the military some launch
authority but the special status established by Truman’s actions remained. The emergence
of this new issue area relatively open for the shaping of public opinions created a positive
environment for norm emergence. Further, the global bipolar Cold War distribution of
power and post-war environment provided another positive environmental factor for
norm emergence. The global experience of devastation and war in World War II and the
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budding Cold War coupled with the incredible new power of nuclear and eventually
thermonuclear weapons fueled concerns and led to nuclear norm entrepreneurs to engage
a “global constituency” to address the threat of nuclear weapons.414 Within the military,
these actions and the focus on the deterrent value of nuclear weapons, soon helped make
them symbolic deterrent resources and not conventional armaments.415 At times this new
conception and symbolism of nuclear weapons—while constraining their use—made
them enticing for nations seeking special status, such as the French.

Nuclear Weapon Norm Cascade
A norm cascade occurs when a norm’s international adoption significantly
accelerates and states adopt the norm in response to international pressure regardless of
the presence of a domestic coalition advocating for the norm. Norm evolution theory
identifies several specific conditions increase the likelihood of achieving a norm cascade.
Specifically, the number and type of actors involved (including international
organizations and transnational networks), important mechanisms these actors can
employ to promote the norm (institutionalization, socialization, etc.), and various
environmental and norm factors that can further support norm emergence (optimal
timing, clear and specific norms that make universal claims, etc.). In the mid-1950s the
emerging constraining nuclear norm began to reach a tipping point and a norm cascade
began to occur, in large part due to these factors hypothesized by norm evolution theory.
414

Tannenwald, Nina. “Stigmatizing the Bomb: Origins of the Nuclear Taboo,” International Security, 29:4
(Spring 2005): 23.
415
Sagan, Scott. “Why Do States Build Nuclear Weapons?: Three Models in Search of a Bomb,”
International Security, 21:3 (Winter, 1996-1997): 24-26.

151

Key actors and international organizations, such as the Pugwash participants, UN entities
such as the new Atomic Energy Commission, and various grassroots anti-nuclear groups,
actively promulgated information and helped shape and spread the new norm. These
actors and organizations actively sought to categorize nuclear weapons as special (and
thus stigmatize their use through coherence with existing WMD norms) and took
advantage of the optimal timing (which is more apparent in hindsight) of the era as well
as the norm’s clear, specific and universal claims.
The success of transnational norm entrepreneurs to associate a stigma with
nuclear weapon development (especially testing) and use (especially first-use) created
significant pressure that constrained international actors. The United States government
actively sought to resist this pressure and use nuclear weapons to their tactical advantage.
For example, in 1954, the Acting Secretary of State sent a memo to the National Security
Council identifying a need to reduce the “moral stigma” connected to nuclear weapons
and the Secretary of State Dulles regularly sought to break don the “false distinction”
between conventional munitions and nuclear ones.416 The U.S. military also actively
sought to combat this stigma and treat nuclear weapons as just another weapon in their
arsenal—promoting the competing permissive nuclear norm from 1945. Tannenwald
identifies the NSC 162/2 document—developed by the military services and Joint Staff
and approved in late 1953—that identified the goal of treating nuclear weapons as
“conventional” and “as available for use as other munitions.”417 Further, in the
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multilateral realm in 1954, the U.S. and NATO adopted the policy of first use of tactical
nuclear weapons in response to a Soviet and Warsaw Pact attack.418 However, these
efforts to combat the budding norm cascade associated with nuclear weapon development
and use would not be successful as a critical mass of actors employing key mechanisms
were involved, which pressured states to support the norm due to legitimacy and
reputational reasons. For example, a 1955 National Intelligence Estimate concluded that
“there is increased public pressure on governments to find some means of international
disarmament, and especially some means of ensuring that nuclear weapons will not be
used in war.”419 Beyond protests, statements, and government policies, perhaps the best
evidence that the emerging nuclear norm had reached a tipping point was the Korean
War. During this war, when a possessor of nuclear weapons (the United States) did not
use them when facing non-nuclear adversaries (North Korea and China)—despite realist
power considerations dictating they should.

Critical Mass of Actors Involved, Increasing Legitimacy, Reputation, and Esteem
Motivations
The nuclear norm strengthened and reached a norm cascade in large part due to
the fact that a significant number of actors—such as the previously mentioned Pugwash
participants, UN entities such as the new Atomic Energy Commission, and various
grassroots anti-nuclear groups—were actively promulgating information and helping
shape and spread the new norm. This is consistent with norm evolution theory, which
418
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predicts that a norm cascade is more likely to occur when powerful actors (states,
international organizations, and transnational networks) with the ability to create new
institutions, laws, and expectations/incentives around the issue are involved. Norm
evolution theory also speaks to why these various key actors would be more likely to
support and participate in a norm cascade—identifying various motivating factors such as
legitimacy, reputation, and esteem. In the case of the nuclear norm, actors were motivated
by all three of these factors. As discussed earlier, the debate over whether or not nuclear
weapons were akin to conventional weapons or should be treated as something different
and special led to a growing sense that states that did not draw some kind of special
distinction for nuclear weapons lacked legitimacy. Further, the grassroots anti-nuclear
movement had succeeded in affecting public opinion, jeopardizing the reputation and
esteem of states and actors who did not treat nuclear weapons as special and limit or
constrain their use. This was also true in the domestic context in various democratic
states where elected politicians were subjected to the public’s growing anti-nuclear
views. Therefore, reputation and esteem was a key motivating factor. This is best seen in
President Eisenhower’s statement to Secretary of State Dulles that “as much as two-thirds
of the world, and 50% of the U.S. opinion opposes” their policy of nuclear first use under
massive retaliation.420 A few months later, he would sharpen his observation of the new
normative reality when he told his staff that “the new thermonuclear weapons are
tremendously powerful; however, they are not… as powerful as is world opinion today in
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obliging the United States to follow certain lines of policy.”421 Additionally, norm
entrepreneurs and actors used various mechanisms—as is suggested by norm evolution
theory—to help promote the nuclear norm cascade. Beyond the mechanism of persuasion
and diplomacy, actors used socialization through the delegitimation politics based on the
creation of a new and “different” concept of WMD. Groups such as the National
Committee for Sane Nuclear Policy, Committee for Non-Violent Action, and Nuclear
Disarmament organized regular demonstrations (which gained frequent media coverage)
that stressed this point regarding the special destructive power of nuclear weapons.422 The
ongoing U.S. and Soviet thermonuclear weapon tests (and related incidents, such as the
1953 report of radioactive Strontrium-90 contamination) also demonstrated the “special”
nature and danger of nuclear weapons that further helped socialize the new norm and help
it reach a cascade, particularly aspects related to testing and use, although the overarching
constraining norm was bolstered.

Key Factors Associated with the Norm and Environment Enabled a Cascade
Finally, certain environmental factors and factors associated with the norm itself
enabled to nuclear norm to reach a tipping point. These factors are among those identified
by norm evolution theory as important in making it more likely that a norm cascade will
occur—specifically optimal timing, coherence, and clear, specific, and, universal claims.
The optimal timing of the era, with the growing international media network and ease of
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communication through television, radio, and print, enabled the norm and information
related to its growth to spread more rapidly than otherwise possible. For example, noble
laureate Albert Schweitzer called for an end to nuclear testing in a series of widely heard
radio addresses in 1957.423 Also, television was becoming widespread and television
entertainment and news both regularly featured themes and demonstrations (fictional or
real) of nuclear weapons that further accelerated awareness and socialization. This led to
a boom in sales of bomb shelters and civil defense preparedness supplies in the United
States, but more importantly raised awareness of the nuclear threat and helped shape the
public support for the new norm. Because nuclear weapons were becoming perceived as
special and different it was easier to promote a relatively simple norm that made
universal claims on these weapons. Further, by categorizing nuclear weapons as WMD
they were tied to existing norms for chemical and biological weapons and thus the norm
had a high degree of coherence with constraining norms for those other WMD modalities.
These factors have been identified by Maria Rost Rublee as she examined the case
studies of Japan, Egypt, Libya, Sweden and Germany and identified this coherence with
biological and chemical weapons and the special status afforded nuclear weapons as
major factors that influenced how these nations conceptualized and valued these weapons
and ultimately chose not to pursue them.424

Nuclear Weapon Norm Internalization
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The third and final stage in the norm life-cycle (which may never be reached) is
norm internalization. This phase is the effort to codify the norm and achieve universal or
near universal adherence.425 At this stage, the norm is so deeply and broadly internalized
that it achieves “taken-for-granted” status. Norm scholars point out that this can actually
make the norm hard to discern because all debate and controversy surrounding it is
resolved and discourse ends. 426 Norm evolution theory outlines some specific conditions
that make norm internalization more likely. Specifically, the involvement of key legal
professions and bureaucracy that institutionalize the norm through legal constructs as
well as the existence of professional networks that can socialize individuals to the norm.
The internalization of constraining norms for nuclear weapons was consistent with these
hypotheses as the international arms control and disarmament bureaucracy and the
increasing regulation and legalization of armed conflict provide an increased number of
organizational platforms and professional networks to institutionalize the norm.
Ultimately, internalization of aspects of a nuclear norm governing usage occurred more
rapidly and was easier to achieve than aspects governing development, proliferation, and
disarmament.
For the nuclear norm, the norm internalization stage began in the early 1960s as
the competing view of nuclear weapons as another conventional-equivalent weapon faded
away. The constraining nuclear norm—conceptualizing nuclear weapons as special and
not acceptable for use except in extreme circumstances—began to be institutionalized
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through bilateral arms control efforts as well as the UN disarmament bureaucracy.427
Tannenwald identifies the stalemate between the United States and the Soviet Union and
growing role of nuclear deterrence as part of this stalemate as a key factor in creating an
environment favorable for internalization of the nuclear norm.428 She also points out that
the rise of a block of Non-Aligned Movement (NAM) countries in the UN General
Assembly put additional pressure on the nuclear superpowers to adhere to the new
nuclear norm and pledge no-first-use and ultimately seek arms control and disarmament
efforts.429 Finally, another key factor in the internalization of the nuclear norm was the
anti-nuclear views of key U.S. politicians and policymakers. This included individuals
such as U.S. Secretary of Defense Robert McNamara and U.S. Secretary of State Dean
Rusk who viewed nuclear weapons as unusable due to moral reasons.430 Their adherence
to the view—also expressed in the nuclear norm itself—that nuclear weapons far from
conventional and that their development and use should be subject to special constraints
was likely a product, in part, of the efforts of norm entrepreneurs in the norm emergence
stage. These factors helped internalize the nuclear norm—first in the area of the
development and testing if nuclear weapons and then general nuclear disarmament and
nonproliferation.

Professional Networks and Arms Control Bureaucracy Helped Internalize Norms for
Nuclear Testing
427
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Norm internalization began first with the aspect of the new nuclear norm that
focused on the testing of nuclear weapons and was enabled by professional networks and
the international arms control bureaucracy. Yield-producing tests of nuclear weapons
played a pivotal role in developing nuclear weapons and refining their effectiveness,
explosive capacity, and weight-to-yield ratios (essential for mating warheads with
delivery systems). As discussed earlier in this chapter, beginning with the norm
emergence state, concerns regarding the environmental impact of these tests as well as
interest in slowing the development and proliferation of nuclear weapons served as a
catalyst for focusing on limiting and ultimately prohibiting these nuclear tests. This
reached a new status when, in 1963, President Kennedy signed the Limited Test Ban
Treaty (LTBT) along with his Soviet counterparts.431 The LTBT prohibited nuclear
testing in the atmosphere, outer space, and under water and currently has 108
signatories.432 Of note, China did not sign the LTBT and in 1964 called it a “big fraud”
intended to strengthen the nuclear monopoly of existing nuclear powers.433 The
institutionalization of the testing aspect of the nuclear norm was further bolstered in 1974
when President Nixon negotiated the Threshold Test Ban Treaty (TTBT) limiting
underground nuclear tests to a yield of 150 kilotons or less, roughly ten times the power
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of the U.S. nuclear weapon dropped on Hiroshima in 1945.434 A few years later President
Ford negotiated the Peaceful Nuclear Explosions Treaty (PNET), extending this kiloton
limit to peaceful nuclear explosions, which were exempted from the TTBT. While these
efforts represented progress in institutionalizing and codifying the norm, they were not
fully and immediately adopted by the key actors—the United States and the Soviet
Union. Only once the PNET was negotiated were both treaties submitted for ratification
by the U.S. Senate.435 However, due to concerns regarding the PNET and TTBT
verification provisions the United States and Soviet Union did not ratify the treaties (and
consequently they did not enter into force) until 1990. However, this became more of a
legal technicality in terms of the strength of the norm’s internalization as both nations did
observe the 150 kiloton limit while verification was pending.436 Professional networks
and the growing arms control bureaucracy (based on a great deal of legally sensitive
issues such as treaties, conventions, customary international law, etc.) buttressed the
internalization of this norm—as norm evolution theory indicated it should.
Further evidence of the internalization of this norm occurred in 1991 when Soviet
Secretary General Mikhail Gorbachev announced a unilateral moratorium on Soviet
nuclear testing.437 In 1992 with the end of the Cold War, President George H.W. Bush
signed into law the fiscal year 1993 Energy and Water Development Appropriations Act,
which enacted a unilateral U.S. moratorium on underground nuclear testing and on the
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introduction of new weapon designs into the U.S. nuclear stockpile.438 This ending what
had been the continual development of new nuclear weapons in the United States. Prior
to this moratorium the United States conducted 1,054 nuclear tests and the collective
international community had conducted roughly 2,000.439 The moratorium—which also
was observed by the Russian Federation—illustrates the negative impact the anarchic
international environment can have on norm evolution. While the great power politics of
the early Cold War helped incubate the new nuclear norm, it also held back its deep
internalization in terms of a total ban on nuclear testing. As a hedge against potential
threats, neither superpower had been willing to fully abandon nuclear tests until the
Berlin Wall fell. This power balancing environmental factor—not previously identified in
norm evolution theory—seems to inhibit deep norm internalization.
Deeper internalization of the testing aspect of the nuclear norm continued in the
mid-1990s as momentum for a comprehensive ban on nuclear testing was building.
Between January 1994 and August 1996 the Conference on Disarmament negotiated the
Comprehensive Test Ban Treaty (CTBT), which was adopted by the UN General
Assembly in September 1996 (bypassing Indian opposition).440 The CTBT is the longsought-after silver bullet when it comes to arms control related to nuclear testing and
represents full codification of the testing aspect of the constraining nuclear norm. It
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requires member countries to “not to carry out any nuclear weapon test explosion or any
other nuclear explosion” and established a robust verification regime based on an
International Monitoring System (IMS) of ground-based stations (collecting
seismological, hydroacoustic, infrasound, and radionuclide information) and an
International Data Center (IDC) to manage IMS-generated data. A process for on-site
inspections upon request by any member state is also provided, pending a vote of at least
30 of the 51 members of the CTBT Executive Council vote in the affirmative.441 The
CTBT also creates a Comprehensive Test Ban Organization (CTBTO), although only a
Prepatory Commission of the Comprehensive Nuclear Test Ban Treaty Organization
currently exists since the treaty is not in force. In order for the CTBT to enter into force,
all states listed in Annex 2 of the treaty must ratify the CTBT. 44 states are identified in
Annex 2, 35 of which have ratified the treaty. The nine holdouts are North Korea, India,
and Pakistan (all of whom have not signed the treaty) and China, Egypt, Indonesia, Iran,
Israel, and the United States (all of whom have signed the treaty but not ratified it).442
President Clinton put forth the CTBT for Senate ratification in 1999, only to have the
Senate vote 51-48 against ratification (67 votes are necessary per the Senate’s
constitutional advise and consent role).443 The Senate rejected the treaty due to concerns
that it was 1) not verifiable, 2) impaired the U.S. ability to maintain its nuclear stockpile,
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and 3) provided limited nonproliferation benefit.444 Many observers believe U.S.
ratification of the CTBT would spurn most or all of the other eight Annex 2 holdouts to
ratify the treaty as it would bolster the motivation to conform.445 Holdouts are given
cover while the United States still refuses to ratify the treaty. Its failure in the United
States could be in part due to the complexity associated with codification of the norm.
However, the testing aspect of the constraining nuclear norm prevails in spite of these
efforts and is largely internalized—with a significant minority of only India, Pakistan,
and North Korea challenging the norm’s dominance (three of nine nuclear weapon
states)—and then only in rare and limited underground nuclear tests. Atmospheric
nuclear testing is now unthinkable.

Professional Networks and Arms Control Bureaucracy Helped Internalize Norms for
Disarmament and Nonproliferation
As internalization of the nuclear norm in regards to nuclear weapon testing
occurred, internalization also moved forward in the area of general nuclear disarmament
and nonproliferation, also enabled by professional networks, lawyers, and the
international arms control bureaucracy. This occurred internationally beyond the bilateral
arms control agreements between the United States and the Soviet Union, such as the
Strategic Arms Limitation Talks (SALT) I (1972), SALT II (1979) and the IntermediateRange Nuclear Forces treaty (1987). Soon after the enactment of the LTBT in 1963,
negotiations began on the Nuclear Nonproliferation Treaty (NPT)—which moved beyond
444
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testing and covered possession and disarmament. These negotiations occurred from 19651968 as a result of a variety of factors, but two in particular pushed the negotiations
forward. The Chinese tested a nuclear device in October 1964 (stoking fears of
proliferation built, in part, by norm entrepreneurs) and then the UN Commission on
Disarmament voted in June 1965 in favor of pursuing a treaty or convention on nuclear
“non-proliferation.”446 At that time, the term non-proliferation was new and it arose out
of a fear that nuclear weapons would spread both in terms of the number of nuclear
weapon states (horizontal proliferation) as well as in the number of bombs and warheads
possessed by existing nuclear powers (vertical proliferation).447 At that time nuclear
weapons largely had not spread due to the difficulty associated with the technology.448
Under the auspices of negotiating a non-proliferation treaty that codified the nuclear
norm, the Soviet Union and United States each offered different initial proposals—
largely reflecting disagreements over whether or not U.S. nuclear weapons committed to
NATO constituted unacceptable proliferation.449 That issue was ultimately resolved and
in June 1968, the Commission on Disarmament offered a resolution to the U.N. General
Assembly in support of the draft NPT which was overwhelmingly adopted. Then, in July
1968, the treaty opened for signature and it went into force in March 1970.450 The NPT
contained several key aspects reflecting the internalization and codification of various
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aspects of the nuclear norm. For nuclear weapon powers there are two key requirements.
First, the NPT requires the five recognized nuclear weapon powers (the United States,
then-Soviet Union and now Russian Federation, United Kingdom (UK), France, and
China) to not transfer or proliferate nuclear weapons or technology to other nations.
Second, the treaty, under Article VI, required all parties to "pursue negotiations in good
faith on effective measures relating to cessation of the nuclear arms race at an early date
and to nuclear disarmament, and on a treaty on general and complete disarmament under
strict and effective international control."451 For the non-nuclear weapon powers (also
known as non-nuclear weapon states or NNWS) the NPT required them to not seek to
develop or obtain nuclear weapons—enforced by the new International Atomic Energy
Agency (IAEA) through various safeguards to detect diversions of nuclear material from
efforts to peacefully acquire nuclear energy. As the NPT opened for signature, the
nuclear powers sought to allay the have/have not concerns of the NNWSs by pledging to
provide assistance to any state subject to or threatened with nuclear attack.452 It was a few
years before some key countries, such as the Federal Republic of Germany and Japan,
ratified the treaty, but the overwhelming majority of nations ultimately did so. They were
motivated in part by the goal of conformity with the nuclear norm codified in the NPT.
As of October 2013, 190 nations ascribe to the NPT and only India, Israel, Pakistan, and
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South Sudan have not signed the treaty.453 North Korea was a party to the treaty but
announced its controversial withdrawal from the treaty in January 2003. Further, the legal
and professional IAEA bureaucracy created by the NPT led to greater internalization of
the nuclear norm through professional networks and habit-based recurring interaction—
consistent with norm evolution theory. The institutionalization of the nuclear norm
through the NPT and other means has been so effective as to render proliferation
estimates from the early nuclear era completely off base. In March 1963, President
Kennedy publicly estimated that 15-25 states might obtain nuclear weapons by the
1970s.454 As summarized by Maria Rost Rublee, the NPT “dramatically changed the costbenefit equation for nuclear weapons” by imposing additional costs for violating the
norm.455

Domestic and Regional Issues can Challenge Norm Internalization
The constraining nuclear norm regarding proliferation—enshrined in the NPT—is
not without challenge. While norm evolution theory indicates domestic turmoil can help
motivate actors to support a norm’s internalization, the nuclear experience shows it can
also spurn efforts to buck the norm. In 1998 both India and Pakistan openly tested nuclear
weapons as part of their efforts to acquire a nuclear deterrent force and in response to
internal turmoil and tension over their competition and conflict. These nuclear tests
453
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shocked the world, however both nations were not NPT signatories and following their
test India announced it was adopting a no-first-use policy and stated that it would never
use nuclear weapons against non-nuclear weapon states.456 Further, when India tested its
nuclear weapon it was largely symbolic as it lacked suitable delivery vehicles or a nuclear
employments strategy.457 Its motivation was likely similar to France in the 1950s who
simply sought great power status—an unfortunate negative secondary effect of the
special unconventional status afforded nuclear weapons by the nuclear norm. While
Pakistan has not made a similar no-first-use pledge it has nonetheless broadcast nuclear
restraint and refrained from an aggressive nuclear-use policy—demonstrating an
adherence to some principles of the nuclear norm (particularly those regarding use) if not
the NPT. However, the godfather of the Pakistani nuclear program, Abdul Qadeer Khan,
has exhibited no constraint regarding the proliferation aspect of the nuclear norm as he
spread illicitly spread nuclear technology on the black market.458 However, the fact that
Khan had to do so covertly indicates that the proliferation aspect of the constraining
nuclear norm still had some force. Further, it is unclear the extent to which the Pakistani
military or government sanction Khan’s efforts. This adherence to the usage aspect of the
nuclear norm and effort to hide violations of the proliferation aspect are likely products of
deliberate norm cultivation using motivating factors such as conformity and
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institutionalization. For example, Schelling discusses the work of international dialogue
(facilitated through organizations like the Aspen Institute and the Institute for Strategic
Studies in London) in spreading and promoting the norm against nuclear use to “new”
members of the nuclear club—such as India and Pakistan.459 North Korea has been a
particularly disconcerting outlier when it comes to both the NPT and the nuclear norm in
general—perhaps because it is not motivated by factors such as conformity. North Korea
has sporadically tested nuclear weapons over the past decade and its withdrawal from the
NPT remains legally controversial.460 Further, in recent years, some NNWSs, especially
those from the NAM block, have come to view the Article VI disarmament requirement
as more of a vague negotiating element required to get the non-nuclear states to agree to
the treaty and the preferred status the NPT provided to existing nuclear powers. These
activities lead to reasonable questioning as to whether the nuclear norm embodied in the
NPT and the treaties related to nuclear weapon testing truly reflect the norm’s
internalization.

Efforts from Leaders of Key Professions May Lead to Deeper Norm Internalization
Despite the setbacks of India, Pakistan, and North Korea, there are signs of
progress for the nuclear norm’s internalization. Norm evolution theory indicates that the
involvement of particularly relevant professions is key to internalizing the norm. For
nuclear weapons, in addition to the scientists who provided pivotal support which
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strengthened the testing aspect of the constraining nuclear norm, the national security
professions are those most relevant and recent development by senior statesmen have
helped renew and reinvigorate efforts to more deeply internalize the overall nuclear
norm—particularly its disarmament aspect. Over the last decade a resurgent interest in
total nuclear disarmament has spawned—showing that the nuclear norm may in fact be so
deeply internalized that the idea of total nuclear disarmament from the early days of the
nuclear era can again be revisited. In January 2007, four senior U.S. national security
officials (George Schultz, Henry Kissinger, Bill Perry, and Sam Nunn—referred to by
some as the “Four Horsemen”) published an article in the Wall Street Journal calling for
a world free of nuclear weapons.461 As previously discussed, this was not the first call for
nuclear disarmament and similar efforts have existed since the advent of nuclear
weapons.462 Following the end of the Cold War many believed that nuclear weapons were
no longer required; including some former military leaders such as the group of 60 highranking military officials from numerous countries who issued a statement in 1996,
calling for complete nuclear disarmament.463 The 2007 Wall Street Journal article was
particularly noteworthy in that it came from a bipartisan group of former cabinet-level
statesmen in the national security profession who did not have reputations for
Pollyannaish thinking and were known as realists during their tenure in government.
These individuals could be considered key actors and norm entrepreneurs (in general as
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well as within their profession), per norm evolution theory. Suddenly the nuclear
disarmament movement had more credibility than ever before. Other senior leaders from
the United States and international community as well as a variety of think tanks
proceeded to follow the statesmen’s call and come together in support of this goal in a
fresh effort called “Global Zero.” On April 5, 2009, this Global Zero movement received
the highest level of support within any U.S. administration when President Barack
Obama gave a speech in Prague and declared the existence of thousands of nuclear
weapons as “the most dangerous legacy of the Cold War” and then proceeded to commit
the U.S. to a renewed effort to seek a world without nuclear weapons.464465 Additional
senior U.S. leaders have signed on to the Global Zero effort, including a number of other
cabinet-level officials from the past six administrations.466 The Stimson Center, a
nonpartisan national security think tank and participant in the Global Zero initiative, has
published a series of papers called “Unblocking the Road to Zero” that examine the
perspectives of nuclear weapon nations on the states’ views regarding the utility of their
nuclear weapons and the conditions necessary for nuclear disarmament. Nations covered
include allies such as the UK, France, and Israel as well as countries such as India, China,
and Pakistan.467 A review of these national perspectives does not raise hopes that security
conditions can be achieved that would allow them to reduce to zero. For example, French
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defense academic Bruno Tertrais identifies the elimination of all major threats against
France’s broadly defined vital interests and those of its European allies as a precondition
for abandoning its roughly 350 nuclear weapons.468 469 Tertrais further identifies the
global elimination of chemical and biological weapons and the end of the “offensedefense” arms race as further preconditions. As another example found in the Stimson
reports, Brigadier General Shlomo Brom (retired) and Brigadier General Feroz Khan
(retired), of Israel and Pakistan respectively, highlight their countries views that their
nuclear weapons are essential to offset their neighboring adversaries’ greater size and
perceived conventional military capabilities.470 While this highlights the view of some
key actors in the national security profession as well as the long road ahead for total
internalization of the nuclear norm, the fact that the international and professional
dialogue has moved in this direction appears to be a significant step in further
institutionalizing and motivating conformity with the nuclear norm.
While nuclear norms regarding testing, proliferation, and disarmament are to
varying extents codified in international agreements—no such comprehensive
codification has occurred regarding the more basic (and earliest to emerge) norm
regarding nuclear weapon use (including first use). T.V. Paul—a thought leader on the
topic of nuclear norms—approaches the issue of the nuclear norm through practical
realist lens and highlights that there are no explicit or legally-binding prohibitions against
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the use of nuclear weapons (the NPT does not address the issue of use). 471 Thus Paul
considers the nuclear usage norm a “tradition” or non-use rather than a more constraining
or binding “taboo.” He argues that this normative tradition was developed and influenced
by the “logic of consequences”—a realist and rationalist argument regarding self-interest
and the negative effects nuclear weapon users would experience and the “logic of
appropriateness.” Regardless, whether a tradition or a binding legal construct, the aspect
of the nuclear norm regarding use is largely internalized in the sense that it has achieved
“taken for granted” status and remains unchallenged. This is not to say all nuclear
weapon states have an overt no-first-use policy, rather that they simply have not used
nuclear weapons. Recognition of the internalization of the constraining nuclear norm
regarding nuclear use was acknowledged even by one of the strongest proponents of
increased planning for using nuclear weapons and “winning” a nuclear war—Herman
Kahn. In 1966, Kahn said that “prevailing attitudes towards ‘first use’ of nuclear weapons
have changed considerably. The United States will probably adopt a virtual ‘no-first-use’
policy—perhaps without making a deliberate decision to do so.”472 While the usage
aspect of the nuclear norm was not formally codified through a mechanism such as the
NPT, it was in some cases regionally codified by the establishment of “nuclear-weaponfree-zones.” These limited possessing, testing, deployment, and use of nuclear weapons
in certain regions. The first such zone was established in Latin America and was
proposed in mid-1962 by Brazil and then codified in the Treaty of Tlatelolco in February
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1967.473 Later, four additional regional agreements were established to create additional
nuclear-weapon-free-zones in areas in the South Pacific, Southeast Asia, Central Asia,
and Africa.474 These regional denuclearization treaties further engrained the
internalization of the nuclear norm. By the 1980s, the nuclear norm was so deeply
internalized that nuclear war plans and strategies that were plausible in the 1950s were
considered far less tenable.475 This is not to say potent nuclear capabilities no longer
exist, just that expectations regarding their use have made such use less likely. While not
legally codified in a broad way, the non-use aspect of the nuclear norm has “served well
thus far to achieve what is the declared goal of disarmament: preventing nuclear war.”476
Other factors, such deterrence through the threat of nuclear retaliation, certainly also
contributed to this outcome, but norms also played an enduring role.

Conclusions
The emergence, cascade, and internalization of constraining norms for nuclear
weapons was consistent with many of the various hypotheses from norm evolution
theory—introduced in chapter two. While the initial environment was not favorable for
the nuclear norm due to the legacy of World War II and strategic bombing, early Cold
War dynamics and international organizations and platforms helped serve as incubators
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for the growth of norm entrepreneurs. Persuasion, especially through framing based on
the proposed norm’s coherence with related norms for poison (chemical/biological)
weapons, exploited increasingly globalized communication and professional networks to
expedite the norm’s spread and by the early 1960s a tipping point had been reached. This
framing also firmly established nuclear weapons as a unique threat and different from
conventional armaments.477 The slow spread of nuclear weapons, due to technical
challenges, also allowed time for entrepreneurs to organize, challenge previous
understandings, and for the norm to emerge and reach a cascade. Further, for a period of
time the United States was the sole nation in possession of nuclear weapons and thus had
a decisive role in establishing the early behavior in the nuclear era. While key U.S.
leaders wished that the constraining norm did not exist, the inadvertently furthered the
constraining nuclear norm and stigma associated with nuclear weapons. For example,
U.S. restraint in exploiting its temporary nuclear dominance through nuclear use as well
as its pursuit of strategic advantage by limiting proliferation and even seeking to
eliminate state possession altogether through the Baruch Plan allowed space for a
constraining nuclear norm to emerge. This window was successfully exploited by norm
entrepreneurs and organizations, some of which were encouraged by the Soviet Union’s
demagoguery of the U.S. nuclear monopoly as part of the power balancing of the early
Cold War. Power balancing, while inadvertently fostering norm emergence, can also
inhibit deep norm internalization, as was seen with the delay in final codification of the
testing aspect of the nuclear norm in the CTBT.
477
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Some of this success in the nuclear norm’s emergence, cascade, and
internalization was clearly due to contingency and chance. This is evidenced in the U.S.
restraint in nuclear use examined in the preceding paragraph as well as the fact that
optimal timing occurred as the weapons themselves spread slowly due to technical
challenges. One effective deliberate mechanism used by norm entrepreneurs as the
framing of nuclear weapons as special “unconventional” weapons known as WMD. Over
time, internalization of aspects of the nuclear norm governing usage occurred more
rapidly and was effectively easier to achieve than aspects governing nuclear
development, proliferation, and disarmament. This may have been in part due to the fact
that monitoring compliance with the norm for use is much simpler than doing so for
development, proliferation, and disarmament. There is little doubt when a nuclear
weapon is used but much uncertainty regarding the existence and scope of efforts to
develop nuclear weapons—as is seen today with the uncertainty regarding Iran’s nuclear
program and intentions in spite of the Iranian regimes claims that its program is peaceful
and nuclear weapons violate Islamic teaching. Table 7 below summarizes which
hypotheses from norm evolution theory were present in the history of the evolution of
norms for nuclear weapons. As discussed above, some variables were more relevant than
others for nuclear norms and the more prevalent ones are indicated by “XX” rather than a
single “X” in Table 7 below.

Table 7: Hypotheses of Norm Evolution Theory Applied to Nuclear Weapons

Norm Evolution Theory Hypotheses

Nuclear Weapons

Norm Emergence
Significant presence of norm entrepreneurs/norm leaders with
organizational platforms
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XX

Key actors motivated altruism, empathy, and ideational commitment
Actors employ persuasion, framing, memes, shame
Domestic political concerns
States seeking international legitimation
State distribution of power, prevailing levels of technology, availability of
natural and human resources, etc. favor the norm
Large scale turnover of decision makers
Recognized failure of norms from a previous “norm generation”
Emergence of a new issue area where prevailing norms not well
established
Norm prominence
Norm coherence-- connections to key ideas, adjacency, and grafting
Norm Cascade
Key actors are involved, specifically: states, international organizations,
and transnational networks
Key actors motivated by legitimacy, reputation, esteem
Actors employ persuasion and diplomacy
Actors employ institutionalization
Actors employ socialization
Actors employ demonstration
Optimal timing
Norm clear and specific
Norm makes universal claims
Norm coherence
Norm Internalization
Key actors are involved, specifically: law and lawyers, professions, and
bureaucracy
Actors motivated by conformity or domestic turmoil
Actors employ habit and institutionalization
Existence of professional networks
Norm clear and specific
Norm makes universal claims
Norm coherence

X
XX
X
X

X
XX
XX
XX
X
XX
X
X
XX
X
X
X
XX
XX
XX
XX
X
X
X

While the hypotheses of norm evolution theory are consistent with the experience
of the constraining nuclear norm’s life-cycle, as mentioned in earlier chapters they are too
numerous and indeterminate to be particularly useful for offering predictions for the
future emergence of constraining norms for other emerging-technology weapons. This
chapter has identified a few areas where the nuclear experience offers some particularly
valuable additional lessons to compliment and further unpack the general hypothesis of
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norm evolution theory examined in chapter two. These include the fact that
characterizing the weapon-type as “unconventional” or otherwise granting it a special
status can accelerate norm adoption and ultimately achievement of a norm cascade. Also,
that unitary dominance of a single actor with the particular weapon-type can gives that
actor significant influence in influence norm emergence for that weapon-type. Similarly,
delays in a weapon-type’s proliferation (often due technological barriers) can also create
added time for a constraining norm to emerge. Additionally, the international arms
control and disarmament bureaucracy and the increasing regulation and legalization of
armed conflict provide an increased number of organizational platforms and networks to
spread the norm and more rapidly achieve a norm cascade. And finally, that the
internalization of aspects of a norm governing usage occurs more rapidly and is easier to
achieve than aspects governing development, proliferation, and disarmament. Taken
together with the additional hypotheses from chapter three and four, these additional
lessons will assist in the development of a refined version of norm evolution theory
specifically for emerging-technology weapons in the next chapter. This norm evolution
theory for emerging-technology weapons will then be used to offer predictions on the
evolution of norms for emerging-technology cyber weapons in chapter seven.
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CHAPTER SIX: NORM EVOLUTION THEORY FOR EMERGINGTECHNOLOGY WEAPONS

“You can't say civilization don't advance... in every war they kill you in a new way.”
--Will Rogers
Introduction
In the first century AD, the Roman statesman Frontinus said that the “engines of
war have long since reached their limits, and I see no further hope of any improvement in
the art.”478 His wildly inaccurate prediction illustrates the wisdom of Lao Tzu’s axiom
that those who have knowledge, don't predict; those who predict, don't have
knowledge.479 Thus it is with humble awareness of the limits and challenges of prediction
that I seek in this chapter to offer a framework to do so, particularly for the volatile and
changing arena of emerging-technology weapons. The previous three chapters applied
general norm evolution theory to three historic case studies: CBW, strategic bombing,
and nuclear weapons. The general hypotheses of norm evolution theory were for the most
part validated in these case studies. However, as discussed in chapters one and two, norm
evolution theory largely consists of a laundry list of hypotheses and is not developed
specifically for nor tailored to norms for emerging-technology weapons and warfare. As
such, it is not optimized for making predictions of norm evolution for emerging478

Otto, Bob. “Operation Allied Force: Bringing Liddell Hart Full Circle,” National Defense University
National War College, 3. < http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA442507>.
479
Moore, Des. “What is the Greatest Threat: Global Warming or Terrorism?,” Institute for Private
Enterprise, May 17, 2007, < http://www.ipe.net.au/U3A_0508.pdf>.

178

technology weapons, such as those for cyber weapons. This chapter seeks to offer a more
refined version of norm evolution theory tailored for emerging-technology weapons
based on the preceding case studies. To do so, this chapter first provides a summary of
the validation of general norm evolution theory in the three case studies and then offers
more tailored hypotheses for emerging technology weapons.

Norm Evolution Theory Applied to Case Studies
Norm evolution theory, introduced in chapter two, offers specific hypotheses
regarding the actors, actor motives, and important mechanisms and factors supporting
norm development during all three stages of the norm life-cycle. The historic case studies
of CBW, strategic bombing, and nuclear weapons—examined in chapters three, four, and
five—help test the theory’s hypotheses and indicate that they are overall consistent with
the norm evolution experience for these three modes of warfare. See Table 8: Hypotheses
of Norm Evolution Theory Applied to Case Studies for a summary of norm evolution theory’s

hypotheses and their presence or absence in each of the case studies. As with the similar
tables in the case study chapters, some variables were more relevant than others and the
more prevalent ones are indicated by “XX” rather than a single “X” in Table 8 below.

Table 8: Hypotheses of Norm Evolution Theory Applied to Case Studies
Norm Evolution Theory Hypotheses
Norm Emergence
Significant presence of norm entrepreneurs/norm leaders with
organizational platforms
Key actors motivated altruism, empathy, and ideational
commitment
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CBW

Strategic
Bombing

Nuclear
Weapons

X

XX

XX

X

XX

X

Actors employ persuasion, framing, memes, shame
Domestic political concerns
States seeking international legitimation
State distribution of power, prevailing levels of technology,
availability of natural and human resources, etc. favor the norm
Large scale turnover of decision makers

X
X
X
X

XX
X
X
XX

Recognized failure of norms from a previous “norm
XX
generation”
Emergence of a new issue area where prevailing norms not
X
well established
Norm prominence
X
X
Norm coherence-- connections to key ideas, adjacency, and
XX
XX
grafting
Norm Cascade
Key actors are involved, specifically: states, international
X
X
organizations, and transnational networks
Key actors motivated by legitimacy, reputation, esteem
XX
XX
Actors employ persuasion and diplomacy
X
X
Actors employ institutionalization
XX
XX
Actors employ socialization
XX
X
Actors employ demonstration
X
X
Optimal timing
XX
XX
Norm clear and specific
X
X
Norm makes universal claims
X*
X
Norm coherence
XX
X
Norm Internalization
Key actors are involved, specifically: law and lawyers,
XX
XX
professions, and bureaucracy
Actors motivated by conformity or domestic turmoil
XX
XX
Actors employ habit and institutionalization
XX
X
Existence of professional networks
XX
Norm clear and specific
X
X
Norm makes universal claims
X
X
Norm coherence
XX
X
* Universal claims may still be selective in the sense that they only apply to “civilized” nations.

XX
X
X

X
XX
XX
XX
X
XX
X
X
XX
X
X
X
XX
XX
XX
XX
X
X
X

While chapters three, four, and five all make the case that the three norms are all in the
third stage of the norm life-cycle and now well established, their development has
followed different paths, with different fits and starts and more/less important variables
(as indicated by the variation in the single or double Xs in the table above). Further, they
are not all equally internalized today. For example, both the CBW and nuclear norms are

180

relatively well codified in the Geneva Protocol, BWC, CWC, and NPT. No similarly
focused treaty exists for strategic bombing and, as was mentioned in chapter four,
significant violations of the norm have occurred in Syria in 2012 and 2013 (leading to
4,300 deaths) without comparable international outcry witnessed for Syria’s much more
limited violation of the CBW norm.480 Not surprisingly, strategic bombing has a “score”
of 6/2 (X/XX) for the internalization stage compared to a 7/5 and 7/4 score for CBW and
nuclear weapons respectively. This may be a result of the lack of comparable professional
networks and advocates as well as indicative of the lack of norm leaders (states)
perceiving deep internalization in their interest (a key variable to be examined in more
detail later in this chapter). Professional networks, such as the chemical industry and the
nuclear bureaucracy under the IAEA, are clearly a particularly important variable for
deeper internalization. This allude to the role of congruent public/private support for the
norm, which will be identified as an important secondary hypothesis later in this chapter.
That said, with the exception of the norm evolution theory’s hypothesis that the
large scale turnover of decision makers will help enable norm emergence, elements from
each hypothesis were present in one or more of the three case studies, with many in all
three. Therefore, norm evolution theory remains a generally valid tool for analyzing the
future prospects of norms for emerging-technology weapons, including cyber warfare.
However, these hypotheses are too numerous and broad and not sufficiently
discriminating to allow for detailed predictions for future norm development for
emerging-technology weapons. Further, general norm evolution theory does not identify
480
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the primary independent variable leading to norm emergence and development, perhaps
as it was originally designed for a wide range of purposes and not specific to international
behavior and warfare. As such, it is necessary to refine and tailor norm evolution theory
to make it more useful for this purpose.

Norm Evolution Theory Tailored for Emerging Technology Weapons
As previously discussed, norm evolution theory was not developed specifically to
apply to norms for weapons and war. Many of the examples involve the development of
norms for human and civil rights. Accordingly, examining how norm evolution theory,
informed by the preceding case studies, specifically applies to norms for emerging
technology weapons is necessary to offer forward looking predictions. This examination
allows for the identification of the primary independent variable that explains why
constraining norms sprout and grow for emerging-technology weapons. It also offers the
development of some specific secondary or modifier variables and related expectations or
hypotheses concerning what one would anticipate for norm emergence and development
for these weapons. These hypotheses are identified below and will then be applied to
cyber warfare in chapter seven to predict how constraining norms for cyber warfare may
emerge.
Emerging-technology weapons are weapons based on new technology or a novel
employment of older technologies to achieve certain effects. Given that technology is
constantly advancing, weapons that initially fall into this category will eventually no
longer be considered emergent. For example, the gunpowder-based weapons that began
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to spread in fourteenth century Europe would clearly be classified as emergingtechnology weapons in that century and perhaps in the fifteenth century but eventually
these weapons were no longer novel and became fairly ubiquitous.481 The same could be
said for medieval longbow technology in the previous period. Strategic bombing in the
late nineteenth century up to World War II could be considered an emerging-technology
weapon. Chemical weapons during this same timeframe also fall into this category.
Nuclear and biological weapons should be considered emerging-technology weapons
during World War II and immediate years that followed. Today cyber weapons that are
used to conduct CNA are emerging-technology weapons. Cyber weapons are certainly
not the only current contender for this label, as other novel weapons, such as autonomous
weapon systems, high-energy lasers, or microwave-based active denial systems could
also be labeled as emerging-technology weapons.482

Primary Hypothesis Concerning Norm Evolution for Emerging-Technology Weapons
Norm evolution theory, when applied specifically to this category of emergingtechnology weapons and informed by the case studies in chapters three, four, and five,
suggests that the principle independent variable which causes the emergence and
development of constraining norms for emerging-technology weapons is the perception
among powerful or relevant states that such norms are in their national self-interest. That
is, a direct or indirect alignment of national self-interest with a constraining norm leads to
norm emergence and the extent to which it is aligned with key or powerful states
481
482
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perception of self-interest will determine how rapidly and effectively the norm emerges.
Self interest and power can be broader than just material factors, as pointed out by
international relations theorist Hans Morgenthau when he said:
power may comprise anything that establishes and maintains the control of man
over man. Thus power covers all social relationships which serve that end, from
physical violence to the most subtle psychological ties by which one mind
controls another.483
Thus a perception of self-interest can be due to a conscious “logic of consequences”
calculation discussed by T.V. Paul in the context of nuclear norms and often based on a
realist perception that states are threatened by uncontrolled diffusion and use of the
weapons. Alternatively, states perception of self-interest can be due to a “logic of
appropriateness” determination based on the candidate norm’s coherence with other
norms the state embraces rather than a conscious state decision of material self-interest.
As an example of the former, look no further than the Russian Czar’s interest and pursuit
of a constraining norm for both CBW and strategic bombing at the First Hague
Conference. 484 Russia was largely motivated by its own failures to develop these new
weapons and an interest in constraining its adversaries. This was in addition to, in the
case of the CBW norm, the prospective norm’s coherence with the poison taboo and the
“logic of appropriateness.” As another example of the role of state interest, Britain
opposed the nascent strategic bombing norm as it saw aerial weapons as a potential tool
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to offset their army’s numerical disadvantage when compared to France and Germany.485
The role of national self-interest as the primary independent variable leading to norm
emergence also helps explain why, when challenged with violations of a young and notyet-internalized norm, a state is quick to abandon the norm and pursue its material
interest by using the previously constrained emerging-technology weapon, as was seen
with both CBW and strategic bombing in World War I and strategic bombing in World
War II.
While direct national self-interest is the primary independent variable that
explains why constraining norms for emerging-technology weapons initially emerge and
develop, there is also a dynamic/systems theory element which reflects that sometimes
norm emergence is not the product of a single decision or set of decisions but is based on
chance and the complex interaction of the overall system. The three historical case
studies make it clear that chance, particularly the fortuitous and indirect alignment of a
norm with a powerful and self-interested state actor, plays a major role in the early
success of a norm for emerging-technology weapons. For example, the Soviet efforts
early in the nuclear era were intended to delegitimize the United States and strengthen the
Soviet position while they aggressively pursued their own nuclear weapons. Instead,
these efforts helped generate incubators for the constraining nuclear norm and spawned
interest in the early anti-nuclear weapons movement. As another example, the Soviet-led
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World Peace Council’s 1950 “Stockholm Peace Appeal” called for a total ban on nuclear
weapons and involved a huge public outreach effort.486
In addition to this primary cause for norm emergence, norm evolution theory for
emerging-technology weapons (based on the case studies in chapters three, four, and
five) suggests that the that secondary variables, such as certain actors, actor motives, and
important mechanisms and factors, support norm emergence and growth during each
stage of the norm life-cycle. These secondary or modifier variables and related
expectations or hypotheses are identified below. While these hypotheses are identified for
each of the three phases of the norm life-cycle, they can apply in the additional stages.
Together with the primary hypotheses examined above, this refined theory of norm
evolution for emerging-technology weapons is a more useful framework for predicting
the likelihood of norm development for this category of weapons and warfare and will be
used in chapter seven to offer predictions for cyber warfare.

Secondary Hypotheses Concerning Norm Emergence for Emerging-Technology Weapons
1. Coherence and grafting with existing norms will play a key role in the early
foundation of the norm for the emerging technology weapon. Norm evolution theory
identifies coherence with existing norms and norm entrepreneurs’ deliberate grafting onto
prominent existing norms as elements to a norm’s success. For emerging-technology
weapons this appears to be particularly true and the initial expectations of behavior for
the use, development, and proliferation of the new weapon will be directly tied to the
486
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dominant normative fabric upon which its associated norms are (at least initially) affixed.
This was seen in chapter three with the coherence of constraining norms for chemical
weapons with ancient norms and taboos regarding poison weapons and in chapter five
with the coherence of initial permissive nuclear norms with permissive norms for
strategic bombing (although the constraining nuclear norm was ultimately able to
overcome this coherence with the permissive nuclear norm).
2. Permanently establishing a norm before the weapon exists or is fully capable or
widespread will enhance a norm’s chance of emergence and eventual cascade. Reaching
an international consensus and then institutionalizing it before a weapon exists or is
mature or widespread helps curtail competing permissive norms and establishes a firm
foundation for the norm to achieve a tipping point and ultimately internalization. This
was seen with establishment of a prohibition on modern chemical weapons at the 1899
Hague Conference, which permanently banned the use of “asphyxiating” shells although
no such weapons had yet been invented. 487 While this was not enough to strengthen the
norm to the point where it prevented CW use in World War I, it did help it develop.
Additionally, it appears that in order to achieve the benefit of this “preemptive
prohibition” it needs to be permanent. For example, the prohibition on strategic bombing
(indeed, any form of aerial bombardment) at the same 1899 conference was for a limited
duration—five years—and when it expired and the fixed wing aircraft and other tools for
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aerial bombing had been invented and were spreading, the development of the
constraining norm suffered.
3. With undemonstrated emerging-technology weapons, there will be multiple
challenges. First, because these weapons are not demonstrated, they will not be well
understood and there will be differing perspectives as to their potential capability and
effects. This makes state calculations of self-interest—the key variable for norm
evolution discussed earlier in this chapter—more complex. For example, competing
predictions on the impact of strategic bombing impeded a norm cascade for the
constraining norm based on the view that strategic bombing would make war more
costly. Specifically, in airpower theorist Guilio Douhet’s 1921 book Command of the Air
(and others), the idea was promoted that strategic bombing would actually make future
wars shorter, and wars would be resolved quickly with less overall noncombatant harm
and damage. 488 Without a real demonstration or test of these competing predictions, the
development of constraining norms was impeded and inflation of the threat of the
possible effects of the weapon can inadvertently strengthen norm emergence for a
constraining norm. This inflated view of the threat is often caused by the private sector
through industry and lobbying groups. As is to be expected, certain elements of private
industry and public organizations will be disadvantaged by constraining norms for certain
types of weapons. For largely unproven and novel emerging-technology weapons,
constraining norms may even be viewed as a threat by public entities such as the military
units or elements responsible for pursuing the new weapon. For example, during the
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Washington Treaty and Geneva Protocol debates, the U.S. Army Chemical Warfare
Service partnered with the American Chemical Society to make “totally irresponsible…
exaggerations of new weapons developments” in order to play up the military utility of
chemical weapons. This generated institutional support and business, as well as
opposition to normative constraints and agreements.489 These claims created an
unrealistic and disproportionate fear of chemical weapons relative to their actual
capabilities, which ultimately helped foster the constraining norm. Additionally, the lack
of demonstration and experience with emerging-technology weapons can lead to
inadvertent escalation due to a lack of clarity regarding weapon employment. This was
seen again with strategic bombing during the early days of World War I. In 1915, the
Germans, French, and British perceived each other’s aerial attacks as indiscriminate (and
thus violating the nascent strategic bombing norm) even when the non-military casualties
were in fact inadvertent and due to the technological inability at the time to engage in
precision bombing.490 This led to further norm erosion due to retaliatory violations of the
norm and inadvertent escalation.
4. Connections with the idea that there is no defense against the weapon fuels
interest in a constraining norm, but also limits the effectiveness of reciprocal agreements
and can lead to weapon proliferation. If states and their domestic audiences perceive the
emerging-technology weapon as one which cannot be defeated with defenses, they will
be more likely to perceive a constraining norm in their self-interest (the key variable for
489
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norm emergence) as it is one of the few options available to contain the threat. For
example, the view that there were no defenses against nuclear weapons helped motivate
the United States to pursue international control of nuclear weapons under the Baruch
plan in 1946.491 This contributed to the emergence of the international norm constraining
nuclear weapon use. Interest in norms to constrain strategic bombing was similarly fueled
by the idea that bombers could not be sufficiently defended against and that bombers
would always reach their target.492 This ultimately led to the French government’s
Bourgeois Plan to establish a multinational peace keeping force, including the only
bombing force in existence, under the League of Nations.493 While this view of the
futility of defenses fuels interest in constraining norms, it is not without risk. It can lead
to convention-dependent norms which, when violated, result in intense domestic pressure
for retaliatory violations of the norm. This was seen with the usage of chemical weapons
in World War I and strategic bombing in World War I and II.
5. Weapon proliferation/adoption will play a role in norm emergence by, among
other things, influencing states’ perception of self-interest. First, if there is a period where
a single actor has unitary dominance with the particular emerging-technology weapon,
they have increased influence as to how norms emerge for that weapon-type. This was
seen with nuclear weapons when the United States had an exclusive monopoly on nuclear
weapons and, following the Hiroshima and Nagasaki bombings, resulted in significant
491
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nuclear restraint. This helped establish an operative precedent of nuclear non-use and
allowed time and space for the constraining norm to emerge. Second, if an emergingtechnology weapon’s proliferation is delayed (often due technological barriers); it can
also create added time for a constraining norm to emerge. Technical hurdles associated
with developing nuclear weapons prevented their broad diffusion (and potential
temptations to violate the nascent constraining norm on nuclear weapon usage) even after
the U.S. nuclear monopoly ended. Finally but perhaps most importantly, varied rates of
adoption of the new technology will result in varied state interests in the norm and make
the convergence of self-interest, identified earlier as the primary variable impacting norm
emergence, more difficult. For example, whether a state possesses or is successfully
developing the emerging-technology weapon or the state views it as a threat to their
existing military capabilities will influence their support or opposition to the constraining
norm. Case in point, Russia was the main norm leader for the constraining strategic
bombing norm at the 1899 Hague Conference, motivated in part by the recent failure of
its program to develop a dirigible airship.494 Meanwhile, the French and Germans were
succeeding in their efforts to develop aerial weapons and thus were less receptive to the
norm. Britain, while not suffering from the same technological failures as the Russians,
supported the constraining norm because it viewed balloons as a potential tool to offset
their army’s numerical disadvantage.495
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Secondary Hypotheses Concerning Norm Cascade for Emerging-Technology Weapons
1. Improvements in technology that address previous challenges in adhering to a
constraining norm can rapidly lead to a norm cascade. At times the limits of the
emerging-technology weapons will impair a particular constraining norm’s success. For
example, early bombing technology made the practical application of the constraining
strategic bombing norm difficult as discriminate bombing was not necessarily possible
even if desired. However, the advent of precision-guided munitions in the years following
the Korean War enabled a level of accuracy where bombing non-military targets
(however defined) while avoiding significant inadvertent collateral damage could be
achieved. This technological breakthrough helped the re-emerging strategic bombing
norm succeed in achieving a norm cascade and ultimately internalization in some places.
Similar technological breakthroughs can enable other emerging-technology weapons to
overcome initial barriers to norm success.
2. Characterizing the weapon-type as “unconventional” or otherwise granting it a
special status can accelerate norm adoption and, ultimately, the achievement of a norm
cascade. By definition, emerging-technology weapons do not fit cleanly into existing
conventional categories. The success of norm entrepreneurs to help categorize the
weapons as special helps single them out for norm development and can accelerate norm
development. This was seen with President Truman’s decision to place nuclear weapons
into civilian control rather than under military control and reserve sole discretion as to
when to employ them—something that had never been done with any other type of
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weapon.496 Further, this is seen with the unconventional category of WMD, including
biological and chemical weapons, which are declared by international treaties to be
“repugnant to the conscience of mankind.”497 However, such special categorization also
runs the risk of incentivizing its proliferation by making it exotic, prestigious, or a
symbol associated with modernity.498 It was this symbolism associated with nuclear
weapons which some sought to ascribe to other WMD modalities, as evidenced in 1988
when then-speaker of the Iranian Parliament, Hashemi Rafsanjani, referred to biological
and chemical weapons as “the poor man's atomic bomb.”499 If this type of association
develops early for an emerging-technology weapon before constraining norms develop,
the benefits of such an association could be negated.
3. Public demonstrations of the weapon-type, enabled by real-time media, can
influence public opinion and spread the constraining norm. As discussed earlier in this
section, the lack of demonstration and understanding associated with an emergingtechnology weapon can make norm development more difficult by impairing states’
calculations of self-interest. However, once such demonstrations occur and are widely
observed, especially with the modern 24-7 real-time media, they can help to quickly
shape the public perspective on the weapon and help the constraining norm achieve a
tipping point. For example, the re-emerging strategic bombing norm received a large
496
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boost in support through the media criticism of the U.S. bombing campaign in Vietnam.
Referring to the U.S. Linebacker II bombing campaign, the press called it the “most
savage and senseless act of war ever visited… by one sovereign people on another” and
visual footage helped motivate more norm entrepreneurs and leaders through emotional
evocation of altruism and empathy.500 This modern media presence can be considered an
element of “optimal timing” identified by norm evolution theory and will help ensure the
demonstration of emerging-technology weapons play a role in norm development.
4. The international arms control and disarmament bureaucracy and the increasing
regulation and legalization of armed conflict provide an increased number of
organizational platforms and networks to spread the norm and more rapidly achieve a
norm cascade. Since the last few years of the nineteenth century the international
community has spawned an increasing number of venues and forums to discuss,
promulgate, and codify international norms. This was first seen with chemical weapons
and aerial bombing at the Hague Convention in 1899 and then 1907 and later the Geneva
Convention, Washington Naval Conference, League of Nations, UN Commission on
Disarmament, Nuclear Nonproliferation Treaty and International Atomic Energy
Commission, and the OPCW. Ultimately, the increasing development and discussion of
international law and acceptable international behavior ensure that norms for any
emerging-technology weapons will have a multitude of organizational platforms and
networks through which to spread and grow.
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Secondary Hypotheses Concerning Norm Internalization for Emerging-Technology
Weapons
1. Internalization of aspects of a norm governing usage occurs more rapidly and is
easier to achieve than aspects governing development, proliferation, and disarmament.
Constraining norms for emerging-technology weapons are more likely to succeed if they
address the use of the particular weapon rather than possession of said weapon. This may
be because such norms allow states to preserve maximum flexibility in pursing their selfinterest because they can still develop and possess the emerging-technology weapons in
case a norm fails to constrain the threat. This secondary hypothesis was clearly
demonstrated with the relatively early success in establishing constraining norms
regarding the use of chemical, biological, and nuclear weapons as well as the
permissibility of engaging in strategic bombing compared to constraining norms
regarding the possession or proliferation of these various emerging-technology weapons.
The main reason for this is that intuitively it is much easier to observe compliance with a
usage norm (vs. possession) and thus norm evolution theory’s motives of shame,
legitimacy, reputation and esteem are more effective.
2. Congruent support and involvement from the public and private sector
(particularly industry participants associated with the “multi-use” technology) is key to
achieving norm internalization. Internalizing a norm for emerging-technology weapons
involving multi-use technology with peaceful applications is made more difficult by the
higher number of stakeholders who need to be persuaded by norm entrepreneurs. If these
private sector stakeholders are not in sync with their public sector government norm
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leaders, then internalization of the norm will be more difficult. For example, the lack of
support from the bio-tech and pharmaceutical industries impeded codification of certain
aspects of the constraining norm regarding biological weapons, which the presence of
support from the chemical industry helped lead to the successful codification of the
constraining norm for chemical weapons. Specifically, the involvement of the CMA, now
known as the American Chemistry Council, played a major role in the development of
the CWC.501
3. Secrecy associated with emerging-technology weapon programs and the
possible multi-use nature of their technology will impede norm evolution, especially
internalization. As discussed above, if an emerging-technology weapon is based in part
on multi-use technology, the involvement of private sector stakeholders will be important
to norm internalization. At an even more basic level, however, the multi-use nature of
certain weapon technologies impedes the development of a constraining norm because
distrustful states in the anarchic international system are reluctant to embrace a normative
constraint on a weapon that could easily and covertly be developed by adversaries under
peaceful auspices, only to be quickly be converted to a belligerent purpose. For example,
the multi-use nature of aircraft was a major impediment to success at the Geneva
Disarmament Conference of 1932, where delegates struggled to come up with a way to
constrain military air forces in the context of the easily convertible commercial
aircraft.502 Additionally, secrecy associated with emerging-technology weapons can make
501
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norm internalization difficult due to the difficulty of observing compliance and therefore
leveraging actor motives of conformity, legitimacy, reputation, and esteem. After all, if a
nation can violate a norm without risk of these pressures, true norm internalization is less
likely. For example, due to the secrecy associated with biological weapon programs
(which lack many outwardly observable characteristics), the Soviet Union successfully
ramped up their own covert biological weapons program after they signed the BWC and
publicly disavowed biological weapons. The Soviet program ultimately became the
largest biological weapons program in history, and the Soviet Union managed to keep
this violation of the BWC secret for decades.503
4. International pressure for conformity, enabled by real-time media coverage of
the weapon’s use, will promote internalization. As discussed earlier in this section under
the expectations for norm cascade for emerging-technology weapons, the real-time
media, as an element of norm evolution theory’s optimal timing factor, plays major role
in influencing public perceptions. This not only applies to the first two stages of the norm
life-cycle but also plays a role in creating international pressure to conform to
internalized norms. For example, in 2013, the media reported on the Syrian government’s
suspected use of sarin nerve gas in their ongoing civil war.504 The international
community reacted strongly with the United States indicating that this CW attack crossed
a “red line” and moving towards serious consequences.505 Ultimately, this robust
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response—including the threat of the use of force to respond to violations of the
constraining CW norm—created such pressure to conform to the norm that Syria acceded
to the CWC, and inspectors beginning to dismantle Syria’s illicit chemical weapons
program (although, as mentioned previously, the speed of dismantlement would later
become an issue).506

Conclusions
The previous three chapters applied general norm evolution theory to three
historic case studies: CBW, strategic bombing, and nuclear weapons. While the general
hypotheses of norm evolution theory were for the most part validated in these case
studies, the refined norm evolution theory for emerging-technology weapons introduced
above offers a better and more tailored framework for understanding and predicting norm
development in this area. Table 9 below summarizes the primary and secondary
hypotheses for norm evolution theory for emerging-technology weapons in each stage of
the norm life-cycle.

Table 9: Hypotheses for Norm Evolution for Emerging-Technology Weapons

Primary Hypothesis
Direct or indirect alignment of national self-interest with a constraining norm leads to norm
emergence and the extent to which it is aligned with key or powerful states perception of selfinterest will determine how rapidly and effectively the norm emerges.
Secondary Hypotheses for Norm Emergence
Coherence and grafting with existing norms will play a key role in the early foundation of
1
the norm for the emerging technology weapon.
Permanently establishing a norm before the weapon exists or is fully capable or widespread
2
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will enhance a norm’s chance of emergence and eventual cascade.
With undemonstrated emerging-technology weapons, there will be challenges. Specifically:
 Differing perspectives as to its future capability, which can impair norm
emergence. Threat inflation regarding the possible effects of the weapon (often
by the private sector via industry and lobbying groups) can inadvertently
strengthen norm emergence for a constraining norm.
 Prospect for inadvertent escalation to lack of clarity regarding new technology.
Connections with the idea that the weapon can’t be defended against will fuel interest in a
constraining norm but also limits the effectiveness of reciprocal agreements and can lead to
weapon proliferation—and once convention-dependent norms are violated, intense
domestic pressure can then build for retaliatory violations of the norm.
Initial weapon proliferation/adoption will play a role in norm emergence. Specifically:
 Unitary dominance of a single actor with the particular weapon-type can gives that
actor significant influence in influence norm emergence for that weapon-type.
 Delays in a weapon-type’s proliferation (often due technological barriers) can also
create added time for a constraining norm to emerge .
 Additionally, varied rates of adoption of the new technology will result in varied
interests in the norm and make norm emergence more difficult.
Secondary Hypotheses for Norm Cascade
Improvements in technology that address previous challenges in adhering to a constraining
norm can rapidly lead to a norm cascade.
Characterizing the weapon-type as “unconventional” or otherwise granting it a special
status can accelerate norm adoption and ultimately achievement of a norm cascade.
Public demonstrations of the weapon-type —enabled by real-time media—can influence
public opinion and spread the constraining norm.
The international arms control and disarmament bureaucracy and the increasing regulation
and legalization of armed conflict provide an increased number of organizational platforms
and networks to spread the norm and more rapidly achieve a norm cascade.
Secondary Hypotheses for Norm Internalization
Internalization of aspects of a norm governing usage occurs more rapidly and is easier to
achieve than aspects governing development, proliferation, and disarmament.
Congruent support and involvement from the public and private sector (particularly
industry participants associated with the “multi-use” technology) is key to achieving norm
internalization.
Secrecy associated with emerging-technology weapon programs and the possible multi-use
nature of their technology will impede norm evolution, especially internalization.
International pressure for conformity —enabled by real-time media coverage of the
weapon’s use—will promote internalization.
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CHAPTER SEVEN: PREDICTING NORM EVOLUTION FOR CYBER
WARFARE

“The growing use of cyber capabilities to achieve strategic goals is also outpacing the
development of a shared understanding of norms of behavior, increasing the chances for
miscalculations and misunderstandings that could lead to unintended escalation.”
--Director of National Intelligence James R. Clapper
Introduction
Just as constraining norms emerged for emerging-technology airpower weapons
early in the twentieth century and for nuclear weapons in the mid-twentieth century,
constraining norms are beginning to emerge for emerging-technology cyber weapons.
However, the growing international use of cyber weapons is outpacing the development
of shared norms of behavior.507 If constraining cyber norms are not keeping pace, where
do they currently stand and how will they evolve going forward? The advent of cyber
warfare poses a range of challenges to states. Some of these challenges were also
presented by the advent of the other emerging-technology weapons examined in the
previous chapters, making norm evolution theory for emerging-technology weapons
particularly pertinent for cyber warfare. This chapter offers predictions for the future of
constraining norms for cyber warfare by applying this newly refined theory (introduced
in chapter six) based on an assumption that current trends continue. This chapter points
out that various candidate norms for cyber warfare are beginning to emerge through state
507
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practice and deliberate norm cultivation efforts as more and more states and other actors
begin to grapple with this growing threat through an increasing number of organizational
platforms. These early norms are sometimes mutually exclusive and contradictory and
include constraints such as limiting targets to military objectives, no first use of cyber
weapons, and the application of existing LOAC to cyber warfare. This chapter will argue
that due to the primary hypothesis as well as the secondary hypotheses for norm
evolution for emerging-technology weapons discussed in chapter six, norm emergence of
constraining cyber norms is particularly unlikely should current trends continue.
However, if norms do emerge, they should be able to relatively easily achieve a norm
cascade, but internalization will again be difficult and is unlikely. This chapter is focused
on norm development; for more general background on cyberspace and cyber warfare,
see Appendix I.

Summary of Current Status of Cyber Warfare and International Norms
As cyber weapons are currently emerging-technology weapons and have only
existed for a short time and there is relative secrecy surrounding most cyber operations,
there is not an extensive record of customary practice of states.508 Jason Healey breaks
the history of cyber conflict into three phases: “realization” in the 1980s, “takeoff” from
1998-2003, and “militarization” from 2003 to present.509 Two of the main differences in
each of Healey’s phases are the increasing diffusion of capabilities among nations and
508
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improved and formalized organizational approaches to cyber conflict. Focusing on the
militarization phase, James Lewis and the Center for Strategic and International Studies
(CSIS) maintain a rolling list of “significant cyber incidents” since 2006 and, as of July
2013, identify 153 hostile cyber operations.510 While Lewis does not separate the
operations by CNE and CNA operations, the vast majority (137 of 153, approximately
89%) of the incidents appear to be CNE-style operations.511 While much of the hostile
cyber activity to date is not true cyber warfare, but instead is CNE and cyber crime, this
should not be interpreted as a customary practice against conducting CNA-style cyber
attacks.512 Instead, it is evidence of how early we are in the cyber era (akin to the absence
of strategic bombing in the first decade of the nineteenth century) as advanced cyber
warfare is only now becoming possible and a robust target set emerging as societies
become more immersed and dependent on cyberspace. In the absence of firmly
established norms governing cyber warfare, states may also be exhibiting an abundance
of caution as they slowly test the limits of what the international community deems
acceptable behavior in cyberspace. Of the major CNA-style attacks that have occurred,
seven are summarized in Table 10, including what they may portend for acceptable
norms of behavior in cyberspace as well as the suspected sponsor and the target and
effect of the attack. More detail on these attacks is found in Appendix I.
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Table 10: Selected CNA-Style Cyber Attacks

Attack Name

Date

Target

Effect

Trans-Siberian
Gas Pipeline
Estonia

June 1982

Massive explosion

Syrian Air
Defense
System as part
of Operation
Orchard
Georgia

September
2007

Soviet gas pipeline
(civilian target)
Commercial and
governmental web services
(civilian target)
Military air defense system
(military target)

Degradation of air
defense capabilities
allowing kinetic
strike

Israel

Major denial of
service

Russia

Stuxnet

Late 20092010,
possibly as
early as
2007

Commercial and
governmental web services
(civilian target)
Iranian centrifuges
(military target)

Physical destruction
of Iranian
centrifuges

United
States

Saudi-Aramco

August
2012

State-owned commercial
enterprise (civilian target)

Operation
Ababil

September
2012-March
2013

Large financial institutions
(civilian target)

April-May
2007

July 2008

Major denial of
service

Suspected
Sponsor
United
States
Russia

Large-scale
Iran
destruction of data
and attempted
physical disruption
of oil production
Major denial of
Iran
service

The seven CNA-style attacks above collectively provide some insight into the emergence
of international norms through the customary practice of cyber warfare. There are three
main take-aways from the attacks. First, the majority (five of seven) of the attacks were
aimed at civilian targets, showing that a norm constraining targeting to explicitly military
targets or objectives has not yet arisen. Second, to the extent attacks did strike exclusively
military targets, they were suspected to have been launched by Western nations (the
United States and Israel). This seems to indicate that there may be competing, in some
cases more permissive, norms regarding cyber warfare depending on the bloc the nation
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is associated with—which is consistent with the expected competitive environment in the
early days of norm emergence outlined by norm evolution theory. Third, experience with
cyber warfare is very limited at this point. No known deaths or casualties have yet
resulted from cyber attacks, and the physical damage caused, while impacting
strategically significant items such as Iranian centrifuges or Soviet gas pipelines, has not
been particularly widespread or severe. While the current absence of massively disruptive
cyber attacks is likely due to the limited capabilities and transparency/visibility and not a
constraining norm, the lack of such attacks may allow space for a constraining norm to
emerge.
While the preceding information makes it apparent that few, if any, normative
constraints governing cyber warfare exist, increased attention and discussion—among
other things—has helped spurn various efforts to reach a consensus on and codify
emerging norms for cyber warfare. Norm evolution theory indicates that norm emergence
is more likely to occur when key actors are involved, specifically norm entrepreneurs
with organizational platforms and key states acting as norm leaders. The two primary
intergovernmental bodies and organizational platforms (and sub-platforms) currently
being used to promote emerging norms for cyber warfare are the UN and NATO.
Additionally, there are some other key multilateral efforts to encourage the development
of cyber norms, such as the London Conference on Cyberspace (and subsequent
conferences) and academic cyber norm workshops. Efforts in the UN have primarily been
led by Russia while efforts within NATO have been led by the United States.
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Within the UN, the main focus on cyber warfare has occurred in the UN General
Assembly’s First Committee (Disarmament and International Security Committee) as
well as various subsidiary organs or specialized agencies—particularly the International
Telecommunications Union (ITU), UN Institute of Disarmament Research (UNIDIR),
and the Counter-Terrorism Implementation Task Force (CTITF) working group.513 While
there was some movement earlier in the 1990s, serious focus on cyber warfare began in
1998 when the Russian representatives introduced a resolution in the First Committee
titled “Developments in the field of information and telecommunications in the context of
security” that would begin the process to establish “cyber arms control” similar to other
arms control agreements such as the CWC.514 The Russian proposal is designed to lead to
a prohibition of offensive cyber weapons as well as ban on “cyberterrorism,” which many
interpret as a prohibition on politically destabilizing speech rather than actual cyber
attacks.515 While Russia’s intentions are interpreted by many as disingenuous and
intended to suppress U.S. cyber superiority as well as internal disagreements and protests
leading to “color” revolutions, they have been acting as the lead norm entrepreneur and
leader for both of these norms.516 The United States has frequently led opposition to this
proposal due to a concern that the proposed treaty would be impractical and
unenforceable and the broad scope of “information warfare” would infringe on U.S.
513
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favored norms regarding civil liberties and freedom of expression.517 This proposal and
other efforts within the UN are discussed in more detail in Appendix I. These UN efforts,
led primarily by Russia but also now with significant involvement of the United States,
Germany, and others, have helped establish various platforms for discussion and fostered
the emergence of various norms for cyber activity. Relative to cyber warfare, there have
been three key candidate norms: 1) a prohibition on cyber weapons altogether as part of
cyber arms control, 2) a prohibition on first-use of cyber weapons, and 3) an obligation to
prevent cyber attacks by non-state actors from originating in their territory. However,
these candidate constraining norms have only begun to emerge and gain support.
Advocacy on their behalf may be mere diplomatic posturing based on the contemporary
practice of cyber warfare examined earlier, which exhibited no such constraints. Further,
efforts are complicated by the lack of agreement on key terms and concepts, such as
whether or not propaganda and information warfare are part of cyber warfare.
As discussed in above, NATO has also served as a main intergovernmental body
and organizational platform for promoting emerging norms for cyber warfare. Following
the major cyber attacks on Estonia (a NATO member) in 2007 and Georgia (an aspiring
NATO member) in 2008, NATO began to focus more seriously on the threat of cyber
warfare.518 In 2008, NATO established the NATO Cooperative Cyber Defence Centre of
Excellence (NATO CCD COE.)519 The NATO CCD COE is located in Tallinn, Estonia
(the epicenter of the 2007 cyber attack) and is sponsored by 11 NATO members. It is
517
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focused on enhancing NATO’s cyber defense through research, education, and
consulting. For example, in 2012 the organization published a National Cyber Security
Framework Manual to help member nations better develop national policies for cyber
defense.520 NATO’s commitment to addressing cyber warfare extends beyond this center
of excellence. In November 2010, NATO adopted a new Strategic Concept, which
recognized that cyber warfare “can reach a threshold that threatens national and EuroAtlantic prosperity, security and stability.”521 In general, NATO, led by the United States,
has approached cyber warfare from a perspective that seeks to apply the existing LOAC
to cyber attacks rather than pursue more comprehensive and new restrictions like those
proposed by Russia in the UN. NATO’s most important activity in this effort was the
development the Tallinn Manual on the International Law Applicable to Cyber
Warfare.522 The Tallinn Manual, which does not reflect official NATO opinion but rather
the personal opinion of the authors (an “international group of experts”), was sponsored
by the NATO CCD COE and three organizations acting as observers: NATO,
CYBERCOM, and the International Committee of the Red Cross.523 Also noteworthy is
an independent yet similar effort by Israel, led b Col. Sharon Afek, reached similar
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conclusions regarding the LOAC and cyber warfare in early 2014.524 The Tallinn Manual
not only represents the consensus view of these NATO-affiliated participants, but also the
main positions of the U.S. government.525 This is based on a September 2012 speech by
U.S. State Department legal advisor Harold Koh who articulated the U.S. positions on
international law and cyberspace which is consistent with the positions articulated in the
Tallinn Manual.526 In addition, the 2011 U.S. International Strategy for Cyberspace
indicated that the “long-standing international norms guiding state behavior—in times of
peace and conflict—also apply in cyberspace.”527 Both the Koh speech and the Tallinn
Manual go further to flesh out the U.S./NATO position that the international LOAC are
adequate and applicable to cyber warfare and reject the Russian position that cyber
warfare requires new and distinct international norms and agreements. In addition to the
UN and NATO, individual nations have taken a lead as norm entrepreneurs and norm
leaders in organizing ad-hoc multilateral forums to—among other things—discuss norms
for cyber warfare. These and NATO’s efforts in this area are discussed in more detail in
Appendix I.
Various candidate international norms for cyber warfare are beginning to emerge
as more and more states and other actors beginning to grapple with this growing threat.
An increasing number of key actors are involved in this norm development process,
increasing the likelihood of norm emergence reaching a tipping point, as predicted by
524
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norm evolution theory. These actors—motivated by a variety of factors and employing a
range of mechanisms—have promoted these norms through a variety of organizational
platforms as well as through general observance leading to contemporary state practice.
Candidate norms and the related organizational platforms and actors are identified in
Table 11 below.

Table 11: Emerging Candidate Norms for Cyber Warfare

Norm
Targeting civilian and
commercial objectives is
acceptable
Total prohibition on cyber
weapons and cyber warfare
No first use of cyber weapons
Responsibility to prevent
cyber attacks from a state’s
territory
Cyber CBMs are necessary
to prevent misunderstanding
Existing LOAC apply to
cyber warfare (including
limiting targets to narrow
military objectives)

Organizational Platform(s)
N/A—State Practice,
Doctrine/Strategy

Entrepreneur(s)/Leader(s)
Russia (?), China(?), Iran,

UN First Committee,

Russia, China

UN First Committee, ITU
ITU, London/Budapest/Seoul
Conferences

Russia, China
Russia, China, U.S., UK, South
Korea, NATO

UN GGE, ICT4Peace, World
Summit on the Information
Society, MIT Cyber Norm
Workshops, NATO
UN GGE, NATO,
London/Budapest/Seoul
Conferences, State Practice
(for limiting targets to military
objectives)

Russia, China, U.S., UK, South
Korea
U.S., UK, Germany, NATO, Israel

Although this building consensus for various norms is a sign of progress, many
challenges remain. Israel Col. Sharon Afek, former deputy military advocate general,
highlighted some of these challenges when he said the international community “faces a
complex and challenging period in which we can expect both a cyber arms race with the
participation of state and non-state entities, and a massive battle between East and West
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over the character of the future legal regime.”528 The remainder of this chapter will build
on the current status of norms for cyber warfare as identified above by offering various
predictions for how constraining norms for cyber warfare will evolve based on norm
evolution theory for emerging-technology weapons.

Game Changing Developments Which Could Impact the Future of Cyber Warfare
Before examining the prospects for norm evolution should current trends
continue, it worth examining various game changing developments which could have a
disruptive impact and unexpectedly influence norm evolution and thus the predictions
which are to follow. Specifically, the most noteworthy game changing developments
include the introduction of revolutionary technology, a rise of non-state cyber actors, and
the launching of a major strategic cyber attack. These game changing developments are
summarized below in Table 12.

Table 12: Game Changing Developments Which Could Impact the Future of Cyber Warfare

Scenario
Introduction of revolutionary
cyber technology
Rise of non-state cyber actors

Major strategic cyber attack(s)

Description
Introduction by one or more actors of revolutionary new cyber
technology, which immediately renders current encryption or
cyber defenses obsolete.
Significant cyber attack capabilities proliferate and a range of nonstate actors (corporations, hacktivists, terrorists, etc.) increasingly
engage in cyber warfare, becoming the dominant cyber actors and
blurring attribution and the role of states.
A catastrophic attack or series of attacks aimed at civilian targets
(power grid, infrastructure, etc.) occurs, leading to physical
destruction and loss of life.
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The first potential game-changing development impacting norm evolution would
be the sudden arrival of revolutionary cyber technologies. These could be in the form of a
breakthrough in quantum computing technology which gives one state a massive
advantage in cyberspace, allowing it to attack previously well-defended targets and
penetrate advanced cryptology. Gret Tallant, a manager at Lockheed Martin who is
working on quantum computing, has said that “computationally, quantum computing is
the equivalent of the Wright Brothers at Kitty Hawk; it has the potential to be a turning
point in our history.”529 Lockheed’s Quantum Computing Center recently upgraded to a
512 qubit machine and National Security Agency (NSA) allegedly has a $79.7 million
research program focused on these machines, so the technology is not simply speculative
science fiction.530 However, recent stumbles in keeping pace with Moore’s Law may
indicate that the pace of technological breakthroughs is slowing.531 Another potential
revolutionary technological breakthrough in regards to cyber warfare would be the
development of attack code which could spread through sonic transmission (sending
messages through acoustic waves between speakers and microphones) to “air gapped”
devices not otherwise accessible.532 Learning computing technology based on the
biological nervous system (referred to as neuromorphic processing) offers a third
529
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potential avenue for a major cyber breakthrough.533 Qualcomm is expected to make the
first such processor commercially available in 2014.534 Quantum computing, sonic
malware, and neuromorphic processors all could upend the cyber balance of power and
thus affect existing and prospective constraining cyber norms. The abrupt arrival of
revolutionary technology would have an uncertain yet potentially profound impact on
norm evolution as it would suddenly shift state self-interests in fostering and adhering to
constraining cyber norms.
A second potential game changing development would be a rise in and increasing
dominance of hostile non-state actors in cyberspace. Some individuals, such as futurist
and defense expert Peter Singer, highlight that thus far terrorists and other hostile nonstate actors have not engaged in cyber warfare and that there are some complexities and
barriers preventing them from easily conducting sophisticated attacks.535 However, others
such as Ralph Langner, an expert in industrial control systems, has asserted that vast
resources and intelligence capabilities needed to conduct an attack like Stuxnet may not
be needed for future attacks on “cyber-physical” systems.536 Further, the recent NIC
report identified a possible “tectonic shift” where individuals and small groups have
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access to lethal and disruptive technologies, including cyber weapons.537 These
capabilities were previously only the available to powerful states. The NIC went on to
discuss the plausible scenario and increased risk in the future of cyber mercenaries with
critical skills selling their services to terrorists who are interested in causing widespread
economic and financial disruptions. 538 In this contingency there is a global diffusion of
significant cyber attack capabilities to non-state actors, due to, among other things, the
multi-use nature of the technology, increasingly low cost of entry and, and growing
global reliance on IT-systems (a growing target set). In addition to the NIC-envisioned
cyber terrorists, these actors could include corporations who are “hacking back,”
politically motivated hacktivists (such as Anonymous), and nationalistic groups with
informal state affiliation. Perhaps as a leading indicator of this growing non-state cyber
threat, in late 2013 a Boeing vice president admitted to being “very concerned” about
terrorists using malware to conduct a cyber attack against a large airliner due to the
numerous IT systems that openly communicate with airport personnel and air traffic
control during takeoff and landing.539 The rise of non-state actors contingency would
potentially impair norm evolution due to extreme proliferation, blurred attribution and
increased prospects of inadvertent escalation. Potential benefits, such as increased
pressure for a norm cascade due to widespread public demonstrations of cyber weapons
(an expectation developed from the history of norm development for other emerging-
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technology weapons), would be negated by the limited and challenging application of
constraining norms to non-state actors, who generally are not as likely to be influenced or
constrained by norms. While evidence indicates international norms do constrain and
influence some armed non-state actors, it tends to only be those who “value their public
reputation, moral authority, and source of legitimacy” and essentially perceive
themselves as a representative of a distinct population.540 This only applies to some of the
many potential non-state cyber actors and does not apply to ideologically oriented groups
such as Anonymous or al Qaida. These other groups are typically perceived as terrorists
or otherwise illegitimate by states and thus are less inclined to adhere to international
norms for legitimacy, reputation, and esteem motives.541
Finally, a third potential game changing development would be the occurrence of
a major cyber attack or series of attacks on civilian targets. The attack could be
perpetrated by state or non-state actors. Such an attack is not deemed implausible by
senior leaders. In March 2013, James Clapper, the Director of National Intelligence,
testified that in just the next two years there is a very real threat that a major cyber attack
against the United States would occur, resulting in “long-term, wide-scale disruption of
services, such as a regional power outage.”542 In 2014, Clapper testified that this threat is
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increasing as “malware and attack tradecraft proliferate.”543 In 2010, the Economist
envisioned the most extreme of major cyber attacks when it described “the almost
instantaneous failure of the systems that keep the modern world turning. As computer
networks collapse, factories and chemical plants explode, satellites spin out of control
and the financial and power grids fail.”544 The targets of such an attack could include
hospitals, Supervisory Control and Data Acquisition (SCADA) control systems for
chemical or nuclear plants, water filtration systems, transportation systems such as air
traffic management systems or subways, banking and financial systems, and the electrical
grid itself.545 Regarding the latter target, the potential consequences could be severe. In
2007, NAS estimated than a major cyber attack on the U.S. electrical grid could lead to
“hundreds or even thousands of deaths” due to exposure to extreme temperatures.546 In
May 2013, a report on the electric grid’s vulnerability from Congressmen Edward
Markey and Henry Waxman added further credibility to NAS’s estimate. The
congressional report points out that most utilities are subject to numerous daily cyber
attacks, they do not comply with the most robust cyber-security standards, and available
spare transformers may not be adequate.547 Doug Myers, chief information officer for
Pepco, an electric company in the mid-Atlantic region, predicts that it isn’t a question of
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if a cyber attack on the electrical grid happens, but when.548 Further, a study from the
U.S. Military Academy’s Network Science Center indicated that cyber attackers can:
cause blackouts by targeting a relative handful of small substations -- the oftenoverlooked and poorly-defended parts of a power grid”… leading to a “chain
reaction of power overloading known a cascading failure.549
The government is responding to this looming threat of major cyber attacks on civilian
critical infrastructure, such as hosting a massive public-private exercise called GridEx II
in November 2013.550 In all likelihood such a demonstration of raw cyber power would
help spurn activity among norm leaders and entrepreneurs, fueling the development of
constraining international norms.

Predicting Norm Evolution for Cyber Warfare
Assuming these potential game-changing developments do not occur, it is
possible to outline a future scenario for cyber warfare based on current trends. This
section examines this scenario and then applies norm evolution theory for emerging
technology weapons to predict how constraining norms may develop, if at all. For this
future scenario, both the general hypotheses for norm evolution theory as well as the
specific primary and secondary hypotheses for emerging-technology weapons will be
applied.
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Likely Future Scenario: Continuation of the Current Cyber Trends
As mentioned above, this future scenario entails a continuation of the current
trends regarding cyber warfare. These trends include cyber conflict becoming more
destructive, remaining largely covert with limited public discussion, involving an
increasing and continued mix of state and non-state actors, and more U.S., Russian,
Chinese, and Iranian offensive cyber operations (among others). Jason Healey, in A
Fierce Domain: Conflict in Cyberspace, identifies these developments as the status quo
trend based on the past decade of history of cyber warfare.551 More destructive and
sophisticated cyber weapons are likely in part due to the success and example provided
by Stuxnet and the interest in and proliferation of cyber weapons it has spawned along
with the absence of constraining norms on developing such weapons. Stuxnet likely cost
in the low double-digit millions of dollars to produce and Eugene Kaspersky has said that
given that Stuxnet’s code is publicly available, it would be “quite easy to disassemble the
code to discover how it works, to extract the components and to redesign the same idea in
a different way.” 552 As a result, the cost of cyber weapons is likely decreasing as they
(and their associated code) proliferate and are increasingly employed. Also, as discussed
in chapter one and Appendix I, cyber warfare involves a combination of characteristics
that make it particularly attractive to states and also fuel its spread. They also help
explain why the United States, in spite of its interest in developing constraining cyber
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norms discussed earlier in this chapter, has continued to pursue secretive military and
intelligence CNA capabilities over the past ten years.553 These characteristics include the
challenges of attribution, the multi-use nature of the associated technologies, target and
weapon unpredictability, potential for major collateral damage or unintended
consequences, questionable deterrence value, the frequent use of covert programs to
develop such weapons, attractiveness to weaker powers and non-state actors as an
asymmetric weapon, and the use as a force multiplier for conventional military
operations.554 Cyber warfare capabilities are leading to a new RMA, where cyber
capabilities will play an increasingly decisive role in military conflicts and become
deeply integrated into states’ doctrine and military capabilities. Over thirty countries have
taken steps to incorporate cyber warfare capabilities into their military planning and
organizations and that the use of cyber warfare as a “brute force” weapon is likely to
increase.555 This increased interest and incorporation of cyber attack capabilities into the
military toolkit could lead to a new RMA where offensive cyber operations play an
increasingly decisive role in military operations at the tactical, operational, and strategic
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level. Military planners are actively seeking to incorporate offensive cyber capabilities
into existing war plans.556
So, if these current trends continue, what does norm evolution theory for
emerging technology weapons predict regarding the development of constraining
international norms in each stage of the norm life-cycle? As will be discussed in detail
below, if current trends continue, norm evolution theory as applied to emerging
technology weapons predicts that the constraining norms for cyber warfare will have
trouble emerging and may not ever reach a norm cascade. Should the constraining norms
manage to successfully emerge, their odds of reaching a tipping point appear better
although internalization is less likely. Of the current candidate cyber norms, the most
likely to succeed are those that are more limited, such as those focused on the application
of the existing LOAC to cyber warfare or the prohibition on first use of cyber weapons.

Cyber Warfare Norm Emergence
A principle hypothesis of norm evolution theory is that norm emergence is more
likely to occur when key actors are involved, specifically norm entrepreneurs with
organizational platforms and key states acting as norm leaders. As discussed earlier in
this chapter, there are a variety of intergovernmental bodies and organizational platforms
(and sub-platforms) currently being used by a variety of states to promote various
emerging norms for cyber warfare. These platforms include the UN, NATO, the London
556
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Conference on Cyberspace (and subsequent conferences), and academic venues. Through
these platforms a variety of actors, motivated by a number of factors and employing a
range mechanisms, have promoted various candidate cyber norms, ranging from a total
prohibition on cyber weapons and warfare to a no first-use policy or the applicability of
the existing LOAC to cyber warfare. Norm evolution theory would thus seem to interpret
this is a sign of progress for norm emergence. However when you dig deeper based on
the primary and secondary hypotheses for emerging-technology weapons, the prospects
are less hopeful.

Powerful States Unlikely to Perceive Robust Constraining Norms in their Self-Interest
The primary hypothesis of norm evolution theory for emerging-technology
weapons during norm emergence is that powerful self-interested state actors will play a
significant role and a norm’s convergence with perceived state self-interest will be
important to achieving norm emergence and a state acting as a norm leader. In addition to
norm entrepreneurs and organizational platforms, successful norm emergence requires
states as norm leaders. Since there is generally less exposure and understanding
surrounding these cyber weapons as well as different rates of weapon adoption and cyber
vulnerability (both of which will be discussed in more detail later in this chapter), states
will be reluctant to lead on the issue of norms because, among other reasons, they may be
unable to determine the utility of such weapons relative to their own interests. However,
such calculations are essential if important and powerful states are going to become a
strong norm leader and help promote the emerging norm. Additionally, specific to the
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China, Russia, and the United States—the preeminent cyber actors—an analysis of their
respective cyber doctrines and approaches indicates that there appears to be a perspective
that each nation has more to gain from engaging in cyber warfare than from significantly
restricting it or giving it up entirely.
National investments in cyber warfare capabilities and the development of
doctrine and strategies for cyber warfare provide insight into state perceptions of selfinterest and the expectations for behavior and emerging constraining norms for cyber
warfare. CSIS has identified over thirty countries that are taking steps to incorporate
cyber warfare capabilities into their military planning and organizations and Adam Liff
has argued that the use of cyber warfare as a “brute force” weapon is likely to increase in
frequency.557 So where do state cyber warfare programs stand today in China, Russia, and
the United States? Unfortunately, the same CSIS report indicated that many states keep
information about their cyber warfare programs and capabilities secret.558 However,
based on information reviewed earlier in this chapter, it is apparent that China, Russia,
and the United States are preparing for (and at times engaging in) cyber warfare. There
are other important cyber actors, such as North Korea, which are making significant
investments in cyber warfare. For example, North Korean leader Kim Jong-Un has been
quoted as asserting “that alongside nuclear weapons and missiles, cyber warfare
capabilities are “a magic weapon” that empowers the North Korean army to launch
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“ruthless strikes” on the South.”559 However, the three key states discussed here are the
most significant, both due to the breadth and sophistication of their capabilities and
activities as well as the likelihood that they are serving as the model for many other
nations preparing to operate in cyberspace. These states are the key norm leaders that
norm evolution theory identifies as important to achieving norm emergence and a norm
cascade. Accordingly, reviewing Chinese, Russian, and U.S. interests and approaches to
cyber warfare is key to predicting norm evolution.

Chinese Interest in Cyber Warfare
China’s early activity and interest in cyber warfare indicate that it likely does not
consider the emergence of constraining norms as in its self-interest. It has been largely
unconstrained by restrictive cyber norms and is preparing to use cyber weapons to cause
economic harm, damage critical infrastructure, and influence kinetic armed conflict. As
such, it is unlikely to be a vocal norm leader for international cyber norms. China is best
known for its expansive efforts conducting espionage-style cyber operations. For
example, in February 2013, when the U.S. cyber security firm Mandiant released a study
detailing extensive and systematic cyber attacks, originating from Chinese military
facilities, of at least 141 separate U.S.-affiliated commercial and government targets.560
Mandiant went on to identify the primarily Chinese actor as “Unit 61398” located within
the 2nd Bureau of the People’s Liberation Army (PLA) General Staff Department’s 3rd
559
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department.561 These attacks have led the U.S. DOD to classify China as “the world’s
most active and persistent perpetrators of economic espionage” and point out that they
are also “looking at ways to use cyber for offensive operations.”562 It is this latter point
that is of most interest to this study. China is increasingly developing and fielding
advanced capabilities in cyberspace. These capabilities are focused not only on collecting
sensitive information, but also on achieving military effects capable of causing economic
harm, damaging critical infrastructure, and influencing the outcome of conventional
armed conflicts.563 China’s focus on cyber warfare is a consequence of the potential it
holds for traditional Chinese stratagems, especially Sun Tzu’s “overcoming the superior
with the inferior” (i.e. asymmetric warfare) and Chairman Mao Zedong’s concept of
“People’s War.” Chinese military planners view cyber warfare as an important element
of the RMA and as a part of their push to perfect the concept of Local War Under
Modern High-Technology Conditions.564 The Chinese have been interested in cyber
warfare since the advent of the RMA—a military concept focused on warfare fully
integrated with information and communications technology (in other words, warfare
fully utilizing cyberspace and IT systems).565 China has been interested in such
“informationalized” wars since the early 1990s, when the 1991 Gulf War provided
Chinese leaders with a clear example of their importance. Cyber warfare is appealing as a
561

Ibid.
Mulrine, Anna. “China Is a Lead Cyberattacker of U.S. Military Computers, Pentagon Reports,”
Christian Science Monitor, May 18, 2012. <http://www.csmonitor.com/USA/Military/2012/0518/China-isa-lead-cyberattacker-of-US-military-computers-Pentagon-reports>.
563
Mazanec, Brian. “The Art of (Cyber) War,” The Journal of International Security Affairs, 16 (Spring
2009). <http://www.securityaffairs.org/issues/2009/16/mazanec.php>.
564
United States Secretary of State’s International Security Advisory Board Task Force. Draft Report on
China’s Strategic Modernization (September 2008), 1.
565
Gärtner, Heinz, G. V. Hyde-Price, Adrian, and Reiter, Erich. Europe's New Security Challenges (Lynne
Rienner Publishers, 2001), 74.
562

223

tip-of-the-spear element of Chinas military forces as it has the potential to degrade a
high-tech adversary in a short, high-intensity conflict to the point where the less-modern
elements of the Chinese forces could play a crucial role. The asymmetric role played by
cyber warfare is also obviously appealing to China.566 The target of this approach is, as
highlighted by Michael Pillsbury, clearly the United States:
…the last 5 years the main Chinese military newspaper Liberation Army Daily
has published several hundred articles attempting to describe local war doctrine
and Chinese military exercises designed to cope with a "high-tech enemy." These
articles and books leave little doubt that the weapons, equipment, and uniforms
that will be possessed by this high-tech enemy will be the forces of the United
States or its military allies.567
For the Chinese, cyber warfare falls within the paradigm of “unrestricted warfare”
discussed by Qiao Liang and Wang Xiangsui, two PLA colonels, in their famous 1999
manifesto Unrestricted Warfare. The PLA colonels discussed a form of warfare that
“transcends all boundaries and limits.”568 The authors reflected on the U.S. RMA-driven
success in the Gulf War, recognizing the role played by cyberspace. They then take the
next step in imagining a future conflict where cyber warfare plays a pivotal role:
Supposing a war broke out between two developed nations already possessing full
information technology… if the attacking side secretly musters large amounts of
capital without the enemy nation being aware of this at all and launches a sneak
attack against its financial markets, then after causing a financial crisis, buries a
computer virus and hacker detachment in the opponent's computer system in
advance, while at the same time carrying out a network attack against the enemy
so that the civilian electricity network, traffic dispatching network, financial
transaction network, telephone communications network, and mass media
566
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network are completely paralyzed, this will cause the enemy nation to fall into
social panic, street riots, and a political crisis… This admittedly does not attain to
the domain spoken of by Sun Tzu, wherein "the other army is subdued without
fighting." However, it can be considered to be "subduing the other army through
clever operations.”569
Clearly the authors of Unrestricted Warfare apply Cyber warfare as a tool to achieve a
variation of Sun Tzu’s maxim that “subjugating the enemy's army without fighting is the
true pinnacle of excellence.”570 Thus Chinese interests in cyber warfare appear to be
asymmetric and strategic.
Cyber warfare also appeals to Chinese leaders as it breathes new life into
Chairman Mao Zedong’s doctrine of “People’s War.”571 The doctrine of People’s War
arose in the 1970s, when the PLA had over four million members. The People’s War
approach attempted to maximize the China’s greatest strength—its sheer number of
soldiers—by fielding a massive army. It was understood that all elements of the Chinese
population would support the force in such a conflict and would be actively engaged
either in the militia or, for those territories behind enemy lines, through insurgency
tactics. Cyber warfare breathes fresh life into this doctrine as it again permits the broader
population to participate in future conflicts. Patriotic Chinese citizens can leverage the
unique aspects of cyber warfare to participate in an attack anywhere around the globe.
This approach is evidenced by the fact that Chinese cyber attacks are often “brute-force”
attacks that succeed due to their “sheer volume.”572
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Specific Chinese cyber warfare capabilities are difficult to determine due to the
lack of transparency regarding their armed forces. What is clear is that China generally
does not perceive cyber warfare to be a stand-alone super-weapon; rather they view it as
a tool to compliment and work alongside other military means during a conflict. This is
demonstrated in Unrestricted Warfare, which said “in future warfare, certain advanced
weapons may play a leading role. However, as for determining the outcome of war, it is
now very difficult for anyone to occupy an unmatched position. It may be leading, but it
will not be alone, much less never changing.”573 China has been steadily leveraging its
rapidly growing economy to advance its capabilities to act in cyberspace, as noted by
Richard Lawless, former Deputy Undersecretary for Defense for Asian and Pacific
Security Affairs. Lawless said that “Chinese capabilities in this area have evolved from
defending networks from attack to offensive operations against adversary networks…
[they are] leveraging information technology expertise available in China’s booming
economy to make significant strides in cyber-warfare…”574 Further, Michael McConnell,
former Director of National Intelligence, noted during Congressional testimony that
“nations, including Russia and China, have the technical capabilities to target and
disrupt.”575 U.S.-China Economic and Security Review Commission reports go further to
acknowledge that the Chinese cyber warfare capabilities have been incorporated into
military doctrine and are capable of achieving large scale strategic effects, stating that
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“Chinese military strategists have embraced disruptive warfare techniques, including the
use of cyber attacks, and incorporated them in China’s military doctrine. Such attacks, if
carried out strategically on a large scale, could have catastrophic effects on the target
country’s critical infrastructure.”576 Further, Chinese military doctrine plans for a
combination of cyber and electronic warfare capabilities in the early stages of a
conflict.577 China has actively been developing the capability necessary to make this
doctrine a reality. As early as 2003, the PLA organized their first cyber warfare units,
likely predecessors to the previously mentioned “Unit 61398” in the 2nd Bureau of PLA
General Staff Department’s 3rd department (which is responsible for signals
intelligence).578 Since then they have obtained the crucial source codes for Microsoft
Office software by leveraging economic access to China to force Microsoft to reveal this
sensitive and proprietary information.579 This information allows the PLA to utilize
“zero-day” security flaws in Office applications, which exploit unknown or un-patched
software vulnerabilities before the vendor patch is available.580 This greatly enhances
China’s ability to plant malicious software designed to collect sensitive information or
damage networks and infrastructure. A 2013 report by cyber security firm Fire EYE, Inc.,
recognizing these developments, points out that China is the “noisiest: actor in
576
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cyberspace and that it had been hacking into critical infrastructure such as dams and 23
gas pipeline companies.581 In March 2012, the U.S.-China Economic and Security
Review Commission released a report entitled Occupying the Information High Ground:
Chinese Capabilities for Computer Network Operations and Cyber Espionage which
concluded that “Chinese capabilities in computer network operations have advanced
sufficiently to pose genuine risk to U.S. military operations in the event of a conflict.”582
Beyond software-based cyber capabilities and weapons, China has also exploited its
status as a producer of cheap IT hardware components, which can be used for hardwarebased CNE and even CNA.583 China is benefitting from massive CNE operations in
cyberspace and, perhaps as a result, appears lukewarm at best to constraining norms for
the related threat of cyber warfare (as indicated by its limited participation in actively
supporting UN efforts led by Russia).

Russian Interest in Cyber Warfare
Like China, Russia’s early cyber warfare activity—especially the attacks on
Estonia and Georgia—indicates that it is largely unconstrained by restrictive cyber norms
and is preparing to use cyber weapons in a wide range of conflicts and against a variety
of targets. It likely does not consider the emergence of constraining norms as in its selfinterest. As such, one would think it unlikely to be a vocal norm leader for international
581
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cyber norms (although it was a public advocate of the BWC and CWC while
simultaneously seeking to violate the norms those treaties codified). However, as was
discussed earlier in this chapter Russia has been a leading proponent of a total ban on
cyber weapons. This is similar to the Soviet Union’s efforts early in the nuclear era to
demonize U.S. possession of nuclear weapons while simultaneously pursuing such
weapons themselves (as examined in chapter five). This helps illustrate how powerful
states acting on their own self interest can inadvertently act as norm leaders in spite of
flouting the candidate norm themselves. However, Russia’s confusing support for fully
constraining norms for cyber warfare (based on its behavior in the UN and proposal for
an “International Code of Conduct for Information Security”) may be based on its
broader definition of cyber warfare and its interest in using a constraining norm to
prevent what it perceives as “propaganda” inside Russia and in its near abroad.584
Further, its position may also be disingenuous, as it was with the BWC or the CWC. To
achieve any real convergence of the main cyber actors the authoritarian interest in cyber
norms to constrain free speech will have to be addressed, which could deflate Russian
support.
As examined earlier in this chapter, the Russian Federation was the suspected
cyber aggressor in the attacks against Estonia and Georgia, so its general interest in cyber
warfare is widely known. However, outside of these and a few other attacks little is
known of Russia’s cyber capabilities and some believe Russia is a “little bit too quiet”
584
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and that the lack of notoriety is indicative of a high level of sophistication which enables
Russian hackers to evade detection.585 That said, there are some indicators of Russian
intent and capabilities. Russia has updated its military doctrine in 2010 to, among other
things, emphasize a greater role for cyber and information warfare.586 Russian doctrine
now states that future conflict will entail the “early implementation of measures of
information warfare to achieve political objectives without the use of military force, and
in the future to generate a favorable reaction of the international community to use
military force.”587 Russia previously defined information warfare—their term for cyber
warfare—as having four components: “the destruction of command and control centers
and electromagnetic attack on information and telecommunications systems; the
acquisition of intelligence; disruption of computer systems; and disinformation.588 Also,
as noted previously, senior U.S. intelligence officials have indicated that Russia has the
technical capability to “target and disrupt” in cyberspace.589 Further, Russia has, like
China, established cyber warfare-focused units within its military.590 In 2012, Russian
President Vladimir Putin recognized the potential of cyber warfare when he said “spacebased systems and IT tools, especially in cyberspace, will play a great, if not decisive role
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in armed conflicts… All this will provide fundamentally new instruments for achieving
political and strategic goals in addition to nuclear weapons.”591 While Russia appears to
have some of the most sophisticated (and difficult to detect) cyber capabilities, ironically
its efforts have largely been focused inward into its own sphere of influence of former
Soviet states.592 This has been seen most recently with Russia’s apparent cyber attacks on
Ukraine and possibly NATO following the crisis over Crimea in March 2014.593 In June
2013, Russia and the United States signed a “cyber pact” establishing a communication
hotline between the two countries in the event of a crisis in cyber space.594 This is not
particularly surprising or indicative of a major breakthrough on cyber norms given the
two nations’ past experience dealing with uncertainty as the world’s two major nuclear
superpowers.

U.S. Interest in Cyber Warfare
While China is perhaps the noisiest and Russia the most secretive when it comes
to cyber warfare, the United States is the most sophisticated. The United States is in the
process of dramatically expanding its military organization committed to engaging in
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cyber warfare and regularly engages in “offensive cyber operations.”595 However, unlike
Russian attacks and Chinese planning, it appears to exercise restraint and avoid targeting
non-military targets. This seems to indicate that the United States is acting as a norm
leader for at least a certain category of constraining cyber norms, although its general
“militarization” of cyberspace may be negating the norm-promoting effects of this
restraint. The Stuxnet attack discussed earlier in this chapter and in chapter one is
suspected to be of U.S. origin and represents the most highly engineered CNA-style
attack to date.596 The United States has focused on cyber threats since the 1990s and,
while the Department of Homeland Security and Federal Bureau of Investigation (among
other agencies) have defensive roles, the key offensive cyber warfare roles are filled by
the military and CIA.597 The key organization involved in CNA-style cyber operations is
CYBERCOM, a military subcommand under U.S. Strategic Command. CYBERCOM
recently outlined an ambitious plan to field over 100 cyber teams by late 2015, including
Cyber Combat Mission Forces responsible for working with geographic combatant
commands to conduct offensive cyber attacks.598 The fiscal year 2014 funding for DOD
more than doubled the year-over-year funding for CYBERCOM from $191 million to
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$447 million.599 Additionally, purported evidence leaked in August 2013 that the U.S.
conducted 231 offensive cyber operations in 2011, further demonstrating advanced
offensive cyber capability.600 While the United States has recently developed classified
rules of engagement for cyber warfare, it has articulated few, if any, limits on its use of
force in cyberspace or response to hostile cyber attacks. For example, the May 2011
International Strategy for Cyberspace states that the United States “reserves the right to
use all necessary means” to defend itself and its allies and partners, but that it will
“exhaust all options before [the use of] military force.”601 Additionally, the former U.S.
Deputy Secretary of Defense, William Lynn, clearly asserted that “the United State
reserves the right, under the law of armed conflict, to respond to serious cyber attacks
with an appropriate, proportional, and justified military response.”602 In July 2011—
around the same time as Lynn’s statement above—DOD unveiled the unclassified
version of its strategy for operating in cyberspace.603 While this unclassified document
lacked a lot of the detail presumably found in the classified version, the media has
provided some additional context based on various sources. One key concept disclosed is
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the idea of “equivalence” to decide when a cyber attack would trigger a conventional
response.604 Officials have indicated that if a cyber attack resulted in death, damage, or a
high-level of disruption that was comparable to what could be caused by a kinetic
military attack, then it would be grounds for a conventional response. Perhaps more
provocatively, in 2013, the DOD Defense Science Board implied the United States would
use non-cyber weapons, including even nuclear weapons, to retaliate after a major cyber
attack.605 These statements along with the suspected U.S. cyber attacks has led many to
question whether or not U.S. “militarization” of cyberspace is counterproductive to
stability and norm emergence.606 However, it appears only likely to become more
“militarized” as mentioned above, DOD recently developed new classified Standing
Rules of Engagement (SROE) for cyber warfare, which allegedly permits cyber attacks
without National Security Council approval (which previously was required).607 There is
concern that this shift towards more regular and normalized cyber warfare, enabled by the
new SROE, will spread to other militaries. Ultimately, the U.S. behavior and interest in
cyber warfare indicate that it does not consider the emergence of robust constraining
norms in its self-interest.
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Snowden Leaks Likely Further Impair Convergence of Powerful Self-Interested States
Supporting a Constraining Norm
Further, the Snowden leaks may have introduced more distrust than already
existed among adversaries and allies alike to additional complicate and hamper a
convergence of state’s self-interest. On June 5, 2013, the British newspaper The
Guardian began reporting on classified documents provided by Edward Snowden (a
former employee of the CIA and contractor at NSA), including documents outlining
offensive cyber attacks conducted against other nations.608 Suddenly the spotlight was on
U.S. cyber activity and the breadth and nature of its thus-far secret offensive actions in
cyberspace.609 For example, these purported revelations of classified, such as the alleged
evidence that the United States conducted 231 offensive cyber operations in 2011, are
having an impact on international cooperation.610 The purported revelations regarding the
extent of the NSA’s cyber intelligence collection efforts have led some U.S. allies such as
Germany and Finland to begin to construct their own independent IT infrastructure, such
as fiber optic cables.611 Additionally, France has launched its own data counter
surveillance efforts and Brazil’s president cancelled a state visit to the United States and
decried the NSA activities as “an assault on national sovereignty.”612 This has led David
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DeWalt, chairman of cyber security firm FireEye, to predict that there will be increasing
“cyber balkanization” with more cyber nationalism and less international cooperation.613
The current Snowden leaks alone will likely have an impact on the evolution of
constraining cyber warfare norms; however more leaks are likely coming. Glenn
Greenwald, the journalist who helped Snowden leak his allegedly classified information,
said in October 2013, that full breadth of information Snowden provided is “so complex
and so deep and so shocking, that I think the most shocking and significant stories are the
ones we are still working on, and have yet to publish.”614 The current leaks and future
leaks could fracture state interests and increase national secrecy of cyber weapon
programs and distrust of U.S. intentions and those of other powerful cyber actors. This
type of effect was evidenced by a Russian government source claiming in late 2013 that
“Washington has lost the moral authority” in cyberspace and that support for the Russian
UN First Committee cyber resolution—titled “developments in the field of information
and telecommunications in the context of international security”—was growing and the
Group of Government Experts (GGE) becoming more Russian-friendly. Additionally,
former Canadian Ambassador Paul Meyer has noted that the leaks have had a direct
impact on UN cyber norm activity and have led some of the more offended nations, such
as Germany and Brazil, to call for action to prevent “cyberspace from being used as a
weapon of war.”615 As another example of the impact of the leaks, while hostile Chinese
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operations in cyberspace were on the decline following the public shaming resulting from
the February 2013 release of the Mandiant report highlighting Chinese activity, following
the Snowden revelations and U.S. embarrassment, the Chinese have again stepped up
their hostile activity to unprecedented levels.616 Looking forward, a U.S. National
Intelligence Council (NIC) report on global trends and the coming decades articulated
this prospect when it identified the possibility that “fear of the growth of an Orwellian
surveillance state may lead citizens particularly in the developed world to pressure their
governments to restrict or dismantle” IT systems, which would include potential cyber
weapons.617 The bottom line is that it appears that powerful support from self-interested
actors has not converged on a comprehensive constraining norm for cyber warfare and
recent developments may make such a convergence less likely. Perhaps the best hope is a
more limited cyber norm applying the existing LOAC to cyber warfare.

Norms for Cyber Warfare’s Coherence with Existing Dominant Norms Unlikely
Additionally, of the five secondary hypotheses for norm emergence developed in
the preceding chapter, the majority are not favorable when applied to cyber warfare
should current trends continue. First, cyber norms will have difficulty achieving
coherence with and grafting onto existing norms. Unfortunately, the success of a norm
candidate for emerging-technology weapons also will depend in large part on the ability
to achieve coherence by connecting the new weapon type to an existing category and thus
616
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beginning the process of grafting the new norm onto existing norms. While cyber
weapons and cyber warfare have some commonalities with certain weapons, particularly
the unconventional and emerging-technology weapons examined in earlier chapters,
overall they are truly unique. In fact, they are so unique as to operate in their own new,
man-made domain and outside of the normal domains of land, sea, air, and space. As
such, cyber norms lack obvious coherence with many prominent norms and thus it is
difficult for norm entrepreneurs to actively seek to graft the candidate norms to existing
norms. Perhaps the best option for grafting cyber norms is the humanitarian norm
underlying the existing LOAC, particularly the norm regarding the protection of civilians
and minimization of collateral damage.618 This is precisely what NATO’s Tallinn Manual
on the International Law Applicable to Cyber Warfare attempts to achieve by arguing
that the LOAC apply to cyber warfare.619 However, the lack of agreement on key terms
and confusion over the spectrum of hostile cyber operations make coherence and grafting
complex and difficult.620

Too Late to Preemptively Establish Norms for Cyber Warfare
Another secondary hypothesis for norm emergence for emerging-technology
weapons is that it will be more successful if the candidate norm can be permanently and
preemptively established before the weapon exists or is fully capable or widespread. With
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cyber warfare, the train has already left the station so to speak. Between 2006-2013,
James Lewis and CSIS identify 16 significant CNA-style cyber attacks.621 These include
major attacks across the globe, occurring in the former Soviet states of Estonia and
Georgia to Iran and Saudi Arabia. While no one has yet been killed by a cyber attack, the
opportunity for permanent preemptive establishment of a norm has long since passed.

Undemonstrated Nature of Cyber Warfare Impairs Norm Emergence and Complicates
States’ Calculus of Self-Interest
Additionally, norm evolution theory for emerging-technology weapons indicates
that with undemonstrated emerging-technology weapons, there will be challenges arising
from both differing perspectives as to its future capability as well as the prospect for
inadvertent escalation. While it is true that cyber warfare has been demonstrated to some
degree (e.g. Stuxnet, etc.), the hidden and secretive nature of cyberspace make the actors
and their intent/objectives unclear and thus limit the true demonstrative value of recent
cyber attacks. This has the effect of cyber weapons being largely “undemonstrated” and
leaves ample room for competing theories and arguments as to its effectiveness and
strategic impact. Case in point, some analysts, policy makers, and academics argue that
cyber warfare poses a major threat and warn of a cyber “Pearl Harbor” or “cyber 9-11”
moment when critical infrastructure is attacked. Advocates of the impact and severity of
the threat of cyber warfare have included leading decision makers, such as then U.S.
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Secretary of Defense Leon Panetta who warned in October 2012, of an impending cyber
“Pearl Harbor” attack in which
an aggressor nation or extremist group could use these kinds of cyber tools to gain
control of critical switches… they could derail passenger trains, or even more
dangerous, derail passenger trains loaded with lethal chemicals. They could
contaminate the water supply in major cities, or shut down the power grid across
large parts of the country.622
On the other side of the spectrum, some have argued that statements such as Panetta’s are
pure hyperbole and that cyber warfare poses no such dire threat and that it in fact may not
even constitute warfare as properly defined. German academic Thomas Rid is the leading
advocate of this argument and he makes the case in his popular book Cyber War Will Not
Take Place.623 In the December 2013, edition of Foreign Affairs, Rid argued that not only
is cyber attack not a major threat, but that it will in fact “diminish rather than accentuate
political violence” by offering states and other actors a new mechanism to engage in
aggression below the threshold of war.624 Others, such as Erik Gartzke, share Rid’s view
and argue that cyber warfare is “unlikely to prove as pivotal in world affairs… as many
observers seem to believe.625 Norm evolution theory as applied to emerging-technology
weapons indicates that these vastly different perceptions as to the impact and role of
cyber warfare in international relations and conflict will impair norm emergence. The
lack of understanding regarding cyber weapons—also resulting from the lack of
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demonstration and inherent secrecy of such weapons—also increases the prospects for
inadvertent escalation and misinterpretation. Years after the Stuxnet attack, analysts are
still trying to determine the precise intent and plan of the attackers.626 Additionally, cyber
security is a huge and booming business for IT-security firms, with industry analyst
Deltek reporting that the U.S. federal government IT-security market will increase from
$8.6 billion in 2010, to $13.3 billion in 2015 (a compound annual growth rate of
9.1%).627 IT-security expert Bruce Schneier has alleged that these firms benefitting from
cyber growth have, along with their government customers, artificially hyped the cyber
threat.628 Schneier points out that these firms have benefitted from the lack of standard
terms or understanding of cyber warfare to conflate a wide range of cyber threats (CNE,
CNA, cyber crime, etc.). Some critics have gone so far as to refer to this dynamic as
“cyber doom” rhetoric or a “cyber security-industrial complex” similar to the oft-derided
“defense-industrial complex.”629 The norm emergence experience for other emergingtechnology weapons indicates that this threat inflation to fuel profits may also help fuel
the development of constraining norms by motivating norm entrepreneurs and actors. For
cyber warfare, this certainly appears to be the case and will likely continue.
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Perception that Cyber Weapons Cannot be Defended Against May Fuel Interest in
Constraining Norms
A fourth hypothesis is that connections with the idea that the weapon can’t be
defended against will fuel interest in a constraining norm but also limits the effectiveness
of reciprocal agreements and can lead to weapon proliferation. As a result, once
convention-dependent norms are violated, intense domestic pressure can then build for
retaliatory violations of the norm. Defenses against cyber weapons are largely viewed as
inadequate. A report from DOD’s Defense Science Board reported in January 2013, that
the United States “cannot be confident” that critical IT systems can be defended from a
well-resourced cyber adversary.630 The nature of cyberspace, with intense secrecy and
“zero-day” vulnerabilities makes defense particularly difficult and fuels interest in other
strategies to manage the threat, including constraining international norms. This explains
the broad range of actors and organizational platforms involved in early norm promotion
discussed above and in Appendix I and is a positive factor for the successful emergence
of norms for cyber warfare. However, the experience of norms for emerging-technology
weapons with similar perceptions regarding the weakness of defenses also indicates that
while this may fuel interest in cultivating norms, they will be fragile and largely apply to
use and not proliferation as actors will continue to develop and pursue the weapons as
they believe they cannot rely on defenses and seek deterrence-in-kind capabilities.
Further, if the early norm is violated, given the inability to defend against continued
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violations there may be domestic pressure to respond-in-kind, leading to a rapid erosion
of the norm. Should early cyber norms be violated, such domestic pressure for an in-kind
response could build. In fact, the Iranian attack on Saudi Aramco in August 2012 is
largely viewed as one of Iran’s responses to Stuxnet.631 The challenge of attribution in
cyberspace may accentuate this dynamic by making retaliatory responses even easier than
with prior emerging-technology weapons.

The Proliferation and Adoption of Cyber Weapons Makes Norm Emergence More
Difficult
The final secondary hypothesis is that weapon proliferation and adoption will play
a significant role in norm emergence as it will influence the primary hypothesis and state
interest in constraining norms. For cyber warfare, there is not the kind of unitary
dominance of a single actor as there was with the U.S. nuclear monopoly early in the age
of nuclear—giving the United States significant influence on norm emergence regarding
nuclear restraint. Additionally, given the ongoing proliferation of cyber weapons, the
multi-use nature of the technology, and the relatively low cost of entry, delays in the
proliferation cyber weapon (creating added time for a constraining norm to emerge) are
unlikely. However, there will likely be varied rates of adoption of cyber weapons, with
some nations such as the United States, China, Russia, and Israel possessing the most
sophisticated cyber warheads.632 Experience with norm development for emerging631
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technology weapons indicates that states with powerful cyber weapons are more likely to
resist the emergence of any constraining norms. This is especially true with strong
bureaucratic actors, such as NSA in the United States or the Federal Agency of
Government Communications and Information in Russia, potentially advocating for
permissive norms. As discussed earlier in this chapter, while the Russians have been
major advocates in the UN for a total prohibition on cyber weapons, their interest may be
driven by a perception that the United States is the dominant cyber power or, perhaps
more cynically, it could be akin to the Soviet Union’s disingenuous early promotion of
the constraining BW and nuclear norms while simultaneously pursuing biological and
nuclear weapons. Regardless, the varied rates of adoption and development of cyber
capabilities indicates that there will be divergent perspectives on constraining norms,
making consensus difficult. This helps explain why despite the many actors and
organizational platforms involved in developing candidate norms for cyber warfare, they
have not been successful in achieving any broad consensus beyond perhaps the budding
consensus regarding the application of the LOAC. Further, beyond the varied adoption of
cyber weapons, there is also a varied level of cyber vulnerability. After all, the more
connected and reliant a nation is on IT systems, the more vulnerable it is to cyber attack.
Former White House cyber advisor Melissa Hathaway has articulated this vulnerability
on a “cyber readiness index” which incorporates both national cyber vulnerability as well
as cyber security to come up with a net vulnerability.633 Vulnerability (perceived or
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actual) is likely to fuel interest in constraining norms and Hathaway’s initial cyber
readiness index, which assesses 35 countries, indicates that vulnerability is widespread.
Again, this helps explain the broad interest in cyber norms and could prove helpful in
motivating a consensus on norms down the road, although convergence on a consensus is
more complicated.
Ultimately, if current trends continue, the primary and secondary hypotheses of
norm evolution theory for emerging technology weapons predicts that the emergence and
early development of constraining norms will be challenged and may not occur at all.
Key states—especially China, Russia, and the United States—are unlikely to perceive the
emergence of robust constraining norms in their self-interest. Further, limited options for
coherence and grafting, inability to preemptively establish a prohibition, undemonstrated
capabilities, the proliferation and adoption of cyber weapons, and the lack of powerful
self-interested state actors converging on a candidate norm present serious hurdles for
norm emergence. However, the connection with the idea that cyber weapons cannot be
adequately defended against as well as industry and government hyping of the threat have
spurned significant general interest in constraining norms for cyber warfare—leading to
the many actors and organizational platforms identified in the previous chapter. To move
past this point and successfully achieve norm emergence, a consensus on cyber norms
will need to build and such a consensus seems unlikely at this point or in the near future.
The best and most reasonable candidate is the more limited and modest norm applying
the existing LOAC to cyber warfare.
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Cyber Warfare Norm Cascade
While the odds of constraining cyber warfare norms achieving norm emergence
are not good, should norm emergence occur, it is important to examine what norm
evolution theory for emerging technology weapons predicts regarding achieving a norm
cascade. General norm evolution theory hypothesizes that a norm is more likely to reach
a tipping point and achieve a norm cascade when key actors such as states and
international organizations are involved and motivated by legitimacy, reputation, and
esteem (in addition to their obvious motivation of perceived self-interest). Norm
evolution theory further suggests that institutionalization, socialization, demonstration,
and optimal timing are important to a norm achieving a cascade, as is whether or not a
norm is clear and specific and makes universal claims. For cyber warfare norms, there are
many actors generally involved; however they are not yet motivated by legitimacy,
reputation, and esteem. Further, as discussed earlier, states are still largely motivated by
their own self-interest and the general altruism and empathy oriented towards mitigating
the potential cyber threat does not balance out their perceived self interest in cyber
warfare. Norm entrepreneurs are attempting to use the mechanisms of institutionalization
and socialization to promote their respective candidate norms in venues such as the UN
and NATO, however as discussed previously in this chapter, such efforts have thus far
failed to achieve a broad consensus beyond a general agreement that norms are needed.
Finally, norms for cyber warfare at this point are anything but clear and specific given the
lack of clarity and agreement on key terms and concepts (such as what is cyber warfare or
what constitutes the use of force in cyberspace). These dynamics lead to pessimistic
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conclusions about the chances of constraining cyber norms achieving a norm cascade.
However, the specific secondary hypotheses for emerging-technology weapons point to
better odds for achieving a norm cascade should the candidate norm reach the second
stage of the norm life-cycle. Of the four hypotheses developed in the preceding chapter,
the majority favor a norm cascade for constraining cyber norms.

Improvements in Technology May Help Norms for Cyber Warfare Achieve a Tipping
Point
First, improvements in technology can address previous challenges in adhering to
a constraining norm can rapidly lead to a norm cascade. For cyber warfare, a major
impediment to the development of constraining norms is the inherent anonymity built
into cyberspace and the related challenge of attribution of cyber attacks. As previously
discussed, this impedes norm evolution in a number of ways, such as limiting actor
motives such as legitimacy, reputation, esteem, and conformity since actors can
reasonably believe they will not be conclusively identified as the responsible party for
violating the norm. However, improvements in technology may be able to significantly
mitigate the current attribution challenge and thus remove this impediment and influence
state perception that norms are in their interest (the primary hypothesis). In late 2012,
then U.S. Secretary of Defense Leon Panetta said that the United States’ cyber attribution
skills had improved to the point where it had the ability to locate and hold accountable
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those who harm the United States in cyberspace.634 Others, such as Robert Knake at the
Council on Foreign Relations have said that the attribution challenge for major cyber
attacks is increasingly less challenging, even without resorting to labeling each data
packet with unique identifiers (a political non-starter).635 Should technology reach a point
where timely and accurate attribution of malicious cyber actors—particularly those
engaging in large-scale cyber attacks—is possible, this would help a constraining cyber
norm more rapidly reach a tipping point.

Characterizing Cyber Weapons as Unconventional May Help Achieve a Norm Cascade
Another hypothesis of norm evolution theory for emerging-technology weapons is
that characterizing a weapon-type as “unconventional” or otherwise granting it a special
status can accelerate norm adoption and ultimately achievement of a norm cascade.
Given the unique combination of special characteristics associated with cyber warfare
and the fact that it occurs in a new and man-made domain, it is by default
“unconventional.” Many have suggested that cyber weapons be considered another
category of unconventional WMD, such as Geoffrey Ingersoll’s article in Business
Insider titled “The Next Weapon of Mass Destruction Will Probably Be a
Thumbdrive.”636 This association of cyber warfare with WMD is pervasive enough to
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have led the Bulletin of Atomic Scientists to publish an article titled “The misunderstood
acronym: Why cyber weapons aren’t WMD.”637 This ongoing characterization of cyber
weapons as different, special, or otherwise unconventional will help isolate cyber
weapons and therefore enable the development of special, constraining norms of
behavior.

Likely Future Public Demonstrations of Cyber Warfare Are Unlikely to Bolster Support
A third hypothesis is that public demonstrations of the emerging weapon-type —
enabled by real-time media—can influence public opinion and spread the constraining
norm. With the increasing tempo and frequency of cyber attacks, the possibility of a truly
public demonstration of cyber warfare is possible. However the inherent secrecy and
anonymity of cyberspace and cyber conflict make such a demonstration more difficult to
achieve. Demonstrations of cyber weapons and cyber power may be more muted than the
media-reported nuclear tests on Bikini Atoll or the Syrian use of CW. Some believe the
United States has been deliberately leaking information about its alleged cyber attacks—
especially Stuxnet—is part of a deliberate effort to demonstrate cyber capabilities but this
subtle demonstration is likely oriented towards influencing state actors and will not be as
effective in generating broad public awareness and support for constraining cyber
norms.638
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Increased Legalization of Armed Conflict and International Bureaucracies Increase the
Chances Cyber Warfare Norms Achieve a Cascade
Finally, the fourth hypothesis is that the international arms control and
disarmament bureaucracy and the increasing regulation and legalization of armed conflict
will provide an increased number of organizational platforms and networks to spread the
norm and more rapidly achieve a norm cascade. War and wartime conduct is increasingly
governed by international law and agreements and a multitude of international
organizations exist solely to address security issues and facilitate international
discussions. As discussed earlier in this chapter, within the UN there are multiple venues
focused on cyber warfare, including the UN General Assembly’s First Committee, the
ITU, UNIDIR, and the CTITF working group. Additionally, NATO, through its new
NATO CCD COE, the Red Cross, regional multilateral organizations such as the
Organization for Security and Co-operation in Europe (OSCE) and Association of
Southeast Asian Nations (ASEAN) Regional Forum have also increased the networks and
venues to propagate cyber norms.639 These many venues are positive variables that make
achieving a norm cascade more likely.
Together, these factors indicate that should constraining cyber norms manage to
achieve norm emergence and approach a norm cascade, a tipping point may actually be
more likely. This is due to secondary dynamics norm evolution theory for emerging
technology weapons indicates are important to achieving a norm cascade, such as
potential technological improvements that mitigate the attribution challenge, the
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unconventional characterization afforded cyber weapons and the expansive international
arms control and disarmament bureaucracy.

Cyber Warfare Norm Internalization
Norm internalization usually occurs many years or decades after initial norm
emergence. Thus, for the norm internalization stage in the norm life-cycle, cyber
weapons (as an emerging-technology weapon) may no longer be considered “emerging
technology” and thus will likely be subject to the same prospects as any other norm
according the general norm evolution theory. The exceptions to this will be contingent on
norms for an emerging-technology weapon progressing rapidly through the preceding
two stages such that the weapon is still truly novel and different in distribution or
conception from other weapon types. Regardless, should constraining cyber warfare
norms successfully navigate the long odds of norm emergence and then fare better in
achieving a norm cascade, what does norm evolution theory for emerging technology
weapons predicts regarding norm internalization? General norm evolution theory offers
various hypotheses regarding what increases a norm’s chances of becoming deeply
enshrined and achieving taken-for-granted status. First, it predicts that internalization is
more likely if the key actors from bureaucracies, the legal community and important
professions are involved. It also hypothesizes that norm internalization is more likely
when actors are motivated by conformity and domestic turmoil and the environment
provides expansive professional networks. Cyber warfare norms in the process of
internalization would benefit from the presence of an expansive international arms
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control and disarmament bureaucracy and the increasing legalization of armed conflict—
assisting the prospect of internalization. Further, states are likely to be motivated by
pressure to conform with the norm once it reaches a tipping point, but domestic turmoil
may actually weaken internalization of the cyber norm as states appear to be increasingly
engaging in cyber warfare during internal conflict with a likely spillover into their
international behavior. For example, the Syrian government is increasingly engaging in
CNA and CNE-style cyber operations against internal rebel groups.640 Additionally, the
involvement of key professions through various professional networks will be difficult, as
will be discussed below. These general hypotheses, when applied to cyber norms, seem to
indicate about even odds of internalization. When considered along with the specific
hypotheses for emerging-technology weapons, a different conclusion is reached and the
prospects for internalization of constraining cyber warfare norms are grim. Of the four
secondary hypotheses developed in the preceding chapter, all but one point towards
challenges for internalization of comprehensive constraining cyber norms.

Norms Governing Usage of Cyber Weapons More Likely to be Internalized
First, the experience of norm internalization for emerging-technology weapons
indicates that internalization of aspects of a norm governing usage occurs more rapidly
and is easier to achieve than aspects governing development, proliferation, and
disarmament. This would indicate that internalization of any constraining cyber norms
640
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would likely be limited to the use of such weapons and not their possession or
proliferation. The candidate norms for the application of the existing LOAC to cyber
warfare or the prohibition on first use of cyber weapons are therefore more likely to
succeed in achieving internalization should the make it through the earlier two phases of
the norm life-cycle. However, the Russian and Chinese proposal on a total prohibition of
cyber weapons, made in the UN First Committee, is much less likely to fare well.

Norms for Cyber Warfare Unlikely to Receive Congruent Support from Public and
Private Sectors
The historic experience with internalization of norms for other emergingtechnology weapons also indicates that congruent support and involvement from the
public and private sector (particularly industry participants associated with the “multiuse” technology) is important to achieving norm internalization. For cyber warfare, the
private sector entails the broad category of corporations involved in IT-systems and
Internet services. These include the main Internet Service Providers (ISPs) who are
responsible for providing millions of individuals and entities with Internet connectivity as
well as online service companies such as Microsoft, Yahoo, Google, Facebook, AOL,
Skype, and Apple. Cyberspace is literally a “private” domain in that it is largely owned
and maintained by these private entities. Cyber attacks and cyber warfare occur in this
space and internalization of international norms to constrain cyber behavior will require
the participation of and convergence of not only the various government perspectives but
also these private entities. Unfortunately, such partnership is made less likely by the
leaking of allegedly classified information by Edward Snowden, discussed in the
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previous chapter, has resulted in not only a major setback for international cooperation
between states but also between public and private entities.641 This is because information
in the leaks, especially the discussion of the purported PRISM program in which the
United States government allegedly partnered with private Internet companies to collect
information, has led to public outcry based on privacy and civil liberty concerns.642
Further, the leaks and underlying participation of private corporations in government
intelligence collection threaten to fracture industry globally with different countries
adopting different standards. Yahoo CEO Marissa Mayer warned President Obama about
this potential backlash when meeting with the U.S. President and six other leading
technology companies in December 2013.643 The Snowden leaks put these companies
under tremendous pressure for their cooperation with government intelligence gathering
efforts, making them less likely to be willing to cooperate with the government on future
cyber initiatives, such as internalization of constraining norms, in spite of the fact that
they would be among the biggest beneficiaries of such norms. Such internalization would
likely entail additional monitoring of private IT-systems and would fall under the shadow
and suspicion of PRISM. Internalization of constraining cyber norms is therefore made
more difficult by the likely lack of congruent support and involvement from the public
and private sector.
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Secrecy and Multi-Use Nature Associated with Cyber Weapons Impairs Norm
Internalization
The final two secondary hypotheses based on the historic experience of norm
internalization for emerging-technology weapons is that the secrecy associated with such
weapon programs and the possible multi-use nature of their technology will impede norm
evolution, especially internalization and that international pressure for conformity —
enabled by real-time media coverage of the weapon’s use—will promote internalization.
For cyber warfare, as previously discussed, there is an abundance of secrecy and the vast
majority of the technology is multi-use, indicating that internalization of the candidate
cyber warfare norms will be less likely. The candidate norms requiring more openness
and CBMs, promoted in a variety of international venues, may help ameliorate the
secrecy challenge by the time the comprehensive constraining norm nears internalization,
but that is yet to be seen. Further, the expectation that international pressure for
conformity will promote internalization is also eroded by the secrecy and anonymity
associated with cyber warfare, thus such a pressure is unlikely to occur.
Collectively, these hypotheses indicate that should constraining cyber norms
manage to achieve norm emergence and a norm cascade, internalization will be less
likely. This is largely due to the pronounced secrecy and multi-use nature of cyber
technologies, which in addition to posing their own barriers to internalization also help
blunt international pressure for conformity and private sector support. Additionally, norm
internalization is likely to be most successful for any norm governing usage rather than
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development, proliferation, and disarmament. Thus, the current candidate norm for the
application of the existing LOAC to cyber warfare or is the most likely to be internalized.

Conclusions
Cyber warfare is still in its infancy, and there are multiple possibilities and
contingencies for how this new mode of warfare plays out over the coming decades.
However, reasonable conclusions can be drawn regarding the most likely future scenario
for cyber warfare. These conclusions—based on norm evolution theory for emergingtechnology weapons—indicate that there are many hurdles facing the development of
constraining norms for cyber warfare. Early in this chapter multiple candidate norms for
cyber warfare that are beginning to emerge were identified. However, norm evolution
theory for emerging-technology weapons predicts that if current trends continue,
constraining norms for cyber warfare will have trouble emerging and may not ever reach
a norm cascade. This is principally due to the fact that powerful state actors are unlikely
to perceive a convergence between a robust constraining norm and their self-interest.
Should constraining norms manage to successfully emerge, their odds of reaching a
tipping point are better although internalization is less likely. Of the current candidate
cyber norms identified in this chapter, the most likely to succeed are those that are more
limited, such as those focused on the application of the existing LOAC to cyber warfare
or the prohibition on first use of cyber weapons. Table 13 summarizes the implications
(positive or negative) of norm evolution theory for emerging-technology weapons’ on the
likely future of constraining norms for cyber warfare.
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Table 13: Norm Evolution Theory for Emerging-Technology Weapons’ Implications for Norms for Cyber
Warfare

Primary Hypothesis
Direct or indirect alignment of national self-interest with a
constraining norm leads to norm emergence and the extent to
which it is aligned with key or powerful states perception of
self-interest will determine how rapidly and effectively the
norm emerges.
Secondary Hypotheses for Norm Emergence
Coherence and grafting with existing norms.
1
Permanently establishing a norm before the weapon
exists or is fully capable or widespread.
Undemonstrated emerging-technology weapons.
3
Connections with the idea that the weapon can’t be
4
defended against.
Initial weapon proliferation/adoption.
5
Secondary Hypotheses for Norm Cascade
Improvements in technology.
1
Characterizing the weapon-type as “unconventional”
2
or otherwise granting it a special status.
Public demonstrations of the weapon-type —enabled
3
by real-time media.
The international arms control and disarmament
4
bureaucracy and the increasing regulation and
legalization of armed conflict.
Secondary Hypotheses for Norm Internalization

2

1
2
3
4

Internalization of aspects of a norm governing
usage rather than aspects governing development,
proliferation, and disarmament.
Congruent support and involvement from the
public and private sector.
Secrecy and the multi-use nature technology.
International pressure for conformity —enabled
by real-time media coverage of the weapon’s use.

Implications for Cyber Norms
Negative
Implications for Cyber Norms
Negative
Negative
Negative
Positive
Negative
Implications for Cyber Norms
Positive
Positive
Negative
Positive
Implications for Cyber Norms
Positive
Negative
Negative
Negative

While the norm evolution theory for emerging-technology weapons predicts grim
prospects for the evolution of constraining cyber norms, unfortunately the threat of cyber
warfare is not diminishing and the need for such constraining international norms
remains. For example, James Comey, the Director of the Federal Bureau of Investigation
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testified before the Senate Homeland Security Committee in November 2013, indicating
that that the risk of cyber attacks is likely to exceed the danger posed by terrorist
networks as the top national security threat to the United States and that “we have
connected all of our lives — personal, professional and national — to the Internet…
That’s where the bad guys will go because that’s where our lives are, our money, our
secrets.”644 Further, former U.S. Secretary if Defense Leon Panetta, speaking at a
Symantec Government Symposium in March 2014, said that cyber warfare could
“devastate our critical infrastructure and paralyze our nation” and is “the most serious
threat in the 21st century.”645 Chapter eight will offer conclusions and recommendations
regarding what, if anything can be done to foster and cultivate viable constraining norms
for cyber warfare in light of the relatively grim prospects for said norms’ development.
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CHAPTER EIGHT: CONCLUSIONS AND RECOMMENDATIONS

In January 2014, a survey of senior U.S. national security leaders identified cyber
warfare as the most serious threat facing the United States and a Pew Research Center
poll highlighted cyber attacks as one of the top threats in the minds of the U.S. public.646
Cyber warfare poses a real and growing threat, a threat that is growing faster than the
development of constraining international norms—increasing the prospects for
miscalculations and escalation.647 This study explains how constraining norms for
emerging-technology weapons, including cyber weapons, will develop. It does so by
expanding general norm evolution theory to better apply to emerging-technology
weapons based on case studies on the historic development of norms regarding some
emerging-technology weapons—specifically chemical, biological, and nuclear weapons
and strategic bombing. As a validation of norm evolution theory, elements from nearly
every general hypothesis theory were present in one or more of the three case studies,
with many in all three. However, general norm evolution theory is an imprecise tool for
predicting norm evolution for emerging-technology weapons and was largely developed
for other issues. As such a tailored version of norm evolution theory was developed in
646
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chapter six, which offers the primary hypothesis that direct or indirect alignment of
national self-interest with a constraining norm leads to norm emergence and the extent to
which it is aligned with key or powerful states perception of self-interest will determine
how rapidly and effectively the norm emerges. Additionally, this new norm evolution
theory for emerging-technology weapons suggests certain secondary variables and
hypotheses regarding actors, actor motives, and important mechanisms and factors that
influence norm emergence and growth during each stage of the norm life-cycle. Applying
this analytic framework to a plausible future cyber warfare scenario provides insight into
how constraining cyber norms will develop in the coming years. There are currently
multiple candidate norms for cyber warfare that are beginning to emerge, such as a total
prohibition on cyber warfare, a prohibition on first use of cyber weapons, and the
application of the existing LOAC to cyber warfare. These candidate norms are being
developed through state practice and deliberate norm cultivation efforts through an
increasing number of organizational platforms, which norm evolution theory indicates is
a sign of progress. However, when the analytic framework for norm evolution for
emerging-technology weapons is applied it appears that constraining norms for cyber
warfare will have trouble emerging and may not ever reach a norm cascade. This is due
to a variety of factors, primarily the apparent lack of a convergence of powerful selfinterested actors perceiving the norms as useful due to differing perspectives as to the
impact of cyber capabilities because of limited demonstrations and the diffusion of cyber
capabilities. Should the constraining norms emerge successfully, the secondary variables
in this new framework suggest that the odds that these norms will reach a tipping point
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are better. However, internalization is less likely. Potential contingency scenarios, such as
the occurrence of a major cyber attack, could alter the prospects of cyber warfare norm
evolution.
In light of this conclusion, below are several recommendations for U.S.
policymakers to consider as they grapple with the threat of cyber warfare. These
recommendations are based on a realist perspective that views the international system as
fundamentally anarchic, albeit with nonmaterial normative factors playing a role, as well
as the belief that states consistently pursue their own interest defined as power. Based on
this perspective, an operating assumption is that U.S. primacy is desirable and that U.S.
policy should pursue the goal of preserving its primacy by achieving the best net outcome
in cyberspace. With this in mind, the following recommendations are offered:

1. Pursue Only Limited Consensus on Cyber Norms and Do Not Overly Constrain
Development of Offensive Cyber Capabilities
As discussed at length, norms for the use of force in cyberspace are very much in
flux. Some in the United States have advocated for the aggressive pursuit of various types
of norms, leading up to ambitious ideas regarding “cyber arms control.” For example,
Admiral Bill Owens, former Vice Chairman of the Joint Chiefs of Staff, has pushed for
an agreement on “no first use of cyber-attack and Richard Clarke has argued for a “Cyber
War Limitation Treaty.”648 However, this study has shown that the prospects are not good
for the successful emergence and development of such constraining norms.
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Pursuing comprehensive constraining norms as a norm leader necessarily requires
some constraints on U.S. cyber weapons, because developing and demonstrating these
capabilities while also attempting to establish norms would be perceived as hypocritical
and counterproductive. This tension was highlighted by the purported U.S. decision to
launch Olympic Games and the Stuxnet attack. Referring to the attack, Jason Healey,
Director of the Atlantic Council’s Cyber Statecraft Initiative, said that "if we were in such
danger with SCADA, should we have thrown the first SCADA punch?” and former CIA
and NSA director Michael V. Hayden said “in a time of peace, someone just used a cyber
weapon to destroy another nation’s critical infrastructure… ouch.”649
Clearly, U.S. use of cyber warfare capabilities and “militarization” of cyberspace has
negative effects on norm emergence given the reciprocal nature of fragile nascent norms,
as evidenced by Iran’s retaliatory attacks on Saudi Aramco. 650 However, in light of the
tremendous capabilities offered by cyber weapons and the long odds for the successful
evolution of constraining norms, the U.S. should not dramatically constrain further
development of its offensive cyber capabilities and should instead only pursue limited,
modest norms. The aggressive pursuit of constraining norms may not be worth the
investment and tradeoffs involved and the United States should keep its options open and
prepare for major cyber war, which is only marginally constrained by norms. This is not
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to say that the United States should aggressively pursue and prepare for unconstrained
cyber warfare, only that it should not significantly tie its hands in forgoing offensive
cyber capabilities in the hope that constraining norms will mitigate the cyber threat posed
by other nations. In the future, circumstances may change and this strategic decision
could be revisited. The trend of U.S. investment in cyber weapons indicates that this
recommended path is likely already being pursued. The 2013 National Defense
Authorization Act (NDAA) stressed that “the advantage is on the offense” regarding
cyber warfare and authorized the development of offensive cyber capabilities.651 The
2014 NDAA increases the funding authorized for these capabilities in addition to
establishing some requirements to attempt to limit the international proliferation of cyber
weapons.652

2. Judiciously Employ Offensive Cyber Capabilities, Perhaps Offering a Cyber Extended
Deterrent to Allies to Manage Proliferation
While the United States should pursue only limited consensus on constraining
cyber norms and not constrain its development of offensive cyber capabilities, there is
still some hope for cyber norms playing a stabilizing and constraining role in
international security. Therefore, norms should not be actively undermined by
unnecessarily promiscuous use of cyber capabilities. Instead, these capabilities should be
employed judiciously. Ralph Langner, in his detailed analysis of Stuxnet, argues that
651
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another purpose of the advanced counterproliferation cyber weapon was to demonstrate
that cyber weapons work—the equivalent of a Sputnik moment for cyber warfare.653 This
has certainly been achieved, so future cyber attacks for demonstration purposes are
unnecessary. Cyber capabilities should be rare and limited to certain targets, such as
military targets (which is consistent with recent U.S. cyber attacks as discussed in chapter
six). John Arquilla outlined some potential applications of limited yet effective use of
cyber warfare in his controversial 2009 comments arguing that the United States should
go on a limited “cyber offensive.”654 He argued for the selective use of cyber warfare as a
“nonlethal way to deter lethal conflict” and outlined scenarios such as a looming
Pakistani-Indian or Russian-Georgian conflict where such capabilities could be used to
potentially avert a kinetic conflict.
This limited use would not require a deviation from current practices, but would
prevent further escalation and unnecessarily undermine norm evolution. Jason Healey has
pointed out that large, powerful nations generally have not carried out large-scale cyber
attacks outside of existing conflicts, even against small nations.655 For example, Stuxnet
was only employed in the context of the existing conflict between the United States/Israel
and Iran and Estonia was attacked in the context of an existing conflict with Russia.
Robust U.S. development of offensive attack capabilities could also end up providing
space for constraining norms to grow by offering “cyber extended deterrence” to allies
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and thus limiting the proliferation of sophisticated capabilities. This extended deterrence
could be similar to that offered to extended nuclear deterrence offered to U.S. allies who
lack nuclear weapons. Cyber weapons may not be suitable for achieving direct deterrence
due to their unpredictability and unreliable effects, but generally offering cyber
capabilities to allies or committing to conducting operations on their behalf under certain
circumstances could help them determine to limit their own cyber warfare investments.
This dynamic is already at play today. For example, as Japan looks to establish a “cyber
defense task force” and develop its own offensive cyber capabilities, it recognizes it is
reliant on U.S. cooperation and support.656 Likewise, Australia is anticipating a benefit
from the UK’s investment in offensive cyber capabilities.657

3. Seek Limited Norm Cultivation
The United States should actively pursue more limited constraining norms for the
usage of cyber weapons, rather than norms constraining their proliferation and
development. Of the current candidate cyber norms identified in chapter six, the most
likely to succeed are those that are more limited, such as those focused on the application
of the existing LOAC to cyber warfare.658 Perhaps the most viable limited constraining
norm for the near- and mid-term would be the application of this non-combatant
immunity norm specifically to IT systems associated with the financial industry due to
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the global economic interdependence and the potential for economic chaos should trust in
these systems shaken. Such a norm is likely to most readily generate a convergence of
self-interested support from key states as well as congruent private sector support—
factors norm evolution theory as applied to emerging-technology weapons indicates is
important. The U.S. could pursue this limited constraining norm through leveraging its
unique and powerful role as the location of most globally-desired Internet services. Tools
such as isolation of violating countries through ISP blockades could compel state support
for the norm and force states to exercise responsibility for non-state violations originating
from their territory.
4. Manage Prospect for Miscalculation by Increased Transparency and ConfidenceBuilding Measures
Finally, the United States should attempt to address the shroud of government
secrecy in cyberspace through increased transparency and use of CBMs. Given the
challenge of attribution, intense secrecy, and the ambiguous relationship between cyber
war and cyber espionage, the prospect for miscalculation and inadvertent escalation is
heightened.659 To help address these issues and minimize this risk, the United States
should embrace the voluntary CBMs developed by the UN GGE and ICT4Peace
identified in chapter six. These include measures such as exchanging views and
information on national strategies, policies, and organizations as well as the creation of
bilateral and multilateral consultative frameworks such as seminars and workshops to
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discuss and foster a better understanding of each nations approach to cyber warfare.660
The United States should also engage in bilateral dialogue with other key cyber actors to
achieve a consensus on key terms, communicate red lines, and develop crisis
communication mechanisms. This could be similar to the consultations the EastWest
Institute (EWI) has organized to discuss cyber diplomacy, resulting in a report outlining
how the two Russia and the United States could work together to find common ground on
norms for cyber warfare (among other things).661 The United States should also seek to
establish additional crisis communication hotlines, similar to the one it recently
established with Russia.662 These efforts will not only help to prevent miscalculation but
also could help create more trust and consensus in order to bring about more fertile
ground for the development of comprehensive constraining norms in the years ahead.
Many nations are incorporating cyber warfare capabilities into their national
security organizations. Some have—perhaps with too much hyperbole—likened this
ongoing cyber revolution as the biggest military revolution since tanks replaced cavalry
nearly 100 years ago.663 Along these lines, Iranian supreme leader Ayatollah Ali
Khamenei, perhaps reflecting the lessons his country learned on the receiving end of
Stuxnet, said in early 2014 that “cyber, in my modest opinion, will soon be revealed to be
the biggest revolution in warfare, more than gunpowder and the utilization of air power in
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the last century.”664 While the norm evolution theory for emerging-technology weapons
developed in this study indicates that there is limited hope of rapidly developing
constraining international norms to contain this threat, U.S. national security may
eventually be enhanced by the emergence of some kind of regulative norm for cyber
warfare, similar to those that developed in the past for other emerging-technology
weapons. In the meantime, pursuing the four recommendations above will best serve U.S.
national security interests.
Further, additional research is warranted to further develop norm evolution theory
for emerging-technology weapons, as such a theory has broad implications for norm
evolution across a range of new weapon types as we head deeper into the twenty-first
century. Autonomous weapon systems, high-energy lasers, microwave-based active
denial systems, electromagnetic rail guns, and quantum stealth technology are all
emerging-technology weapons for which norms are in the earliest stages of
development.665 Further validating and enhancing norm evolution theory this category of
weapons will provide greater insight into how constraining or permissive norms may
evolve and what, if anything, policy makers can do to shape their development so as to
protect their security interests. Accordingly, in addition to the four recommendations for
U.S. policymakers listed above, researchers should seek to further validate and refine
norm evolution theory for emerging-technology weapons. To do so, this study
recommends an agenda of additional historic case studies of then-emerging-technology
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weapons in order to further develop the framework offered by this study. These could
include the evolution of norms for 1) the use of gunpowder weapons in the fifteenth
through seventeenth centuries, 2) submarine and anti-submarine warfare in the early- and
mid-twentieth century, 3) the use of remotely piloted aircraft (also known as unmanned
aerial vehicles or drones) in the late twentieth and early twenty first centuries, and 4)
efforts to achieve the bioenhancement of soldiers today and in the recent past. In addition
to developing these historic emerging-technology weapon case studies to continue to
better understand how norms for emerging-technology weapons evolve, researchers
should also seek better mechanisms to measure the empirical impact of norms for war.
Current norm evolution theory lacks a well developed means to determine the relative
impact of international norms on state behavior.666 Empirically measuring the impact of
norms is only possible when the behavior observed is compatible with the norm and
simultaneously incompatible with the clear rational state interest. If the two are aligned,
it is extremely difficult to measure the extent to which norms played a role. Further, even
when norms and state interest are in conflict and the path of the norm is chosen, other
variables may be at play. To fully measure and attribute the behavior to the influence of
the norm, evidence needs to exist citing the existence of the norm as a part of the actor’s
decision making calculus. All this is to say that measuring the impact of norms, rather
than how they develop and evolve which is the focus of this study, is particularly difficult
and further research should seek to better address this issue. Such an effort could be
pursued by historic case studies of state decision-making involving weapons and warfare
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in specific cases where norms and state interest were aligned and in conflict in order to
develop an approach to evaluate their relative impact. While this study has contributed to
norm evolution theory by increasing its relevance and application to emergingtechnology weapons and addressing some of general norm evolution theory’s deficiencies
identified in chapter two, pursuing research agenda recommended above will serve to
further develop international relations theories regarding international norms.
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APPENDIX I: BACKGROUND ON CYBER WARFARE

This appendix provides an introduction to cyberspace and cyber warfare as well
as a detailed analysis of the current state of norms for cyber warfare. To do so, this
appendix first provides some background on cyber warfare. This is followed by an
expanded (compared to chapter seven) review of the current state of cyber norms based
on state practice regarding the use of force in cyberspace, as well as recent efforts to
reach consensus and codify nascent and emerging cyber norms. This examination of
customary practice and deliberate norm cultivation efforts together provide the full
picture of the current state of international norms for cyber warfare.

Introduction to Cyberspace and Cyber Warfare
As mentioned in chapter one, the cyberspace domain itself is defined in numerous
ways and has only recently emerged as a strategic security concern. Understanding this
domain is essential before one can consider how norms for cyber warfare will develop.
Within the United States, the domain was originally defined by DOD in 2000 as the
“notional environment in which digitized information is communicated over computer
networks.”667 This computer-centric definition was significantly modified in 2006 when
the U.S. Air Force constituted a broader definition that was subsequently adopted by the
667

Woolley, Pamela. “Defining Cyberspace as a United States Air Force Mission,” Air Force Institute of
Technology (June 2006): 2-3.

271

Joint Chiefs of Staff in late 2006 and ultimately codified for all of DOD.668 The new
military definition of cyberspace—which applies to the military and non-military sectors,
is as
a global domain within the information environment consisting of the
interdependent network of information technology infrastructures, including the
Internet, telecommunications networks, computer systems, and embedded
processes and controllers. 669
This definition encompasses the Internet, World Wide Web, “smartphones”, computer
servers, iPads, and other common everyday resources. The U.S. government’s 2003
National Strategy to Secure Cyberspace highlighted the virtually all encompassing list of
sectors particularly reliant on cyberspace as, including: agriculture, food, water, public
health, emergency services, government, defense industrial base, information and
telecommunications, energy, transportation, banking and finance, chemicals and
hazardous materials, and postal/shipping.670 Given the breadth of functions of daily life
reflected in this list, cyberspace is unmistakably central to the U.S. and global economy.
Further, the United States is utterly dependent on cyberspace with over 239 million
regular Internet users (a 77.3% penetration rate).671 Cyberspace is also a key supporting
element of U.S. military power. The DOD relies heavily on information technology (IT)
networks for Command, Control, Communications, Computer, Intelligence, Surveillance,
and Reconnaissance and the planning and execution of day-to-day military operations.
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This reliance on cyberspace, while particularly relevant for the U.S., also applies to the
rest of the international community. As the Obama Administration’s International
Strategy for Cyberspace points out
the last two decades have seen the swift and unprecedented growth of the Internet
as a social medium; the growing reliance of societies on networked information
systems to control critical infrastructures and communications systems essential
to modern life; and increasing evidence that governments are seeking to exercise
traditional national power through cyberspace.672
The ITU, the UN agency for information and communication technologies, reported that
over one third of the world’s seven billion people were online at the end of 2011, a 17%
increase since 2006.673 Multilateral security organizations such as NATO are still
grappling with how to approach cyber threats and develop consensus on regulative norms
and approaches for collective defense.674 Further, the cyberspace domain is largely
owned and controlled by private industry and thus many actions in cyberspace require a
public-private partnership.675 This raises a host of ethical and legal questions associated
with conducting warfare through a domain largely privately owned and controlled. For
example, what are the responsibilities of ISPs to detect, report, and block malicious
traffic intended to harm their host nations? This legal question and many others arising
from this rather unique aspect of the domain have yet to be resolved.
While it can be challenging to reach agreement on what constitutes cyberspace as
a domain, hostile action in cyberspace is even more difficult to define—yet it is even
672
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more pivotal to understand the dynamics of cyber warfare before examining the prospect
of norm evolution for emerging-technology cyber weapons. As mentioned previously,
cyberspace operations are the employment of cyber capabilities where the primary
purpose is to achieve objectives in or through cyberspace and cyber warfare and
generally understood to be CNE and CNA-style attacks. Often CNE and CNA go handin-hand as CNE is conducted to collect information and conduct pre-attack
reconnaissance prior to a CNA. As mentioned in chapter one, this study is focused on
CNA-type cyber warfare. The line between these two major categories of hostile action
in cyberspace—CNE and CNA—is often blurred. In a very real sense, using unauthorized
cyber access to steal information allows the option to destroy information and progress
into a cyber attack. Tom Gjelten described this phenomenon when he said that “the
difference between cyber crime, cyber-espionage and cyber war is a couple of keystrokes.
The same technique that gets you in to steal money, patented blueprint information, or
chemical formulas is the same technique that a nation-state would use to get in and
destroy things.”676 As a result, many today refer to cyber espionage as “cyber warfare” or
“cyber attacks” when in actuality no damage (other than secondary damage caused by the
relative advantage the stolen information provides) occurs. Cyber theorist John Arquilla
has pointed this out by highlighting the fact that international law defines an attack as
“violence against the adversary” and that such a term does not necessarily apply to all
cyber operations (namely, CNE).677 This imprecise lexicon when it comes to the term
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“cyber warfare” and “cyber attacker” complicate the social environment in which norms
for actual cyber warfare must emerge and develop. Security and Defence Agenda, in
collaboration with computer security company McAfee, published a report in February
2012, which identified the lack of agreement over key terms such as cyber war and cyber
attack as a major impediment to norms and regulating cyber conflict.678
Cyber warfare represents a major RMA. Some have gone so far as to predict that
it will “soon be revealed to be the biggest revolution in warfare, more than gunpowder
and the utilization of air power in the last century.”679 Further, in all likelihood, the threat
of emerging-technology CNA-style cyber weapons will only increase. CSIS has
identified more than thirty countries that are taking steps to incorporate cyber warfare
capabilities into their military planning and organizations680 and Adam Liff has argued
that the use of cyber warfare as a “brute force” weapon is likely to increase in
frequency.681 Adversaries such as China have increasingly focused on what it refers to as
“informationized wars” that are heavily reliant on computers and information systems
and focus on attacking such systems possessed by their adversaries."682 Increased
international interest in cyber warfare is also based on the recognition that information
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networks in cyberspace are becoming operational centers of gravity in armed conflict.683
This was reflected in DOD’s 2006 Quadrennial Defense Review, which said
Cyberspace is increasingly critical and inseparable from our national power and
interests. Adversaries’ denial of the domain to U.S. military operations could take
away battlespace awareness, command and control, precision strike, and leave our
exquisite, 21st Century capabilities paralyzed. We can't afford to let this happen
so now is the time to focus on a consolidated effort to protect and defend the
domain.684
Cyber warfare plays a role at the tactical, operational and strategic levels of war: from
impacting engagement systems at the tactical level, the adversary’s ability to mass and
synchronize forces at the operational level, and the ability of senior leadership to
maintain clear situational awareness of the national security environment at the strategic
level.685 Additionally, Michael Horowitz’s theory on the diffusion of new military
capabilities, known as Adoption Capacity Theory, indicates that cyber weapons are likely
to spread quickly. Adoption Capacity Theory argues that the diffusion of military
innovations depends on two intervening variables: the financial intensity involved in
adopting the capability and the internal organizational capacity to accommodate any
necessary changes in recruiting, training, or operations to adopt the capability.686 The low
financial and organizational barriers to developing cyber warfare capabilities indicate that
the adoption of cyber warfare will likely be widespread.
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Cyber warfare involves many special characteristics that often do not apply to
other forms of conflict, especially conventional military conflict. These include the
challenges of actor attribution, multi-use nature of the associated technologies, target and
weapon unpredictability, potential for major collateral damage or unintended
consequences due to cyberspace’s “borderless” domain, questionable deterrence value,
the use of covert programs for development, attractiveness to weaker powers and nonstate actors as an asymmetric weapon, and the use as a force multiplier for conventional
military operations.687 It is necessary to consider these factors when evaluating the
prospects of norm emergence and development for cyber warfare as they may make
fostering certain types of norms more or less difficult.

Challenge of Attribution
The first major characteristic of most cyber weapons is the challenge of
attribution following their use. This is a result of the tremendous difficulty in
conclusively determining the origin, identity and intent of an actor/attacker operating in
this domain if the actor wishes to remain anonymous, and defenders generally lack the
tools needed to reliability trace an attack back to the actual attacker. Thomas Ridd argues
that all cyber attacks to date has been an example of a sophisticated form of sabotage,
espionage, or subversion and are reliant on this attribution difficulty.688 Cyberspace is
truly global and nearly all action passes through networks and ISPs in multiple countries.
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Additionally, the hardware used to conduct cyber warfare can be owned by innocent
noncombatants, illicitly harnessed for malicious use through the use of computer viruses
(as was the case in the Estonian and Georgian attacks, to be examined later in this
chapter). Some computer experts estimate that between 10-25% of computers connected
to the Internet (approximately 100-150 million devices) are compromised and used
illicitly as part of a various networks of compromised computers—known as “botnets”—
utilized to conduct attacks.689 The use of these types of proxies provides plausible
deniability to state sponsored activity. The Conficker worm, first detected in November
2008, is another example of the challenge of attribution in cyberspace. It is suspected that
it is of Ukrainian origin, largely because it did not target Ukrainian Internet Protocol (IP)
addresses or computers using Ukrainian-configured keyboards, however a savvy
adversary could have deliberately programmed it that way as part of a deception
strategy.690 Another attack, this one on DOD computer systems and known as “Solar
Sunrise”, was initially traced back to Israel and the United Arab Emirates. U.S, officials
suspected that the attack was orchestrated by operatives in Iraq. However, later
investigations determined it was conducted by two teenagers in California.691 Yet another
cyber attack, known as “Night Dragon,” targeted five multinational oil companies and
stole gigabytes of highly sensitive commercial information regarding Western energy
development activities. Investigators traced the attack to IP addresses in China,
confirmed that the tools used in the attack were largely of Chinese origin, and that the
689
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attacks were conducted between nine-to-five Beijing time (indicating likelihood that
government or government-affiliated personnel conducted the attack). However, in spite
of this significant evidence indicating Chinese involvement, probably even official
Chinese government involvement, it was not possible to conclusively attribute the attack
and Chinese officials claimed innocence.692 These attribution challenges make it very
difficult to conclusively link hostile action in cyberspace to a particular individual,
organization or nation state. This reality makes cyber warfare particularly appealing for
an adversary seeking to achieve certain effects anonymously or at least with reasonable
deniability.

Multi-Use Nature of Technology
Another characteristic of cyber weapons is that their underlying technologies are
multi-use. This means that cyber IT systems can have defensive and civilian applications
and purposes in addition to any offensive cyber warfare application. In fact, many IT and
hardware and software components usable for cyber warfare are ubiquitous commercialoff-the-shelf technologies with many peaceful applications. According to the NRC,
advances in IT are driven primarily by commercial needs and are widely available across
the globe to nearly all groups and individuals.693 Additionally, Forrester Research
projects that the number of computers worldwide—and therefore the number of
individuals with access to these tools—will grow from one billion in 2008 to two billion
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by 2015.694 The military and intelligence community IT required to conduct cyber
warfare is drawn from these globally distributed and commercially-developed resources.
In some cyber operations, such as those utilizing Distributed Denial of Service (DDOS)
attacks, private and commercial computers themselves may deliberately and
surreptitiously be utilized as part of a the attack. A DDOS attack uses multiple
compromised systems (collectively known as botnets), usually infected with a Trojan
virus that can be developed by simple criminals or state actors, to target a single system.
Victims of a DDOS attack consist of both the end-targeted system and all systems
maliciously used and controlled by the attacker (also known as a “botherder” or
“botmaster”) in the distributed attack. The most common form of DDOS attack is simply
to send more traffic to a network address than it is equipped to handle. This multi-use
nature of cyber warfare technology has obvious implications for the ability to address
cyber threats by restricting access to the hardware or software involved—namely that
doing so would likely not be particularly effective or practical.

Unpredictability and Potential for Collateral Damage
Another characteristic of cyber weapons is the unpredictability and potential for
collateral damage associated with their use. Due to the ever-changing innovations in
enterprise architecture and network operations, as well as any IT interdependencies,
predicting the precise effects of an attack are very difficult. As in other warfighting
domains, an actor may have conducted intelligence, surveillance, and reconnaissance
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(ISR) operations and mapped out vulnerabilities in an adversary’s cyber network as
would be done to plan for a conventional ground attack with tanks and troops. However,
unlike in the conventional realm, the targeted actor is capable of flipping a switch and
instantly changing the network (i.e. the target set) or even unplugging it altogether. This
factor is a destabilizing force as it rewards immediate hostile action to prevent network
modification if cyber ISR intrusions are later detected. It is in effect the opposite of
deterrence, incentivizing early offensive strike when an advantage is present. Defenders
may also have unknown automated countermeasures that negate the desired effects of
cyber attacks (such as instantaneous network reconfiguration or firewalls). For example,
the Stuxnet attack is likely no longer able to continue to attack Iranian nuclear facilities
as the zero-day exploits it utilized have been plugged by Iranian officials. In addition to
network/target evolution, cyber weapons themselves can also be unpredictable since
many can evolve. A cyber weapon can adapt– as has been seen with the Conficker virus.
Conficker includes a mechanism that utilizes a randomizing function to generate a new
list of 250 domain names (used as command and control rendezvous points) on a daily
basis—remaining adaptable and staying one step ahead of those seeking to shut down or
hijack the illicit Conficker-enabled network.695
Network interdependencies also contribute to the potential for collateral damage
that is characteristic of cyber weapons. The Internet is made up of hundreds of millions of
computers connected through an elaborate and organic interwoven network and, as
previously discussed, it is the backbone of much of the global economy; any major attack
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could pose significant unintended and collateral impacts if it spurred a ripple effect
through the network. For example, if an attack on a particular Internet node resulted in
the blackout of an entire regional ISP, not only would the intended target be affected but
also all other users of the ISP and other individuals who relied on the services of those
users directly impacted. Figure 2 below maps out the interdependencies of just the North
American ISPs in 1999 (and they have increased dramatically since then).

Figure 2: ISP Map696

The second and third degree impacts of some forms of cyber warfare are nearly
impossible to predict. These effects are not limited to the theoretical: cyber attacks have
already led to real-world collateral damage. Israel’s suspected cyber attack on Syrian air
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defense radars in advance of their 2007 attack on a Syrian nuclear reactor under
construction may have also inadvertently caused damage to Israel’s own cyber
networks.697

Questionable Deterrent Value
Another characteristic of many cyber weapons is their questionable value in
achieving deterrent effects. The uncertain effects cyber weapons (discussed previously)
coupled with the availability of defenses and the need for secrecy and surprise reduces
their ability to serve as a strategic deterrent. Available defenses and the potential for
network evolution to mitigate the effects of an attack given early warning requires cyber
attackers to rely on surprise for much of their effectiveness. To achieve surprise, secrecy
is required; reducing the ability of a state to make credible threats without compromising
their cyber warfare capabilities. Credible threats regarding specific means of attack or
targets invite the threatened state to take protective actions which could blunt the
deterrent value of a threat. Although cyber weapons have the potential to inflict
unacceptable damage against an adversary, they are likely unable to offer states an
“assured” capability for doing so. This deficiency significantly undermines their
suitability as a deterrent tool and instead they are more likely to be used preemptively or
as force multipliers. Additionally, because of the attribution challenge discussed
previously, there is limited public discussion regarding cyber warfare capabilities and
intent. The secrecy surrounding cyber programs—recently noted in a 2011 CSIS report—
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indicates that at this time states likely do not plan on using cyber capabilities to achieve
deterrence effects.698

Importance of Secrecy and Surprise
Another important characteristic of cyber weapons is the frequent use of covert
programs to develop them and the related prospect for unexpected technological
breakthroughs of tremendous significance. Due to the sensitivities of cyber weapons and
the uncertain international response, their development is rarely publicly acknowledged
or demonstrated. Further, because of the multi-use nature of IT, the development of
offensive cyber capabilities is similar in many ways to the development of defensive
capabilities or even civilian and commercial activities. Thus, it can be very difficult to
gauge the intentions of adversary based solely on their public indicators. Cyber warfare
does not require large facilities with distinctive signatures and easily detected emissions
as would a nuclear weapons program. This makes national technical means such as
intelligence collection satellites fairly ineffective for understanding adversary cyber
activities. Intelligence on foreign capabilities and intentions in both areas is likely to be
poor barring well-placed human sources who pose challenges of their own.699Further, the
utility of cyber CNE-type espionage activity incentivizes keeping efforts to develop such
cyber tools, and countermeasures, against them in secret. As mentioned previously, there
is very limited public discussion regarding national cyber capabilities and planning. CSIS
698
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recently reported that many states keep information about the cyber warfare programs
and capabilities secret.700
Another distinct aspect to the importance of secrecy and surprise in cyberspace is
the potential emergence of revolutionary technology such as a quantum computer, which
would render all forms of encryption obsolete. Any category of weapon is always subject
to an advance in technology that gives someone an edge, but with cyber the risk of a
breakout is much more pronounced. A quantum computer would utilize the principles of
quantum mechanical phenomena to process data at spectacular speeds. This technology is
no longer just theoretical, in 2007 D-Wave Systems (a Canadian corporation) produced
an extremely basic 16-qubit quantum computer and recently Lockheed Martin began
operating a 512 qubit machine.701 The first nation to develop and field a full-blown
quantum computer would be able to utterly dominate cyberspace for a period of time.
Looking beyond the acute example of quantum computing, smaller technological
advances could also have a dramatic effect on the balance of power in cyberspace. The
life-cycle of advanced computer technology is much more accelerated than other weapon
systems. Moore’s Law, developed by Intel co-founder Gordon Moore in the 1960s, rather
accurately predicted that computer technology would advance dramatically. He predicted
that “the number of transistors which can be manufactured on a single die will double
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every 18 months.”702 Moore’s Law continues to apply today, with rapid advances in
computing technology. If a nation fails to keep up with these advances, their ability to
defend against or wage cyber warfare will be dramatically reduced.

Asymmetric Warfare
Another distinguishing aspect to cyber weapons is their attractiveness to weaker
powers and non-state actors as asymmetric weapons. This attractiveness is based on the
potential for anonymity and associated plausible deniability as discussed previously as
well as the relatively low cost of developing cyber weapons and the global power
projection they can provide. Cyber weapons are attractive to relatively weaker actors
(state and non-state) due to their low cost compared to other weapons. The most
successful known cyber weapon—Stuxnet—likely cost in the low double-digit millions
of dollars to produce.703 Alternative weapons for achieving similar effects against the
Iranian nuclear program—Stuxnet’s target—would have necessitated weapons costing
billions of dollars (for example, producing a single B2 bomber costs over $2 billion.)704
Cyber expert Adam Liff has contested the financial ease of acquiring potent cyber
weapons and argued that obtaining advanced cyber weapons such as Stuxnet would in
most cases exceed the reach of weaker states.705 However, Liff’s argument does not take
into account the ease with which computer code, once developed, can be replicated and
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modified. Anti-virus software company founder Eugene Kaspersky has said that given
that Stuxnet’s code is now publicly available, it would be “quite easy to disassemble the
code to discover how it works, to extract the components and to redesign the same idea in
a different way.” 706 As a result, the cost of cyber weapons will likely decrease as they
(and their associated code) proliferate and are increasingly deployed. Dorothy Denning
further described this appeal to weaker actors when she highlighted that the cost of
launching cyber warfare operations could be “negligible” while the cost to the attacks
victims “immeasurable.”707
In addition to relative low cost, cyber weapons also provide global power
projection capability to almost any adversary due to the global nature of cyberspace. This
characteristic is particularly appealing to states with very limited expeditionary
capabilities but with global aspirations, such as China. "Thanks to computers," one
Chinese strategist writes, "long-distance surveillance and accurate, powerful and longdistance attacks are now available to our military."708 Operations in cyberspace, unlike
those in other domains (with the possible exception of space), immediately give a state
global power projection capability. The National Research Council (NRC) has
highlighted this prospect of “remote-access” attacks where computers are attacked
through the Internet or connection nodes present in wireless networks or dial-up
modems.709 By tapping into global ISPs and other IT-based networks, attackers are able
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to effectively conduct expeditionary warfare in an area distant from their own territory.
Prior to the advent of cyber warfare, very few nations had the resources to develop the
sizable and robust military assets required to overcome global logistical challenges and
project power far outside of their neighborhood. Through pre-existing global computer
networks, a cyber attack with global reach can be conducted as rapidly as electrons can
traverse the electro-magnetic spectrum. While IT networks and advanced technologies
have enhanced the command and control required for traditional power projection, cyber
attacks can now be conducted from completely within cyberspace itself. This effectively
removes the high entry costs required in conventional warfare to develop aircraft carrier
battle groups, strategic bombers, intercontinental ballistic missiles, and so forth,
associated with power projection. Denning describes this characteristic, stating cyber
warfare operations:
can take place in an instant and come from anywhere in the world. They can be
orchestrated and conducted from the comfort of a home or office, without the
risks of spies and undercover operations, physical break-ins, and the handling of
explosives. The number of targets that potentially could be reaching is
staggering.710
Cyber warfare has clear limitations as compared to traditional expeditionary capabilities,
but it is understandably attractive to a less-developed or advanced states, such as rising
peer competitors to the United States—such as China—who are seeking to exert global
influence. The 2007 DDOS attacks against Estonia provide a good example of this power
projection capability. During a two-week period attackers were able to successfully
disrupt the Estonian government, media outlets, banking, ISPs, and telecommunications
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websites by launching attacks from approximately 100 million computers distributed to
more than 50 nations.711 Due to the asymmetric nature of cyber warfare, it is likely to be
a favored form of warfare by adversaries unwilling to directly challenge conventional
military capabilities with similar conventional capabilities (particularly China, which as
discussed, has demonstrated a heightened interest in cyber warfare.)712

Force Multiplier
The ability to use cyber weapons as a force multiplier for conventional military
operations is another significant characteristic of cyber warfare. Cyber weapons are well
suited for attacks on logistical networks, reinforcements, and command and control
facilities in order to “to induce operational paralysis, which reduces the enemy’s ability to
move and coordinate forces in the theater.”713 While cyber weapons may not have a
direct kinetic effect on an adversary’s tanks and aircraft, it is still possible for cyber
attacks to render these weapons useless. Additionally, because cyber weapons can
achieve such effects without kinetic destruction, they can be employed in ways similar to
those intended for the infamous neutron bomb (which killed troops with a blast of lethal
neutron radiation but did not cause physical damage) by degrading or destroying enemy
military capabilities while preserving transportation infrastructure, etc. Thus, cyber
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weapons can provide an attacker with the capability of seizing valuable natural resources
or industrial facilities without risking their destruction.
Similarly cyber weapons, particularly those allegedly being developed by China
to exploit the U.S. military’s logistics IT network, would complement conventional
military operations. A 2007 RAND Corporation report on Chinese anti-access strategies
explained that Chinese military strategists believe cyber attacks are likely to be effective
in disrupting U.S. military operations because military IT systems are connected to
commercial networks. The report indicated that one Chinese official said that in the U.S.
“95 percent of military networks pass through civilian lines and that 150,000 military
computers pass through normal computer networks. This characteristic of computer
networks makes it easy to conduct a virus attack.”714 Despite their general lack of
transparency on defense issues, Chinese strategists have had a handful of open
discussions about how they would exploit this weakness as a force multiplier for a
conventional conflict. A Chinese report in 2000 said that the goal of Chinese cyber
warfare was to “cut off the enemy’s ability to obtain, control, and use information, to
influence, reduce, and even destroy the enemy’s capabilities of observing, decisionmaking, and commanding and controlling troops, while we maintain our own ability to
command and control.”715
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A major mechanism that facilities the emergence of international norms, and
ultimately international law as codified in treaties and conventions is the concept of
customary practice leading to customary international law. Customary international law
“develops from the general and consistent practice of states if the practice is followed out
of a sense of legal obligation.”716 In this early stage of the cyber era, norms for cyber
warfare emerge in part based on this “general and consistent” practice of states just as
much as it arises from deliberate efforts and diplomatic dialogue (to be examined later in
this chapter). There is no precise formula regarding how many or for how long a practice
must occur before it becomes an international norm or customary international law, but
the practice of major powers obviously has more significance than less-prominent or
powerful states.

Incidents of Cyber Warfare as Indicators of Early Norms
While most hostile cyber operations to date can be properly classified as CNE,
there are some examples of cyber warfare attacks which provide insight into emerging
customary practice of states and related emerging norms in regards to this most-serious
type of hostile cyber operation. Early cyber actors are—consciously or unconsciously—
acting as the early norm leaders identified by norm evolution theory as they help establish
customary practice for hostile operations in cyberspace. There are many small CNA-style
operations that involve DDOS attacks to degrade access to websites, such as the Code
Red attack in 2001 which involved malware that launched a DDOS attack against White
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House computers.717 It is believed that between 10-25% of computers connected to the
Internet (approximately 100-150 million devices) are compromised and used illicitly as
part of a various networks of compromised computers—known as “botnets”—utilized to
conduct these frequent DDOS attacks.718 However, in terms of major cyber warfare
attacks, there are limited examples. This chapter will examine seven for the purposes of
evaluating norms and contemporary state practice of cyber warfare: the purported attacks
on a Siberian gas pipeline in 1982, the DDOS attacks on Estonia in 2007, the Israeli
“Operation Orchard” attacks on Syria in 2007, the attacks on Georgia in 2008, the
notorious Stuxnet attack on Iran disclosed in 2010, the Shamroon virus attack on SaudiAramco in 2012, and Izz ad-Din al-Qassam’s “Operation Ababil” attack against financial
institutions in 2012. This discussion focuses on the nature and target of the attack in order
to better understand the current state of norms for cyber warfare. It does not necessarily
provide a comprehensive or detailed technical examination of each attack.

Trans-Siberia Pipeline Attack and Cyber Warfare Norms
While cyberspace as we know it today has at most existed for only two decades
and most sophisticated cyber attacks have occurred only in the last decade, the first
purported CNA-style cyber operation dates back to 1982. This attack is largely still
shrouded in uncertainty. In 1982 a portion of the Trans-Siberia pipeline exploded within
the Soviet Union, allegedly as a result of computer malware implanted in the pirated
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Canadian software by the CIA which caused the SCADA system that ran the pipeline to
malfunction.719 The main source of information on this cyber attack is the Farewell
Dossier.720 Among other things, the document points out that “contrived computer chips
(would make) their way into Soviet military equipment, flawed turbines were installed on
a gas pipeline, and defective plans disrupted the output of chemical plants and a tractor
factory.”721 While the accuracy of this attack is disputed to this day, it allegedly resulted
in the “most monumental nonnuclear explosion and fire ever seen from space” and the
embarrassed Soviets never accused the United States of the attack.722 For the purposes of
understanding emerging norms, this attack is significant because it involved an attack on
critical infrastructure that was not explicitly military in nature. The Trans-Siberian
pipeline was responsible for transporting natural gas to western Ukraine and ultimately to
the broader energy market in order to generate revenue of about $8 billion a year.723 The
Siberian gas pipeline attack demonstrates that constraining norms limiting cyber
warfare’s use against non-military targets did not exist in 1982. More recent examples
indicate that perhaps these constraining norms do not yet exist today.
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Estonia Attack and Cyber Warfare Norms
The cyber attacks against Estonia in 2007 serve as a more current example of
states’ emerging contemporary practice of cyber warfare. In late April 2007, the Estonian
government’s efforts to relocate a Soviet-era statue in their capital city of Tallinn led to
significant disruptions on their Internet and Web-based services that lasted for several
weeks and consisted of 128 unique DDOS cyber warfare attacks. At its peak, traffic
originating from outside Estonia was 400 times higher than its normal rate and involved
approximately 100 million computers from more than 50 countries—highlighting some
of the issues associated with the idea of discrimination and non-combatant immunity. The
attackers executed the attacks using a series of botnets and investigators determined that
the attacks were carefully coordinated in advance due to the fact that the attack did not
propagate and did not appear to be centrally controlled through an identifiable command
and control center.724 To alleviate the attacks, Estonian telecommunications companies
and ISPs worked quickly to expand network capacity and move government sites to
alternate servers. The cyber warfare waged against Estonia was the first time a
sophisticated attack focused on disruption and denial of services had been conducted
against a nation state. As mentioned in chapter one, many sources believe that the
Russian government was involved due to the large number of IP addresses originating in
Russia, as well as the obvious motive for their engagement. Because of the cyber
attribution challenge discussed previously, no “smoking gun” evidence has been made
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public to support that notion and the Russian Federation has denied any involvement.
Estonian officials have been unable to identify and apprehend the perpetrators who
coordinated the DDOS attack. Following the attack, NATO, of which Estonia is a
member, established the NATO CCD COE on May 14, 2008.725 This center, located in
Tallinn, Estonia, seeks to enhance NATO’s ability to respond to cyber attacks and as of
late has been acting as an organizational platform for norm entrepreneurs, as will be
discussed in more detail later in this chapter. The Estonia cyber attacks were aimed
directly at disrupting and degrading civilian services and thus demonstrated the lack of a
constraining cyber norm for non-combatant immunity or discrimination. However, the
attack did not result in permanent damage and did not destroy any critical
infrastructure—although this was likely due to the limits of the DDOS mechanism
available and not to any normative constraint.

Operation Orchard Attack and Cyber Warfare Norms
One of the first examples of cyber warfare that was designed to support—albeit
not directly cause—“real world” physical damage was Israel’s suspected cyber attacks on
Syrian air defense radars in advance of their 2007 attack on a Syrian nuclear reactor
under construction (known as Operation Orchard). The cyber attack is believed to have
caused meaningful degradation of Syria’s air defenses and thus helped enable the Israeli
aircraft to cause the physical destruction of the Syrian nuclear site. This attack targeted a
clear military target (a military air defense system) in support of an attack on another
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clear military objective (the Syrian nuclear weapon program). Syria did not protest the
cyber attack as doing so would have required acknowledging its illicit nuclear program.
Of further interest to those interested in constraining norms for cyber warfare, it is
believed that the Israeli offensive cyber attack may have also damaged domestic Israeli
cyber networks used by civilians.726 This showed that a certain degree of civilian
collateral damage was permissible even if the attack was focused solely on military
objectives.

Georgia Attack and Cyber Warfare Norms
Compared to Estonia, the Russian attack on Georgia in July 2008 present a
slightly more recent example of cyber warfare conducted against a former Soviet state in
order to achieve tangible disruption and effects beyond CNE-style espionage. This attack
began on July 20, 2008, prior to the military invasion of Georgia by Russian forces, with
a large scale DDOS attack shutting down Georgian servers. It is the best example to date
of cyber weapons being used as a force multiplier for conventional military operations.
As the invasion began, the attacks increased and spread to other targets.727 This
ultimately forced the Georgian government to move critical communication services to
commercial U.S. sites as their own services were shut down.728 The attack was likely
organized by the Russian government to support its broader political and military
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objectives in the crisis, but executed by loosely-affiliated “independent” hackers that
strengthen the government’s plausible deniability.729 Like the Estonian attacks, this attack
demonstrated no normative constraint prohibiting targeting civilian resources. However,
also like the attacks on Estonia, critical infrastructure was not attacked and permanent
damage did not occur. Both of these attacks on former Soviet states—likely originating
from the same source—show that the only constraint on the attacks is not a norm, rather
it is the limits of what is technologically possible and effective.

Stuxnet Attack and Cyber Warfare Norms
Perhaps the most famous example of cyber warfare to date is Stuxnet, as
discussed in chapter one. In July 2010, a Belarusian computer security firm first
identified Stuxnet, an extremely sophisticated computer virus designed to attack
industrial control systems.730 As the global computer security industry began
deconstructing the virus, it became apparent that the Iranian nuclear program was its
likely target. Soon, software patches were posted to eliminate the vulnerabilities the
Stuxnet exploited, and tools were provided that computer users, including those in Iran,
could use to clean their infected machines.731 The need for these clean-up tools was
widespread. In a little over a year, Stuxnet spread prodigiously to approximately 100,000
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computers worldwide, 40,000 of which were located outside of Iran.732 Stuxnet’s
sophistication was in how it spread to a system not connected to the broader Internet,
targeted a very specific industrial control system, and fooled operators into thinking
everything was normal while wreaking physical havoc on the system.733 Discounting the
1982 Siberian pipeline attack, Stuxnet was the first incident of cyber warfare which itself
targeted physical infrastructure and caused real-world damage without involving any
kinetic weapons. It was, in the words of former CIA director Michael Hayden, “the first
attack of a major nature in which a cyber attack was used to effect physical destruction
rather than just slow another computer, or hack into it to steal data.”734
Stuxnet utilized many “zero-day” software strategies, and precisely identified its
targets, activated its destructive payload only when it found the specific Siemens PLC
used for Iranian centrifuges.735 Zero day attacks take advantage of previously unknown
vulnerabilities in a computer application. When the target was identified, Stuxnet then
modified the code on the Siemens PLC in order to cause physical damage while
simultaneously masking its modifications to make the system appear to be functioning
normally. Experts projected that this likely delayed the Iranian nuclear program by 6-18
months and destroyed approximately 1,000 P-1 centrifuges, or approximately 20% of
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Iran’s total inventory.736 Once the public became aware of Stuxnet, there was immediate
suspicion that the United States and Israel were behind the attack. Nevertheless, as with
the attacks on Estonia and Georgia as well as the Conficker virus, conclusive attribution
was not possible. However, in June 2012, a New York Times story based on unspecified
U.S. sources, indicated that Stuxnet was part of a series of U.S. cyber attacks organized
under the code name OLYMPIC GAMES.737 New York Times journalist David Sanger
reported that even after Stuxnet became public, the United States allegedly decided to
further accelerate additional cyber attacks on Iran, perhaps due to the remarkable success
of Stuxnet. In October 2013, cyber researcher Ralph Langner reported that Stuxnet
actually had two attack protocols. The widely reported centrifuge over-spinning attack
was the simpler and less severe payload.738 Langner identified the second Stuxnet
payload which, if used, would have over pressurized Iran’s centrifuges by tampering with
the protection system. This attack would have been abruptly damaging to the Iranian
program by destroying hundreds of centrifuges at once, but it would have blown
Stuxnet’s cover, which Langner argues is the reason it was not deployed.739 Overall, the
Stuxnet attack’s lessons for cyber warfare norms are that significant cyber attacks against
sensitive and critical targets are acceptable. Iran was reluctant to even acknowledge the
Stuxnet attack, in part perhaps because it did not believe the action was prohibited under
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customary international law.740 Other nations may also have fallen victim to Stuxnet as
collateral damage. In November 2013, Eugene Kaspersky, head of a major computer
security firm, claimed that Stuxnet also infected nuclear facilities outside Iran, including
a Russian nuclear plant.741

Saudi Aramco Attack and Cyber Warfare Norms
In part as a cyber response to the damage wrought by Stuxnet, Iran is suspected to
have invested heavily in offensive cyber warfare capabilities. On August 15, 2012, these
investments seem to have borne fruit in an attack involving the “Shamoon” virus that was
launched against the state-owned oil company Saudi Aramco (the most valuable
company in the world).742 The attack prompted U.S. Secretary of Defense Leon Panetta
to describe Shamoon as a “very sophisticated” piece of malware generating “tremendous
concern.”743 Over 30,000 computers were infected and in many cases data on servers as
well as hard drives on individual computers were destroyed.744 The goal of the attack was
purportedly to disrupt the flow of Saudi oil by damaging SCADA control systems, but it
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did not succeed in achieving that effect.745 An Iranian-linked group called “Cutting
Sword of Justice” ultimately took credit for the attack, which also affected the Qatari
company RasGas as well as other oil companies.746 Ultimately the attack affected the
business processes of Saudi Aramco and it is likely that some important drilling and
production data were lost.747 This attack again showed a dangerous trend of
unconstrained attacks against non-military targets and was interpreted by Richard
Clarke—cyber warfare expert and former senior official at the U.S. National Security
Council—as a signal that this kind of retaliation and escalation was just beginning.748
This is not a positive sign for those hoping for the emergence of a constraining or limiting
norm for cyber warfare.

Operation Ababil Attack and Cyber Warfare Norms
In September 2012, not long after the Saudi Aramco attacks, further retaliation
and escalation stemming from the Stuxnet attack on Iran occurred when the Iranianaffiliated hacker group Izz ad-Din al-Qassam launched “Operation Ababil” targeting the
websites of financial institutions for major DDOS attacks. There institutions included the
Bank of America, New York Stock Exchange, Chase Bank, Capital One, SunTrust, and
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Regions Bank.749 In January 2013 Izz ad-Din al-Qassam again claimed responsibility for
another series of DDOS attacks again predominantly U.S. financial institutions as part of
“Operation Ababil,” phase two. A third phase of DDOS attacks began in March 2013.750
U.S. officials believe that Izz ad-Din al-Qassam is a front organization for an Iranian
state-sponsored effort.751 U.S. Senator Joseph Lieberman went so far as to state on CSPAN that he thinks “this was done by Iran and the Quds Force, which has its own
developing cyberattack capability.”752 Unfortunately given the ambiguous-at-best
attribution of major cyber attacks, let alone the daily drone of CNE, norms constraining
cyber warfare do not appear to be emerging. The current environment allows states to
view their own attacks as retaliation and not escalation (as Iran surely does following
Stuxnet) and thus even less constrained by senses of appropriate and inappropriate targets
and methods. Table 10 in chapter seven summarizes these attacks and their implications
for norm emergence.

Examples of Restraint and Cyber Warfare Norms
In addition to actual attacks, decisions not to employ cyber warfare also indicate
an emerging customary practice and potential nascent norm. Fear of collateral damage of
civilian targets and an inability to discriminately target military objectives has led to
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some cyber warfare plans to be called off. For example, in advance of a physical invasion
in 2003, the United States was planning a massive CNA-style cyber attack on Iraq to
freeze bank accounts and cripple and disrupt government systems. Despite possessing the
ability to carry out such attacks, the Bush administration canceled the plan out of a
concern that the effects would not be contained to Iraq but instead would also have a
negative effect on the civilian networks of allies across the region and in Europe.753 In
2011 the United States allegedly considered using cyber weapons to disrupt Libya’s air
defenses but chose not to, in part due to the limited time available and greater suitability
of conventional weapons to achieve the desired effects.754 The United States again
declined to launch kinetic or cyber attacks against the Syrian regime in August and
September 2013—in part due to concerns of causing unintentional collateral damage as
well as concerns regarding Syria and Iran’s ability to retaliate in cyberspace against U.S.
banks and other targets (which Iran ultimately did following Stuxnet).755 This restraint
offers a positive glimmer of hope for the emergence of constraining norms for cyber
warfare, although other factors and practical considerations likely played a role in these
examples of U.S. non-use of cyber weapons. However, Healey identifies this restraint in
engaging in “full-scale strategic cyber warfare” as a de facto norm.756 That said, no state
has protested any of the discussed CNA-style cyber attacks as a violation of international
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law, although Georgia did protest the ongoing physical invasion of their country by
Russian forces.757 This further suggests that this level of offensive cyber warfare is
permitted by existing norms.

Current Efforts to Reach Consensus and Codify Norms for Cyber Warfare
While the preceding information makes it apparent that few, if any, normative
constraints governing cyber warfare exist, increased attention and discussion—among
other things—has helped spurn various efforts to reach a consensus on and codify
emerging norms for cyber warfare. Norm evolution theory indicates that norm emergence
is more likely to occur when key actors are involved, specifically norm entrepreneurs
with organizational platforms and key states acting as norm leaders. As discussed in
chapter six, the two primary intergovernmental bodies and organizational platforms (and
sub-platforms) currently being used to promote emerging norms for cyber warfare are the
UN and NATO. Additionally, there are some other key multilateral efforts to encourage
the development of cyber norms, such as the London Conference on Cyberspace (and
subsequent conferences) and academic cyber norm workshops. Efforts in the UN have
primarily been led by Russia while efforts within NATO have been led by the United
States. In addition to these two main forums focused on cyber warfare, some other
organizational platforms have addressed cyber crime and cyber espionage. This includes
the European Union’s (EU) efforts such as its leadership in developing the Council of
Europe Convention on Cybercrime, which is a regional yet important treaty that went into
757
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force in 2004.758 The convention criminalizes non-state cyber crime and establishes an
obligation on states parties to prevent non-state actors from launching cyber attacks from
their territory.759 Additionally, the UN has organized a series of events under the
umbrella of the World Summit on the Information Society, which like the EU’s efforts
includes actions against cyber crime.760 However, these other efforts are only indirectly
focused on the issue of CNA-style cyber warfare conducted between nation states. The
following section examines the UN and NATO efforts to reach consensus and codify
emerging cyber norms.

The UN as an Organizational Platform for Cyber Norm Emergence
Since the UN Charter entered into force in 1945, international law and norms
have been based on the UN Charter’s Article 2(4) which directs that “all Members shall
refrain in their international relations from the threat or use of force against the territorial
integrity or political independence of any state, or in any other manner inconsistent with
the Purposes of the UN.”761 So how does cyber warfare fit into this construct? Within the
UN, the main focus on cyber warfare has occurred in the UN General Assembly’s First
Committee (Disarmament and International Security Committee) as well as various
subsidiary organs or specialized agencies—particularly the ITU, UNIDIR, and the CTITF
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working group.762 While there was some movement earlier in the 1990s, serious focus on
cyber warfare began in 1998 when the Russian representatives introduced a resolution in
the First Committee titled “Developments in the field of information and
telecommunications in the context of security” that would begin the process to establish
“cyber arms control” similar to other arms control agreements such as the CWC.763 The
Russian proposal is designed to lead to a prohibition of offensive cyber weapons as well
as ban on “cyberterrorism,” which many interpret as a prohibition on politically
destabilizing speech rather than actual cyber attacks.764 While Russia’s intentions are
interpreted by many as disingenuous and intended to suppress U.S. cyber superiority as
well as internal disagreements and protests leading to “color” revolutions, they have been
acting as the lead norm entrepreneur and leader for both of these norms.765 The United
States has frequently led opposition to this proposal due to a concern that the proposed
treaty would be impractical and unenforceable and the broad scope of “information
warfare” would infringe on U.S. favored norms regarding civil liberties and freedom of
expression.766 Richard Clarke, a former senior U.S. official who led opposition to the
treaty inside the U.S. government, summarized this view when he stated that he “viewed
the Russian proposal as largely a propaganda tool, as so many of their multilateral arms
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control initiatives have been for decades.”767 The U.S. counter position, which will be
examined in more detail shortly as part of NATO’s efforts an organizational platform for
norm emergence, is that the LOAC apply to state behavior in cyberspace and a
prohibition on offensive cyber weapons is unnecessary. Interestingly China, another key
actor in cyberspace, has largely been quiet on the Russian proposals and efforts within
the UN to develop and codify cyber norms and has only supported them in recent
years.768 While the Russian proposal in 1998 was adopted by the General Assembly
without a vote every year between 1998-2004 (a sign of a lack of consensus and weak
reception), momentum began to build in 2005 when the proposal was adopted based on a
recorded vote with the United States the only country voting against the resolution.
Further, 14 other nations, including China, signed on as co-sponsors of the proposal.769
The proposals established a GGE in 2004, which raised the profile of the issue of cyber
warfare but failed to achieve consensus on whether the LOAC were sufficient to address
the cyber threat. Perhaps due to the cyber attacks in Estonia and Georgia, the Russian
proposal reverted back to being adopted without a vote again in 2009. 770 However, in
2010 the United States reversed its opposition to the Russian treaty and supported its
adoption. This may have been merely a tactical move borne out of the Obama
administration’s “reset” with Russia.771 The U.S. also began co-sponsoring the proposal
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in 2010, along with 35 other nations. Clearly momentum is building, as depicted in
Figure 3:

Figure 3: Sponsorship of UN First Committee Cyber Resolution (1998-2010)772

The actual draft UN cyber resolution the United States did ultimately support in
2010 lacked the important reference to the need to develop definitions of key terms,
which would be the first real step in developing a cyber arms control treaty.773 While
momentum in favor of the Russian proposal is clearly building, this change also weakens
the tangible effect of the resolution insofar as it could actually lead to a binding
agreement for cyber warfare. In addition to this annual cyber resolution on
“developments in the field of information and telecommunications in the context of
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international security,” in 2011 Russia and China offered an additional proposal for an
“International Code of Conduct for Information Security.” This proposal has the “aim of
achieving the earliest possible consensus on international norms and rules guiding the
behavior of States in the information space.”774 However, this proposed code, which has
11 main points, seems to tack back against U.S. and Western concerns regarding Russian
interests in limiting Internet freedom by prohibiting not only CNA-style attacks but also
“information warfare” and the free exchange of ideas.775
In addition to growing support for the Russian cyber resolution (as amended) in
the First Committee, there are other indicators of building activity to address cyber
warfare in the UN. Unlike the 2004 GGE which failed to achieve consensus, more recent
GGEs have had far greater success. In 2010 and again in 2013 the GGEs established by
the First Committee cyber resolutions were able to achieve consensus and generate
several recommendations.776 For example, the 2010 GGE consensus report called for a
sustained dialogue on “norms for state use of information and communications
technologies to reduce risk and protect critical infrastructures” and “confidence-building
and risk reduction measures, including discussion of information and communication
technologies in conflict.”777 The GGE’s 2013 report broke new ground in affirming that
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“the application of norms derived from existing international law” was relevant to cyber
warfare and “essential to reduce risks to international peace, security and stability.”778
This seems to represent a break towards the longstanding U.S. position that existing
international law and agreements regarding the use of force are sufficient to address the
new challenge of cyber warfare. The 2013 GGE report goes on to also recommend
additional study to promote shared understanding regarding how this existing
international law and norms apply to state behavior in cyberspace given the unique
characteristics of cyber warfare, also noting that “additional norms could be developed
over time.”779 This last component could be a nod towards the Russian position that new
and more constraining and specific norms (such as an outright ban or prohibition on first
use) could eventually be adopted. Finally, the GGE also offered voluntary Confidence
Building Measures (CBMs) to promote trust, increase predictability, and reduce
misperception. These include measures such as exchanging views and information on
national strategies, policies, and organizations as well as the creation of bilateral and
multilateral consultative frameworks such as seminars and workshops.780 This echoes the
conclusions of the Security Defense Agenda’s 2012 report which called for cyber CBMs
as an alternative to a global treaty or at least as a near-term stopgap measure.781
ICT4Peace, an international organization that spun off the UN’s World Summit on the
Information Society activities, has taken a leadership role in further developing cyber
778
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CBMs and issued a report in October 2013 identifying a process to further develop cyber
CBMs.782
In addition to the efforts of the First Committee, the ITU, UNIDIR, and CTITF
working group have also taken steps to promote the emergence of norms for cyber
warfare. Of these, the ITU, as a treaty-level UN organization, is perhaps the most
significant organizational platform for norm emergence. The ITU and its Secretary
General, partnering with the World Federation of Scientists, initially approached cyber
warfare at the request of various states but has since acted autonomously as a norm
entrepreneur in pursuit of its own “cyber peace” agenda seeking to prevent the use of
force in cyberspace.783 In addition to pursuing its cyber peace agenda, the ITU Secretary
General submits quarterly cyber threat assessments to the UN Secretary General and
maintains a database of experts who would be consulted in the event of a major cyber
attack.784 Much of the ITU’s cyber efforts are focused more on general cyber hygiene and
cyber crime, but it has advocated for norms related to cyber warfare. Specifically, at the
2010 World Telecom Development Conference, the ITU Secretary General proposed a
“no first attack vow” for cyber warfare as well as an obligation of states to prevent
independent or non-state attacks from originating from their territory.785 With the World
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Federation of Scientists, the ITU helped develop various declarations, such as The Quest
for Cyberpeace, which further advocate for these two norms.786
In addition to the ITU, UNIDIR has also played a role in fostering cyber norms.
Germany has acted as a key norm leader by sponsoring ongoing UNIDIR research titles
“Perspectives on Cyber War: Legal Frameworks and Transparency and Confidence
Building.”787 Russia previously sponsored much of UNIDIR’s cyber warfare-related
activities. UNIDIR’s effort seeks to raise general awareness of cyber warfare and
generate additional multilateral discourse through publications and various meetings and
conferences. UNIDIR staff also helps support the GGE sessions supporting the First
Committee’s efforts. Also within the overarching UN framework, the CTITF working
group named “The Working Group on Countering the Use of the Internet for Terrorist
Purposes” provides an additional organizational platform for examining cyber warfare
issues, albeit from a non-state actor focus. The group’s February 2009 initial report
included the concerns of two states (out of 31 participating) regarding non-state actor
CNA-style cyber attacks.788
These UN efforts, led primarily by Russia but also now with significant
involvement of the United States, Germany, and others, have helped establish various
platforms for discussion and fostered the emergence of various norms for cyber activity.
Relative to cyber warfare, there have been three key candidate norms: 1) a prohibition on
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cyber weapons altogether as part of cyber arms control, 2) a prohibition on first-use of
cyber weapons, and 3) an obligation to prevent cyber attacks by non-state actors from
originating in their territory. However, these candidate constraining norms have only
begun to emerge and gain support. Advocacy on their behalf may be mere diplomatic
posturing based on the contemporary practice of cyber warfare examined earlier, which
exhibited no such constraints. Further, efforts are complicated by the lack of agreement
on key terms and concepts, such as whether or not propaganda and information warfare
are part of cyber warfare.

NATO as an Organizational Platform for Cyber Norm Emergence
As discussed in chapter six, NATO has also served as a main intergovernmental
body and organizational platform for promoting emerging norms for cyber warfare.
Following the major cyber attacks on Estonia (a NATO member) in 2007 and Georgia
(an aspiring NATO member) in 2008, NATO began to focus more seriously on the threat
of cyber warfare.789 In 2008, NATO established the NATO CCD COE.790 The NATO
CCD COE is located in Tallinn, Estonia (the epicenter of the 2007 cyber attack) and is
sponsored by 11 NATO members. It is focused on enhancing NATO’s cyber defense
through research, education, and consulting. For example, in 2012 the organization
published a National Cyber Security Framework Manual to help member nations better
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develop national policies for cyber defense.791 NATO’s commitment to addressing cyber
warfare extends beyond this center of excellence. In November 2010, NATO adopted a
new Strategic Concept, which recognized that cyber warfare “can reach a threshold that
threatens national and Euro-Atlantic prosperity, security and stability.”792 These efforts
have in part been motivated by increasing interest and concern from the public regarding
the cyber threat. For example, in 2013 National Geographic aired a movie titled
“American Blackout” which depicted chaos and destruction following a massive cyber
attack that took out the U.S. power grid.793 In general, NATO, led by the United States,
has approached cyber warfare from a perspective that seeks to apply the existing LOAC
to cyber attacks rather than pursue more comprehensive and new restrictions like those
proposed by Russia in the UN. NATO’s most important activity in this effort was the
development the Tallinn Manual on the International Law Applicable to Cyber
Warfare.794 The Tallinn Manual, which does not reflect official NATO opinion but rather
the personal opinion of the authors (an “international group of experts”), was sponsored
by the NATO CCD COE and three organizations acting as observers: NATO,
CYBERCOM, and the International Committee of the Red Cross.795 Also noteworthy is
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an independent yet similar effort by Israel, led b Col. Sharon Afek, reached similar
conclusions regarding the LOAC and cyber warfare in early 2014.796 The Tallinn Manual
not only represents the consensus view of these NATO-affiliated participants, but also the
main positions of the U.S. government.797 This is based on a September 2012 speech by
U.S. State Department legal advisor Harold Koh who articulated the U.S. positions on
international law and cyberspace which is consistent with the positions articulated in the
Tallinn Manual.798 In addition, the 2011 U.S. International Strategy for Cyberspace
indicated that the “long-standing international norms guiding state behavior—in times of
peace and conflict—also apply in cyberspace.”799 Both the Koh speech and the Tallinn
Manual go further to flesh out the U.S./NATO position that the international LOAC are
adequate and applicable to cyber warfare and reject the Russian position that cyber
warfare requires new and distinct international norms and agreements. This argument has
been made in the past by other U.S. leaders, including General Keith Alexander,
commander of CYBERCOM, when he testified that military operations in cyberspace
“must comply with international law that governs military operations.”800 Essentially
equating cyber weapons with guns and bombs and implying that the rules that apply to
those apply to cyber warfare. However, the interpretation of the LOAC to cyber warfare
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can be challenging and a consensus on application needs to be developed.801 This lack of
clarity is similar to the confusion over definitions and application of norms for airpower
in the early part of the twentieth-century as examined in chapter four. Some areas of
application that are currently being resolved are: what constitutes the use of force in
cyberspace, what constitutes an armed attack in cyberspace, what constitutes legitimate
military objectives in cyberspace and how does the principle of distinction and noncombatant immunity apply, and finally what role does state sovereignty play in
cyberspace?802 Both the U.S. (as interpreted through the Koh speech) and the group of
experts that developed the Tallinn Manual attempt to clarify these issues. For example,
they identify cyber attacks that “result in death, injury, or significant destruction” as the
use of force in cyberspace.803 Further, they determined that “whether a cyber use of force
qualifies as an armed attack depends on its “scale and effects” and that cyber attacks must
exercise distinction and be aimed at legitimate military objectives, although defining a
military objective in cyberspace was particularly complicated.804 This latter point is an
area where the U.S. may stand apart from the authors of the Tallinn Manual in supporting
a fairly broad definition of military objectives that includes “war-sustaining” objectives
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in addition to “war-fighting” objectives.805 Media response to the Tallinn Manual has
varied, with some misinterpreting and twisting its conclusions to overly emphasize that it
justifies “killing hackers.”806 However, it represents a significant step forward in
developing the emerging cyber warfare norm tied to the existing warfighting norms
codified in the LOAC. Today all major powers, except China, agree that the LOAC apply
to cyber warfare.807

Other Multilateral Forums Acting as Organizational Platforms for Cyber Norm
Emergence
In addition to the UN and NATO, individual nations have taken a lead as norm
entrepreneurs and norm leaders in organizing ad-hoc multilateral forums to—among
other things—discuss norms for cyber warfare. The UK has been the most active
individual norm entrepreneur and the UK Foreign and Commonwealth Office hosted a
conference in London on November 1-2, 2011, to “discuss the vital issues posed for us all
by a networked world connected ever more closely together in cyberspace.”808 The
London Conference on Cyberspace involved over 700 participants from 60 nations,
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including UK Prime Minister David Cameron and U.S. Vice President Joseph Biden.809
Among the many cyber topics addressed, discussions included international security and
cyber warfare. The conference chair reported that “all delegates underlined the
importance of the principle that governments act proportionately in cyberspace and that
states should continue to comply with existing rules of international law and the
traditional norms of behavior that govern interstate relations, the use of force and armed
conflict, including the settlement by states of their international disputes by peaceful
means in such a manner that international peace, security and justice are not
endangered.”810 Further, the participants agreed the next steps should be to focus on
further developing “shared understanding” (norms) through efforts such as the UN First
Committee’s GGE and other organizations. However, the participants did not have the
“appetite… to expend effort on legally-binding international instruments.”811 Following
the conference in London, a follow-up conference was held in Budapest, Hungary on
October 4-5, 2012, and then in Seoul, South Korea on October 17-18, 2013.812 The third
conference in Seoul had over 1,000 participants from approximately 90 countries and
generated a “Seoul Framework for and Commitment to Open and Secure Cyberspace” as
well as plans for a fourth conference which will take place in 2015 in The Hague,
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Netherlands.813 The Seoul Framework reaffirmed the conclusion of the London
conference that existing norms and international law apply to cyber warfare and that
states should prevent non-state actors from launching attacks from their territory. The
framework also noted that additional norms could be developed over time.814
In addition to this U.K.-initiated global multilateral effort to address cyber issues,
including cyber warfare, regional multilateral efforts have also occurred. This has
included efforts at the OSCE and ASEAN Regional Forum.815 For example, the ASEAN
Regional Forum and the OSCE have begun discussions on “cyber confidence-building
measures” heading into 2014.816 CBMs have been used to reduce uncertainty and
potential for miscalculation with other weapons. For example, as part of the 1986 Second
Review Conference of the BWC, states parties agreed to implement a number of CBMs
in order to “ prevent or reduce the occurrence of ambiguities, doubts and suspicions and
in order to improve international co-operation in the field of peaceful biological
activities.”817 As another example of a regional multilateral effort to cultivate norms for
cyber warfare, a group of government leaders and security experts (80 senior military
officials from 23 Asia-Pacific nations) met in Seoul less than a month after the 2013
Seoul Cybersecurity Conference for the Seoul Defense Dialogue, which also addressed
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cyber warfare.818 Chinese professor Jia Qingguo summarized the results of the defense
dialogue when he said clearer definitions of cyber warfare and rules of engagement were
needed and that “those who engage in cyber warfare should make necessary efforts to
avoid attacking civilian infrastructures that may harm the civilians… major countries
should work together to develop an agreement on a code of conduct in cyberspace and a
set standards.”819 In addition to these regional efforts, there are also numerous bilateral
dialogues that involve key cyber actors such as China, the United States, and Russia,
among others.820 This includes activities such as the previously mentioned cyber
agreement Russia and the United States signed in June 2013, which established a
communication hotline for a cyber crisis.821 As another example, in light of North
Korea’s increasingly bellicose cyber posture, South Korea and the Unites States
established a Cyber Cooperation Working Group in early 2014 to discuss cooperation on
cyber warfare issues.822

Other Academic Forums Acting as Organizational Platforms for Cyber Norm Emergence
In addition to governmental efforts, various academic and private entities have
served as organizational platforms and norm entrepreneurs. Massachusetts Institute of
Technology (MIT) held a “Cyber Norms Workshop” on October 19-21, 2011 in
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Cambridge, Massachusetts.823 The workshop was sponsored by the University of
Toronto’s Canada Center for Global Security Studies, the Belfer Center for Science and
International Affairs at Harvard Kennedy School of Government, and MIT and
Microsoft’s Explorations in International Cyber Relations.824 The workshop concluded
that developing a broad set of comprehensive norms for cyber warfare may be too
difficult, but concluded instead that different norms may develop at various levels (within
groups of states, bilaterally, etc.) Consistently with recent parallel efforts in UN and
NATO, he participants also agreed that key existing international norms, including the
LOAC, should be applied to cyber warfare, and that cyber CBMs are needed.825 The
participants noted that while the LOAC should apply as a norm in cyberspace, its
application was very complex and the principles of noncombatant immunity and
proportionality would be difficult to operationalize.826 A second workshop was held in
Cambridge from September 12-14, 2012, and further developed these thoughts as well as
some new concepts.827 For example, the participants contemplated a cyber risk reduction
scheme based on a regime enforced by major cyber players, similar to the nuclear regime
imposed by the Nuclear Non-Proliferation Treaty (NPT) when it codified the legitimacy
of the existing nuclear powers.828 However, such an effort may be fruitless as it is
predicated on the assumption that states can be prevented from developing cyber
823

Hurwitz, Roger. “A Preliminary Report on the Cyber Norms Workshop,” October 2011.
<http://citizenlab.org/cybernorms/preliminary_report.pdf>.
824
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Hurwitz, Roger. “An Augmented Summary of The Harvard, MIT and U. of Toronto Cyber Norms
Workshop,” May 2012, 12. < http://citizenlab.org/cybernorms/augmented-summary.pdf>.
827
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weapons, which for reasons previously discussed is nearly impossible. Additional
academic efforts to examine norms for cyberspace and cyber warfare are underway with
government support. The National Science Foundation recently awarded two $500,000
grants to professors at Western Michigan University and the Naval Postgraduate School
to study the ethics of cyber warfare.829 Think tanks such have also helped promote
dialogue on norms for cyber warfare. For example, EWI and has organized consultations
in Washington, Moscow, and Brussels to discuss cyber diplomacy, resulting in a report
outlining how the two key states, Russia and the United States, could work together to
find common ground on norms for cyber warfare (among other things), such as
conducting joint policy assessments of international cyber law.830 This effort hopes to
capitalize on the “thaw” in cyber diplomacy in 2010 once the United States joined Russia
in supporting a modified version of its cyber resolution in the UN First Committee.831
EWI has also organized a series of Worldwide Cybersecurity Summits beginning in 2010
and published a manual trying to identify common cyber terminology among Russia and
the United States.832 Other academic organizations, such as the NRC—part of the U.S.
National Academies—have also served to further develop concepts and norms associated
with cyber warfare. For example, in 2009 the NRC published a ground breaking book on
829
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can be fought ethically,” Second Wave Media, October 24, 2013.
<http://swmichigan.secondwavemedia.com/devnews/ethicalcyberwarfare1024.aspx>.
830
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cyber warfare which argued that cyber warfare was subject to the LOAC and UN
Charter.833 The NRC authors also noted that, because of the novel nature of cyber
weapons, there were “uncertainties in how LOAC and UN Charter law might apply in
any given instances.” They also noted that application becomes particularly complex
when an attack’s “effects do not entail physical damage or loss of life but do have other
negative effects on another nation.”834 These academic activities and venues have also
helped prompt norm emergence through serving as additional organizational platforms
(often with a domestic or bilateral focus) for norm entrepreneurs and leaders.
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