
 

COMBINING OPERATIONAL AND SPECTRUM CHARACTERISTICS TO FORM A 
RISK MODEL FOR POSITIVE TRAIN CONTROL COMMUNICATIONS 

by 
 

Andre’ B. Abadie 
A Dissertation 

Submitted to the  
Graduate Faculty 

of 
George Mason University 
in Partial Fulfillment of  

The Requirements for the Degree 
of 

Doctor of Philosophy 
Information Technology 

 
 
 
 

Committee: 
 
_________________________________ Dr. Duminda Wijesekera, Dissertation 

Director 
 
_________________________________ Dr. Angelos Stavrou, Committee Member 
 
_________________________________ Dr. Robert Simon, Committee Member 
 
_________________________________ Dr. David Schum, Committee Member 
 
_________________________________ Dr. Stephen Nash, Senior Associate Dean 
 
_________________________________ Dr. Kenneth S. Ball, Dean, Volgenau School 

of Engineering 
 
Date:_____________________________ Spring Semester 2014 
      George Mason University 

         Fairfax, VA  



 

Combining Operational and Spectrum Characteristics to Form a Risk Model for Positive 
Train Control Communications 

A Dissertation submitted in partial fulfillment of the requirements for the degree of 
Doctor of Philosophy at George Mason University 

by 

Andre’ B. Abadie 
Master of Science 

National Defense University, 2013 
Master of Military Art and Science 

U.S. Army Command and General Staff College, 2009 
Master of Science 

University of Maryland University College, 2008 
Bachelor of Science  

U.S. Military Academy, 1996 

Director: Duminda Wijesekera, Professor 
Department of Computer Science 

Spring Semester 2014 
George Mason University 

Fairfax, VA 



ii 
 

 
This work is licensed under a creative commons  

attribution-noderivs 3.0 unported license. 

 



iii 
 

DEDICATION 

This is dedicated to my loving wife Linda – who is the foundation of strength without 
which I could not have succeeded; my two wonderful children Nicholas and Christopher 
– who ensured I kept a sense of humor and smiled through the most challenging 
moments; my “mom” Elisabeth – who took care of all of the little things so I could focus; 
and my mother Jessie – who remained an inspiration during the moments I had to dig 
deep. 



iv 
 

ACKNOWLEDGEMENTS 

Drs. Robert Simon, David Schum, Angelos Stavrou, and Duminda Wijesekera – as the 
members of my committee – were of invaluable help. Dr Simon served as my first 
advisor and continued to mentor and support me until the defense. Dr Schum taught me 
the basic principles of research and offered a perspective separate from Computer 
Science; a transdisciplinary approach that allows me to apply my research to professional 
roles external to academia. Dr Stavrou broadened my views of Information Security and 
provided significant support, whether it was advice, ideas, materiel and equipment, or just 
simple passion expressing what research can achieve. Finally, as my Dissertation Chair 
and Advisor, Dr Wijesekera was remarkable and amazing. Recognizing that not all 
faculty is cut from the same cloth, I was truly fortunate to work with an individual so 
capable to teach, coach, and mentor. My success is a product of his guidance and the 
supporting advice of the committee.  

Anthony Melaragno, Satish Kolli, Damindra Bandara, and Matthew Jablonski were great 
research colleagues whose energy and ideas helped spur my progress. I was fortunate to 
have had the opportunity to conduct research as a member of a team and in an area that 
was a subset of a greater activity. The Center for Secure Information Systems (CSIS) 
provided the infrastructure needed for my time at George Mason University. Dr Sushil 
Jajodia was generous in his support and always available to provide guidance or direction 
where necessary. Additionally, Mrs. Patricia Carcamo made the various administrative 
aspects of the scholarship transparent, allowing me to focus on my coursework and 
research. 

Thanks go out to the Department of Army for giving me the privilege to serve as an IA 
Scholar in the Information Assurance Scholar Program (IASP) and to my uniformed 
colleagues (Scott, Rick, Jackie, and Steve) for being the “support group” I so often 
needed. When challenges mounted, frustrations crept, or my particular inadequacies 
simply got the best of me – I could always reflect that I was not alone and had a team to 
rely on. Finally, my sincere gratitude goes to Dr Jack Kem of the U.S. Army Command 
& General Staff College who planted the seed of motivation that prompted my doctoral 
journey and whose teaching and mentorship inspires me to take this experience and seek 
ways to give back to my profession in a similar manner. 

 



v 
  

TABLE OF CONTENTS 

Page 
List of Tables ................................................................................................................... viii	  
List of Figures .................................................................................................................... ix	  
List of Equations ................................................................................................................. x	  
Abstract .............................................................................................................................. xi	  
CHAPTER 1 - INTRODUCTION ...................................................................................... 1	  

Thesis .............................................................................................................................. 3	  
Contributions ................................................................................................................... 3	  
Work to date .................................................................................................................... 4	  
Contents ........................................................................................................................... 5	  

CHAPTER 2 – PROBLEM SPACE ................................................................................... 6	  
Positive Train Control ..................................................................................................... 6	  

Architecture ................................................................................................................. 6	  
Existing risk ................................................................................................................. 7	  

Risks inherent to radio communications ......................................................................... 8	  
Software Defined Radio ................................................................................................ 10	  

Increased risk ............................................................................................................. 12	  
Security Analysis of the Radio ...................................................................................... 14	  
Define operational environment .................................................................................... 15	  

Determine software capability ................................................................................... 16	  
Code-based internals .................................................................................................. 16	  

Identify inherent vulnerabilities .................................................................................... 17	  
Radio operating environment .................................................................................... 17	  
Radio applications ..................................................................................................... 19	  
Service provider and user applications ...................................................................... 19	  

CHAPTER 3 - METHODOLOGY ................................................................................... 21	  
Visualize threat actor, estimate impact, and assess risk ............................................ 21	  



vi 
 

Misuse-case 1: Jamming (e.g., denial of service) ...................................................... 23	  
Misuse-case 2: Intercept (e.g., code injection) .......................................................... 24	  
Misuse-case 3: System compromise (e.g., code modification) ................................. 26	  

Potential mitigation techniques ..................................................................................... 27	  
Trusted computer base ............................................................................................... 28	  
Policy engine ............................................................................................................. 29	  
Risk engine ................................................................................................................ 30	  

Leveraging cognition to assess risk ............................................................................... 30	  
Radio as an intelligent device ........................................................................................ 32	  
Cognition emulated ....................................................................................................... 35	  
Risk management as the cognition cycle ...................................................................... 40	  

CHAPTER 4 – RISK MODEL DESIGN ......................................................................... 42	  
Quantifying threat actors ............................................................................................... 42	  

Precipitation ............................................................................................................... 42	  
Vegetation .................................................................................................................. 43	  
Obstacles .................................................................................................................... 43	  

Estimating vulnerability ................................................................................................ 45	  
Risk assessment ............................................................................................................. 46	  

CHAPTER 5 – URBAN CENTER CASE STUDY ......................................................... 50	  
Background ................................................................................................................... 50	  
Environmental Construct ............................................................................................... 50	  
Measures ........................................................................................................................ 52	  
Findings ......................................................................................................................... 55	  

CHAPTER 6 – REGIONAL EXPANSE CASE STUDY ................................................ 64	  
Background ................................................................................................................... 64	  
Environmental Construct ............................................................................................... 64	  
Measures ........................................................................................................................ 64	  
Findings ......................................................................................................................... 66	  

CHAPTER 7 – SAFETY SPECIFIC CASE STUDY ...................................................... 71	  
Background ................................................................................................................... 71	  
Environmental Construct ............................................................................................... 71	  
Measures ........................................................................................................................ 74	  



vii 
 

Findings ......................................................................................................................... 76	  
CHAPTER 8 – ADVERSARY DETECTION ................................................................. 80	  

Establishing a modular framework ............................................................................... 81	  
Performance metrics .................................................................................................. 81	  
Predictive risk assessment ......................................................................................... 82	  
Network nodal analysis ............................................................................................. 82	  
Case-based reasoning ................................................................................................ 85	  

CHAPTER 9 – CONCLUSION AND FURTHER RESEARCH ..................................... 89	  
Areas of future research ................................................................................................ 89	  

Extending the model .................................................................................................. 90	  
Improve data sources ................................................................................................. 90	  
Validate security of cognition cycle .......................................................................... 91	  
Risk mitigation .......................................................................................................... 91	  

References ......................................................................................................................... 98	  
 



viii 
 

LIST OF TABLES 

Table Page 
Table 1 Vulnerability qualification ................................................................................... 46	  
Table 2 Probability qualification ...................................................................................... 46	  
Table 3 Severity qualification ........................................................................................... 47	  
Table 4 Change based on use of the operational risk model for severity measure ........... 77	  
Table 5 Risk Assessment of SCRRA ................................................................................ 82	  
Table 6 Example cases from performance indicators ....................................................... 85	  

 



ix 
 

LIST OF FIGURES 

Figure Page 
Figure 1 Generalized architecture of Positive Train Control  ............................................. 7	  
Figure 2 Graphic abstraction of the radio frequency risk environment  ........................... 10	  
Figure 3 High-level abstraction of the SDR Forum tier definitions  ................................ 12	  
Figure 4 The OODA Loop  ............................................................................................... 36	  
Figure 5 The cognition cycle  ........................................................................................... 37	  
Figure 6 Cognition cycle for risk assessment ................................................................... 40	  
Figure 7 Probability estimation from vulnerability calculations ...................................... 47	  
Figure 8 Risk assessment using severity and probability measures ................................. 48	  
Figure 9 Likelihood of precipitation ................................................................................. 51	  
Figure 10 Likelihood of obstacles ..................................................................................... 52	  
Figure 11 Map representation of SCRRA rail lines  ......................................................... 53	  
Figure 12 Risk assessment totals for all SCRRA lines ..................................................... 56	  
Figure 13 Risk assessment of Ventura County line .......................................................... 57	  
Figure 14 Risk assessment of Antelope Valley line ......................................................... 58	  
Figure 15 Risk assessment of San Bernardino line ........................................................... 59	  
Figure 16 Risk assessment of Orange County line ........................................................... 60	  
Figure 17 Assessment of SCRRA risk due to precipitation .............................................. 61	  
Figure 18 Assessment of SCRRA risk due to vegetation ................................................. 61	  
Figure 19 Assessment of SCRRA risk due to obstacles ................................................... 62	  
Figure 20 Severity rating for SCRRA data set .................................................................. 63	  
Figure 21 Likelihood of precipitation ............................................................................... 65	  
Figure 22 Risk assessment totals for Coast Starlight ........................................................ 66	  
Figure 23 Assessment of risk due to precipitation for Coast Starlight ............................. 67	  
Figure 24 Assessment of risk due to vegetation for Coast Starlight ................................. 68	  
Figure 25 Assessment of risk due to obstacles for Coast Starlight ................................... 69	  
Figure 26 Severity rating for Coast Starlight data set ....................................................... 69	  
Figure 27 Depiction of operational risk model's hierarchical nature  ............................... 72	  
Figure 28 Operational risk model's depiction of risk factors (XML)  .............................. 74	  
Figure 29 Result summary of operational risk model ....................................................... 75	  
Figure 30 Design overview of the risk model ................................................................... 80	  
Figure 31 Variance in PR for WIU Nodes versus Neighboring Trains ............................. 84	  
Figure 32 Variance in PRx for WIU compared to that of neighboring trains (scatter plot) 87	  
Figure 33 Adversary modeling versus expected PTC node values ................................... 88	  

 



x 
  

LIST OF EQUATIONS 

Equation Page 
Equation 1 Loss due to precipitation ................................................................................ 43	  
Equation 2 Loss due to vegetation .................................................................................... 43	  
Equation 3 Loss due to obstacles ...................................................................................... 44	  
Equation 4 Height correction factor for small to medium sized city ................................ 44	  
Equation 5 Antenna correction factor for large city and frequencies below 200MHz ..... 44	  
Equation 6 Antenna correction factor for large city and frequencies above 200 MHz .... 44	  
Equation 7 Free-space path loss ........................................................................................ 45	  
Equation 8 Vulnerability due to threat (e.g. obstacles) ..................................................... 45	  
Equation 9 Estimation of receive power ........................................................................... 83	  

 

 

 



xi 
 

ABSTRACT 

COMBINING OPERATIONAL AND SPECTRUM CHARACTERISTICS TO FORM A 
RISK MODEL FOR POSITIVE TRAIN CONTROL COMMUNICATIONS 

Andre’ B. Abadie, Ph.D. 

George Mason University, 2014 

Dissertation Director: Dr. Duminda Wijesekera 

 

Though there is a tremendous research effort towards maturing software defined radio 

(SDR) to cognitive radio technologies, it is narrowly focused on spectrum access or 

performance tuning. An alternative approach is to create a cognition cycle that facilitates 

risk management and improves the radio’s security posture. In the instances where SDR 

technologies represent a critical infrastructure, this advancement would be novel and 

paramount. As mandated by the Rail Safety Improvement Act of 2008, trains are 

incorporating SDR technologies in their implementation of Positive Train Control (PTC) 

– a distributed system enhancing the train’s communications with the command and 

control infrastructure, railway switches, and crossings to address the numerous safety 

considerations in rail operations. There are risk models for rail operations and PTC is 

designed to ensure high-risk environments are avoided or mitigated through adjustments 

in the operation of the train (assuming they receive the associated PTC status message).  
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This dissertation introduces a risk engine that can be incorporated as a cognition cycle in 

PTC architectures currently under development. It provides awareness of heightened risk 

to the communication system availability based on environmental factors and, more 

importantly, adversarial attempts to exploit vulnerabilities in SDR technologies. To 

predict its performance in the intended operational environment, the model is simulated 

against train operations within a major urban environment and a regional expanse to 

demonstrate its ability to assess risk under varied conditions. To increase its relevance to 

the original intent of PTC – prevention of accidents – it is merged with an existing safety 

risk model in order to deliver risk assessments applicable to the situations where PTC is 

needed most. Findings are discussed to assess potential effectiveness as well as highlight 

challenges. A discussion of its relevance as a contribution to the research community is 

highlighted, specifically: risk estimates of planned rail operations, design and network 

planning of future PTC requirements, and initial efforts for adversary detection. The 

dissertation concludes with significant aspects of further research. 
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CHAPTER 1 - INTRODUCTION 

Trains, though necessary as a critical infrastructure, are a dangerous mode of 

transportation – to both the occupants and those in their immediate surroundings. Within 

a one-month period during the Fall of 2013, a man died in a train-truck collision in West 

Virginia [1], another train crash in the Chicago area injured dozens [2], and a train 

derailed in Virginia injuring a number of people [3]. As stark and concerning as this 

small snapshot of time is, there is hope that it will be avoided in the future once new 

safety measures are in place. And though this initiative has been developing over decades 

[4], it took a horrific instance to spurn government leaders into action. On September 12, 

2008 national media was buzzing after a collision involving LA Metrolink trains killed 

more than two-dozen people and injured over 100 [5]. Congress sprung to action and 

within 30-days passed the Rail Safety Improvement Act of 2008 [6]. The centerpiece of 

this legislation is a technology called Positive Train Control (PTC) [7].  

PTC is poised to fulfill a critical need regarding the safety of railway operations. 

However, another aspect of the legislation was its recognition of emerging technologies. 

The Rail Safety Improvement Act of 2008 requires a software defined radio (SDR) 

implementation of PTC by 2015. SDR is a key transformation to radio technologies. 

Whereas hardware platforms are essentially fixed, the software approach introduces the 

greater likelihood that a device can be fungible and therefore hold a longer lifespan. The 
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flexibility offered by software solutions extends to cost figures, form factor, and time-to-

market considerations. Compactness and power efficiency significantly enhance the 

possibilities of more widespread use while software components ease both the initial 

manufacture and subsequent upgrades of the radio. SDR is not just a better product; it is a 

better business plan. Considering the growth of mobile devices – key examples of the 

realization of SDR advancements, the technology is poised to become the accepted 

standard for digital communications, saturate the market, and eventually become 

ubiquitous. Yet, the true promise of SDR will not be realized until it includes an 

intelligent framework and has the ability to make these adjustments autonomously. One 

example, as discussed in this dissertation, is an intelligent framework centered on risk 

assessment and mitigation. 

Risk management, as an activity, offers a method to address uncertainty in future 

operational environments. When addressing the security of SDR infrastructures, there 

will always be particular remedial actions to address identified vulnerabilities and 

specific counter measures that can be employed to disrupt known threats. Yet risk 

management provides the means to potentially address threats and vulnerabilities that we 

are not currently aware of. Since the underlying principle of PTC is to influence the 

train’s operation in a manner consistent with safety, risk to availability is the most 

prominent area for investigation. This consideration leads to a general research question, 

“Does an SDR implementation of PTC have potential risks to availability that can be 

identified, measured, and addressed?” 
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Thesis	  
This dissertation introduces use of a cognitive engine within the existing SDR 

infrastructure to consider varied risk factors in the operational environment of PTC. The 

cognitive engine, at a minimum, is designed to assess risk as a function of availability 

within the operational environment based on a given train location. Optimally, the 

cognitive engine's assessment will also provide an adequate depiction of the environment 

to serve as a baseline in support of rudimentary anomaly detection and identification of 

threat actors. In this document, I show the design details of the cognitive engine and 

simulate its execution for multiple operational environments to determine if it accurately 

measures potential risks to PTC. Furthermore, the resulting risk assessments will be 

discussed to demonstrate how their contribution offers immediate benefit. The 

dissertation concludes with an understanding of the enhancements that can come with 

future research. Since my definition of risk is tied to availability, there remains the need 

to address risk definitions for the confidentiality and integrity of our system. 

Contributions	  
In this dissertation, I provide the following contributions to the subject: 

1. A proposed risk model for SDR operations (basis of a risk engine). Though the 
reality of testing a train radio in a live operational environment presents 
insurmountable physical constraints, the calculations performed by the cognition 
cycle can be modeled in Matlab or similar applications. Risk engine performance 
can be simulated based on known railroads (with nominal values and location 
approximations). 
 
2. An initial methodology for adversary detection. Because the risk engine 
portrays the environment to calculate the various sources of attenuation, this 
measure can serve as a rudimentary baseline to facilitate anomaly detection – 
presuming adversarial behaviors if performance degradation occurs in the absence 
of environmental factors. 
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3. A comprehensive framework for SDR vulnerability analysis. Though the 
proprietary nature of existing PTC radios prevents experimental validation, the 
framework offers enough detail to support policy generation by the Federal 
Railway Administration. With robust enforcement, such policy establishes a 
reporting requirement for the equipment vendor that yields a measure of 
confidence in the initial device security state not currently present. 
 
This work aims to initiate a discussion of cognitive radio technologies being 

implemented with the purpose and function of security. Current research is heavily vested 

in spectrum access techniques and performance optimization. Though these efforts are 

critical to future technologies, security will be an ever-present requirement. There is 

potential for intelligent frameworks focused on securing SDR infrastructures. 

Work	  to	  date	  
This dissertation summarizes years of research and offers a compilation of my 

published work to date. They are: 

- “A Composite Risk Model for Railroad Operations Utilizing Positive Train 
Control” Proceedings of 2014 Joint Rail Conference, Colorado Springs, CO, 
April 2014.  
 
- “How should radios think? Start with self-preservation” ALAM CIPTA, Int’l. 
Journal of Sustainable Tropical Design Research and Practice, Vol. 6, No. 2, 
pp.73-83. 
 
- “An approach for risk assessment and mitigation in cognitive radio 
technologies” Int’l Journal of Information Privacy, Security and Integrity, Vol. 1, 
No. 4, pp.344–359. 
 
- “Leveraging an Inventory of the Cognitive Radio Attack Surface” Proceedings 
of the annual ASE/IEEE International Conference on Cyber Security, 
Washington, D.C., 14-16 December 2012. 
 
-  “Potential Military Applications of Cognitive Radio: Envisioning the 
Realization of Net-centric Warfare” Proceedings of the Military Communications 
and Information Systems Conference (MilCIS), Canberra, Australia, 6-8 
November 2012. 
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Contents	  
The dissertation organization proceeds with a literature review to place the work 

in context with current state of the art and highlight the novelty of its approach. Chapter 3 

introduces the problem space and provides a brief overview of PTC and SDR 

technologies. Chapter 4 outlines the methodology of a cognition cycle as the engine of 

risk assessment and places it in context with cognitive radio theory. Chapter 5 specifies 

the design of the risk model and distinguishes between the potential for predictive 

mitigation and reactive mitigation. Chapter 6 exercises the system in a manner exposing 

it to the forces to which it may be subjected by way of simulation. The implementation is 

based on a case study for a major urban center. Chapter 7 reviews an additional case 

study, a regional expanse, to exercise the risk model in contrasting conditions for the 

three threat actors. Chapter 8 presents a third case study, one more safety specific, to 

address concerns that the urban case study was limited in its use of PTC node proximity 

as the severity metric. Confirming the capability of the risk model, Chapter 9 proposes a 

method to leverage its assessments for rudimentary adversary detection capability and 

also discusses its ability to contribute to additional research efforts. And finally, in 

Chapter 10, the dissertation closes with conclusions and recommendations for further 

research. 
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CHAPTER 2 – PROBLEM SPACE 

This chapter will provide a brief overview of PTC, an introduction to SDR 

technology, and an initial impression of how risk ties the two together and establishes the 

foundation of our security needs. 

Positive	  Train	  Control	  
As mandated by the Rail Safety Improvement Act of 2008, trains are 

incorporating SDR technologies in their implementation of PTC – a communications 

capability requirement for 2015. PTC is more of a set of safety objectives than a specific 

communications technology. PTC must prevent train collisions, enforce speed 

restrictions, and protect railway workers. In the scope of this dissertation, such objectives 

underscore the criticality of PTC to railway operations; however, the communications 

infrastructure enabling its execution requires vulnerability and risk analysis. 

Architecture	  
The PTC architecture [8] is based on a train’s requirement to receive status 

updates for upcoming crossings, switches, or similar areas that present a higher likelihood 

of incidents that impact the safe operation of the train. Figure 1 portrays this general 

architecture. 
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Figure 1 Generalized architecture of Positive Train Control [8] 

 

The primary operational frequency for the PTC network is the 220 MHz (VHF) 

frequency range. This spectrum allocation was purchased from the FCC for the sole 

purpose of supporting PTC amongst all railroad corporations. Aside from the radio 

system on board the train’s locomotive, there are wayside interface units (WIU) and in-

track transponders throughout the railroad infrastructure. The majority of WIUs serve as 

control points at switches and crossing, but others are placed incrementally at remarkable 

curvature or amongst long stretches of rail to monitor train speed and timetable progress. 

The train is aware of all the PTC nodes along its route and waits for the upcoming node 

to provide a status broadcast. Trains use GPS for location precision, but also have fixed 

in-track units to provide location if satellite connectivity is lost (i.e. tunnel).  

Existing	  risk	  
The Rail Safety Improvement Act of 2008 required that all railroads submit risk 

models in their PTC implementation plans (PTCIP). To assist in the formulation of risk 

models, the FRA submitted 21 potential attributes that contributed to a composite risk 

estimate. The unique data and data structures of the individual railroads can be stored in a 
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hierarchical database to facilitate a generic risk query that works for all railroads [9]. A 

safety-centric model, this database weights various track aspects (i.e. curvature) against 

train characteristics (i.e. speed, weight, freight type) to calculate increased risk exposure 

and potential danger to railroad personnel or the public. This safety model can be 

complemented by the proposed risk model in its ability to predict when the PTC system 

is at most risk, considering that the implementation of PTC is to address safety concerns. 

Currently, the approach for determining severity is the train’s proximity to the 

approaching PTC node (of which it requires a status update). The aforementioned 

appreciation of safety may be the key to truly gauging severity of PTC failures. 

Understanding the risk inherent to rail operations is a subset of the entire risk picture 

because the introduction of SDR technologies invites the question, “Is there an increased 

level of risk to rail operations based on inherent vulnerabilities of SDR technologies?” 

Risks	  inherent	  to	  radio	  communications	  
For communication systems dependent on the radio frequency (RF) spectrum as 

their primary medium, the operational environment is complex and contested. Naturally 

occurring phenomena routinely influence system performance and the emergence of 

multiple actors – some adversarial – makes attribution of performance degradation a 

significant challenge. To begin such a task, one must first distinguish the risk factors as 

being either environmental or adversarial. Adversarial risk factors are those actions 

intentionally taken to disrupt, degrade, or deny the communications link, while 

environmental risk factors are all other aspects of the environment that can do the same 

just by the nature of their presence. Identifying the cause of signal degradation is the key 
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to timely restoration of optimum performance by the communications link. Therefore, 

predicting the conditions that lead to signal degradation provides an opportunity to 

mitigate anticipated risks. It also yields a baseline for environmental influence to initiate 

efforts of anomaly detection. 

Figure 2 graphically abstracts the contested RF environment through the context 

of risk by portraying an x-axis to characterize the probability associated with risk factors 

and a y-axis to demonstrate their severity. Furthermore, at the end of each axis the 

graphic offers possible factors. For example, environmental risk factors all lie where the 

probability equals 1 – they are a natural aspect of the RF environment. However, their 

associated impact on the system varies from basic attenuation to direct interference and 

follows the y-axis (severity) accordingly. Similarly, at the point where severity equals 1 

lies three example adversarial risk factors and the method in which they may exploit the 

system; through loss of availability, confidentiality, and integrity. These factors also 

follow the x-axis with respect to the probability of their occurrence, with jamming being 

the most likely and system compromise the least. The graphic also portrays the similarity 

between interference and jamming; the latter distinguished by its intentional occurrence. 
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Figure 2 Graphic abstraction of the radio frequency risk environment [10] 

 

There are various approaches to mitigate these risk factors in design. Attenuation 

is typically countered in the network architecture [11], ensuring the necessary proximity 

between nodes. Noise can be addressed with filters in the radio design [12]. Interference 

is often prevented through frequency management practices [13]. Similar methods are 

employed to address known, anticipated adversarial risk factors. There are established 

techniques for frequency hopping or spread-spectrum use that counter jamming [14]. 

With radio communications easily intercepted by a determined adversary, they can be 

rendered unusable by various encryption techniques [15]. However, system compromise 

was often prevented through physical security measures. The advent of software defined 

radio (SDR) introduces new attack vectors for potential exploit by adversaries and 

signifies added risk that must be explored and understood to ensure security.  

Software	  Defined	  Radio	  
Any generic communications system performs a series of functions in order to 

transmit a signal to a distant receiver; source encoding, multiplexing, channel coding, 

modulation, frequency mixing, amplification, and then transmission. Traditionally, each 
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of these functions has been performed by a single hardware component of the 

communications system. Each component was crafted with the physical properties to 

ensure a specific set of performance parameters required by the system design. For 

example, if designed for a specific range of frequencies, the antenna and power source 

would be matched according to the properties inherent to that frequency range. If an 

operational requirement to transmit at a different frequency emerged, the antenna and 

amplifier would have to be changed (and possibly other components as well). Due to this 

reliance on non-fungible hardware components, communication systems lacked any 

inherent flexibility. 

Software defined radio (SDR) technologies emerged in the early 1990s [16] [17] 

seeking to provide flexibility to this general architecture by offering an alternative 

approach. SDR proposed that the hardware component could be replaced by a software 

defined component to gain dynamic configuration. Therefore, implementations of SDR 

are best characterized by the SDR Forum’s 5-tier classification scheme [18]. The SDR 

Forum’s definition begins with Tier 0 – termed a ‘hardware radio’ and defined by fixed 

functionality (each component has specific performance parameters). This is our accepted 

legacy model. Tier 1 is termed ‘software controlled radio’ and defined by offering certain 

parameters that can be changed via software, but the signal path remains fixed. Tier 2 is 

termed ‘SDR’ and defined by the ability for a signal path to be reconfigured in software 

without hardware modifications. Tier 3 is termed the ‘ideal software radio’ and 

represented by more of the signal path resident in the digital domain (i.e., few hardware 

components). Finally, Tier 4 is termed the ‘ultimate software radio’ and theorizes that the 
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entire system exists in the digital domain with analogue-to-digital conversion (ADC) 

occurring at the antenna. Theoretically, the ultimate software radio could provide 

complete flexibility to a user’s dynamic operational requirements by ensuring no single 

component was fixed in its capability.  

 

 
Figure 3 High-level abstraction of the SDR Forum tier definitions [19] 

 

Increased	  risk	  
Legacy radio technology, though limited in capability, was fixed in its 

configuration and thus left an adversary minimal avenues for influencing the system’s 

operation. SDR technologies present a significant increase in the radio’s capability – 

mainly in its dynamic configuration abilities – yet introduce a method for the adversary to 

affect the radio’s operation. The introduction of SDR technologies solicits additional risk 

in that it creates an attack surface for adversaries to compromise system availability, 

confidentiality, or integrity. Because of this, an appropriate effort must be placed in 
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discovering inherent vulnerabilities of SDR and accounting for them through risk 

mitigation. Well-known vulnerabilities for radio technologies should be investigated for 

their applicability in the SDR’s implementation. Similarly, the multitude of known 

computer vulnerabilities should also be reviewed against the SDR’s configuration. The 

process for accomplishing these two efforts is discussed further in the following chapter. 

This should be a complementary approach to existing risk methodologies for rail 

operations. Since the communications system is the fundamental enabler of PTC, the 

impact and consequences of its failure should be appreciated in the risk analysis. These 

increased risks can be visualized with three nominal misuse cases [20]: jamming, 

intercept, and system compromise.  

The occurrence of jamming is not novel in the realm of RF communications. It 

was the precursor to today’s network-based denial of service attack; an adversary floods a 

device user with transmissions (typically at a higher power level) and prevents their 

ability to communicate. Just as the adversary needs to know the target network address to 

conduct a typical denial of service, the radio attack requires a general understanding of 

the frequency in use. Additionally, the adversary requires a measure of proximity to the 

target in order to increase his probability of success while also minimizing any detection 

of his hostile behavior. 

The practice of intercept introduces two potential consequences. Traditionally, 

radio intercept implied the adversary’s ability to compromise system confidentiality. 

With SDR, one must consider the more dangerous instance where the adversary manages 

to exploit the device during a software update. In doing so, he has provided a future 
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‘backdoor’ to the device’s operational components. This allows him to compromise the 

device at a time of his choosing with the ability to degrade, disrupt, or deny the host 

device.  

Considering potential system compromise in a context apart from intercept, a 

savvy operator with minimal training and a basic understanding of programming 

languages (acting as an Insider threat) could alter the code in a manner to affect the 

radio’s operation. The vulnerability the attacker is exploiting would be user-applications 

that lack the necessary safeguards to restrict access to their underlying code. Even more 

critical would be applications that have an ability to impact the functionality of other 

radio operations. If so, an adversary could modify the code to adapt the application’s 

operation in a manner that forces it to transition the radio to a vulnerable state. 

These nominal misuse cases portray an increased level of risk to the train 

communication system based on the adoption of SDR technologies. However, the 

capability gained by the SDR can also facilitate the implementation of a risk model to 

address them appropriately. In order to construct such a model, the radio requires an 

ability to discover internal vulnerabilities, detect external threats, and describe how they 

will impact the operational environment. These actions will form the basis of the 

system’s security requirements. 

Security	  Analysis	  of	  the	  Radio	  
The risk methodology begins with defining the operational environment, 

conducting a vulnerability analysis, describing the threat environment in a presentation of 

example misuse-cases (threat actors exploiting the vulnerabilities), and finally proposing 
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mitigation techniques that would prevent the misuse-case’s occurrence. The operational 

environment for the radio can be defined by a number of characterizations. To avoid 

discussing proprietary radio models being developed by PTC vendors, the generic SDR 

maturity level of Tier 2 is assumed in the following discussion. 

Understanding the radio components that have transitioned to the software 

environment dictates the operational capability of the radio. This also initiates the 

necessary vulnerability analysis for the device. The components in software are more 

likely to be targeted and deserve immediate attention. Additionally, there are four 

software states that can be specified for operation of the radio – each deserves adequate 

scrutiny for potential compromise based on some inherent vulnerability. Acknowledging 

the vulnerabilities facilitates a more specific depiction of the threat environment. Threat 

actors with known capabilities that correlate with the radio’s vulnerabilities will be best 

understood if they are presented in a misuse-case; demonstrating the pre-conditions of an 

actual security event to visualize its prosecution. The clarity provided by the misuse-case 

portrayal will enhance the argument and justification for particular mitigation techniques. 

These mitigation techniques will be described in reference to their prevention of the 

threat actor exploiting the radio vulnerability. 

Define	  operational	  environment	  
Awareness of the operational environment in the context of the radio’s capability 

gives an initial understanding of the impact that will be realized in the prosecution of a 

security event. The radio components that transitioned to software are now at risk and 

their perceived benefit could be lost. More importantly, the focus of the device cognition 
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cycle is often the purpose of the entire device’s operation and therefore its loss suggests a 

catastrophic impact. 

Determine	  software	  capability	  
As previously discussed, SDR technologies propose that some hardware 

components can be replaced by software defined components to achieve dynamic 

configuration. This narrative shapes the initial question for our analysis framework, ‘what 

components are provisioned through software?’ The answer provides the 

communications functionality (encoding, modulation, etc.) that is dynamically 

configurable and therefore likely guided by the cognitive engine. This answer also 

narrows the eventual threat evaluation as it will isolate particular attack vectors. 

Components that remain in hardware will hold the same timeless vulnerabilities that have 

been established by legacy radio studies, but the components that have transitioned to 

software will require further analysis. In a similar fashion, the analyst should determine 

the varied inputs the radio may accept. Reviewing these inputs provides initial insight 

towards possible adversaries (e.g., an external threat) and their potential entry points into 

the system (i.e., likely attack vectors). 

Code-‐based	  internals	  
Any SDR platform will be based in a particular programming language. As an 

example, GNU radio is an open-source software development toolkit that provides the 

signal processing runtime and processing blocks to implement software radios using 

readily-available, low-cost external RF hardware and commodity processors [21]. GNU 

radio applications are typically written in Python and the signal processing path is 
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implemented with C++. When combined with a universal software radio peripheral 

(USRP) [22], the GNU radio software and USRP allow a dynamic frequency range, 

dynamic power (gain) settings, and a multitude of filters and associated digital signal 

processing techniques.  

Identify	  inherent	  vulnerabilities	  
Detecting inherent vulnerabilities is an interrogation of the supporting operating 

system and the components replaced by SDR provision. Reviewing this perspective, the 

SDR Forum characterizes the radio’s operation as an execution of the code providing one 

of four possible software states. And though some states share the same language, i.e., 

C++, it is necessary to view them as separate instances and explore each software state as 

a separate attack vector. In doing so, calculating risk exposure and the likelihood of that 

particular state being exploited can be refined by a distinct awareness of the device’s 

duration in that particular state. Therefore, the vulnerability of a particular state is critical 

as well as the correlation between the radio function being performed by software and the 

relevant attack vector against that function. Analyzing the security state of the system is 

best executed by a review of operations in depth: the original code, the process and 

protocols it supports, and the event that results after execution. 

Radio	  operating	  environment	  
The first software state is the radio operating environment. This state represents 

the software fundamental to the operation of the radio platform. It comprises the 

operating system, device drivers, and any required middleware for basic operations. The 

radio operating environment is often scripted using the C++ language. Investigating 
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vulnerabilities to this software state can be accomplished with two simple approaches. 

First, what common exploits in the operating systems of basic computing devices are 

replicated in this radio device? Second, what aspects of the radio’s operation require 

unique elements in the code and therefore possibly introduce a novel vulnerability? 

Static code analysis is a standard technique to gauge the general acceptability of 

coding practices used for a system. This analysis can infer existing vulnerabilities based 

on flawed scripting practices, inherent weakness based on the programming language, or 

simple errors that could be leveraged towards a nefarious purpose. Code dependency 

analysis recognizes the consequence of modern programming and numerous calls 

between objects and assemblies seeking out dependencies between modules. The inherent 

challenge to code analysis is that it implies access to source code. This is not always the 

case, especially when the security analysis is conducted as an external element. However, 

development decisions can impact this endeavor. If the radio is based in an open source 

package (e.g GNU Radio), external parties can conduct such analysis in search of 

inherent vulnerabilities and corresponding attack vectors. In these instances, it is even 

more critical the vendor routinely conducts the vulnerability analysis – else an adversary 

will. Therefore any PTC radio being fielded should have a corresponding security report 

of static code analysis and existing code dependencies. This allows the vendor to restrict 

access to their proprietary source code yet demonstrate an adequate level of vulnerability 

analysis prior to use.  
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Radio	  applications	  
The second software state is the radio applications. This state represents the 

software controlling the radio frequency (RF) interface and the necessary communication 

protocols implemented for establishment of the connection. The radio applications 

environment is also often scripted using the C++ language. Investigating vulnerabilities 

to this software state should be focused on how the various protocols are established. In 

some applications, poor coding practices introduce vulnerabilities because the protocol 

was not properly modeled. Additionally, common vulnerabilities resident to the physical 

and data-link layers can be reviewed to gauge any potential application to this 

environment. 

By conducting process and protocol analysis, the associated communication 

protocols implemented by the device can be translated to a pseudo code and then further 

to state transitions. These state transitions can then be modeled formally using some 

modeling language such as communicating sequential process (CSP), Proverif, Petri nets 

or failure divergence refinement (FDR). This technique can also be used to model the 

inter-processes of the operating system or particular functions performed by the system. 

For PTC, this centers on the specific message formats of the signaling message and the 

WIU status message and their exchange. 

Service	  provider	  and	  user	  applications	  
The third software state is the service provider applications. This state represents 

the software used to support basic user functions; telephone calls, messaging, data 

delivery, etc. The service provider applications environment is typically written in 

Python. Investigating vulnerabilities to this software state starts with how the various 
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services are negotiated, if at all, and then what elements of collision or congestion 

avoidance are utilized as part of their execution. Additionally, common vulnerabilities 

resident to the network, transport, and session layers can be reviewed to gauge any 

application to this environment. Though an assumption can be made that these 

applications are robustly tested prior to implementation, that premise should be 

challenged in third-party vendor applications. These external vendor applications 

represent the fourth, and final, software state – user applications. User applications are 

generally written in Python. The user applications represent a daunting challenge, as they 

are not scripted in the same synchronized manner as the three previous states. As a result, 

does the application introduce a requirement for the radio to alter the operation of any of 

the three previous states to ensure its functionality? 

Analyzing applications, both service provider and independent user applications, 

can be a more subjective activity. Fortunately, PTC as a quasi-government system 

(subject to regulation) it is less likely to encounter independent user applications (i.e. 

mobile device apps). Therefore the critical determination for vulnerability identification 

comes with the service provider application’s need to adjust the device security state to 

perform its designed function. 
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CHAPTER 3 - METHODOLOGY 

Presenting a risk assessment methodology for SDR infrastructures, this chapter 

takes a holistic approach for vulnerability analysis and then further contributes to the 

research area by offering three misuse cases that portray how the vulnerabilities discussed 

could be exploited. Specifically, these cases visualize the risk environment based on 

security events characterized as a denial of service, intercept, and system compromise 

and will allow for security practitioners to anticipate how their organizations may be 

impacted. Finally, suggested techniques for mitigation of these risks are discussed. As 

with all emerging technologies, there are a number of unknown conditions or influences 

that will shape the eventual realization of its maturity. Due to the uncertainty, risk 

management is considered the best mechanism to fulfill these security requirements.  

Visualize	  threat	  actor,	  estimate	  impact,	  and	  assess	  risk	  
The identification of risk for any system is best expressed in terms of the 

likelihood of occurrence (probability) and the impact of occurrence (severity). An 

organization employing the system will require an accurate understanding of the severity 

of an exploit in order to best conduct the cost-benefit analysis for mitigation techniques 

and counter-measure implementations. 

Quantifying the likelihood of an exploit being realized should be fully supported 

by the level of effort taken to not only execute it, but also techniques to determine that the 
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vulnerability exists. Some of the aforementioned analysis techniques discussed require 

such pre-conditions as physical access to the system or possession of the software source 

code. Yet, without either, an adversary is left to analyze RF traffic to determine an attack 

vector. Therefore, exploiting some of the discovered vulnerabilities may have a low level 

of probability based on the difficultly inherent to their discovery (not necessarily their 

execution). Such a recognition may justify risk acceptance if the remediation is cost 

prohibitive. 

Qualifying the severity of a compromise is generally an internal activity for the 

organization utilizing the system. Initially, a determination should be made as to the type 

of compromise: confidentiality, integrity, or availability. For example, loss of availability 

(e.g., denial of service) may incur short-term costs to the business while the costs 

incurred by loss of confidentiality or integrity (e.g., theft of intellectual property) may 

have more long-term consequences. As a result, severity is often a qualitative measure 

that will be organization-specific. For PTC, even a brief loss of availability can be 

catastrophic dependent on when it occurs. Assessing risk to the PTC signal requires an 

understanding of a train’s location and the operational risks of that location if the train 

does not process the PTC status messages.  

Visualizing an adversary exploiting the aforementioned vulnerabilities offers a 

vehicle for applying a more thorough analysis framework. From the perspective of a 

misuse case, the exploited vulnerability can be viewed as a security event (e.g., jamming, 

intercept and system compromise) and discussed in a manner consistent with current 

security practices. Such a standard approach can lead to an ability to model the exploit as 
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an attack graph to analyze how it progresses and at what points it could be best 

prevented. This analysis approach will yield a better understanding of the pre- and post-

conditions that define the attack environment and, with this understanding, specific 

recommendations can be made regarding their prevention. 

Misuse-‐case	  1:	  Jamming	  (e.g.,	  denial	  of	  service)	  
The occurrence of jamming is not novel in the realm of RF communications. It 

was the precursor to today’s network-based denial of service attack; an adversary floods a 

device user with transmissions (typically at a higher power level) and prevents their 

ability to communicate. Just as the adversary needs to know the target network address to 

conduct a typical denial of service, the radio attack requires a general understanding of 

the frequency in use. 

As stated before, jamming as a security event closely resembles interference – 

which is often characterized as a performance variable. The adversary conducting a 

jamming attack may be transmitting across a wide-band of frequencies or, with the 

necessary intelligence, be transmitting at or near the exact operational frequency. 

Because a significant amount of information regarding PTC is publically available, it is 

unlikely an adversary would employ wide-band jamming. The adversary will more likely 

mimic the primary frequency and prevent the train from receiving the necessary PTC 

messages. 

The primary approach to mitigating this attack lies in improving the abilities of 

the radio to estimate the signal it should receive and the manner in which it distinguishes 

it from other signals. A transmitter verification scheme is proposed in Chen et al. [23] 
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that offers a method that can be altered to address this need. This scheme factors location 

data of known good transmitters with their output power to detect potential adversaries. 

Therefore, even if an attacker co-located with a known transmitter, he may be unable to 

replicate the power level and would be detected. Additionally, some networks expand the 

sensing requirement amongst a group of devices and conduct cooperative techniques that 

share the information of various users in a collated fashion. As mentioned before, 

implementation of a risk engine can be used to gauge the legitimacy of the sensed signal. 

The risk engine would allow for variance of measured signals but with thresholds 

signifying heightened risk with greater deviation from the expected value. In doing so, 

the radio may receive a signal initially but over time employ algorithms to 

probabilistically determine the likelihood that the detected signals are actually emulation 

by an adversary. 

Misuse-‐case	  2:	  Intercept	  (e.g.,	  code	  injection)	  
In this misuse-case, the adversary manages to exploit the device during a software 

update. In doing so, he has provided a future ‘backdoor’ to the device operating system. 

This allows him to compromise the device at a time of his choosing and in a manner that 

would go undetected by the operator. By maintaining a presence within the device’s 

operating system, he also yields an ability to influence the cognitive engine software with 

which it interfaces. By adjusting the parameters of the radio’s decision cycle, the impact 

could propagate to other devices (by interfering with their spectrum) or merely degrade, 

disrupt, or deny the host device. However, to maintain persistence the actions will most 

likely be less overt. The attacker targets this threat vector because it is the software state 
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in which the radio is most vulnerable. His ability to do so requires certain conditions. 

First, the radio infrastructure must conduct its software downloads with limited 

protections. Based on the authentication mechanisms, the adversary would have to 

successfully spoof identities of both the sender and receiver. He would spoof the receiver 

to accept the software download. Then, after manipulating the underlying C++ code to 

create his backdoor, he would need to spoof the original sender to fool the target receiver. 

The ability to successfully spoof each device is dependent on the authentication 

framework established. However, if it relies on signal characteristics then the adversary 

would sample these features once in RF range of that device. There are a number of 

precautions that can be made to increase the security of such a critical activity: primarily 

an increased level of authentication and incorporation of encryption. 

The radio can mitigate this risk by employing enhanced authentication or 

integrating encryption into the download. Significant capabilities of cognitive radios are 

their ability to sense signals and identify specific performance parameters (encoding, 

modulation, etc.) for adjustment and optimization. Thus, leveraging this sensory feature 

for authentication is feasible. The unknown is whether the adversary device has 

comparable capabilities. Likewise, encryption is an established practice that could be 

employed. An enhancement could be found in the use of geo-encryption techniques as 

stated in Weinstock [24]. Geo-encryption leverages the location of a device as an aspect 

of the encryption algorithm. This counter-measure should prevent most man-in-the-

middle attacks, though it does assume a reliable understanding of the devices location – 

potentially problematic in some mobile applications. Regardless, some organizations 
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practice over-the-air software updates without encryption based on the possibility it will 

be required for a device that has been damaged or lost software functionality. In these 

scenarios, one can consider the concept of a risk engine within the radio. A risk engine 

can be configured to recognize the initial high-risk environment triggered by the 

necessity to receive an over-the-air software download. Realizing the heightened 

potential for compromise, the risk engine can monitor particular activities that could 

exploit the vulnerability. This allows for a more holistic mitigation strategy and may 

counter some of the misdirection techniques employed by a determined adversary. 

Misuse-‐case	  3:	  System	  compromise	  (e.g.,	  code	  modification)	  
In some instances, user applications lack the necessary safeguards to ensure 

credentialed operators have access to their underlying code. By failing to incorporate an 

authentication mechanism, all operators yield the same privileges and access. A savvy 

operator with minimal training and a basic understanding of Python scripts could alter the 

code in a manner to effect the radio’s operation. In some instances, the action can be 

inadvertent. Yet, even accidental modification of code has consequences and must be 

addressed. 

Remaining focused on the insider threat perspective; the vulnerability the attacker 

is exploiting would be user applications that lack the necessary safeguards to restrict 

access to their underlying code. Even more critical would be applications that have an 

ability to impact the functionality of other radio operations. If so, an adversary could 

modify the Python code to adapt the applications operation in a manner that it transitions 

the radio to a vulnerable state. For example, if an application requires the radio operating 
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system to yield a write access to satisfy the application’s function, an adversary can 

exploit that for other purposes – capitalizing on the change to security in the radio 

operating environment. 

The best mitigation technique for this scenario is to better vet user applications to 

ensure they do not influence the radio’s other software states. For those instances where 

such validation is impractical, the radio can rely on a risk engine to alert the operator to 

the impending vulnerable state. The risk engine could detect the user application’s 

influence on the other software states and more importantly indicate if other existing 

processes pose a greater risk (i.e., open shell). This highlights the key advantage of the 

risk engine; it does not prohibit functionality (i.e., fail secure) but measures the elevated 

risk, appropriately tempers the radio’s activity and makes the operator aware of his 

vulnerable state. Additionally, an administrative control can be put in place that restricts 

activities such as launching a shell while in this vulnerable state. This additional measure 

accepts the fact that the vulnerable state may be experienced, but prevents the 

opportunities of its exploit. 

Potential	  mitigation	  techniques	  
There are two common approaches to address the identified risks; remediation of 

internal vulnerabilities and implementation of counter-measures for external threats. 

Since vulnerabilities offer attack vectors to the external adversary, resources should 

initially be leveraged to remediate them. Aside from application specific patches to 

address software flaws, three architectural developments can elevate the security posture 

of the system overall. They are: establishment of a trusted computer base (TCB), 
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implementation of a robust policy engine, and incorporation of a discrete risk engine. 

TCBs have become a standard technique for critical systems and their applications, so 

this recommendation reinforces their benefit. A policy engine is already an aspect of the 

recommended architecture for cognitive radios and an established one in the architecture 

for SDR, so this recommendation just highlights a manner in which it can be focused. 

The risk engine; however, is a novel recommendation to address cognitive radios as the 

emerging technology that presents novel threat actors and an uncertain risk environment. 

Trusted	  computer	  base	  
Implementation of a TCB will further enhance the security posture of the SDR 

infrastructure. This effort can begin with a hardware approach, such as the FPGA, and 

gradually mature to a software focus (i.e., trusted operating system). The purpose of 

establishing this TCB centers on addressing the aforementioned inherent vulnerabilities. 

The TCB will likely remediate vulnerabilities identified in code analysis of common 

operating systems and of common hardware platforms. 

There are three fundamental elements at the hardware layer that benefit from 

hardening. The protection of keying material through verification via the hardware layer, 

the validation of the system itself when an operational state of change has occurred 

through a firmware update, and the protection of system calls originating from the 

operating system. A significant security assurance can be gained once these elements are 

verified and protected. For example, Trusted Linux SE is based on a Redhat Linux 

operating system that was originally hardened by the NSA [25]. To best protect various 

layers of the system, the fundamental operating system should be optimized specifically 
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for radio communication by an SDR. Extraneous components should be removed from 

Redhat Linux SE so that it can solely focus on communications (thereby reducing attack 

vectors and optimizing the performance). Implementation of a TCB can best address the 

risks generated by the aforementioned radio operating environment. 

Policy	  engine	  
The policy engine is currently a prescribed standard in the SDR architecture. One 

can enhance the policy engine to address known security concerns while also optimizing 

it for compatibility with an added risk engine to address unknown concerns. Furthermore, 

the policy engine will offer the capability for dynamic pre-configurations to be 

implemented based on the authenticated user (role-based) or geographic location (threat-

based). Whereas the TCB removed common vulnerabilities, the policy engine can 

represent the start of rudimentary counter measures and address risks generated by the 

Radio Applications. 

An example can be found in DARPA’s NeXt Generation (XG) networks program 

[26]. An XG radio policy engine has to facilitate and police such functions as spectrum 

management, spectrum mobility, and spectrum sharing. Due to its core function of 

dynamic spectrum access, there is a considerable amount of regulatory guidance the 

policy engine must incorporate to guide the device operation. This summarizes the 

general principle behind its execution, there are specific actions/behaviors that are not 

permitted and they are clearly identified. The policy engine incorporates logic to gauge 

whether any device action violates the stated policy, and if it does – prevents it. This is a 

basic yes/no determination and requires robust rulesets. 
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Risk	  engine	  
Development of a risk engine to complement the existing policy engine found in 

cognitive radios offers mitigation against numerous potential threats. In certain instances, 

it could act to prevent particular actions within the radio’s internal processes. In other 

events, the risk engine could alert the operator to the heightened risk environment for 

external intervention. The risk engine will address risks generated by the service provider 

and user applications, as well as residual risks in the radio applications and radio 

operating environment that eluded the policy engine and TCB. 

The risk engine accepts that the pre-conditions will develop and focuses effort in 

recognizing the heightened threat environment that they create. This would allow the 

cognition cycle to operate as designed, yet offer quantifiable parameters to adjust its 

decision cycle when the risk environment is elevated. Radio administrators can then 

determine how the device should react to such events and how much, if any, operator 

intervention is required. More importantly, a risk engine can be tailored to both the 

radio’s designed functionality and the intended operational environment. Continued 

threat assessments of that environment, and corresponding intelligence regarding 

adversary capabilities, would allow for tuning of the risk engine and a greater likelihood 

it performs optimally. 

Leveraging	  cognition	  to	  assess	  risk	  
Since SDR technologies are borne of cutting-edge developments in a number of 

technical disciplines, their security state presents an air of mystique. However, if reduced 

to their basic components a number of applicable security threats and their associated 

risks can be mitigated based on previous work. This is because SDR technologies build 
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upon existing, mature technologies that have an abundance of research and analysis 

documentation available for review. Once these well-known components are scrutinized, 

the effort can focus on what new initiatives are being introduced and how they may alter 

the system’s overall security state. This facilitates prioritization of effort and a 

husbanding of resources rather than gambling on untested security packages to counter 

the emerging technology. The TCB will focus on internal vulnerabilities, the policy 

engine can be tailored to address known threats, and the risk engine can increase 

awareness to potential exploits by assessing a combination of influences on the device’s 

security state. 

Any SDR should be viewed as a system of systems; it relies on established 

technologies for an operational foundation yet introduces emerging technologies to 

extend its capability. For this reason, we need continuous vulnerability testing of each 

component as well as the methods of integration amongst them. The goal is to increase 

the ‘knowns’ and reduce the ‘unknowns’ of a radio’s security state. Since we must 

assume the presence of some residual ‘unknown,’ addressing the risk and uncertainty of 

future operational environments is critical. Development of a risk engine contributes to 

this need. And since the policy engine and TCB are relatively mature approaches, the 

remainder of this dissertation will focus on the risk engine as the recommended security 

architecture to improve the SDR infrastructure that will enable PTC. This focus will 

begin with the initial misuse case (jamming) and center on measuring risk as a function 

of system availability by addressing the environmental risk factors of precipitation, 

vegetation, and obstacles. 
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Recognizing the previously mentioned three misuse cases and their potential 

exploitation of SDR vulnerabilities, lessons can be drawn regarding how to better analyze 

their occurrence and in turn increase the overall understanding of the risks inherent to 

these technologies. To address the dynamic nature to this risk environment, a risk engine 

is proposed to complement the SDR’s existing policy engine. If successfully 

incorporated, this would provide a sense of conscious (i.e. right versus wrong) derived 

from the existing policy engine and a sense of caution (i.e. unacceptable risk) introduced 

by the new risk engine. With this security addition, PTC systems will be postured to 

broadly address an unknown threat landscape. This risk engine must first be envisioned 

conceptually in order to derive a general architecture for eventual development. 

Radio	  as	  an	  intelligent	  device	  
In 1999, Joseph Mitola coined the term cognitive radio [27][28] by proposing an 

intelligent framework for software defined radios. Cognitive radios would be a natural 

extension to software defined radios because their purpose is to capitalize on this 

newfound flexibility. Software defined radios gave the user an ability to modify his 

operational parameters as necessary to establish or maintain his communications link. 

Cognitive radios have the ability to make these adjustments autonomously. They offer an 

intelligent framework that allows the radio to vary its operation within this flexible space 

to optimize performance. Typically, this dynamic can influence operation in one of three 

ways: 1) spectrum access, 2) digital signal processing and communications standards, and 

3) radio functionality. 
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Spectrum access is highlighted by the need for opportunistic spectrum access; 

whereas the radio senses if spectrum is in use by a primary user and takes advantage of 

unused portions. With the electromagnetic spectrum being a finite resource, this 

capability is crucial to the future proliferation of digital devices. Opportunistic spectrum 

access represents the leading effort of cognitive radio research and symbolizes Quixote’s 

windmill in this regard. It looks to be the giant to slay, yet serves a useful purpose for the 

community. Fortunately, such formal specifications as IEEE 802.22, Cognitive Radio 

Wireless Regional Area Networks [29], demonstrate marked progress and an optimistic 

future. Though most government and military applications utilize reserved spectrum and 

do not require an opportunistic approach, benefit can still be found in dynamic spectrum 

allocation techniques and more efficient use of licensed spectrum. Even licensed users 

will face the daunting challenge of increasing numbers of network devices, while their 

spectrum allocation remains fixed. Advancements in this area contribute to both 

opportunistic access and dynamic allocation techniques. Though not applicable to this 

current implementation of PTC, these techniques may become relevant in future 

iterations – specifically within urban areas developing congestion in their transport 

networks. 

True optimization of a communications path comes in the ability to leverage 

digital signal processing techniques and perform the varied encoding and modulation 

schemes available. A radio limited in this area will be relegated to substandard 

communication links. This is especially critical when considering the challenges inherent 

to antenna design over a large frequency range. At the low end, there will be low gain 
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and wide beam width while at the high end there will be high gain and narrow beam 

width. Targeted digital signal processing can attempt to mitigate the extremes of either 

end. Similarly, multiple-input, multiple-output (MIMO) techniques may be influenced by 

the varied digital signal processing implementations. MIMO benefits from adaptations in 

the channel, coding, or air interfaces [19]. Thus an ability to capture the benefits of a 

particular method of signal processing may have second and third order effects on other 

aspects of the communications link. Though this aspect is not explored for the current 

PTC implementation, it may provide benefits to pending efforts in design of the high 

speed rail initiative. The speed of these trains will encounter phenomena such as Doppler 

effect and may capitalize on signal optimization techniques. 

Functionality will be the open-ended paradigm for cognitive radios—one 

potential being the radio’s ability to learn performance characteristics in a particular 

geographic area. The characteristic of learning is the key aspect of what distinguishes the 

classification of cognitive radio. There are two similar, yet less capable, descriptors 

available for more advanced software defined radios. First, an ‘aware’ radio is one that is 

GPS-capable and can leverage that data to improve the quality of information (QoI) it 

provides (i.e. the relevance of the information with regard to the user’s current location). 

Second, an ‘adaptive’ radio uses any externally-sensed data (GPS, spectrum, etc.) for 

quality of service (QoS) tasks. Notice the distinction: the aware radio uses the capability 

to enhance the information for the user, while the adaptive radio uses the capability to 

improve performance. One can anticipate the cognitive radio will attempt to accomplish 

both. A cognitive radio can compare externally sensed data to a priori knowledge, pre-
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programmed thresholds, or general principles in order to determine the necessary changes 

to optimize performance. Additionally, the characteristic of learning enables the radio 

entity to combine externally sensed data with previously sensed data (maybe specific to 

that location) and generate alternatives to improve performance.  

Both of these approaches can benefit future PTC implementations. QoS 

techniques can complement existing procedures that dictate transmission medium 

selection, such as the use of existing wired connections rather than wireless frequencies. 

Such a decision can be based on anticipated interference within the frequency range or 

predicted measures of congestion in the available bandwidth. Similarly, QoI tasks 

referencing the train location may be leveraged to calculate potential delays within the 

published timetable – a critical element in predicting impact for multi-mode 

transportation networks. In this dissertation, the techniques are used to assess risk and 

detect security events. 

Cognition	  emulated	  
Military theorists tend to associate cognitive activities with military concepts of 

situational awareness and decision-making. A predominant theory for military operations 

is John Boyd’s Observe-Orient-Decide-Act (OODA) loop [30]. This military theory 

represents an expectation for how military leaders should think and make decisions – 

therefore providing an excellent rubric for gauging how our future tactical radio will 

“think.” 
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Figure 4 The OODA Loop [30] 

 

The term cognition offers a connotation of mental acuity. It has been discussed in 

terms of aware, adaptive, and learning. In this sense it should be likened to decision-

making; receipt of an external input, assessed with respect to existing data (knowledge) in 

order to provide an acceptable output. Therefore a cognitive radio requires the ability to 

sense aspects of the external environment, process them in a manner that recognizes 

optimum performance parameters, and make a determination regarding any need to 

change the radio’s state. 

In proposing his original concept of cognitive radios, Joseph Mitola offered a 

cognition cycle providing insight to the sequencing necessary for the radio to accurately 

process external data and enact an acceptable change in state. The holistic view of 

“Observe-Orient-(Plan-/Learn/-Decide)-Act” demonstrates the inherent flexibility 

required in the radio’s processing. It should be noted that all six behaviors are not 

necessary for the cognitive radio to adjust its operational parameters based on its external 
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environment, as this sequence can be abbreviated to accommodate priority. Planning and 

learning may be omitted and in extreme cases, even decision will not occur. 

 

 
Figure 5 The cognition cycle [27] 

 

The Observe capability of this cycle holds the greatest influence and in doing so 

adds tremendous complexity. Sensing spectrum, recognition of modulation, capture of 

signal encoding, or detection of cryptography are technically challenging endeavors. 

They will magnify the computation requirements of the radio’s processor and in turn 

potentially impact power consumption. However, the data they deliver to the cognition 

cycle is invaluable. The software defined radio offers advancements for a number of 

formerly hardware-based components. For each component represented by software, 

there is a newfound level of flexibility in the radio’s operation. But for this flexibility to 

be exploited, the cognitive element needs to sense the corresponding data points 

(spectrum, modulation, encoding, etc.) from its current environment. 
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As sensing capabilities of the cognitive radio mature to the necessary level of 

granularity, these data points may serve as identification and contribute to such security 

objectives as authentication, secrecy, anonymity, or encryption. Besides identification of 

the received signal’s originator, the cognitive radio may also sense its current user. 

Whether it is through biometrics, speech recognition, or another unique identifier, the 

cognitive radio can authenticate its user prior to operation and subsequently enable 

particular policy settings or radio capabilities. As radio systems become more akin to 

commercial mobile devices, authentication of the user will become a security 

requirement; one cognitive radio facilitates. 

The Orient portion of the cognition cycle speaks to prioritization, and therefore a 

decision to abbreviate the cycle if required. This is the optimum placement of a radio 

policy engine, ensuring that any potential radio decision to act and change state (i.e. 

immediate priority) is consistent with existing policy. From a security standpoint, the 

policy engine would offer a sense of right versus wrong to the cognitive cycle. If viewed 

from an organizational perspective, it would simulate many of the behaviors described in 

Boyd’s Orient phase (genetic heritage, cultural traditions) because policy is based on 

security principles that have historically addressed known threats.  

The Decide portion of the cognition cycle provides the final determination by the 

radio to change its current operating state to a different operating state to improve 

performance. As with any decision-making process, there is generally a direct correlation 

between the quantity of information available and the quality of the decision. Both the 

plan and learn portions of the cognition cycle yield tremendous benefits to the Decide 
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phase in their contribution of additional information for consideration. The cognitive 

radio can formulate alternatives regarding how the performance parameters can be 

changed to optimize the communications link and then compare those alternatives to 

previous states (for that geographic location) to better reason which alternative is best.  

It is clear that Boyd targets human execution of the decision cycle and Mitola 

tailors for machine execution of the cycle. This distinction requires Mitola to be more 

deliberate regarding activities of planning and learning. Coincidently, these two elements 

are those human activities taken for granted when one views decision-making. In Boyd’s 

elaboration of the OODA loop, planning and learning are encapsulated in the Orient 

phase. Planning is described as analysis and synthesis while learning is captured as 

genetic heritage, cultural traditions, and previous experiences. In almost a compromise, 

Mitola’s cognition cycle allows for the activities to be distinct but permits priority to 

abbreviate the overall process and omit them. This is akin to the military’s crisis action 

planning or similar abbreviations of formal models that account for a sense of urgency or 

precedence. However, the proper attention should be given to the potential benefits found 

in a formal recognition in the activities of planning and learning. For the radio to truly 

deliver cognitive capabilities, they are required. Using a priori knowledge of known 

threats, general security principles, or basic thresholds for change tolerance, the cognitive 

radio can enhance its understanding of the alternatives identified and temper its 

performance optimization with respect to the level of risk incurred [31]. 
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Risk	  management	  as	  the	  cognition	  cycle	  
Taking these examples, the cognition cycle can center on a risk management 

process to address the PTC security state. An adjustment to the standard OODA loop can 

be found in Figure 6. The radio can ‘observe’ based on internal radio metrics or sensed 

measures from the external environment. Examples are bit error rate (BER) and signal-to-

noise ration (SnR). These data points can be used to ‘orient’ the radio to its environment 

based on an assessment of the risk as a function of availability (maintaining the 

communications link). Having oriented on known threat actors and existing 

vulnerabilities, the radio can implement a reasoning method to ‘decide’ if it is 

experiencing a security event. By distinguishing between environmental risk factors and 

potential adversarial risk factors, the radio is capable to ‘act’ in a manner that best 

mitigates the assessed risk. Later, this ability to orient the radio to its environment will be 

discussed as a reactive mitigation cycle and a more technical presentation of its execution 

is presented. 

 

 
Figure 6 Cognition cycle for risk assessment 
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This describes a conceptual model of the risk engine by manner of a cognition 

cycle. However, a more detailed security design is necessary to describe how it can be 

implemented and validated. Additionally, in practice the risk engine should have a 

predictive and reactive capability. Risk assessment is a practice where we attempt to 

address the uncertainty of a particular event’s occurrence and corresponding impact. But 

the risk engine would be a significant capability if it was designed in a manner that also 

allowed it to react to scenarios where particular metrics are elevated in a manner that 

suggests heightened risk and the need for a decision to mitigate. Our cognition cycle 

needs to provide a similar intelligent framework to our SDR infrastructure supporting 

PTC.  
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CHAPTER 4 – RISK MODEL DESIGN 

The risk model accepts historical data for three common environmental threat 

actors: precipitation, foliage, and obstacles. Though indifferent to the current 

environment, such data provides an initial probability of the threat actor’s occurrence in a 

specific location. Combined with the criticality of operations at that location, it offers a 

general risk assessment to incorporate into further analysis. 

Quantifying	  threat	  actors	  
A calculation of the threat actor’s influence on the radio frequency places the 

threat actor in context and facilitates the ability to incorporate inherent vulnerability 

throughout the risk model. This can be demonstrated by an exploration of three threat 

actors often found in the environment. Calculations for how each actor influences the 

radio signal is dependent on the radio frequency in use. Other calculations exist, yet most 

require specific metrics that are not readily available for the model’s use. 

Precipitation	  	  
Rain, snow, or ice in the atmosphere often scatters radio signals resulting in 

degradation or prevention of their reception by the receiver. Often referred to as 

refraction or scattering, when the signal hits the water droplet it is redirected and exits at 

a different angle. In the instances where there is a direct correlation between the 
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wavelength and droplet size, the signal is not refracted and absorption occurs. A 

calculation for estimating the loss due to rain fade is shown in Equation 1. 

 

Equation 1 Loss due to precipitation 
Lprecip = 10 1.203 log (f) – 2.290 . R 1.703 – 0.493 log (f)      (1) 

 

where Lprecip is the loss due to rain fade in dB, f is the frequency in GHz and R is 

the rain density in mm/hr [32]. 

Vegetation	  	  
Dense vegetation can also absorb radio signals, causing the signal that exits to be 

weakened and received at a lower power. A standard calculation for predicting the 

increase in loss due to propagation through trees is the exponential decay model shown in 

Equation 2 and presented by LaGrone [33]: 

 

Equation 2 Loss due to vegetation 
Lveg = 0.26 . f 0.77 Df         (2) 

 

where Lveg is the loss caused by vegetation in dB, f is the frequency in GHz and Df 

is the foliage depth in meters. 

Obstacles	  	  
Predominantly man-made objects, such as buildings and structures, can cause 

reflection of signals and again influence the angle of their travel. In some instances, 
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multiple reflections occur causing many signals to reflect at different angles – a 

phenomenon known as multi-path. A standard calculation for predicting the loss due to 

multi-path caused by urban areas is the Okumura-Hata model [34] shown in Equation 3. 

 

Equation 3 Loss due to obstacles 
Lob = 69.55+26.16 log10 f–13.82 log10 hB –CH+[44.9–6.55 log10hB] log10 d  (3) 

 

where CH is an antenna height correction factor based on urban density using 

Equations 4, 5 and 6. 

 

Equation 4 Height correction factor for small to medium sized city 
CH = 0.8 + (1.1 log10 f – 0.7) hM – 1.56 log10 f     (4) 

 

Equation 5 Antenna correction factor for large city and frequencies below 200MHz 
CH = 8.29 (log10 (1.54 hM))2 – 1.1 , if 150 < f < 200    (5) 

 

Equation 6 Antenna correction factor for large city and frequencies above 200 MHz 
CH = 3.2 (log10 (11.75 hM))2 – 4.97 , if 200 < f < 1500    (6) 

 

Lob is the loss caused by obstacles in dB, f is the frequency in MHz, hB is the 

height of the fixed transmitter in meters, hM is the height of the mobile transmitter, and d 

is the distance between transmitter and receiver in kilometers. 
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Estimating	  vulnerability	  
Having calculated the estimated loss from each threat actor, the value of Lthreat 

(precip, veg, or ob) will be compared against the estimated path loss in free space [35] 

using Equation 7. The resulting Lpath and Lthreat is used in Equation 8 to quantify the 

operational frequency’s inherent vulnerability, vthreat, upon occurrence of the threat actor. 

 

Equation 7 Free-space path loss 
Lpath = 32.4 - 20log(d) - 20log(f)       (7) 

 

Equation 8 Vulnerability due to threat (e.g. obstacles) 
vob = Lob / Lpath         (8) 

 

When placed in the context of the anticipated free space path loss, we can assess 

if the radio’s frequency has an inherent vulnerability to each specific threat actor. What 

results is an understanding of the threat actor’s influence as either a percentage of 

expected loss or as a magnification. The attenuation from precipitation may be roughly 

5% of the already expected path loss (considering VHF frequencies’ resistance to 

precipitation) while obstacles may project 5 times the expected path loss. This 

clarification will benefit a more detailed mitigation decision later in the model’s 

calculations by qualifying the vulnerability. This is portrayed in Table 1. 
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Table 1 Vulnerability qualification 
 
Description 

Amplification of Free 
Space Path Loss  

Calculated 
Factor (vq) 

Negligible v < 0.25 1 

Moderate 0.25 < v < 1 2 

Severe v > 1 4 

 

Risk	  assessment	  
Assessing risk often entails the standard correlation of probability and severity. 

However, this approach fails to adequately capture the inherent vulnerabilities of the 

radio frequency – which is the most significant influence with regard to environmental 

risk factors. An alternative approach would first calculate probability as a measure of the 

likelihood the threat actor is present and the associated vulnerability of the radio when 

encountering said actor. To do so, a generic approach to likelihood (as depicted in Table 

2) can be used for capturing the occurrence of environmental threat actors.  

 

Table 2 Probability qualification 
Probability Description Calculation Value (p) 
Likely .75 
Possible .50 
Unlikely .25 

 

This value will be multiplied by the previously calculated vulnerability. So even if 

it is likely to rain, when there is minimal vulnerability to precipitation – a correlating 

system impact is not expected. This is demonstrated in the matrix found in Figure 4. The 

impact matrix is a widely used tool for risk handling – predominantly in business and 

recently in the information environment [36]. 
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Figure 7 Probability estimation from vulnerability calculations 

 

Once this estimation of probability is determined, there needs to be an 

understanding of operational impact if the system were to fail at that given location. 

Therefore, a notion of criticality, Cr, will be defined by the train’s proximity to the next 

PTC node with which it must communicate – as depicted in Table 3. This will provide a 

severity measure to complement the probability figure and enable risk assessment. 

 

Table 3 Severity qualification 
 
Description 

Distance (d) 
from Train  

Calculated 
Factor (cr) 

Normal Operation d > 15 km 1 

Approaching 5 km < d < 
15km 

2 

Required Operation d < 5 km 4 

 

Based on [8], a train within five kilometers of the node is required to 

communicate status (receive WIU broadcast). Beyond that distance, the train is 

considered ‘approaching’ the node and there is necessary time to overcome the 
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communication challenge. All other distances would be considered ‘normal’ and failure 

to receive a broadcast would result in waiting for the next opportunity. 

Having determined a probability estimate and corresponding criticality factor for 

a specific location, a risk assessment can be made. As a simple qualitative risk estimate, a 

basic risk calculation [37] is used. The probability of system failure (if it fails?) 

multiplied by the criticality of the current operation (do I care?) equals risk.  

 

 
Figure 8 Risk assessment using severity and probability measures 

 

The assessment provides a single characterization of the risk to system 

availability based on that threat actor and can then be portrayed as low, medium, or high. 

The value of this assessment is that it has factored in the probability of a threat actor’s 

presence against whether that actor has any potential impact on the communications 

system. Simultaneously it recognizes that if the system fails, consequences only result 

when there is something important occurring as a form of railroad operations.  

The preceding chapters present the best way to address uncertainty as risk 

management. To estimate the model’s performance in assessing the risk to availability – 
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and then its corresponding ability to mitigate that risk – requires a simulation of the 

radio’s implementation in an operational environment. This is presented in the next three 

chapters as case study’s representing different operational environments: an urban center, 

a regional expanse, and a safety specific approach.  
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CHAPTER 5 – URBAN CENTER CASE STUDY 

Background	  
In order to evaluate performance of the risk engine, it will be simulated under the 

conditions of existing railroads. As mentioned in the introductory chapter, the Metrolink 

accident in the Fall of 2008 was a catalyst for change. It prompted quick Congressional 

action to enact laws formalizing the implementation of Positive Train Control (PTC). 

Therefore, the initial case study to test the risk model’s ability to assess an operational 

environment will center on the rail lines surrounding the greater Los Angeles area. As the 

second most populated city in the United States, Los Angeles adequately represents an 

“urban center” demographic.  

Environmental	  Construct	  
The selected railroad network is the Southern California Regional Rail Authority 

(SCRRA). SCRRA presents an ideal case study based on the progress made to date in 

designing the implementation of PTC in the greater-Los Angeles metropolitan area. 

Compared to other similar rail infrastructures, some approximate data exists [38] which 

can be combined with published timetables [39] to allow for a basic simulation. The data 

points set for PTC nodes within the simulation are approximated due to the delicate 

nature of using exact locations (officially classified as “sensitive security information”). 

For security reasons, those precise details are protected under 49 CFR parts 15 [40] and 

1520 [41] with public disclosure governed by 5 U.S.C. 552 [42]. 
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The specific figures for calculating attenuation are based on measurements taken 

from [43] and nominal values suggested by [44]. The environmental data used to 

represent the likelihood of precipitation, vegetation, and obstacles originates from [45] 

and [46] which can be seen in Figures 11 and 12. These values were incorporated in the 

equations discussed in the previous chapter as the basis for the risk assessment. 

 

Figure 9 Likelihood of precipitation 
 

 

Likely 
 
Probable 
 
Unlikely 
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Figure 10 Likelihood of obstacles 
 

Measures	  
The simulation will portray four lines from the SCRRA region: the Ventura Line, 

the Antelope Valley Line, the San Bernardino Line, and the Orange County Line. The 

selection of these four lines captures trains entering Los Angeles along the coast from the 

North and South, as well as inland from the Northeast and East. In order to replicate the 

high-density scenarios that present a greater likelihood of interference, the focus will be 

on trains departing end line stations between 5:00 and 7:00am heading into Union Station 

Los Angeles. In total, the simulation constituted over 900 data points representing the 

operation of 14 trains (using the four lines mentioned) communicating with 135 PTC 

nodes. Each data point represents a specific train location, the PTC node it is approaching 

(not those already past), and the associated environmental data for risk assessment. Data 

points reflect train locations at approximately 1-mile intervals. 

 

L     (1) 
S-M (0) 
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Figure 11 Map representation of SCRRA rail lines [39] 
 

The Ventura County line consists of 12 stations, from Ventura station to Union 

Station Los Angeles. Each station has a PTC node, while along the line there are an 

additional 12 PTC nodes interspersed at switches, crossings or other safety-significant 

locations. The simulation of this line consists of 75 separate train locations. The 

Metrolink depiction of the Ventura line, as well as the next three lines, is in Figure 12. 

Additionally, a data set representing one run of the train from East Ventura station to 
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Union Station and the associated quantitative values for precipitation, vegetation, and 

obstacles can be found in Appendix 1. 

The Antelope Valley line consists of 11 stations, from Lancaster station to Union 

Station Los Angeles. Each station has a PTC node, while along the line there are an 

additional 26 PTC nodes interspersed at switches, crossings or other safety-significant 

locations. The simulation of this line consists of 71 separate train locations. A data set for 

this line can be found in Appendix 2. 

The San Bernardino line consists of 11 stations, from San Bernardino station to 

Union Station Los Angeles. Each station has a PTC node, while along the line there are 

an additional 22 PTC nodes interspersed at switches, crossings or other safety-significant 

locations. The simulation of this line consists of 52 separate train locations. A data set for 

this line can be found in Appendix 3. 

The Orange County line consists of 10 stations, from Oceanside station to Union 

Station Los Angeles. Each station has a PTC node, while along the line there are an 

additional 28 PTC nodes interspersed at switches, crossings or other safety-significant 

locations. The simulation of this line consists of 78 separate train locations. A data set for 

this line can be found in Appendix 4. 

Though a single iteration of each line executing the trip from endline station to 

Union Station Los Angeles represents 276 data points for analysis, it is necessary to 

reflect each timetable separately to explore potential instances of interference. The four 

lines do not run in a synchronized manner and therefore the first train for two lines will 

maintain a time-space separation that is distinctly different from the following two trains 
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of those lines. As a result, all trains (14 total) were modeled for the morning rush hour 

(05:00-8:00) in order to fully investigate the potential of interference. Modeling the 14 

trains over the four separate lines produced over 900 data points for analysis. Analysis of 

the separate lines will attempt to satisfy an evaluation of the predictive mitigation module 

while analysis of the entire time period will attempt to assess the feasibility of the 

reactive mitigation module. The next section discusses findings from this analysis. 

Findings	  
To assess the effectiveness of the risk model, a general reflection of the SCRRA 

entity is discussed followed by a deeper look into each separate line. Finally, each 

individual threat actor (precipitation, vegetation, obstacles) will be presented to qualify 

their specific influence. For example, how many data points measured high on the 

precipitation index? How many medium? Low? Though these qualifications escape the 

specificity of the original measures, they facilitate trend analysis to gauge if the model 

allows for a proper amount of variance. If a particular variable consistently rates low, 

then that measure may have minimal effect on the model. Conversely, a measure that 

always rates high may be a significant influence worthy of more detailed analysis. More 

importantly, this interpretation allows reflection regarding the model’s ability to scale to 

different environments. The intent is to provide a model for risk assessment of SDR 

infrastructures independent of geographic location (as PTC is a national effort), not SDR 

infrastructures only resident to Southern California. 

The overall distribution of risk as assessed for all four lines was approximately 

15% “high,” 25% “medium,” and 60% “low.” This translates to a characterization of 
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normal operations the majority of the time, routine instances of elevated risk, and 

moments of extreme concern that are noteworthy. This measure is depicted in Figure 13. 

 

Figure 12 Risk assessment totals for all SCRRA lines 
 

The consistency of this distribution is reinforced by a review of each rail line separately 

to show consistency in the model’s risk assessments. 

Assessment of the Ventura County line consists of 75 different train locations 

from Ventura station to Union Station Los Angeles. As shown in Figure 14, vulnerability 

qualifications for each threat actor are typical of VHF communications, though it is 

noteworthy that precipitation and vegetation result in a high vulnerability measure once 

each. And it is remarkable that all measurements result in a demonstrated vulnerability to 

obstacles on this rail line. It is also noteworthy that more than 75% of the measures 
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define the train’s proximity to the approaching node qualify as critical operations. The 

risk assessments reveal that the threat of obstacles has the greatest influence with one-

half of the locations being assessed as at high-risk to the availability of the PTC 

communication between the train and the approaching node. 

 

Figure 13 Risk assessment of Ventura County line 
 

Assessment of the Antelope Valley line consists of 71 different train locations 

from Lancaster station to Union Station Los Angeles, portrayed below in Figure 15. The 

higher measure of vulnerability for vegetation loss, as well as the preceding precipitation 

measure, correlates with a mountain pass connecting Palmdale and Santa Clarita. Loss 

due to obstacles are relatively low with the high occurrences resident to the approach 

towards Union Station. It is noteworthy that more than 80% of the measures define the 

train’s proximity to the approaching node qualify as critical operations. The risk 
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assessments reveal that the threat of obstacles has the greatest influence with one-third of 

the locations being assessed as at high-risk to the availability of the PTC communication 

between the train and the approaching node. 

 

Figure 14 Risk assessment of Antelope Valley line 
 

Assessment of the San Bernardino line consists of 52 different train locations 

from San Bernardino station to Union Station Los Angeles. As shown below in Figure 

16, the model estimates minimal effect from precipitation or vegetation and significant 

impact from obstacles. The vegetation and obstacle measure show no variation and 

therefore prompt initial concern. As seen in previous lines, it is noteworthy that more 

than 90% of the measures define the train’s proximity to the approaching node qualify as 

critical operations. The risk assessments reveal that the threat of obstacles has the greatest 
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influence with close to one-half of the locations being assessed as at high-risk to the 

availability of the PTC communication between the train and the approaching node. 

 

Figure 15 Risk assessment of San Bernardino line 
 

Assessment of the Orange County line consists of 78 different train locations from 

Oceanside station to Union Station Los Angeles. As shown in Figure 17, vulnerability 

qualifications for each threat actor are similar to the other lines, with the focus being on 

the influence of obstacles. Again all measurements result in a demonstrated vulnerability 

to obstacles on this rail line. It is also noteworthy that more than 75% of the measures 

define the train’s proximity to the approaching node qualify as critical operations. The 

risk assessments reveal that the threat of obstacles has the greatest influence with just less 

than half of the locations being assessed as at high-risk to the availability of the PTC 

communication between the train and the approaching node. 
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Figure 16 Risk assessment of Orange County line 
 

Recognizing the general consistency of risk assessments across the lines, there is 

benefit to distinguishing the threat actors from each other. Returning to SCRRA as a 

whole, each actor (precipitation, vegetation, and obstacles) is reviewed. As expected for 

VHF communications, precipitation has minimal impact and when combined with the 

minimal rainfall in Southern California, it is clear that this threat actor has no influence to 

railroad operations. Assessment of the risk due to precipitation can be seen in Figure 18. 
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Figure 17 Assessment of SCRRA risk due to precipitation 

 

Recognizing the minimal rainfall of Southern California and the correlation 

between rainfall and vegetation, it is expected for this threat actor to demonstrate minimal 

influence. Vegetation has some instances of influence associated with a significant terrain 

feature (e.g. Antelope Valley) but the results are as expected. Values are in Figure 19. 

 

Figure 18 Assessment of SCRRA risk due to vegetation 
 



 62 

Finally, by isolating the threat actor of obstacles it becomes clear that they 

introduce the most significant threat actor of the three investigated. This is portrayed in 

Figure 20. The addition of dispersed PTC nodes to increase the areas of coverage in 

hopes of avoiding instances of multi-path seems logical; however, so many PTC nodes 

within such a small geographic area suggests this has already been attempted. 

 

Figure 19 Assessment of SCRRA risk due to obstacles 
 

The severity ratings reflect a complete absence of any instances of low 

qualification – which translates to nodes always being within 15km of the train. This 

presents a potential limitation to the model, as the severity characterization lacks the 

adequate distribution to benefit the model. However, a proper assessment of risk requires 

some qualification of severity to ensure the potential impact of a PTC outage is 

accurately reflected. This variable – in its current determination – does not serve the 
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model well and future work needs to explore alternative methods for capturing a severity 

measure. Figure 21 portrays the distance between the train and its upcoming node. 

 

Figure 20 Severity rating for SCRRA data set 
 

The use of proximity as a severity rating is challenged by the abundance of PTC nodes on 

the rail line. Though proximity ratings are supported by PTC literature [33], an 

alternative measure should be explored. A potential candidate is a composite risk 

assessment derived from safety metrics [9]. This will be discussed in a later section 

related to a “Safety Specific” case study. 
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CHAPTER 6 – REGIONAL EXPANSE CASE STUDY 

Background	  
One aspect of these initial findings stands out and suggests immediate additional 

work. Accepting that precipitation and vegetation had little influence on the assessment 

due to minimal rainfall in Southern California and known VHF frequency resilience to 

precipitation, a second data set corresponding to a more diverse geographic area (i.e. 

Northern California, the West Coast) was needed to gauge the performance of the model 

in a contrasting operational environment.  

Environmental	  Construct	  
The three threat actors of precipitation, vegetation, and urban density can vary 

greatly based on local geography and associated population influences. Modeling a rail 

line that extends from Sacramento, California to Portland, Oregon provides a data set 

reflecting a regional expanse; this data set contrasts significantly with the urban center 

case study discussed in the previous chapter. To explore this, the existing rail line of 

Coast Starlight was modeled and assessed. The data set for this line can be found in 

Appendix 5.   

Measures	  
The specific figures for calculating attenuation are based on measurements taken 

from [43] and nominal values suggested by [44]. The environmental data used to 

represent the likelihood of precipitation, vegetation, and obstacles originates from [45] 



 65 

and [46]. Figure 21 represents the likelihood of precipitation for the regional expanse. 

When compared to Figure 11 in the preceding chapter, it is clear the values differ 

significantly for these two geographic areas. Such variance allows the model to be tested 

for broader applicability; an especially important quality considering PTC is a national 

infrastructure. For optimum benefit, the risk model should perform equally as well 

regardless of the extremes of the three threat actors measured in any given location.  

 

 
Figure 21 Likelihood of precipitation 
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The Coast Starlight data set is comprised of 50 measurement points representing 

train locations approximately 10 miles apart from Sacramento, California to Portland, 

Oregon. There were 42 PTC nodes along the route. Unlike the first case study, which 

used documented node locations approximated for security purposes, these node 

locations are estimated based on PTC location principles. For example, nodes are 

emplaced at major road crossings and track connections (switch locations). 

Findings	  
Though the terrain demographics differed, the risk model’s assessments were 

consistent with the SCRRA data set – “high risk” assessed approximately 12% of the 

time and “medium risk” assessed 21% of the time. These findings are shown in Figure 

22. This finding demonstrates consistency in the model, suggesting it assesses risk to 

availability equally as well regardless of the operational environment under study. 

Figure 22 Risk assessment totals for Coast Starlight 
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Similar to SCRRA, more can be learned by analyzing the threat actors separately. 

Figure 23 portrays the assessment of risk due to precipitation and the clear influence of 

Pacific Northwest climatology compared to the earlier portrayal of Southern California. 

And though there are no indications of “high risk,” the presence of “medium risk” in one 

of every five measures demonstrates a more significant influence. 

 

Figure 23 Assessment of risk due to precipitation for Coast Starlight 
 

Similarly, a review of the influence of vegetation illustrates the difference of the 

two regions. The assessment of risk due to vegetation is found in Figure 24. 
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Figure 24 Assessment of risk due to vegetation for Coast Starlight 
 

However, the assessment of risk due to obstacles provides an even more dramatic 

difference to the previously discussed SCRRA measures. As SCRRA represented the 

greater Los Angeles area, Coast Starlight encompasses a trek through three states along 

the Pacific Coast. Its “high risk” assessments basically correlate to the Portland, Eugene, 

and Sacramento areas – limited as instances along the route. 
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Figure 25 Assessment of risk due to obstacles for Coast Starlight 
 

Similar to the obstacle risk assessment, the fact that this route is not limited to the 

urban area reflects better distribution for severity values. Whereas, SCRRA had no “low 

risk” assessments, Coast Starlight has 30% of its measures consider normal operations. 

The distribution of severity measures for Coast Starlight can be seen in Figure 26. 

 

Figure 26 Severity rating for Coast Starlight data set 
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The results from the risk model’s assessment of Coast Starlight reinforce the 

initial presumption that the SCRRA findings were skewed due to the geographic area in 

focus. Historically, it is an area of low precipitation and currently it is known for its urban 

density. Conversely, Coast Starlight extends over such a large geographic area that it 

offers variant urban densities and all forms of climate. Therefore, the model can be 

considered a valid technique to assess risk to availability in the varied operational 

environments for rail infrastructures.  
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CHAPTER 7 – SAFETY SPECIFIC CASE STUDY 

Background	  
Though the regional expanse case study validates the risk model’s ability to assess 

risk of the three threat actors over varied geography, the initial case study also presented 

concern that urban density impaired the ability to characterize severity. Not a single data 

point reflected “normal operations” where the train was at least 15 kilometers from the 

approaching PTC node. This is a possible indication that the model has limitations if used 

in major metropolitan areas. The regional expanse case study did not illustrate a similar 

challenge, but the fact that urban areas represent higher populations and a greater need 

for safety indicates a need for an alternative measure of severity when assessing risk to 

the PTC infrastructure. 

Environmental	  Construct	  
As previously mentioned, the Rail Safety Improvement Act of 2008 [6] required 

that all railroads submit risk models in their PTC implementation plans (PTCIP). To 

assist in the formulation of risk models, the FRA submitted 21 potential attributes that 

contributed to a operational risk estimate. The unique data and data structures of the 

individual railroads can be stored in a hierarchical database to facilitate a generic risk 

query that works for all railroads. Compared to the risk model presented in this 

dissertation, this safety-centric model is more of an operational risk model as opposed to 

a system risk model (where the focus is on risk to system availability). 
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Prior to this implementation, the FRA maintained their risk data in documents that 

were generated by the individual railroads. There was no standard and thus the railroads 

reported the data in their own format. It was difficult to compare and contrast data since 

the data could not easily be transferred over to a database that could adequately process 

it. To implement a risk model to consolidate all of this text, the various railroad data was 

read and stored in Excel files. Since the excel files could not query or maintain the data’s 

hierarchical dependencies, it was transferred into XML format. Figure 29 portrays the 

hierarchical nature of the operational risk data formatted for XML. 

 

 
Figure 27 Depiction of operational risk model's hierarchical nature [9] 

 

XML is a hierarchical database which is self-describing, meaning that the tags 

that store information in XML are defined by the user. Unlike relational databases that 

require a static definition of the schema, XML databases can be changed abruptly. For 

example, in an XML database, the administrator can append an extra attribute to one of 

the subjects directly. If a railroad subdivision typically has five attributes, but one 

particular subdivision has a sixth attribute, the sixth attribute can be appended to that 
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subdivision without any restrictions from a schema. On the other hand if a similar 

operation were performed in a relational database, the schema would have to be redefined 

and all subdivisions would be required to have that extra attribute since all the rows of a 

table must have the same schema. Its self-describing extensibility, hierarchical qualities, 

as well as its querying capabilities, using XQuery, make it ideal for representing risk 

models. 

XQuery provides features to exploit XML’s hierarchical data model. It is a 

flexible language that allows the user to declare variables, perform comparisons, create or 

delete nodes, and organize code into functions. XQuery can be used to evaluate the data 

in the XML database and perform calculations. With risk models, XQuery can be used to 

perform risk computations on the values stored in the database offering the functionality 

to dynamically change data structures and perform risk computations with XQuery. It 

breaks the confines of relational databases and offers a hierarchical alternative that is 

more permissive for the requirements of risk models. 

The operational risk model organizes the railroad’s data in such a way that a 

single algorithm can be written to extract all of the important attributes of any railroad, 

acquire the weights and ratings associated with each of these attributes, and calculate the 

risk by multiplying the weight by the rating for each attribute and then summing all of 

these products. Example characteristics from the model are portrayed in Figure 30. 
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Figure 28 Operational risk model's depiction of risk factors (XML) [47] 

 

Measures	  
The XML database supporting the operational risk model is comprised of over 

700 individual rail segments of the nine major railroad companies. Executing a general 

XQuery to assess the risk, the model generates a risk score based on the data available. 

The risk data will be calculated by first acquiring the raw data for an attribute from the 

subdivision element, determining a rating for the raw data by comparing it against value 

ranges, multiplying that rating by the weight that is associated with the attribute, and then 

repeating this process for all of the attributes and summing the totals. Figure 31 portrays a 

summary of these risk assessments, showing that approximately 10% had a score over 3 

(high risk) and an additional 25% had a score over 2 (medium risk). 
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Figure 29 Result summary of operational risk model [47] 
 

The operational risk model achieves a succinct depiction of risk based on well-

known, industry-standard characteristics. The relationship between train speed, freight 

tonnage, and track curvature are well-understood; however, the model captures them in a 

generic manner that allows any railroad to be evaluated for any train that may traverse it. 

By providing a consolidated operational risk model, it significantly enhances the potential 

of a future implementation of PTC – as it will be applied in a manner to address these 

risks. Actually, its direct correlation to the underlying purpose of PTC suggests it should 

be used to assess if a PTC infrastructure performs as desired. The model’s current 

limitation lies in its available data. Constructed in 2009, railroads were just beginning to 

adjust to the implications of the Railroad Safety Improvement Act. Some did not provide 

their data sets in a sufficient manner. Therefore, to be useful this model’s database needs 

to be revisited and repopulated to capture the current state of the associated risk factors of 
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each line. Regardless, it offers an alternative to node proximity for suggesting severity of 

system loss at a specific time based on the train’s location. Incorporating this operational 

risk model with the previously discussed system risk model offers a composite risk model 

for assessing risk to PTC. 

Findings	  
Returning to the first case study, the urban center case-study presented a high risk 

assessment for approximately 15% of the expected train locations. Additionally, there 

were medium-risk assessments for approximately 24% of the locations – indicating some 

form of elevated risk 40% of the time. Figure 14 from Chapter 6 provides a summary of 

these findings with the y-axis representing the risk score and the x-axis the data point. 

Due to the overwhelming number of data points, colored horizontal lines depict the 

demarcation between low/medium/high risk. 

When individual elements of this data set were isolated, a better appreciation can 

be gained for their separate influence on the risk model. The most significant influence 

was from obstacles (43% incidence of high risk), a logical conclusion when considering 

this is one of the largest cities in the United States. Yet the element of the risk model 

which was most pronounced was the measure of severity. Not a single data point 

reflected “normal operations” where the train was at least 15km from the approaching 

PTC node. This is a possible indication that the model has limitations if used in major 

metropolitan areas. Therefore this operational scenario is well-suited for a test of the 

proposed composite risk model. 
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The operational risk model for the same area presented more diversity in its 

severity rating. For example, before the system model had 79% incidence of high impact. 

But replacing the proximity value with the operational risk score yielded a reduction to 

only 50% incidence characterized as high impact. Similarly, the previous ratings found 

21% incidence of medium impact, while the composite model offers 33%. And finally, 

the use of proximity suggested no “low” impact ratings, while the operational model 

provides 17% of such. Though there is concern when half of the time your operation is 

consider critical, this is an improvement compared to the previous measure of 80%! 

Figure 32 provides a summary of the changes once this new severity metric based on 

operational risk is factored in the risk assessment of the composite risk model. The values 

under system risk model correlate to the findings in Chapter 6 and the Urban Center case 

study. This risk assessment incorporated PTC node proximity as its severity measure. The 

values under composite risk are those incorporating the operational risk measures as a 

severity metric. All other values (probability of threat actor, PTC node location, etc) 

remain the same for both risk assessments. Only the severity measure is changed. 

 

Table 4 Change based on use of the operational risk model for severity measure 
 % Incidence of Rpre % Incidence of Rveg % Incidence of Rob 

Rating System Composite System Composite System Composite 

LOW 96 72 75 80 12 9 

MED 3 27 24 8 45 24 
HIGH 1 1 1 12 43 67 
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This system risk model extends the typical focus of safety factors presented in the 

operational risk model by exploring the role of PTC – with an examination of its potential 

vulnerabilities and the considerations that should be made regarding its security. 

However, an appreciation for the impact and consequences of system risk are reliant on 

an understanding of the operational risk at the time of system failure. The failure of PTC 

communications for a given moment in time is best understood if the value of PTC for 

that specific track location is recognized. The operational risk model is the best 

mechanism to establish that level of awareness and therefore should be a required 

component to the system risk model. Bringing the two models together in such a manner 

provides a composite risk assessment. And by using the system risk model as the vehicle 

for this combination, the radio is postured to incorporate cognitive radio technologies to 

evaluate possible mitigation techniques and take action to reduce the risk to the PTC 

system. Doing so provides resilience to the PTC communications infrastructure and 

facilitates its achievement of purpose – safe rail operations. 

The original design goal for the system model was to provide the PTC SDR 

infrastructure with a cognitive engine that could assess communication system risk 

throughout a train’s operation. Rather than attempt to identify the most important risk 

factor in PTC radios, it incorporates multiple risk factors and recognizes they must be 

measured independently and for the specific location of the train. The case study was set 

in an urban area and the resulting risk assessments indicated obstacles were the most 

important risk factor to PTC operation. However, rail operations across the Great Plains 

may not encounter that risk factor. Similarly, the case study based operation in the 
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PTC220 frequency range, yet the model is capable of accepting various frequencies and 

thus could predict risk if the PTC system of a railroad transitioned to GSM-R. 

This inherent flexibility and the operational model’s incorporation as a severity 

metric ensures the risk assessment is grounded in the precepts of PTC. It transcends 

communication principles and considers track curvature, train speed, freight tonnage and 

type, etc. to determine consequence. There is great potential in this approach, though 

future research begins with one daunting task. The XML risk model was completed in 

2009. At that time, not all railroad data was available to fully populate the database and 

accurately portray safety risks. Current data needs to be gathered from the various 

railroads and incorporated to ensure the appropriate severity metric. 
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CHAPTER 8 – ADVERSARY DETECTION 

The Defense and Intelligence communities share a common practice for 

monitoring behavior – identification and analysis of indicators and warnings. Our risk 

model attempts to replicate this approach by first establishing an understanding of the 

environment to gauge any presence of environmental threat actors. If they are present and 

capable of influencing the communications link, the model offers a warning of the 

increased risk environment. Simultaneously, it monitors select performance metrics to 

discover indicators of system degradation. The confluence of these two elements allows 

for the best understanding of actor behaviors, places them in context, and determines 

what actions (if any) are required to address them appropriately. 

 

 
Figure 30 Design overview of the risk model 
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Establishing	  a	  modular	  framework	  
Figure 30 portrays the model with two primary components: a predictive 

mitigation module and a reactive mitigation module. Each can be visualized as an 

individual cognition cycle; first to identify environmental influence and assess risk, 

second to detect anomalies and deduce potential adversary behavior. The predictive 

mitigation model represents the risk engine discussed and simulated in the previous 

chapters. The reactive mitigation module suggests how it can be leveraged for anomaly 

detection. 

The Reactive Mitigation Module accepts the values from the risk assessment 

(Predictive Mitigation Module) as warnings. It references these values once it receives 

the necessary indicators that system performance has been adversely influenced.  

Performance	  metrics	  	  
The reactive mitigation module accepts three metrics – bit-error rate (BER), 

signal-to-noise ratio (SnR), and receive power (PR) – from the radio to gauge the current 

state of operation and detect degraded performance. Initially, the module conducts a 

performance assessment to compare the metrics to an expected value. If they fall either 

10% above or 10% below that expected value, they are annotated as “+” or “-” to signify 

increase / decrease.  

There should be an inverse relationship found in the BER and SnR values. As 

SnR increases, communications quality improves and an expected decrease in the BER 

results. Conversely, if SnR decreases due to excessive noise the BER will increase (more 

errors) based on poor link quality. The receive power may be more unpredictable, with 

abnormally high measures being a potential instance of jamming and abnormally low 
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hinting at possible interference. But instances that demonstrate high SnR and increasing 

BER should be investigated. The SnR value represents the environment. If BER increases 

without an environmental explanation, the SDR could be victim of an adversary. 

Something other than the environment is adversely affecting the communications link. 

Predictive	  risk	  assessment	  
If any metric deviates from the expected value, the module reviews the current 

risk level to determine whether there is an environmental explanation for the abnormal 

value. In the instances where the performance metrics are abnormal, yet the predictive 

mitigation module does not assess high risk, then the model presumes adversarial 

influence on the radio. Returning focus back to the SCRRA assessments, Table 5 shows 

the number of train locations that were assessed as high risk. 

 

Table 5 Risk Assessment of SCRRA 
Rail Line # Assessments High Risk 
Ventura County 75 37 (49%) 
Antelope Valley 71 24 (34%) 
San Bernardino 52 24 (46%) 
Orange County 78 33 (42%) 

 

In the event degraded performance metrics were presented, they would be ignored 

when they coincided with any of these high risk assessments. The module would assume 

the environment was the origin of the adverse influence on the radio’s operation. 

Network	  nodal	  analysis	  	  
When assessment of degradation is presumed to be adversarial in nature, the 

characterizations of the security event are somewhat limited. An example of where this 

presumption can be problematic is the scenario of jamming. Jamming and interference 
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are similar phenomena, distinguishable only by intent. To address this possibility, the 

module will conduct network nodal analysis to gain an appreciation of friendly elements 

(e.g. other trains) in the vicinity that may be inadvertently causing interference. 

The process of network nodal analysis begins with an inventory of known friendly 

elements and a record of their current location. These locations are correlated with the 

train’s current position to calculate the distance between the two nodes. The expected 

receive power from each train is estimated using Equation 9 postulated by Friis [48] and 

the standard radio transmit power values dictated by network design. 

 

Equation 9 Estimation of receive power 

𝑃! =   
!!∙!!∙!!∙!!

(!!∙!∙!)!
         (9) 

 

here PR and PT are the radio’s respective receive and transmit power provided by 

the SDR, GR and GT are the antenna’s respective receive and transmit gain retrieved from 

a database of the railway communications network, c is the speed of light, f is the 

frequency, and d represents the distance between the receiver and transmitter.  

The reactive mitigation module calculates the expected receive power for each 

known train (PR est 1, PR est 2, .. , PR est n) and compares it with the train’s actual current 

metric (PR act). If the values correlate, it is more likely that the adverse influence on the 

train’s radio is interference and not jamming by an adversary. If there is no direct 
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correlation, then the model can continue its assumption that there is adversarial influence 

on the PTC signal. If a value correlates, it is likely the two moving trains will avoid 

continued interference based on their disparate routes.  

Figure 31 graphically portrays these values. The x-axis provides numbering of the 

data points and the value of each measure at the specific train location at that time while 

the y-axis represent the Receive Power values. The blue line is the values corresponding 

to receive power for the WIU nodes, while the purple, red, and green lines each represent 

a neighboring train. Though there is clear separation over the course of the train’s route, 

the graph does portray instances where a neighboring train’s line intersects with the WIU 

– indicating where interference would be expected. 

 

Figure 31 Variance in PR for WIU Nodes versus Neighboring Trains 
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Case-‐based	  reasoning	  
Though the previous step may have eliminated interference from neighboring 

trains as the cause of degradation, there are various other radio emanations that may be 

the problem. The model concludes its synthesis of the current operational state by 

determining a mitigation action to improve the communications link. Reviewing our three 

performance metrics, we can reduce the problem space by establishing two conditions. 

First, measurements from all three metrics must be out of baseline. If any of the three are 

within the expected range, the sequence is allowed to progress. Second, the relationship 

between the BER and SnR is inversely proportional (as previously discussed). When the 

SnR is reduced, BER increases; if the SnR is increased, BER decreases. This constrains 

the focus of case-based reasoning to four separate scenarios where all performance 

indices change and the BER/SnR adjustments are inversely proportional. Table 4 portrays 

the possible cases for these occurrences with a qualitative description of the performance 

metric change, a presumed explanation for their change, and a recommended mitigation 

action. 

 

Table 6 Example cases from performance indicators 
Performance Metric Change Presumed 

Explanation 
Mitigation 
Recommendation SnR BER PRX 

+ - - Attenuation Increase PT 
+ - + Proximity None 
- + + Jamming Change Modulation 
- + - Interference Increase PT 

 

When the performance impact is positive, there is an assumption it is a normal 

event. However, when the impact is negative, it is necessary to distinguish the likelihood 
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of interference versus jamming. If the receive power is lower than expected, the 

assumption is made that there is interference to the signal. Conversely, if the signal is 

higher than expected the assumption of jamming is made and adversarial influence is 

presumed. Though this appears to be a bold presumption, the free space path loss 

equation provides a confident understanding of what attenuation will occur to our 

expected receive signals – not considering the additional loss factors of threat actors 

(precipitation, vegetation, obstacles). The distinction in reasoning for the performance 

degradation facilitates further actions to mitigate the risk. 

Recognizing the convergence of the values as all approach Union Station, it is 

necessary to transition to a scatter plot to investigate single instances for 

distinguishability. As stated before, the purpose of the reactive mitigation module is to 

provide evidence against interference as the cause for performance degradation (leaving 

jamming as suspected cause). In Figure 32, the scatter plot shows two instances where the 

expected PRx from the WIU node matches the estimated PRx from a neighboring train’s 

PTC signal. Therefore, for those measures the case-based reasoning would deduce 

interference as the cause for performance degradation in the train’s PTC connection. 
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Figure 32 Variance in PRx for WIU compared to that of neighboring trains (scatter plot) 
 

 This demonstrates the possibility of the model to determine instances where 

interference is the likely cause of performance degradation by conducting the 

aforementioned network nodal analysis. Leveraging the known aspects of the PTC 

environment (i.e. estimated PRx of nodes) to fully explore possible explanations of 

performance degradation prior to presuming adversary behavior supports a focus of 

resources in the best interests of the rail operation. Chasing suspected adversaries when 

the cause of the problem is a friendly element results in frustration and eventual 

ambivalence in these face of future threats. More importantly, a model of a suspected 

adversary conducting jamming would resemble Figure 33. The visible difference of the 

two plots suggests that a reasoning algorithm can delineate which of the two influences is 

most likely occurring. 
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Figure 33 Adversary modeling versus expected PTC node values 

 

 Yet in the instances where performance degradation occurs in the absence of 

environmental risk factors and there is no measurable intersection of estimated PRx values 

from neighboring PTC nodes, confidence to investigate potential adversary behavior is 

critical to timely discovery and mitigation of a legitimate threat. And as a critical 

infrastructure within the United States, rail operations must remain unimpeded. Any 

contribution the model makes to that effort is effective. 
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CHAPTER 9 – CONCLUSION AND FURTHER RESEARCH 

Our risk model distinguishes the source of network behavior between 

environmental risk factors and adversarial risk factors. When implemented in support of 

critical technologies (such as PTC), the value can be immeasurable. And considering the 

relative immaturity of SDR environments, it proposes an initial approach for adversary 

detection. The risk model can be implemented as a code modification in the SDR 

infrastructure. The train’s existing GPS provides location precision, which can be 

correlated with a historical database of environmental threat actors in that geographic 

area (precipitation, vegetation, and urbanization). The risk engine executes its cognition 

cycles to determine the need for risk mitigation, and provides that recommended action to 

the existing SDR policy engine. Jamming is one of a number of possible adversarial 

actions; however, it is the most likely due to its ease of execution and minimal resource 

requirements. 

Areas	  of	  future	  research	  
Aside from the immediate actions suggested in the previous chapter’s discussion 

of model limitations, there are more significant efforts that can be taken to further 

develop risk assessment in PTC.  These recommendations are all derived from the 

findings discussed in the previous chapter and aim to improve upon the methods taken to 

calculate them. 
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Extending	  the	  model	  
The model presented in this paper focuses its definition of risk to system 

availability; however, adversarial risk factors must include an appreciation of system 

integrity and confidentiality. The Reactive Mitigation Module accepts performance 

metrics that correlate to system availability, but other metrics can be chosen that address 

both the system integrity and communications confidentiality. This can be implemented 

by incorporating select metrics from the cryptology module within the radio (e.g. hash) 

or, when applicable, a trusted computer base. Integrity values can be especially important 

because an adversary who is targeting the system will likely scan it for internal 

vulnerabilities prior to selecting an attack vector to exploit. He may also alter certain files 

or system parameters as a preface to his attack. Therefore, adding select metrics to the 

performance monitor can deepen the appreciation of risk to the system with added 

concepts of integrity and confidentiality – more accurately characterizing potential 

adversary behavior. 

Improve	  data	  sources	  
The data sources for environmental threat actors can be improved. In the simplest 

sense, linkage to a real-time weather source will improve the precipitation estimates. 

However, an alternative approach may already exist. In discussion with FRA 

representatives [49] it was alluded that railways already incorporate a system that 

estimates communications link performance in a determination of which medium offers 

the optimum service. Though their purpose is to select the radio frequency over Ethernet 

or vice versa, the application can still be of use to this model. Rather than implementing 

the aforementioned predictive mitigation module (which estimated challenges to the 
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availability of the RF spectrum), incorporate the third-party process that evaluates the RF 

with its internal metrics. Either will serve our purpose in detecting adversarial risk. Our 

model states that upon receiving performance degradation metrics, immediate evaluation 

of RF influences should attempt to justify the change. If the other process fails to find RF 

the unacceptable medium at that given time, it supports a presumption that there may be 

adversarial influence – similar to the role played by the predictive mitigation module.  

Validate	  security	  of	  cognition	  cycle	  
The purpose of transitioning PTC to cognitive radio technologies is to address 

potential SDR vulnerabilities through active risk management processes. Therefore the 

question must be asked, “Does cognitive radio introduce vulnerability?” The majority of 

security analysis regarding cognitive radio technologies [24][50][51], aligns directly with 

the predominant research approach – spectrum access. However, [52] discusses how 

certain adversaries can target a cognition cycle tied to functionality and performance 

parameters. In this light, one should explore if our cognition cycle can be targeted and 

exploited in a similar manner. An example may be instances where an adversary spoofs 

his location through modification of the receive power estimate. To combat this, our 

model can explore improved location techniques, such as those found in [53] and [54]. 

Risk	  mitigation	  
The case-based reasoning recommends a mitigation action for the radio to 

implement. SDR architecture dictates a policy engine to review the recommendation and 

ensure it falls within the operational capability of the device and adheres to any restrictive 

parameters set by the organization. One mitigation technique, and possibly the easiest to 



 92 

implement, is an increase in transmit power. Each of the previous calculations for 

estimated path loss, L, can be incorporated into a standard budget link equation for the 

communication system at the time of risk. The result yields the required transmit power 

(PT) for the link. When compared to the estimated transmit power, the radio can 

determine the delta and recommend the necessary specific increase in transmit power. 

Required transmit power can be estimated based on current radio receive power using the 

previously mentioned Friis equation. The distance would be calculated based on the 

train’s current GPS location and a reference database of the distant radio’s fixed location.  

In the event of jamming, few mitigation techniques work as well as a discrete 

change of frequency. However, unlike an increase of transmit power, change in 

frequency requires a degree of synchronization between the transmitter and receiver. 

Accomplishment of this mitigation technique requires use of a control channel to 

synchronize the transition to the new frequency. Similar to a shift in frequency, to change 

the signal’s modulation requires coordination between the transmitter and receiver. This 

mitigation technique may be more appropriate to address signal performance degradation. 

Alternative techniques of frequency-hopping or spread-spectrum also mitigate jamming 

attempts; however, these capabilities are not resident in the existing train communication 

system. 
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