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ABSTRACT

PENETRATE, EXPLOIT, DISRUPT, DESTROY: THE RISE OF COMPUTER
NETWORK OPERATIONS AS A MAJOR MILITARY INNOVATION

Craig J. Wiener, Ph.D.
George Mason University, 2016

Dissertation Director: Dr. Gregory Koblentz

This dissertation assesses that computer network operations are a major military
innovation (MMI). It examines the role of th&S Intelligence Community in the
development of computer network exploitation atthck over four discrete time periods
spanning approximately 30 years. The study draws upon a range of theories from the
field of security studies and disruptive innovation management and a wealth of newly
available information due to recently declassifidocuments and interviews with elite
members of the US Intelligence Community. My analysis yields three major findings
while providing key additions to the history of computer network attack developmental
activities.

First, the case history and assoethtanalysis proves that the US Intelligence
Community produced, for the first time, a weapons system that can be considered a MMI.
Since existing theories of major military innovation development fail to account for the

role of intelligence in the creatiasf a MMI, and have never addressed a case where the



Intelligence Community actually created a MMthis finding is significant. Second,
Stephen Rosén intraservice rivalry theory of MMI development best explains why
ComputerNetwork Operations CNO) emerged as a MMI. Third, substantial elements of
Clayton Christensén disruptive innovation management model were found to be an
operant factor in how CNO developed as a MMI, a related question not covered in
dominant MMI development theory.

Several key historically important findings resulted from this study. The case
history reveals an interesting nexus to nuclear weapons activities as key drivers in the
development and early doctrinal use of CNO capabilities as a weapon. The early
development of CNOgrew out of the US desire to disrupt command and control
networks through critical node analysis, as part of the US targeting process for strategic
nuclear war. The information network penetration capabilities developed during this era,
designed to disrupbr deny communications on early Soviet systems, provided key
elements for a proof of concept for Information Warfare, the initial nomenclature used for
CNO. Similarly, hypothetical studies related to the introduction of subversions in
complex hardware ansgloftware systems originated as part of adversarial vulnerability
assessments for the US nuclear weapons program, influenced the technical approaches
taken bythe Central Intelligence Agendy/(CIA) Clandestine Information Technology
Office, a precursor ganization to CI&s Information Operations Center and newly
formed Directorate of Digital Intelligence. Once a full operational capability was
developed during the early to m00s, a certain class @omputerNetwork Attack

(CNA) capabilities falling uder the US Strategic Commaéduse authorities were



treated as special weapons, with use authority approval granted only by the President of
the United States or his designee, the Secretary of Defense, the same national command
release authority requiredorf nuclear weapons. Furthermore, recently declassified
documents showthe National Security AgencNGA) engaged in computer exploitation

as early as 1986. A basket of operations, technology and research organizations evolved
and merged over time to crealailored Access Operations, which was established in
1995 as the K7 organization. CNA tool development was led by NSA through a-quasi
independent organization named the Information Operations Technology Center from
1997 until its reabsorption into NSA late 2004, where CNA and duase Computer

Network Exploitation (CNE) capabilities were merged.



CHAPTER 1. INTRODUCTION

The Research Question: Why and How Did Computer Network Operation§CNO)
Emerge as a Major Military Innovation (MMI)?

Cyberweapons are becoming a key element of US military technological
capability. These technologies, however, were not developed by the uniformed military,
the traditional drivers of military innovation. Instead, the&elligenceCommuniy played
a crucial role in advocating and developing these technologies and led their assimilation
into the tools of statecraft. This case poses a challenge for theories of military innovation
that focus exclusively on the role of the military in fosteisngh innovations

This dissertationanswers the questioilwhy and how did computer network
operations emerge as a major military innovatimmRis case study provides a unique
opportunity to examine the role intelligence agencies played in the developman
revolutionary military technology. There is no scholarly literature onltielligence
Communityss role in the creation of a major military innovati@MMI) . In fact, this is
the first known case of thitelligenceCommunity creating a MMI. The dissertation
tests the leading theories on military innovation, none of which have been previously
applied to intelligence agencies, to determine which has the greatest explanatory power.
This dissertation also critiques andtends those theories by examining the extent to
which they fall short of explaining why and how intelligence organizations play a key

role in a weapons innovation process traditionally reserved for military organizations.



Finally, the dissertation offers eombinatorial theory that provides more persuasive
explanatory power for the case under examination. Thus, this dissertation helps fill both
the empirical and theoretical gaps by exploring a MMI in which intelligence agencies
played a significant role.

This study explores the nature and extent of the role the U.S. Intelligence
Community (IC) played in the successful creation, adoption, assimilation and utilization
of CNO and testthis role against explanations offered in existing mainstream academic
theoies of military innovation. Based on newly available primary sources, including
declassified documents and interveewith current and former U.S. government officials
responsible for technical and policy aspects of cyberwarfare, a significant portioa of t
CNO MMI is due to research, development, testing and operational implementation
conducted by the US IC. This process consisted of parallel, intertwined and/or
discontinuous development with the Department of Defense (DoD) that has evolved over
time! The construction of a multidisciplinary explanation that expands on existing
theories will be necessary to encapsulate the success of this MMI, and yield distillable
lessons that can serve as a roadmap for future success. The outcome of this research will
have direct implications for intelligence and military community planning strategies for
rapid identification, maturation and implementation of future innovative technologies.

Furthermore, these findings can be used to identify and remove organizatiociéd defi

! The Central Intelligence Agency (CIA) has been involved in significant research and procurement efforts
such as reconnaissance satellites, manned aircraft such attetl unarmed aerial vehicles (UAV), but
these are all cases of innovation in sutaeite and reconnaissance, not combat platforms (RicheBé#.

Jr., Intelligence, Surveillance, and Reconnaissance (ISR) Programs: Issues for Cprigoes€RS
RL32508 Ft. Belvoir, VA: Defense Acquisition University, David D. Acker Library and Knowledge
Repository, 2005).



new programs and/or weapon use policy, extending the utility of the relative power
advantage that future MMIs might provide our nation.

Defining MMIs

By definition, major military innovations are unprecedented. MMIs exemplify
significant changesiithe conduct of warfare by leading military organizations. Stephen
Rosen, a leading thinker in the fielths defined MMIs as:

A change in one of the primary combat arms of a service in the way it fights or

the creation of a new combat arm, or a chandgberconcepts of operation of that

combat ard [MMIs]¢ al so i nvolves a change in the

to other combat arms and a downgrading or abandoning of older concepts of

operation and possi bl y o.fMitary ihinovatorer I 'y d

may not involve behavioral change but the creation of a new technology (i.e.

guided missiles, radar and electronics warfare).

A recent composite definition by Adam Grissom states there are three operant
factors in a MMI. changes the manner in whichitary formations function in the field;
innovationsare significant in scope and impact (consequential); iandvationsare
tacitly equated with greater military effectiveness that results in a change in operational
praxis that produces a significant increase in military effectiveness as measured by
battlefield result$. Michael Horowitz, drawing on the work of Rosen anarf§ Posen,

defines MMIs agimajor changes in the conduct of warfare relevant to leading military

organizations designed to increase the efficiency with which capabilities are turned to

% Stephen Peter Roselyinning the Next War: Innovation and the Modern Militgithaca: Cornell
University Press, 1994), 7.

3 Adam GrissomfiThe Future of Military Innovation Studi€sThe Journal of Strategic Studi@€$, no. 5
(2006):905-934.



power. They are sometimdsut not always, closely related to changetechnology used
by military organizations’

According to Andrew Krepinevich, major military innovatidrigpically involve
four key subelements: technology change, systems development, operational innovation,
and organizational adaptatinHis more nanced characterization fully embraces
Roser@s observation that the traditional theoretical perspective is clearly more
complicated in the field of military technological innovation, concluding that major
military innovations occur when the application @wntechnologies into a significant
number of military systems combines with innovative operational concepts and
organizational adaptation in a way that fundamentally alters the character and conduct of
conflict.”

For the purposes of this study | will usecomposite definition of MMIs as
defined by Rosen with the subelements provided by Krepinevich and Grissom above.
Therefore the definition of a MMI shall be:

The creation of a weapons system whose capabilities are shown to be significant in scope
and imm@ct (consequential) as a result of technological change and systems development
used in an operationally innovative manner, aviiich causes organizational adaptation

significant enough to change the way one of the primary combat arms of a service
conductsts operations or results in the creation of a new combat arm.

* Michael C. Horowitz,The Diffusion of Military Power: Causes and Consequences for International
Politics (Princeton, NJ: Princeton University Press, 2010), Chapter 2.

® Krepinevich discussed these factors in light of ten military revolutions, but in practice this term describes
phenomena that ariscussed as MMIs in the broader literature, notably by Rosen and Grissom (Andrew F.
Krepinevich,fiCavalry to Computer: The Rarn of Military Revolutions) The National Interes37 (1994):
30-42).

® Andrew F. KrepinevichfiCavalry to Computer: The Pattern of Military Revolutianghe National
Interest37 (1994): 342.

" Andrew F. KrepinevichfiCavalry to Computer: The Pattenf Military Revolutionsd The National
Interest37 (1994): 3842; also see Dennis Showafework in Harold R. Winton and David R. Mets, eds.,
The Challenge of Change: Military Institutions and New Realities, 1%9¥8 (Lincoln: University of
Nebraska Rrss, 2000).



Computer Network Operations as aMMI

Computer Network Operations (CNO) is an umbrella term that incorporates three
main components: Computer Network Defense (CND), Computer Network Exploitati
(CNE) and Computer Network Attack (CNA). Computer Network Exploitation (CNE) is
defined as enabling operations and intelligence collection to gather data taogets or
adversars automated information systems or netwdtkSomputer Network Attack
(CNA) is defined as the capability to exploit enemy computer networks through
intelligence collection, usuallgccomplishedhrough use of computer code and computer
applications, attack and disrupt enemy computer networks, amdéate physical
destruction of equipment of facilities as a result of the use of this capability. An alternate
definition for CNAs are actions are taken through the use of computer networks to
disrupt, deny, degrade, manipulate, or destroy informatiordeesiin the target
information system or computer networks, or the systems and networks therselves.
There are two subtypes of Computer Network Attack: Computer Network Attack 1
(CNA;) involves digital actions that have a negatdigital effect, such as ehial of

service, destruction of data, and the li€emputer Network Attack 2 (CNA involves

8 SeeUnited States Government Accountability Offid@efense Department Cyber Efforts: Definitions,
Focal Point, and Methodology Needed foolDto Develop FulHSpectrum Cyberspace Budget Estimates
July 29, 2011, accessed August 30, 201t&://gao.gov/products/GAQ1-695R. In most use case§NE

is a necessary precursor to CN#&xaig Hanson,Organization of DoD Computer Network Defense,
Exploitation, and Attack ForcegCarlisle PennsylvaniaArmy War College Carlisle Barracks, 2009
accessed August 30, 2016http://www.dtic.mil/cgibin/GetTRDoc?AD=ADA500822 and Richard
Bejtlich, AExecutive Briefing with Retired General Michael HaydeRireEye Website February 29,
2012, https://lwww.fireeye.com/blog/threasearch/2012/02/executibeiefing-retiredgeneralmichaet
hayden.html

° Department of Defense, Defense Security Service, Center for Development of Security Excellence,
Glossary of Security Terms, Definitions and AcronyifWashington, DC, November 2012),
http://www.cdse.edu/documents/cdse/Glossary_Handbook.pdf



digital actions that have a negatiyhysical effect, such as destruction of critical
infrastructure’® Computer Network Defense (CND), which will not be discdssether

in this dissertation, is defined as actions taken to protect, monitor, analyze and respond to
unauthorized activity within information systems and computer networks.

CNO can also be viewed as more than merely a set of tools, techniques or
capabitties. Cyber Kill Chain activitie$! a combinatorial approach to conducting CNO,
applies a formalistic approach to targeting and the application of tactics, techniques and
procedures, thus facilitating access to previously denied areas to conduct mtellige
and/or military operations. It is the combination of targeting capabilities together with the
technology changes in malware, the delivery of malware and effects and outcomes
generated from that targeting and delivery that constitute the entirety Mhé?

Computer Network Operations capabilities meet the seven criteria of major
military innovations listed above: they are significant in scope and impact, are the result
of technological change and systems development, can be or have been used in an
opeaationally innovative manner, and have caused significant organizational adaptation
including changing the way one of the primary combat arms of a service conducts its

operations antiaveresulted in the creation of a new combat arm.

9 Richard Bejtlich,fiExecutive Briefing with Retired General Michael Haydefireeye WebsiteFebruary

29, 2012, https://www.fireeye.com/blog/threasearch/201R2/executivebriefingretired-general
michaethayden.html.

1 william F. Crowe,fiCybersecurity Kill Chair presentation at the ISACA Jacksonville Chapter Meeting,
August 13, 2015.

2 There are innumerable variants of malicious code injection, Worms/Trajatiee use of multifunctional
Exploit Kits available today, which are increasingly automated or provide a templateysttgp approach

for the attacker.Depending on the kind of target, this activity may include information retrieval,
information maniplation, application misuse, information exfiltration, denial or service or the creation of
physical damage. This is a consolidation of the LM Cyber Chill Chain and European Union Agency for
Network and Information Security Cybersecurity Kill Chain degorfp See Wiliam F. Crowe,
fiCybersecurity Kill Chaig Presentation at the ISACA Jacksonville Chapter Meeting, August 13, 2015.



Significant in Global Scope and Global Impact

Cyberweapons operate in and through the domain known as cyberspace which is
global in nature and connected to civilian and military infrastructure in virtually every
country in the world.

Cyberspace isfiformed by the interconneot of information and data
transmission systems supporting critical infrastructure, devices that store, process and
transmit data and the use of hardware and software applications and includes data, voice
and videodat resbandGn motioné &urthermore, cyberspace has evolvediadomain
that enables operations across the domains of air, land, maritime and $iplace;
transcends commonly defined organizational and geopolitical bafehs. the US,
utilization of technological capabilities the cyber domain are seen as a method to
Aamplif(y) all instruments of national power. In fact, our ability to maneuver in
cyberspace is an emerging instrument of power iG8elENA and its interdependent
twin CNE are the combined instruments of a gigant capability that can be applied by
the military within a new crosscutting domain of operations that is entirely manmade and

continues to grow.

13 Chairman of the Joint Chiefs of Staffhe National Military Strategy for Cyberspace Operations
(Washington, DC: Department of Defense, December 2006¢saed August 30, 2016, http://www.space
library.com/0612dod_The%20National%20Military%20Strategy%20for%20Cyberspace%200perations(U)
_2+52pages.pdf.

14 United States Joint Forcef]oint Operating Evironmentp February 18, 2010, 63, accessed August 30,
2016, http://wayback.archive.org/web/*/http://www.jfcom.mil/newslink/storyarchive/*



Today over 3.28 billion people, which is 40% of the global populatise the
Internet, and over 97&illion websites can be accessed by these d3érsvasestimated
that 4.9 billion connectedithingsd werein use in 2015 anthe number couldeach 25
billion by 2020 As a result of this technological adoption, potential targets for
exploitation or a@ick haveexpanded as well, with the ability to reach anywhere on the

globe.

Internet Users in the World

3,000,000,000 I Internet Users

2,250,000,000
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Figure 1. Internet Users in the World. Source: Internet Live Stat8Number of Internet
Users (2016) i Internet Live Stat®, accessed August 27, 2016,
http://www.internetlivestats.com/internresers/) Used with permission.

Clearly the United States is not alone in believing cyberspace operations are

essential. The world is now witnessingifall -blown war zone as governmerdcross the

5 An Internet User is defined as an individual who has access to the Internet at home, via computer or
mobile device (Internet Live StatBNumber of Internet Users (2016) Internet Live Stat®, accessed
August 27, 2016, http://www.internetlivestats.con@metusers/).

16 Gartner,fGartner Says 4.9 Billion Connectéfhings Will Be in Use in 201%) November 11, 2014,
accessed August 27, 2016, http://www.gartner.com/newsroom/id/2905717.



globe clash for digital supremacy in a new, mostly invisible theater of operatiohise
recognition, adoption and diffusion of this newly emerging intelligence and military
capability highlights its significance in scope and impact. Trauhliy, MMIs are
displayed on the battlefield during kinetic warfare, and lead to emulation and adoption by
nationstate competitorshowever, in some instances, a significant capability revelation
can occur during peacetime and trigger an international response to and adoption of a
new capability or warfighting paradigm, without display of the entirety of the capability
at first’® As of 2011, the Center for Strategic and International Studies publicly identified
33 nationstates that have adopted the useComputer Network Operations in their
military planning. These elements will typically include using CNO as a reconnaissance
tool, intelligence gathering functiorand/or for cyberattack capability and capacity
building, either as standalone elements or in combination with traditional electronic
warfare or information operations.

ComputerNetwork Operations capabilities offer the ahylto conduct espionage,
sabotage or warfare in a manner which is scalable, instantaneous, can be focused on one
or one thousand simultaneous locations or more at the discretion of the attacker, remotely
executed from anywhere on the planet, arehot recessarily attributable nor traceable

at close to the speed of light. No intelligence or military capability like it has ever been

" Kenneth Geers, Darien Kindlund, Ned Moran, and Rob Rachiébdd War C: Understanding Natien
State Motives Behind Tod@yAdvanced Cyber Attackd-ireEye Technical reporMilpitas, CA: FireEye,
2014).

18 n this instance, Horowitz is referring the introduction of the British Naval Ship Dreadnought (Michael
C. Horowitz, The Diffusion of Military Power: Causes and Consequences for International Politics
Princeton, NJPrinceton University Press, 2010).

19 James A. Lewis and Katrina TimlirGybersecurity and Cyberwarfare: Preliminary Assessment of
National Doctrine andrganization(New York: UNIDIR, 2011), accessed August 30, 2016,
http://unidir.org/files/publications/pdfs/cybersecuritpd-cyberwarfarepreliminaryassessmerdf-
nationatdoctrineandorganizatior380.pdf



developed. As early as 199he National Security AgencyNGA) recognizedthat the
development of computer network attackpahilities, facilitated by computer network
exploitation presents a method féincredibly accurate strikes on infrastructure targets
by means of cybeattacks on the information infrastructure needed to operéft® it.

Indeed, the efficacy of this weapmed technology may become the key to
success or failure in future conflicts. According to a Defense Science Board Report in
2013, if the US became engaged ififall-scale conflict with a peer adversary, attacks
would be expected to include denial of seey data corruption, supply chain corruption,
traitorous insiders, kinetic and related Aanetic attacks at all altitudes from underwater
to space&?’ The report predicted reasonably foreseeable cascading second and third order
effects for the civilian ppulations, akin to the second and third order effects experienced
by civilian populations in traditional armed conflicts, including tigisruption of
electricity, monetary systems, communications, and electrically pumped fuel. Depending
on the nature ofhe attack, the effects could last from a few days to months or more to
reestablish basic infrastructure operatiofs.

Specific types of computer network operations attacks against critical
infrastructure are a continuing concern. Critical infrastructsrdefined in the US as
fisystems and assets, whether physical or virtual, so vital to the United States that the

incapacity or destruction of such systems and assets would have a debilitating impact on

% National Security Agency, redacted auth@ifhe Role of Information Warfare in Strategic \War,
Cryptolog23, no. 1 (March 1997).

% Gosler, James R., and Lewis Von Tha@Fask Force Report: Resilient Military Systems and the
Advanced Cyber ThreatWashington, DC: Department of Defense, Defensergei®oard, 2013), 41.

% Gosler, James R., and Lewis Von Tha®Fask Force Report: Resilient Military Systems and the
Advanced Cyber Threa{Washington, DC: Department of Defense, Defense Science Bztd): 41.
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security, national economic security, national pubbalth or safety, or any combination

of those matter§’ In November 2014, Representative Michael Rogers, Chairman of the
House Permanent Select Committee on Intelligence (HRSI@ted in public that certain
nationstate entities are probing Americamsitical infrastructure networks and in some
cases have gained access to industrial control systems through thetigganohorse
malware that can be used to shut down oil and gas pipelines, power transmission grids
and water distribution and filtratiosystems* NSA Director Mike Rogers, who was a
witness in front of the HPSCI, stated tfithere are natiostates and groups out there
[outsidethe Ut hat have t he [UY imdudiriallcantroysystemms (I€EB)t er é
and to shut d oopenat our basiaiffrastricttd®.In July of 2014the

US Department of Homeland Security Industrial Control System Computer Emergency
Response Team (IGSERT) discovered an IG$fcused malware campaign that used
multiple infection vectors to compromisgstems, including phishing emails, redirects to
compromised web sites androjanized update installef8. Moreover, ICSCERT
released preliminary notification documents in December 2014 warning critical

infrastructure owners about a different ongoing naaévcampaign that compromised

2 Critical Infrastructure as defindd 42 U.S.C. §5195c(e)Jhited States Codé42 U.S. Code § 5195¢
Critical Infrastructures Protectianlegal Information Institute October 26, 2001, accessed August 30,
2016, https://lwww.law.cornell.edu/uscode/text/42/5195c.

2 Michael RogersCybersecurig Threats: The Way Forwar@Washington, DC: United States Congress,
House of Representatives Select Committee on Intelligence, Novetb2014).

Statement of Director National Security Agency Admiral Mike Rogers. Accessed August 30, 2016
https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf

% Michael RogersCybersecurity Threats: The Way Forwaf@ashington, DC: United States Congress,
House of Representatives Select Committee on Intelligence, Nove®)®2914).

Statement of Director National Security Agency Admiral Mike Rogers. Accessed August 30, 2016
https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf

% Department of Homeland Security, Industrial Control System @oenpEmergency Response Team
(ICS-CERT),fAlert (ICS-ALERT-14-176-02A) ICS Focused Malware (Update &July 1, 2014, accessed
August 30, 2016, https://iesert.uscert.gov/alerts/ICRALERT-14-176-02A.
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numerous industrial control systems (ICS) environments, had the ability to manipulate
these systems and apparently was active since at least’ZDidse public statements
were likely in response to the recently discoveredcBIEnergy and Havex malware
campaigns, which will be discussed briefly later on in this chapter.

Technology Change and Systems Development

The move from standalone computers to network computers, transistor and
microprocessor development and miniaturizatiave led to an explosion of affordable
personal computer systems. The expansion of computer languages, software development
and graphial user interfaces have simplified the use of computers for the entire world;
the development ahe Advanced Researétrojects Agency Network (ARPANE®BNd
later the commercidinternet and the global adoption of this system were only possible
through the development of massive switches, roused fiber optic cabls. The
development of higispeednternet connectionsyéadband and wireless technologies all
build from these changes as well. This in turn facilitated decisions to develop highly
networked and interdependent information systémsontrol information and critical
infrastructure functionality. The continuourstegration of these components led to the
widespread automation of industrial system processes and facilitated centralization and
remote access control of these systems. As a result, the world is dependent upon
unprecedented speed of information flowsk#ed by fiber optic cables that can literally

transmit information and remotely provide instructions to these systems at close to the

2" Department of Homeland Security, Industrial ContByistem Computer Emergency Response Team
(ICS-CERT),AAlert (ICS-ALERT-14-281-01B) Ongoing Sophisticated Malware Campaign Compromising
ICS (Update B)Y) December 10, 2014, accessed August 28, 2016, httpsdfitsiscert.gov/alerts/ICS
ALERT-14-281-01B.
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speed of light. Some key examples of these technology changes and systems
developments are discussed in this section.

The development of accessible and affordable computer hardware, operating
systems and software underpithe entirety of technology changes and systems
development for the emergence of computer network operations as a major military
innovation. Today it is @snated that there are over two billion personal computers in the
world.?® Thisis due to the invention of the microprocessor in the early 1970s which led to
building personal use computé¢RCs)?° The development of operating systems for these
machines, as well as programs for word processing, accounting and databases for storing
and organizing information for recall and analysis soon folloWéBM entered the PC
market in 1980, which led to an m@rsion in the adoption of computer technology
throughout the United States and the world. The Disc Operating System (DOS) and the
creation of a graphét user interface simplified the use of the systéhwhile marketing
fiprepackagedlsoftware application provided sophisticated capabilities at an affordable

price, further expanding the distribution of these integrated systems.

8 Gartner,fiGartner Says More than 1 Billion PCs In Use Worldwide and Headed to 2 Billion Units by
20149 June 23, 2008, accessed August 30, 2016, http://www.gartner.com/newsroom/id/703807.

2 Graeme PhilipsonfiA Short History of Softwar®, Management, Laho Process and Software
Development: Reality Bite$2004): 13, accessed August 30, 20h@tp://www.thecorememory.com/
SHOS.pdf.

%0 fiThe low cost and ease of programming microcomputers spawned a software industry to rival that of the
mainframe ananinicomputer world. Most early applications were amateurish, but microcomputer software
came of age with the invention of the spreadsheet in A9@8aeme PhilipsonfiA Short History of
Softwarep Management, Labour Process and Software Development: R&4tis(2004): 13, accessed
August 30, 2016, http://www.thecorememory.com/SHOS.pdf).

31 Graeme PhilipsonfiA Short History of Softwar®, Management, Labour Process and Software
Development: Reality Bite§2004): 13, accessed August 30, 2016, http://wwwdhememory.com/
SHOS.pdf.

%2 Graeme PhilipsonfiA Short History of Softwar®, Management, Labour Process and Software
Development: Reality Bite§2004): 13, accessed August 30, 2016, http://www.thecorememory.com/
SHOS.pdf.
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Advanced connectivity capabilities, which started during the 1970s, paralleled the
ongoing development of sophisticated persamhputersand ultimately resultedn a
revolutionary convergencthat has directly facilitated the development ofComputer
Network Operations as major military innovation. The rise of tHaternet, an incredibly
complex system of systems integration, tiee key enablerof computer network
operations. This systefregan to develop in 1961 as a result of the writings of Leonard
Kleinrock, aMassachusetts Institute of Technolo®4iT) researcher, and resulted in the
creation of ARPANET in 1968 ARPANET demastrated the possibilities of computer
networking based on a variety of packetitching technologie¥: More specifically,
telecommunications switches, which are fbeain® of interconnected communications,
parseincoming voice or data signals to determine the desired destination address and
create a transmission path between incoming and outgoing physical communications
ports and links. These transmissions are accomplished through the use of a circuit switch
(voice) or packet switch (datarouter). These switches digitizeencode and transmit
speech or data which is reconstructed upon arrival at its destination end”pmint,
functionality thatis only made possible by specialized computers callders® The

creation of the multiprotocol router in 1980 advanced connectivity for nethaskd

3 Kim Zimmermann,finternet History Timeline: ARPANET to the World Wide WeblLiveScience
accessed August 27, 2016, http://www.livescience.com/20M2rmethistory.html.

34 See Barry M. Leiner, Vinton G. Cerf, David D. Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C.
Lynch, JonPostel, Larry G. Roberts, and Stephen Woit#, Brief History of the Interned ACM
SIGCOMM Computer Communication Revigdy no. 5 (2009): 2:31.

% Multi-Link Inc, fiTelephone Exchange DictionabyMulti-Link Inc., accessed August 27, 2016,
http://faxswith.com/Definitions/Telephone_Exchange_dictionary.htm

% The 4ESS switch was a key to the rise of fibptic transmissions of information. This switch, together
with new data transmission formats such as packet switching, frame relay, asynchronous transfer mode
(ATM) and Internet protocols, combined to faciti the telecommunications revolution (AT&History

of the AT&T Network: History of Network Switching, accessed August 27, 2016,
http://www.corp.att.com/history/nethistory/switching.html.
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data transmission between servers as Wdl 1982 Transmission Control Protocols
(TCP) and Internet Protocols (IP) emerged as the connecting mechanisms for various
smallernetworks and led to computers on a network to be given a unique identifying
number, know as an IP addré&Soon after, in 1983, the Domain Name System (DNS)
was created and established a common protocol for defining vatioiesnet
communitied® as wellas aUniform Resource LocatgURL) system, which ascribes a
funique address for a file that is accessible on the Intéthen 1989, additional
innovations were created, including a new computer language called HyperText Markup
Language(HTML), a commurgations protocol called HyperText Transfer Protocol
(HTTP) and the design of a UniforfResource ldentifier, which is @anique address to
identify each location on thdnternet. Furthermore, the firsfipoint and click
browser/editad software was developed, which was called the World Wide Web
(WwWw). 4

The adoption and integration of fibeptic cables, which use rapid pulses of light

traveling on fibers of ultrpure glass to facilitate the transmission of digital (information,

87 Jim Duffy, fiEvolution of the Routed, Network World 2009, accesed August 27, 2016,
http://www.networkworld.com/article/2870329/kavan/evolutiorof-the-router. html#slide 3.

% Jeff Tyson,fiHow Internet Infrastructure Works HowStuffWorks 2001, accessed August 27, 2016,
http://computer.howstuffworks.com/internet/lEsinternetinfrastructure5.htm.

39 Such as the .edu, .gov, .com, .mil, .org, .net, and .int system for naming website addresses, providing an
overlayer for the numeric system 123.456.789.10 (Kim Zimmermdimternet History Timeline:
ARPANET to the World Wide Webo LiveScience accessed August 27, 2016,
http://www.livescience.com/207 2iternethistory.html).

40 Margaret Rouse,iWhat Is URL (Uniform Resource Locatod)?definition from Whatls.com,
SearchNetworkingaccessed August 27, 2016, http://searchoriwg.techtarget.com/definition/URL.

“l World Wide Web Foundation, fiHistory of the Well) accessed August 27, 2016,
http://webfoundation.org/about/vision/histeof-the-web; also seelim BernersLee, Mark Fischetti, and
Michael L. DertouzosWeaving theWNeb: The Original Design and Ultimate Destiny of the World Wide
Web by its Invento(New York: Harper Information, 2000gnd John Impagliazzo, and John A. Lee,
History of Computing in Education: IFIP 18th World Computer Congress, TC3/TC9, 51st Conference
the history of computing in education,-22 August 2004, Toulouse, Frané&l. 145(Berlin, Germany:
Springer Science and Business Media, 2004).
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visual and voice) data, transformed the speed at which sending and receiving of
information could be accomplished, and in effect was the establishmantfeftirely

new syster for telecommunication&. For example, in the mid980s, ARPANET
operated with 56 Hobits (a kilobit is 1000 bits per second, abbreviated as Kbps) circuits.
Once fiberoptic technology was used to create the first y8geed backbone in 1987,
calledthe National Science Foundation NetwoNSFNET), speeds on intragovernment
systems incrased to 1.5 MBps in 1988and to 45 megabitsa(negabit is one million

bits persecond, abbreviated as MBps), armer of magnitude larger by 1991. These
significant increases in capability and capacity were due t@doetion of fiber optic
technology. ber-optic technology adoption spread, actelerated connectivity speeds
and worldwidelnternet access as a whole beginning in the late 990® development

of gigabit networks, which are broadband networks that can transmit data at one billion
bits per second or more via fiber optic linegpresented a significant leap forward in
connectivity speedsandfasterdata transmission followed over tirfieAs a result, high
speednternet connectivity grew from 2:18illion connectionsn December 1999 to 34

million as of June 30, 201%.

42 AT&T, fiHistory of the AT&T Network: History of Network Transmissioraccessed August 27, 2016,
http://mwww.corp.att.com/history/nethistory/transmission.html.

“3 David Hart, fiCyberinfrastructure: A Special Report: A Grand Convergendéational Science
Foundation accessed August 27, 2016, http://www.nsf.gov/news/special_reports/cyber/agrand.jsp.

4 Lennard G.Kruger and Angele A. GilroyBroadband Internet Access and the Digital Divide: Federal
Assistance ProgramsCongressional Research Report RL30719, July 17, 2013,cBdssed August 30,
2016, https://www.fas.org/sgp/crs/misc/RL30719.pdf.

% United States CongresQOffice of Technology AssessmenfiAdvanced Network Technology
Background Pap&y,OTA-BP-TCT-101 (Washington, DC: US Government Printing Office, June 1993),
accessed August 30, 201tp://ota.fas.org/reports/9304.pdf.

“® Lennard G.Kruger and Angele A. GilroyBroadband Internet Access and the Digital Divide: Federal
Assistance ProgramsCongressional Research Report RL30719, July 17, 2013,cBdssed August 30,
2016, https://www.fas.org/sgp/crs/misc/RL30719.pdf.
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The development ahformation and communications technology (ICT), whih
characterized by accessibility, connectivity and speednow ubiquitous and is
increasingly intertwined in industrgs well asmilitary and civilian life. However, the
development of these systems created a tremendous range of vulnerabilities which have
become more pronounced over time.

Vulnerabilities andMethods toExploit Them

The codevelopment of personal computers, sofavand hardware such as
routers and switches, which we call theernet and its function as an interconnected
delivery mechanisidid not substantially take into account securélated measures as a
part of its inherent functionalityand is actually conprised of an ad hoc system of
systems that continues to mature over time. As a restitisoshd hoc and decentralized
systems development, which has radically exceeded all initial utilization expectations, a
vast number of information security vulnerdi®ls have developed. The possibilities for
exploitation are further compounded by the complexity of the software controlling the
functions of the hardware itself, which creates exponentially larger attack surfaces.
Richard Danzig cites, for example, thenlix operating system which has grown from
176,000 lines of code when introduced 20 years ago to over 15 million lines of code in
2011, and reports that there will be approximately 8.6 million lines of code in the

Pentagots new Joint Strike Fighter airdtaand an estimated 50 million lines of code in
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Microsoft’s Vista operating systefi.This leaves ample opportunity for unintentionally
created and inherent vulnerabilities to be discovéted.

Information security vulnerabilities are mistakes in softwaeg¢ tan be directly
used by an attacker to gain access to a computer system (or a set of systems). These
vulnerabilities, at a minimum, allow an attacker to execute commands as another user,
access data contrary to the specific access restrictions fatati@atpose as another entity
or to conduct a various denial of service, data manipulation, deletion or physically
destructve attacks'® A global tracking system for common vulnerability and exposures
(CVEs) was developed’ and has catalogued over 73,2583 since 1998 Computer
Network Operations typically rely on leveraging CVEs, each of which was once an
unknown vulnerability, as part of the interdependent computer network attack pYocess.
The first use of an unknown and unmitigated vulnerability, Wwhec also known as a

fizero dayo provides a significant advantage to an attacker, since this type of exploitation

" Richard Danzig,Surviving on a Diet of Poisoned Fruit: Reducing the National Security Risks of
Americas Cyber Dependenci€g/ashington, DC: Center for a New American Security, 2014).

“8 The process of finding and exploiting vulnerabilities to gain systemetwork access is integral to the
ability to conduct destructive operations, and will be described in the Operationally Innovative Use
subsection.

9 MITRE Corporation,iCVE i Terminologyd Common Vulnerabilities and Exposurescessed August

27, 2016, kps://cve.mitre.org/about/terminology.html.

0 CVEs are composed of two possible categories: vulnerabilities, described above, and exposures.
Exposures are not vulnerabilities, but provide an important component of a successful attack that allows an
attakker to conduct informatiogathering activities, hide activities, or provide primary points of
unauthorized entry into a computer or network MITRE Corporatfi@VE i Terminologyp Common
Vulnerabilities and Exposureaccessed August 27, 2016, https://ovigre.org/about/terminology.html).

°1 See the MITRE Corporatids count at http://cve.mitre.org; Rapidfulnerability Databaseé,accessed
August 27, 2016, https://www.rapid7.com/db/vulnerabilitiedational Institute of Standards and
Technology, fiNational Vulnerability Databasi,accessed August 27, 2016, https://web.nvd.nist.gov/
view/vuln/search?execution=e2s1.

*2 FireEye, fiWhat Is a ZereDay Exploitd accessed August 27, 2016, https://www.fireeye.com/current
threats/whais-a-zeroday-exploit.himl.
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is difficult to discover. According to FireEyt often takes not just days but months and
sometimes years before a developer learns ofulreerability that led to an attaek

As a result, in an almost @volutionary manner we have seen the emergence and
development of malicious software, or malware, which is defingihiag program that
works against the interests of the sysiemser orowner, usually without the ownsr
informed consend>® The most common forms of malware are viruses, worms and remote
access Trojans (RATs), which are explicitly designed to exploit specific information
security vulnerabilities, including zero days, anceithcapabilities are becoming
exceedingly complex.

A computer virus is a small software program that spreads from one computer to
another through a variety of means, and can interfere with computer opetatiinses
can alsofinfectd other programs bymodifying them and can spread throughout a
computer system or network. As early as 1985 NSA recognized thdithteat of
computer virus attack is very reabnd the application of malicious code in the form of
computer network attack fell into three miaforms:ficompromise, spoofing and denial
of servicey® Viruses could be employed to motftenial of service attackgdefined

asfithe unauthorized use of system resources to the exclusion of authorizel) tisgrs

%3 Information Systems Security Associatidithe Changing Face of MalwaiePresentation SlidesJune

21, 2011, accessed August 30, 201étps://c.ymcdn.com/sites/www.issa.org/resource/resmgr/
ondemand_webinar/the_changing_face_of_malware.pdf.

¥ Department of Homeland Security, United States Computer Emergency Response Te@BRD)S

fivirus Basics®) USCERT, accessed August 27, 2016, https://wwwcag.gov/publications/virus

basics#virus.

® National Security Agency, redacted auth@Gomputer Virus Infections: Is NSA Vulnerablé?

Cryptologic Quarterly 4, no. 3 (Fall 1985); the author also recognized the existencétrojan
horsesécomputer program[s] which, in addition to pe
effectwhenrunbypn unsuspecting useréandowhose identificati
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could bring a computer system to dtl&This acknowledgement is likely due, at least in
part, to an article authored by doctoral student Fred Cohen eritiilgmeriments with
Computer Viruses which cites the development of the first virus in 1983, just two years
after the introduction of the first massarket IBM personal computéf.Similarly, the
fifirst computer worms were created in the labs of John Shock and Jon Hepps @b Xerox
Palo Alto Research Center in the early 19894although aicreeper programto provide
systems updates across ARPANET was already crégtedmputer scientists a decade
earlier). Atrojan horse (program), described @s computer program that appears to the
user toperform a legitimate function but in fact carries out some illicit function that the
user of the program did not intendis a term attributed to NSA employee Dan
Edwards>®

Most viruses simply replicate or display messagesvever, some viruses have a
portion of code designed to deliver a payload that f@mrupt programs, delete files,
reformat a hard disk, or crash a netwo¥kThere are various types of viruses, including
simple viruses, outlined abovencrypted virusg which are designed to avoid technical
fisignatur@ detection by obfuscating the virus, making it unrecognizable to antivirus

software or polymorphic viruses which include a mutation engine that generates

% Michael Warner,fiWhat Is This Thing Called Cyber? Notes on the Evolution of Thought in the US
Department of DefensePaper presented at the International Studies Association Conference, March
2014.

" Fred CohenfiComputer Virusas(PhD diss., University of Southern California, 1985).

%8 Carey NachenbergiComputer ParasitologyProceedings of the Ninth Virus Bulletin Conferent@99,
1-25, accessed August 30, 20b&p://vxheaven.org/lib/pdf/Computer¥%20Parasitology.pdf.

% Daniel J. EdwardsfiOral History Interview with Daniel J. EdwarddJniversity of Minnesota Digital
ConservancyJuly 2, 2013, accessed August 30, 2016, http://conservancy.umn.edu/handle/112799/1623
8 carey NachenbergiUnderstanding and Managing Polymorphic VirugeBhe Symantec Enterprise
Papers 30(1996): 16 https://www.symantec.com/avcenter/reference/striker.pdf.
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randomized decryption routines that change emo# & virus infects a new progratio

further obfuscate its presence. Similarly, a computer worm is a type of computer virus
that can spread without human interacfiohVorms usually propagate through opening

an email attachment and spread automaticddlpugh email messages, networks or
operating system vulnerabilities. Worms steal and utilize information from the infected
computer to spread, and can overwhelm computer systems quickly. Worms are not
always destructive to computers, but at a minimum, teyally cause computer and
network performance stability problef’sRemote Access Trojans (RATS) are a more
evolved form of maliciousrojan horse malwar® and today RATs are considered more
dangerous than most all other types of malicious code. RATmsitpan intruder to
control the totality of a comput@ operations. The various functions include abdity

to delee and modiy files, format or reformat hard disks, upload and download files with
additional malicious functionality. The use of RATs caliow an attacker to spread
throughout associated or interconnected networks, and gather technical characteristics
from the infected systems, a process known as enumeration. RATS create a permissive

operating environment for extensive exploitation, exilon or destruction of the

61 carey NachenbergiUnderstanding and Managing Polymorphic VirudeBhe Symatec Enterprise
Papers 30(1996): 16 https://www.symantec.com/avcenter/reference/striker.pdf

%2 Department of Homeland Security, United States Computer Emergency Response Te@BRDS
fiVirus Basics) USCERT, accessed August 27, 2016, https://wwwcag.gov/publications/virus
basics#virus.

83 carey NachenbergiComputer ParasitologyProceedings of the Ninth Virus Bulletin Conferent@99,

1-25, accessed August 30, 2016, http://vxheaven.org/lib/pdf/CompRGParasitology.pdf.

% A trojan horsds a malicious software program that hides inside other programs and inserts code into the
operating system that enables an attacker to access the infected computer. Trojan horses are usually
implanted and spread hyiruses, worms, or downloaded softwai@epartment of Homeland Security,
United States Computer Emergency Response TeamC@EFRST) fiVirus Basics) USCERT, accessed
August 27, 2016, https://www.tert.gov/publications/virubasics#virus). Also see Microsoft
Corporation,fiHow to Prevent and Remove Viruses and Other Malware: What Is a Trojan élorse?
accessed August 27, 2016, https://support.microsoft.congkan/129972.
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functionality of these systems, rendering them useless, with associated second order or
third order effect§?

Malware capabilities are becoming more sophisticated and complex in nature, yet
the process to use and customize naadwis becoming more simple and widespread.
Technology development and maturity levels for malicious cedleh asa Remote
Access Trojasnow make the automated creation of polymorphic malware tools possible.
Similarly, automated attack capabilities arewmntaunched at machinegpsed and the
ability for nationstates and even individuals to attack on a widely distributed basis across
multiple systems simultaneously is being observed as a result of innovations in internet
enabled command and control mechasisand vast networks of infected and enslaved
computers known as botnéfs.

Operationally Innovative Use

As early as 2006, the Chairman of the Joint Chiefs of Staff cAtipdrations in
cyberspace a critical aspect of our military operations aroundltiteec®’ The US

military defines cyberspace as a separate and distinct domain of military operations to the

® Roger Grimes,fiDanger: Remote Access Trojam2002, http://www.microsoft.coméchnet/security/
virus/VirusRAT.asp

% For an example of the democratization of computer network exploitation and attack capability, one does
not need to look any further than Brian Proffitjow To Build A Botnet In 15 Minuteé,accessed August

27, 2016 ,http://readwrite.com/2013/07/31/hew-build-a-botnetin-15-minutes. For an excellent example

of the state of play in malicious software (malware) e Changing Face of Malwagayhich provides

an overview of ongoing technology change and systemslaewent applicable to computer network
exploitation and computer network attack technology (Information Systems Security Assodiatien,
Changing Face of Malwae, June 21, 2011, accessed August 30, 2016,
http://lwww.issa.org/?page=June2011; Informatiorst&ms Security AssociatiofiThe Changing Face of
Malware i Presentation Slides,June 21, 2011, accessed August 30, 2016, https://c.ymcdn.com/sites/
www.issa.org/resource/resmgr/ondemand_webinar/the_changing_face of malware.pdf).

87 Chairman of the JoinChiefs of Staff, The National Military Strategy for Cyberspace Operations
(Washington, DC: Department of Defense, December 2006¢saed August 30, 2016, http://www.space
library.com/0612dod_The%20National%20Military%20Strategy%20for%20Cyberspace %2 0Qysts)
_2+52pages.pdf.

22



traditional military battlespace domain areas on land, sea, air and Spaies conduct
computer network operations to achieve a variety of palitieconomic or military
objectives, which can be either tacticalstrategic in nature, or both. The applications of
these methodologies allow flexible espionage, sabotage or warfighting goals to be
realized. Cyber attacks offer reduced costs comparedriventional strikes with greater
efficiency; the asymmetric nature of cyber attacks makes them difficult to defend against;
the anonymous natuncd their offensivecapabilitiesallows an attacking government

to circumvent approvaby the world communityo amilitary offensive There is the
ability to conduct cyber attacks in peacetime for immediate geopolitical ends, as well as
to prepare for possible future kinetic attacks or wartime use as a standalone or integrated
capability®® The nature of computeretwork operations can be patent and overt, or in the
alternative, provide plausible deniability to the perpetrator or facilitate the misattribution
of the activity to another actor when this is seen as politically desirable. Other
motivations, which arelosely related to political, economic or military gqalgould
include a desire to deny an adversary their existing capabilities, and/or close traditional
technological or military superiority gaps by degrading the networked informational
foundations upomvhich these capabilities depend. This type of degradation could include
the disruption or destruction of command, control, communications and intelligence
gathering functions or possibly the actual functioning of advanced, interconnected

software and hadwaredependent weapons systems or platforms. The applications of

% Kenneth Geers, Darien Kindlund, Ned Moran, and Rob RachWédd War C: Understanding Natien
State Motives Behind Tod&yAdvanced Cyber AttacksireEye Technical Report (Milpitas, CA: FireEye,
2014).
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computer network operations seems only limited by the imagination and technical
prowess of the analysts, targeters, designers and operators behind the creation and use of
these tools.
Some Examples of Computer Network Operations and the Effects They Can Cause
Spoofing

According to the UK Register, in 2007 Israeli forces were able to shut down
Syrian air defense systems through the use of an airborne network attack system
developed by BAE Sysins capability called SUTER. SUTER allows users to invade
communications networks, see what enemy sensors see, and even take them over as
systems administrateto manipulate sensors into positions so that approaching aircraft
camat be seef?

Data Deleton Attacks

There are two recent, significant data deletion attacks accomplished through the
use of computer worms with data deletion capabilivegch are prominent examples of
CNA;: the Saudi Aramco and Sony Pictures incidents. While these would natalene
be considered militargrade computer network operations tools, they highlight the types
of capability development occurring in CNO.

Saudi Aramco Attack

According to publicly available reports, in late October 2012, Aramco, a Saudi
stateowned oil company, experienced a destructive data attack after malware was

introduced into its computer systems, whidrased documents, spreadsheetnads,

% John Leydenfisrael Suspected aHackingd Syrian Air Defences, The Register October 4, 2007,
accessed August 28, 2016, http://www.theregister.co.uk/2007/10/04/radar_hack_raid/.
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and files on approximately 30,000 syste@d.As a result of the attack, the firm shut
down internal corporate networkaddisabled email and Internet access in order to stop

the virus from spreading. This malware, later named Shamoon, was a computer worm
fidesigne to replace the data on hard drives with an image of a burning American flag
and report the addresses of infected compuatdise code included a timing mechanism

set for the exact time the attackers wanted the data deletion to commence, known as a Kkill
switch.”* Specifically, Shamoon corrupted files on the infected computers and overwrote
the Master Boot RecortMBR) in an effort to render a computer unusdbiblcAfee, a

US antivirus firm indicated that theiworm may be spread by infected removable
driveg , be installed by visiting a malicious
by the website hosting a scripted exploit which installs the worm onto thé system

with no user interaction’

The US Department of Homeland Security indicated the
mdware was designed for information stealing with a highly destructive data deletion

module that spread via network shares to infect additional machines after the initial

% Nicole Perlrothfiin Cyberattack on Saudi Firm, US Sees Iran Firing Bablew YorkTimes October

24, 2012, accessed August 28, 2016, http://www.nytimes.com/2012/10/24/business/global/cybmrattack
saudioil-firm-disquietsus.html?_r=0.

" Nicole Perlroth.fiin Cyberattack on Saudi Firm, US Sees Iran Firing Bablew York TimesOctober

24, 2012, accessed August 28, 2016, http://www.nytimes.com/2012/10/24/business/global/cybmrattack
saudioil-firm-disquietsus.html?_r=0.

2 fiSaudi Oil Producers Computers Restored After Virus Attablew York TimesAugust 26, 2012,
accessed August 28,2016, http://www.nytimes.com/2012/08/27/technology/saidproducers
computersrestoredaftercyberattack.html.

3 McAfee, fVirus Profile: W32/DistTrackJo September 12, 2012, accessed August 27, 2016,
https://home.mcafee.com/virusinfo/virusprofile.a3key=1504902#none.
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infection,and could result in operational impacts including loss of intellectualeppp
and disruption of critical systens.

Sony Pictures Attack

In late November 2014, Sony Pictures Entertainment (SPE) experienced a cyber
attack that destroyed computer systems and stole large quantities of personal and
commercial data through the dephoent of destructive malware, rendering thousands of
SPEs computers inoperable.According tothe United States Computer Emergency
Readiness Team (USERT) the attackers usedServer Message Block (SMB) Worm
Tool to conduct the attacks. The attack tool was equipped with five components,
including a Listening Implant, Lightweight Backdoor, Proxy Tool, Destructive Hard
Drive Tool, and Destructive Target Cleaning T6bThe tool possessed a sophisticated
multifunction capability designed to confirm initial remote access, defeat firewalls,
discover and exploit network infrastructure, identify specific machines, run remote
commands, transfer files, destroy data past the point of recovery and render the computer
systems it infected noroperational with irrecoverable data while spreading this

destruction throughout the entire network. The malware also had@getfing damage

" Department of Homeland Security, Industrial Control System Computer Emergency Response Team
(ICS-CERT), Joint Security Awareness Report (JSER241-01B) Shamoon/DistTrack Malware (Update

B), January 3, 2014, accessed August 28, 20tties://icscert.uscert.gov/jsar/JSAR 2-241-01B.

> Federal Bureau of Investigatiofi,Jpdate on Sony Investigati@nDecember 19, 2014, accessed August

28, 2016, https://www.fbi.gov/news/pressrel/presgases/updaten-sonyinvestigation?utm_
campaign=emailmmediate.

® Department of Homeland Security, United States Computer Emergency Response Te@BERD)S

fAlert (TA14-353A) Targeted Destructive MalwadeDecember 25, 2014, accessed August 28, 2016,
https://www.uscert.gov/ncas/alerts/TA1353A.
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assessment function. USERT assessed that thmsalware could resulin operational
impacts intuding loss of intellectual property and disruption of critical syst€ms.

Sabotage orPhysically DestructiveCapabilities Examples ofPhysical Objects Being
Destroyed

CNA can be used to destroy physical objects connected to a computer. Typically
this canbe accomplished through the manipulation or data wiping of industrial control
system software, but there are other possibilities as well.

Industrial control systems (ICS) include supervisory control and data acquisition
(SCADA) systems, distributed cootr systems (DCS), and other control system
components such as Programmable Logic Controllers (Ribih are in widespread use
by industries such as electric, water and wastewater, oil and natural gas, transportation,
chemical, automotive, aerospace, andatdle goods. ICS are often highly interconnected
and mutually dependent systems and the US Government considers them to be vital to the
operation ofAmericas critical infrastructure$® Similarly, the use of ICS is worldwide.
According tothe NIST, affecting the programming logic running ICS has a direct effect

on the physical world, and could result in significant risk to human health and safety,

" Department of Homeland Security, United States Computer Emergency Response Te@BRD)S

fAlert (TA14-353A) TargetedDestructive Malwar@ December 25, 2014, accessed August 28, 2016,
https://www.uscert.gov/ncas/alerts/TA1353A.

8 SCADA systems are typically used for centralized control of dispersed machinery. DCS can be used to
control production systems within a local area while PLCs control specific applicalleita Stouffer,
Victoria Pillitteri, Suzanne Lightman, Marshall Abms, and Adam HahrGuide to Industrial Control
Systems (ICS) SecuritiPreprint,NIST Special Publicatio®00, no. 82, rev. 2 (Gaithersburg, MD: 2015),
accessed August 28, 2016, http://dx.doi.org/10.6028/NIST.SFBAX).
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damage the environment, and/or cause serious financial issues that negatively impact a
natiorts economy?

Internetconnected ICS systems are vulnerable to remote computer network
operations, as exemplified by the Black Energy and Havex malware campaigns described
earlier in this chapter. These types of operations are now possible due to systems
development. Traditionl, ICS were physically and logically isolated, niiternet
connected, used proprietary operating instructions, and consisted of specialized hardware
and software components. With the changes in information technology and the expansion
of the Internet, IS are becoming integrated with businegsrmation technologyIT)
systems, are no longer physically or logically isolated, use commercially available
operating systems and are becoming higlshandardized. Furthermoregngoing
integration efforts are imeasing the use of wireless technologies, which places these
systemgiat greater risk from adversaries who are in relatively close physical proximity
but do not have direct physical access to the equipéf®nt.

Interference with the operations of ICS canude: blocking or delaying flow of
information through ICS networksmauthorized changes to instructions, commands, or
alarm thresholds, which could damage, disable, or shut down equipment, create
environmental impacts, and/or endanger human life; causaregurate information to be

sent to system operators, to disguise unauthorized changes, or to cause the operators to

9 Keith Stouffer, Victoria Piikteri, Suzanne Lightman, Marshall Abrams, and Adam Hahn, Guide to

Industrial Control Systems (ICS) Security, Preprint, NIST Special Publication 800, no. 82, rev. 2
(Gaithersburg, MD: 2015), accessed August 28, 2016, http://dx.doi.org/10.6028/NIST 82300

8 Keith Stouffer, Victoria Pillitteri, Suzanne Lightman, Marshall Abrams, and Adam Hahn, Guide to
Industrial Control Systems (ICS) Security, Preprint, NIST Special Publication 800, no. 82, rev. 2
(Gaithersburg, MD: 2015), accessed August 28, 2016./fatk.doi.org/10.6028/NIST.SP.8&Pr2.
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initiate inappropriate actions, which could have various negative effects; modifying ICS
software or configurations or introducing male@anfections, which could have various
negative effects; interference with the operation of equipment protection systems, which
could damage equipment; or interference with the operation of safety systems, causing

systems failures which could endanger haortiz.
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Figure 2. Supervisory Control and Data Acquisition (SCADA) System General
Layout. Note: WAN = Wide Area Network; MTU = Master Terminal Unit (server for
SCADA system); IED = Intelligent Electronic Device; RTURemoe Terminal Unit.
Source:Keith Stouffer, Victoria Pillitteri, Suzanne Lightman, Marshall Abrams, and
Adam HahnGuide to Industrial Control Systems (ICS) Secutitseprint, NIST Special
Publication 800, no. 82, rev. 2 (Gaithersburg, MD: 2015), accessedsA@§, 2016,
http://dx.doi.org/10.6028/NIST.SP.8@2r2.

While not specifically an ICS attackthough operating on the same principles,

the Project Aurora Test, performed in 2007 at Idaho National Laboratory, provided a live

demonstration of how a bgr attack could destroy a -2dn diesel generator by owver
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torqueing the equipment in about 3 minufésAurora displayed a remote attack
capability that createdan out of synch conditianthat resulted in physical damage to
rotational equipment. Accordintp the Department of Homeland Security (DHS), this
type of ability to destroy rotating machinery could adfect refineries, oil and natural
gas production and refineries, shipping, railroads, water see®nwell as the electric
sector due the typef melay that was exploite?¥f. The elements necessary for an attack
included the existence of a Programmable Digital Relay or other device that controls a
high-speed breaker access to a system containing the relay via a modem, Internet,
wireless, or SCADA dvice and alaptoptlesktop computer®® According to a utility
power system engineer with 25+ years in the industry who witnessed the demonstration,
iThe Aurora project did demonstrateéthe ab
protective equipment armhuse them to serve as a destructive weapon.

Similarly, the publically reportedeployment of Stuxnet, the first malware known
to specifically target a control system, coupled intelligence, surveillance and
reconnaissance (ISR) functionalityith a capdility to exploit programmable logic
controllers (PLC) and human machine interface software (HMI). This malware is an

example of the combination of precise targeting and the creation of kinetic effects in the

8 Department of Homeland Security (DHS), National Programs and Protection Directorate (IREPD),
Release on Project AuroraJuly 2014, accessed August 28, 2016, http://s3.documentcloud.org/
documents/1212530/14f804-documents.pdf.

82 Department of Homeland Security (DHS), National Programs and Protection Directorate (NPPD), FOIA
Release on Project Aurora, July 2014, accessed August 28, 2016, http://s3.documentcloud.org/
documents/1212530/14f003@bcuments.pdf.

8 Department of Homeland Security (DHS), National Programs and Protection Directorate (NPPD), FOIA
Release on Project Aurora, July 2014, accessed August 28, 2016, http://s3.documentcloud.org/
documents/1212530/14f003@bcuments.pdf.

8 Department of Homelan8ecurity (DHS), National Programs and Protection Directorate (NPPD), FOIA
Release on Project Aurora, July 2014, accessed August 28, 2016, http://s3.documentcloud.org/
documents/1212530/14f003@bcuments.pdf
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physical world, reportedly causing massale guipment destruction while inducing the
appearance that all systems were perfectly functional. This was reportedly accomplished
by malware that modified a PLC code while engaged in a sophisticated evasion technique
that was successfully hidden from the gter. The worm and its payload only impacted
control systems operating a specific variable frequency drive, with tailored destructive
effects limited specifically to the target the malware was designed t&°find.

How, or if, this activity translated tilve creation of an alleged covert US program
that included experimental methods to undermine electrical systems, computer systems
and other networks on which Iran relies is open to specufiti@egardless of the name
of the program or the name of the worwhat came to be called Stuxnet is by far the
most sophisticated attack code uncovered to date. The Stuxnet worm repeatedly sought to
infect five industrial facilities in Iran over a 4fionth period. The advanced worm
recorded information on the locatiand type of each computer it infect&dHalf a
million bytes long, Stuxnet was designed to propagate via thumb drives and other
removable media. It targeted a single, specific type of highly specialized industrial

control system at one location, l@arNaanz uranium processing facilit§.Researchers

8 Department of Homeland Security (DHS), NatibReograms and Protection Directorate (NPPD), FOIA
Release on Project Aurora, July 2014, accessed August 28, 2016, http://s3.documentcloud.org/
documents/1212530/14f003@bcuments.pdf.

8 ACyberattacks on Irard Stuxnet and Flamé New York Times accessedAugust 30, 2016
http://www.nytimes.com/topic/subject/cyberattacksiran-stuxnetandflame.

8" Nicolas Falliere, Liam O. Murchu, and Eric ChighW3 2 . St u x b €tpertiho, €A: Symantec
Corp., 2011) accessed August 30, 201éhttp://www.symantec.an/content/en/us/enterprise/media/
security_response/whitepapers/w32_stuxnet_dossier.pdf

8 Steven CherryfiStuxnet: Leaks or Lie$aEEE SpectrumTechnology, Engineering, and Science News
September 04, 2012xccessed August 29, 2016ttp://spectrum.ieee.org/podcast/computing/embedded
systems/stuxndeaksor-lies.
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at Symantec were able to build a model of the spread of the infection; they determined
that 12,000 infections could be traced back to just five initial infection pSints

Stuxnet represents the first of mamylestones in malicious code histotyis the
first worm to exploit four @day vulnerabilities, compromise two digital certificates,
inject code into industrial control systems, and hide the code from the opé&i®toxnet
highlighted a new reality in ISA history. Directattack attempts on critical infrastructure
and the ability to cause physical destruction through the use of binary digital code are
now reality. The New York Times declared that Stuxnet appears to be the first time a
nationstate repeatdy used cyberweapons to cripple another codstigfrastructure,
achieving, with computer code, what until then could be accomplished only by bombing
a country or sending in agents to plant explosiveRecently, Symantec research
published a white pap@iting evidence to buttress its claim that a beta verfion se
called A0.50) of what came to be calle8tuxnet was infidevelopment as early as

November 200%. This beta version was previously flagged by malware researchers as

8 Nicolas Falliere, Liam O. Murchu, and Eric Chjatv32.Stuxnet DossigiCupertino, CA:Symantec

Corp., 2011) accessed August 30, 201éhttp://www.symantec.com/content/en/us/enterprise/media/
security_response/whitepapers/w32_stuxnet_dossier.pdf

% Nicolas Falliere, Liam O. Murchu, and Eric Chjatv32.Stuxnet DossigiCupertino, CA:Symantec

Corp., 2011) accessed August 30, 20léhttp://www.symantec.com/content/en/us/enterprise/media/
security_response/whitepapers/w32_stuxnet_dossier.pdf

1 ACyberattacks on Iramd Stuxnet and Flamé, New York Timesaccessed August 30, 2016,
http://www.nytimes.com/topic/subject/cyberattacksiran-stuxnetandflame. Perhaps more importantly,
according to experts at Symantd@he technical novelty of the individual components of the Stuxnet
worm is not astonishing. What is more interestinthes way those different parts are combined with each
other to result in a powerful targeted threat against control systems used in nuclear facilities. In fact,
Stuxnet is highly modular, and this feature allows sophisticated attackers to build a tattgtledrom
various pieces of code, similar to the way carmakers build new cars from available parts. This modularity
also means a new era for malware developers, with a new business model pointing towards distributed
labor where malware developers can kvaimultaneously on different parts of the sysbe(iicolas
Falliere, Liam O. Murchu, and Eric Chiew32.Stuxnet Dossi€éCupertino, CA: Symantec Cor2011),
accessed August 30, 2016, http://www.symantec.com/content/en/us/enterprise/media/securige/respo
whitepapers/w32_stuxnet_dossier.pdf.
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early as November 2007 This revelation, the result of ongoing forensic analyses related
to CNA;, indicates a robust CNAcapability may have existed much earlier than
originally known. James Andrew Lewis observed tfitae use of network technologies
and the exploitation of c@rspace for intelligence and attack has become a normal part of
mi | it ar y Waaan now gothgyend the disruption of networks and information to

ascribe a kinetic effect to cyber weapdrthe ability to inflict physical damage through

(\)93

cyberattacko™ General Michael V. Hayden recently summed up the emergence of a new

CNO MMIL.

By mid-2010, though, a little more than a year after | left government, there was
little doubt that cyber weapons had come of age. Someone, almost certainly a
nation state (sincéhis was something too hard to do from your garage) used a
cyber weapon that was popularly labeled STUXNET to disable about 1000
centrifuges at the Iranian nuclear facility at Natanz. When the fact of the attack
became public, | commented tBaalthough thé did not compare in any way in
destructive powéy it felt to me a little bit like August, 1945. Mankind had
unsheathed a new kind of weapon. Someone had crossed a Rubicon. A legion was
now permanently on the other side of the river. We were in a new mnisigge.

What had been concept and anticipation only two decades earlier in Texas was
now reality®

A new reality, indeed. Recently, a second physically destructive cyber event has
been reported by the German government and the U.S. Acessding to a ombination
of reports by the German Federal Office of Information Security (BSI) in late 2014, and
another in late 2015 by Bloomberg News, a targeted attack on the computer network of a

steel mill owned by ThyssenKrupp AG, Germényargest steelmakercawsed fithe

92 Geoff McDonald, Liam O. Murchu, Stephen Doherty, and Eric GHiStuxnet 0.5: ThélissingLink,0
Version 1.0.Symantec Security Respor(§&bruary 26, 2013)http://www.symantec.com/content/en/us/
enterprise/media/security_response/whitepapers/stuxnet_0_5_the_missing_.link.pdf

% James A. LewisfiThresholds for CyberwafWashington, DCdCenter for Strategic and International
Studies2010) accessed August 30, 201tp://csis.org/files/publicatidh01001_ieee_insert.pdf

% Michael V. HaydenPlaying to the EdgeAmerican Intelligence in the Age of Terr@Kew York:
Penguin Press, 201&€hapter 8
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uncontrolled shutdown of a blast furnace, leaving it in an undefined state and resulting in
massive damagi> The attackers, according to the reports, spear phishing-eails

and sophisticated social engineering to gain access to the rsikéd office and
production networkséand devel oped or posse
ICS and production processes being us8tbomberg News stated that over the course

of weeks, thefiattacker(s) inserted malware, took control of a comptitat operated

digital controls for the blast furnace, tampered with temperature sensors and motors that
controlled gas flow and remotely disabled the furdgce abi | i ty to shut
apparently caused the machine to overheat and melt &f6wn.

Significant Organizational Adaptation

NSA, CIA andDoD haveall implementedbrganizationabhdaptationsn response
to changesin the technological and operational environmentsaround the world.
Furthermore,the Departmentof Defensehas formalized military compuer network
operationsvarfighting capabilities. Thesechangesighlight the importanceof computer
networkoperationsasa driving forcefor modernwarfareandanemergingMMI.

NSA had primary responsibility for the collection and analysis of signals

intelligence and was also responsible for protecting information systems security of U.S.

% Loek EssersfiCyberattack on German Steel Factory Cadstssive Damagé) ITworld, December 19,
2014, accessed August 28, 2016, http://www.itworld.com/article/2861675/cyberattgekmansteet
factory-causegnassivedamage.html. Also sedhomas De MaiziereDie Lage Der IFSicherheit in
Deutschland 2014(Federal Office for Informatio Security, 2014), accessed August 28, 2016,
http://www.wired.com/wpcontent/uploads/2015/01/Lagebericht2014.pdf.

% Loek EssersfiCyberattack on German Steel Factory Cadstsssive Damagé) ITworld, December 19,
2014, accessed August 28, 2016, http://www.itworld.com/article/2861675/cyberattgsirmansteel
factory-causesnassivedamage.htmiMichael Riley and Jordan JohnsdiGyberspace Becomes Second
Front in Russié Clash With NATQ) Bloomberg.com October 14, 2015, accessed August 28, 2016,
http://www.bloomberg.com/news/articles/2018-14/cyberspac®ecomessecondfront-in-russias-clash
with-nata
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government agencies. NSA, however, faced increasing technical challenges to SIGINT
collectionin that & early as 1982, NSA recognized that:
As computers become more tibhintegrated into telecom nets, the central
problems facing SIGINT will become what to target and how. The most useful
data, from an intelligence or a SIGINT viewpoint, may be resident in the system
in a computer memory, rather than passing over a comcation channel.
SIGINT, instead of waiting for data to be transmitted and then passively
collecting and exploiting them, will have to penetrate into the nets, find what is
there, and extract if.
According to the Congressional Research Service, chandéSAawere due, at
least in parbecauselata transmission contents in fiber optic cables could nitdaelily
interceptedéwithout direct access to the
for expensive SIGINT satellites since transmissions diber optic cables cannot be
intercepted from spadeased platformé?® Significant internal realignments occurred, in
part to address these concerns, starting in 1996 when General Ken Minihan took over the
reins at NSA to address the challenges of scalmgomputer network exploitation and
was tasked with the mission to develop computer network attack capabilities as early as
1997%° Achieving he wholesale development of these capabilities, however, required
significant organizational adaptation over timehis adaptation included closing the

largest SIGINT element at NSA, called A group, to reallocate operational funds and

refocus NSA&s mission into CNE. Soon after, the creation of a special interagency

9 National Security Agency, redacted authB®IGINT 19900 Cryptolog 9, no. 11 (Novetber 1982),
accessed August 30, 2016, https://www.nsa.gov/Heaisires/declassifiedocuments/cryptologs/
assets/files/cryptolog_74.pdf

% Richard A. Best, JrThe National Security Agency: Issues for Cong(®8ashington, DC: Library of
Congress Congreismal Research Service, 2001), accessed August 30, 2016,
http://fas.org/irp/crs/RL30740.pdf; Jeremy Sing@pphisticated Fiber Optics Also Problematic for N&A,
Defense Newslune 12, 2000.

% Wwilliam B. Black, fiThinking Out Loud About CyberspaéeCryptdog 23, no. 1 (March 1997), accessed
August 31, 2016, https://www.nsa.gov/nefeatures/declassifiedocuments/cryptologs/assets/
files/cryptolog_135.pdf.
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organization housed at NSA called the Informatione@pons Technology Center
(I0TC) to develop computer network exploitation and attack tools was an especially
important organizational adaptation during this time period. This organization was
charged with the responsibility for creating, gathering analatshg CNA tools for the
whole of the Intelligence Community as well a®'® Furthermore, in 1999, the
concept offiDigital Network Intelligencé was identified as a new SIGINT paradigm,
defined as the intelligence from intercepted digital data commionsatransmitted
between, or resident on, networked comput&reind by definition shows that NSA
repositioned itself to exploit comput-computer communications. This paradigm
change provides strong evidence of an organizational adaption from tradraoina
frequency (RF) interception capabilities to digital interception. Indeed, this paradigm
change drove additional recommendations fehabling taxonomieg or flexible
nomenclatures and methods to meet this new technical approach, including deploymen
strategies, mission management, functional capability needs, skill sets, system needs,
organizational needs and resource requirent&hichis was apparently driven, at least in

part by global technology changes and interconnectivity in communications asic

1% The Title 10Title 50 debate is essentially a debate about the proper roles and missions of U.S. military
forces and intelligence agenciéf.itle 100 is used colloquially to refer to DoD and military operations,
while ATitle 500 refers to intelligence amcies, intelligence activities, and covert action. See: Andru E.
Wall, fiDemystifying the Title 1@Title 50 Debate: Distinguishing Military Operations, Intelligence
Activities and Covert Actio Harvard National Security Journd (2011): 85, ecessed Augst 31, 2016,
http://www.soc.mil/528th/PDFs/Title10Title50.pdf

191 James Clapper, JReport to Director(Ft. Meade, MD: National Security Agency Scientific Advisory
Board, Panel on Digital Network Intelligence, June 28, 1999), accessed August 31, 2016,
http://lwww2.gwu.edu/~nsarchiv/INSAEBB/NSAEBB24/nsa22.pdf.

192 James Clapper, JiReport to Director(Ft. Meade, MD: National Security Agency Scientific Advisory
Board, Panel on Digital Network Intelligence, June 28, 1999), accessed August 31, 2016,
http://www2 gwu.edu/~nsarchiv/INSAEBB/NSAEBB24/nsa22 .pdf
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satellite, satellite gateways, public access Internets and intranets, cellular
communications, digital switches, ét¢.

Similarly, CIA created a new organizationto focus on computer network
exploitationand other relatedhumanintelligence (HUMINT) technicaloperation&* in
1995 calledthe Clandestindnformation TechnologyOffice (CITO), aresponseo CIAG
concernthat it fimight not be readyto exploit the rapid expansionand utilization of
advancedechnologyin varioustargetdomainsandéeizéthe collectionopportunitiesn
therapidly emerginghigh techenvironment The creationof CITO led to an fiadventof
espionageén cyberspacgthafl wasnearlyi n st a nt arap&dgromgh@ndimpgacton

0'% CITO eventuallymorphed

(CIA®) operationswas stunningand evenrevolutionary
into a full-spectrum computer network operations entity called the Information
OperationsCenterhousedin the Directorateof Operationsn 2001, with portionsof its

initial mission transferredto the Office of Technical Colection!® In 2015, CIA

announcedhe startof a massivenew reorganizationcreatingthe Directorateof Digital

193 James Clapper, JReport to Director(Ft. Meade, MD: National Security Agency Scientific Advisory

Board, Panel on Digital Network Intelligence, June 28, 1999), accessed August 31, 2016,
http://www2.gwu.edu/~nsarchiv/INSAEBB/NSAEBB24/nsa22.pdf

104 According to the House Permanent Select Committelnilligence fid clandestine service does much

more than simply colleadHUMINT6c | andesti nel yéit also works in [|iai
all types of operations; it taps telephones and installs listening devices; it breaks into or othaingse

access to the contents of secured facilities, safes, and computers; it steals, compromises, and influences
foreign cryptographic capabilities so as to make them exploitable by US SIGINT; and it clandestinely
emplaces and services secret SIGINT andSINT sensors (United States Congress. House Permanent
Select Committee on IntelligencBC21: The Intelligence Community in the 21st Century: Clandestine
Service Executive Summaty104" Congress, Second Session, Chapter IX (1996), accessed August 31,
2016, https://www.gpo.gov/fdsys/pkg/GRO21/html/GPQIC21-9.html.

1% Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in the &I&landestine Servigdew

York: Penguin, 2012).

1% Michael V. HaydenPlaying to the Edge: Americantelligence in the Age of TerrgNew York:

Penguin Press, 2016); Central Intelligence Agefidg&T Realignment Overview (Document 4&),

National Security Archive, George Washington UniverSgptember 10, 2001, accessed August 28, 2016,
http://nsarchie.gwu.edu/nsaebb/nsaebb54/.
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107

Innovation(DDI),™"’ thefirst time in morethan50 yearsthatthe organizatiorhasformed

a new directorate,iidesignedto acceleratethe infusion of advanceddigital and cyber
capabilitiesacrossghe agency'® andconsolidatinghe fiCIAGs digital operationsd from
cyberespionag® datawarehousingindanalysisy*®®

In contrast to the IC, at first it appears thaillds broader nowryptologic and
intelligence component interests in CNO were initially focused on CND for its own
networks. In 1998, Joint Task Fo&c€omputer Network Defense (JAEND) was
created under the auspicestlé U.S. Space Command. This was likely driven by the
fact thatthe US was experiencing the effects of computer network exploitation itself. For
example, CIA wagdetecting, with increasing frequency, the appearance of doctrine and
dedicated offensive cyber warfare programs in other courtriakhough this
organizatbn alignment would prove itself to be suboptiffdiHowever, By April 2001,
JTFCNDG mission expanded to include computer network attack, and it was renamed
Joint Task Fora@ Computer Network Operations (JAENO). The task force became

part of the US Strategic Command (USSTRATCOM) in October 2682The US

formalized authorities for militarily significant CNE and CNA capabilities as early as

197 Central Intelligence AgencyfiDigital Innovationd October 01, 2015accessed August 28, 2016
https://www.cia.gov/officesf-cia/digitatinnovation.

198 Guy Taylor, iCIA Goes Live with New Cyber Directorate, Massive Interféorganization
Washington TimesOctober 1, 2015, accessed August 28, 2016, http://www.washingtontimes.com/
news/2015/oct/1/cigoeslive-with-new-cyberdirectoratemassivei/.

199 Mark Mazzetti,iC.I.A. to be Overhauled to Fight Modern ThreafShe NewYork TimesMarch 06,
2015, accessed August 28, 2016, http://www.nytimes.com/2015/03/07/ustmajbausetfor-cia-with-
thousandgo-bereassigned.html.

19 John A. Serabian JrGyber Threats and the US EcononStatement for the Record before the Joint
Economic CommitteéMcLean, VA: Central Intelligence Agency, 2000), accessed August 28, 2016,
https://www.cia.gov/newiformation/speechetestimony/2000/cyberthreats 022300.html

1 Department of Defense US Strategic Comméditistory - US StrategicCommandd August 2014,
accessed August 28, 20Htp://www.stratcom.mil/history
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February 2003 through National Security Presidential Directive (NSBD)which
fiprovided guidance to determineova and when the United States would launch a
Computer Network Attack (CNA) against foreign systems, and who would be authorized
to conduct such operation5- The issuance of this type of national security directive
implied a robust capability that will &y expand over time. By 2004, JTINO was
renamed Joint Task Foi@eGlobal Network Operations (JFENO), although the
network attack mission transferred in 2003 to a new organization, which evolved into the
Joint Functional Component Comméntlletwork Warfae (JFCGNW) in January 2005,

led by the Director of NSA, who was given specific CNA authorities via a delegation
procesS™ which provided a specific, seminal convergence of intelligence capabilities
with military authorities for computer network operatiods.sophisticated computer
network exploitatiorintrusion (commonly referred to todags BUCKSHOT YANKEE,
although this is the name of the remediation opergfibfed to a further restructuring

and recombining of US offensive and defensive computer netwpmtationgesulting in

the establishment of U.S. Cyber Command in May 2010, effectively a National Security
Agency/US Cyber Command (NSA/CYBERCOM) hybrid under a single-atéd
commander who was now authorizeddand capable of executing both the Cldid

CNA, and CND missions under two sets of legal authoriti€his significant

12 Joseph Glebocki, JrDoD Computer Network Operations: Time to Hit the Send But@arlisle,
Pennsylvania: Army War College Carlisle Barracks, 2008)kcessed August 28,2016,
http://www.au.af.mil/infoops/iosphere/08fall/iosphere_fall08_glebocki.pdf.

13 Department of Defense US Strategic Commdidistory - US Strategic Commanal August 2014,
accessed August 28, 2016, http://www.stratcom.mil/history.

14 see William J. LynnfiDefending a New Domain: The Penta@Cyberstrategg,Foreign Affairs89,
no. 5 (2010): 97108, a&cessed August 28, 20l1éhttps://www.foreignaffairs.com/articles/united
states/201@9-01/defendingnew-domain.
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consolidation of authorities allows for a large degree of flexibility to engage in a variety
of highly informed operational environments, during peacetime, times of heightened
tensions, or during warfare. Ddiadtting, while not in and of itself unusual, is
particularly important in the case of CNO as a MMI, and according to the White House
fikeeping the positions of NSA Director and Cyber Command Commander together as
one, duahatted position is the most effective approach to accomplishing both agencies
missionsd'*® According to the Washington Postwhich provided analysis of the
mechanism and effects of this dingtted arrangement, US personimgho operate under
intelligence legal authorities, may switch to a military authority when they are ordered to
conduct a computer attack under an execute order by the president and the defense
secretary. The process is document®&bu can be doing intelligncegathering one
second and then pull the trigger on an offensive op the dn@xiprmer intelligence

2116

official saido

Conclusion

Computer network attack and computer network exploitation (CNA/CNE), as a
subset of CNQis a prominent example of a MMI ithe 2£' century. CNO came into
being as a result of technology changes, systems development, operational innovations
and organizational adaptation. Technological changes, including the development of

accessible and affordable computer hardware, operayisigms and software underpin

15 carrie Mihalick, AWhite House Sticks with Buble Duty for NSA Directog CNET, December 13,
2013, accessed August 26, 2016, http://www.cnet.com/news#iiteestickswith-doubleduty-for-nsa
director/.

18 Ellen NakashimafiDualleadership Role at NSA and Cyber Command Stirs Deb#tashingtorPost
October 6, 2013, accessed August 28, 2016, https://www.washingtonpost.com/worldMmational
security/dualeadershigrole-at-nsaand-cybercommandstirs-debate/2013/10/06/ffb2ac4#r5911e3
97a3ff2758228523 _story.html.
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the entirety of toda® modern world. A series of worldwide integrations between
computing systems and telecommunication capabilities connected bysgegh
transmission lines is now used by at least 40% of the @opdpuléion. However, this

same supersystem has inherent vulnerabilities, and exploitation of this supersystem is
now routine and increasingly dangerous. Operational innovations designed to exploit
these systems from thousands of miles away, many times anonymuauskhe gamut

from denial of usdo espionage and various levels of physical destruction. Significant
organizational adaptation has occurred over time in the US Intelligence Community to
create this MMI and provide a highly effective new capability ttoee Department of
Defense, which itself has undergone significant organizaitewtaptation to ensure it can
make effective use of the tools. Broadly speaking, CNO has caused organizational
adaptation and changes at NSA, CIA armDDn the way the organitians fifight,0 and

in each instance caused the creation of a new combat arm, in addition to a change in the
concepts of operation of that combat arm, with a new type of fully integrated
intelligencegathering and warfighting capability. This new instrumaipower is still in

the process of being incorporated and refined in an iterative cycle of technology change,
systems development, operational innovation, organizational adaptation and doctrinal

development, both in the US and worldwide.
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CHAPTER 2. LITERATURE REVIEW OF MMI THEORIES

The literature on military innovation has largely focused on three main theoretical
explanations: civiani military relations, intraservice politics and interservice politics.
Each of these theoretical explanatiovid be used to determine their level of explanatory
power as to why computer network operations have emerged as a major military
innovation.

Civiliani Military Relations

Most discussions of US military innovations start with ¢aril military relations
as a framing theory. According to Barry Posen, MMIs are primarily the restitiwolfi
military dynamics that determined whether interwar militaries would innavREses
theory implicitly identifies the phenomenon of military bure@tic conservatism and its
inclination toward slow incremental change or, in the worst céisastined intransigent
failure to adapt, resulting in the routine suboptimization of strategic initidth/&osen
observed that a military bureaucréyinterestin reducing uncertainty will keep it
resistant to change and locked irftstandard operating procedur@s® Furthermore,
Posen posited that a typical military bureaucracy structure, which by its very nature is

resistant to change, wants to ensure autonsnaation from civilian control and will

7 Barry R. PosenThe Sources of Military Doctrine: France, Britain, and Germany between the World
Wars(lthaca: Cornell University Press, 1986).

18 Barry R. PosenThe Sources of Military Doctrine: France, Britain, and Germany between the World
Wars(Ithaca: Cornell UniversityPress, 1986).
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therefore structure doctrindin such a way as to make it inaccessible to political
tinkeringéand will keep doctrinedo®rom resp
Posen observed that even the most successfulrilorganizations require a
good fikick in the pant8 from external authoiig#s who perceive a threatening external
strategic environment if they are to innovate. PGseonclusion is that innovation will
only occur if statesmen (civilians) intervene inlitary service doctrinal development,
preferably with the assistance of maverick officers from within shevice!? This
highlights the requirement that talown external executivievel intervention is
necessary to induce missiased problensolving that will ultimately create a major
military innovation. The international, grand strategy level of analysis in Bosenk is
focused on how mac#Hevel domestic and international variables interact and the degree
to which military organizations respond topdown directed change based on civilian
political goals*?* This concept can be clarified as the manner in which American political
leaders responsible for national security policy can shape or direct the military to meet
the countrs evolving securt needs*? Posen does not examine the underlying

foundational technologies that facilitate major military innovatimr consider a bottom

119 Deborah D. AvantfiThe Institutional Sources of Military Doctrine: Hegemons in Peripheral Wars,
International Studies Quarterly7, no. 4 (1993): 40230.

120 Barry R. PosenThe Sources of Military Doctrine: France, Britain, and Germaeyween the World
Wars (Ithaca: Cornell University Press, 1986); Adam Grissdifhe Future of Military Innovation
Studies) The Journal of Strategic Studi2s, no. 5 (2006): 90934.

121 Barry R. PosenThe Sources of Military Doctrine: France, Britain, a@krmany between the World
Wars (Ithaca: Cornell University Press, 1986); Deborah D. Avahhe Institutional Sources of Military
Doctrine: Hegemons in Peripheral Warkyternational Studies Quarterly 3ho. 4 (1993): 40930.

122 gyzanne C. NielsenfiCivill Military Relations Theory and Military Effectiveneés,Public
Administration and Public Polic§37 (2008): 237.
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up or organizational approach to their creafitrOne point that Posen makes that will
require further examination tgs position that new technology is often grafted on to old
doctrine!®*The case study process trace will test this assertion for validity

There aregwo variants ofPoses theory based on the works of Deborah Avant
and Kimberly Zisk. Posen, Avant andsKi agree that doctrine is a result of mixing
international and domestic variables. Each of them believes that civilian intervention
plays a role in the development of military doctrine, although the level of influence
civilians possess and the source & thange to military doctrine varies by writer. These
authors do implicitly agree that the threat environment plays an important role in the
development of doctrine, but disagree as to level of autonomy the military possesses
when instituting innovative dxrinal change.

DeborahAvant succinctly summarizes the inapplicability of Pdsetmeory to
directly explain the development of major military innovations by identifying Fesen
underlying assumption that the driving fastdor MMIs are fbalanceof-powea crises
[which] invoke the top political leaderslipattention, and trigger a rational updating of
strategies in conformance with realpolitik

leadership can redirect the militad{?> Avant examines Poséconclusions that military

123 A veritable cottage industry of research has been spawned by&sseninal work, which crosses a
variety of research areas within tl&viliani Mil itary Relations genre. For a few of over 1000 examples
see: Jeffrey A. Isaacson, Christopher Layne, and John Arq@itkedicting Military Innovation No.
RAND/DB-242-A, Santa Monica, CA: RAND Arroyo Center, 1999; Emily O. Goldman and RicBard
Andres,iSystemic Effects of Military Innovation and Diffusi@rSecurity Studie8, no. 4 (1999): 7425;
Mark Z. Taylor,fiToward an International Relations Theory of National Innovation ReSesurity Studies
21, no. 1 (2012): 11352.

124 Barry R. P@en, The Sources of Military Doctrine: France, Britain, and Germany between the World
Wars(lthaca: Cornell University Press, 1986).

125 Deborah D. AvantfiThe Institutional Sources of Military Doctrine: Hegemons in Peripheral Wars,
International Studies Qarterly 37, no. 4 (1993): 40€30.
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organizations should prefer offensisgyle doctrine and should be reticent to change,
absent civilian intervention. She also reviews Pasbaglief that civilian leaders are more
attuned to internationdével threats and inteene to force changes in military doctrine
during times of crisis. Avant finds, however, that despite sustained intervention by
civilian leaders, minimal doctrinal changes occurred in the US Army during Vietifam.
Avant focuses on the impetus for doctrinahovation being derived from domestic
institutional structures (what she calls the institutional model) which are driven by both
the short and longterm political interests of civilian actors which influence or color the
way in which they understand tlegternal strategic threat environment and thus, under
the right conditions, directly affects doctrinal innovatféhAvant offers an alternative
explanation by examiningithe delegation of power between the governisgperior
civilian authoritie$, and the specialized subordinatgthe military organizatioh and
attributing success or failure fonnovaté adapt in response to similar threatShe
concludes that the success or failure of civilian intervention can be explained by the
strength of undivided wilian institutional control[both presidential ancdcongressiondl

and its effect on the development of military organizatifhen civilian institutional
actors are divided in their approach or assessments of what the military should change,
the attemptst changing the militadg doctrine will failo™® By this logic, major military

innovations would be driven by the domestic political deliberations of US civilian

126 Deborah D. AvantfiThe Institutional Sources of Military Doctrine: Hegemons in Peripheral Wars,
International Studies Quarterl§7, no. 4 (1993): 40€30.

127 Deborah D. AvantfiThe Institutional Sources of Militarpoctrine: Hegemons in Peripheral Wars,
International Studies Quarterl§7, no. 4 (1993): 40€30.

128 Deborah D. AvantfiThe Institutional Sources of Military Doctrine: Hegemons in Peripheral Wars,
International Studies Quarterly7, no. 4 (1993): 40€30.
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authorities, the shoterm threat they perceive at the international system level, filtered
through the lens of domestic institutions and the US system of checks and balances which
drives the nature of the changes ultimately imposed on the military. This research does
not address the knowledge gap within the literature relativatédligenceCommunity
generated major military innovatignsor does it provide explanatory power regarding
the development of the innovation itself.

Kimberly Zisk is critical of Posen and the earlier scholars on civifi@htary
relations, who viewimilitaries ashidebound bureaucratic actors, inert unless pushed, and
oriented above all toward domestic political competition and organizational

predictabilityd™?

Zisk hypothesizes thafperhaps it is not that military officers are
resistant to innovation in generaltbmerely to innovation that they believe will damage
their bureaucratic and institutional interest® This hypothesis would indicate that, at
least in some instances, military organizations are likely to develop innovative doctrines
on their own, in thebsence of civilian intervention. Zisk analyzes this dynamic in light
of how military officers may responidvhen they interpret a foreign doctrinal shift as a
threat to the success of their current war ptaf'sHer analysis embeds a reactive
countermove amponent as the impetus for internally generated (within the military

bureaucracy) doctrinal changes as opposed to a domestically based, external intercession

by civilian authorities or elites. To her credit, Zisk recognizes that military officers are

129 Kimberly Marten Zisk,Engaging the Enemy: Organization Theory and Soviet Military Innovation,
19551991 (Princeton, NJ: Princeton University Press, 1993).
130 Kimberly Marten Zisk,Engaging the Enemy: Organization Theory and Soviet Military Innovation,
1955-1991 (Princeton, NJ: Princeton University Press, 1993).
131 Kimberly Marten Zisk,Engaging the Enemy: Organization Theory and Soviet Military Innovation,
19551991 (Princeton, NJ: Princeton University Press, 1993).
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genunely concerned about ensuring the protection of national security during changes in
the threat environment and will innovate while straddling the line between bureaucratic
selfinterest and the importance they place iolicy continuity and institutional

stability.0'*?

While this research recognizes that military institutions may develop
innovative doctrines on their own, it posits that doctrine comes first, and does not flow
from technological change. Zisk believes that technology is created over timbeand t
incorporated into a MMI as part of an overall process. Furtherrdgsie focuses on the
international threat environment as a significant driver for this change, which does not
readily address peacetime innovation or innovation that occurs during dimesv-
intensity conflict or so calledismall warsd It must be stated that within the Civilian
Military literature there is an entire area of analysis that focuses on operant factors related
to civilian control of the military, which, while interesting a subtopicis not on point

for this analysis and will not be reviewitthis dissertatior®

Interservice Rivalry

In contrast to the Cilrani Mil itary model which has not been widely applied to

MMI case studies, the literature on Interservice rivalyaist and focused directly on the

132 Kimberly Marten Zisk,Engaging the Eemy: Organization Theory and Soviet Military Innovation,
19551991 (Princeton, NJ: Princeton University Press, 1993

133 peter D. FeaveffiCivili Military Relationsp Annual Review of Political Scien@ no. 1 (1999): 211
241; as astutely noted by Feaver, the majority of theiaivimilitary relations literatureficonsists of
empirical/descriptive treatments of the diwililitary scene in different countries or regianSee, for
example Bernard BoénéHow dJniqued Should the Military Be?: A Review of Representative Literature
and Outline of a Synthetic FormulatiorEuropean Journal of Sociolo@1, no. 01 (1990):-89; Paul W.
Zagorski, Democracy vs. National Security: CiWiilitary Relations in Lain America(Boulder: Lynne
Rienner Publishers, 1992); Constantine Panos Danopoulos and Cynthia Ann Whts&uwlitical Role of
the Military: An International HandbooKWestport, CT: Greenwood Publishing Group, 1996); Larry
Diamond and Marc F. Plattnerd®, Civili Military Relations and Democrac{Baltimore: Johns Hopkins
University Press, 1996); John P. Lovell and David E. Albrigd, Sheathe the Sword: CiMMilitary
Relations in the Quest for Democracy, Vol. 8#&estport, CT: Greenwood Pub Group, TR9
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role of bureaucratic politics in generating MMf.According the Interservice rivalry
model of military innovation, the key catalyst for innovation is competition between
military organizations as a result of resource @tarUnder this theory, innovation is an
outgrowth of competition between the various armed services within a +sédi@nwho
are seeking to maintain their budget authority andstrehgth, and thus maintain control
over their traditional missions to sure their ongoing relevance. This type of rivalry
floccurs when the services, each following its own interests and ideology, compete within
DoD [or the IC] for peacetime roles and wartime missioasd thus for resourcésthat
they believe accrue to theinique strategic approach to war fightistg®

Interservice rivalry becomes most prominent when a new mission area emerges in

which none of the services have a dominant advantage, or an old mission may be

134 For examples, see Harvey M. SapolsiBglaris System Developme(Eambridge, MA: Harvard
University Press, 1971); Michael H. Armaco$te Politics of Weapons Innovation: The Tdopiter
Controversy(New York: Columbia University Press, 19690; OwenCote, Jr.fiThe Politics of Innovative
Military Doctrine: The US Navy and Fleet Ballistic Missiie§PhD diss., Massachusetts Institute of
Technology, 1996). Other works that are descriptive of this phenomenon irlederick A. Begenson,
The ArmyGets an Air Force: Tactics of Insurgent Bureaucratic Polit{@altimore: Johns Hopkins
University Press, 1980Edmund BeardDeveloping the ICBM: A Study in Bureaucratic Polit{téew
York: Columbia University Press, 1976); William A. Lucas, and RaynménBawson,The Organizational
Politics of Defense No. torrs, CT: International Studies Association, 1974); Michael J. Neufehg
End of the Army Space Program: Interservice Rivalry and the Transfer of the von Braun Group to NASA,
195819599 The Jounal of Military History 69, no. 3 (2005): 73757; and Hal M. FriedmarfiArguing
Over Empire: American Interservice and Interdepartmental Rivalry Over Micronesiai, 198¥3® The
Journal of Pacific History29, no. 1 (1994): 3@8; Vincent Davis,Postwar Defense Policy and the US
Navy: 19431946 (Chapel Hill: University of North Carolina Press, 1966); Paolo Enrico Colétia,
United States Navy and Defense Unification, 12933 (Newark: University of Delaware Press, 1981);
Harry R. BorowskifiA Hollow Threat: Strategic Air Power and Containment before Kaor€antributions

in Military History, No. 25. (1982)Michael S. SherryPreparation for the Next War: American Plans for
Postwar Defense, 1941945 (New Haven, CT: Yale University Press, 1977): @rdon W. Keiser,The
US Marine Corps and Defense Unification 1942 The Politics of SurvivalFt. McNair, DC: National
Defense University, 1982); Michael A. Palm@rigins of the Maritime Strategy: The Development of
American Naval Strategy, 194855 (Annapolis, MD: Naval Inst Press, 1990); and Dean C. Allard,
filnterservice Differences in the United States, 12850: A Naval Perspectivie Airpower Journal3
(1989): 7185.

135 For an early genesis of his theory see Samuel P. Huntinfitaerservice Cmpetition and the Political
Roles of the Armed Servicéshmerican Political Science Reviés, no. 1 (1961): 482.
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reopened for competition between the servicgéccording to this model, innovation is
not attributable to any external factdrgistead it is an internally generated phenomenon
through competition over scarce resources or future potential funding. New missions,
technologies and threats create new sourtésnaling, and generate new imperatives to
develop a program that fulfills that new nédtiTo Jack Snyder, Interservice rivalry is
also identifiable through the doctrinal choices made by military institutions that best
serve military interests in bureauticebattles over resources or organizational prestfye.
Furthermore, according to Zisk, who straddles Interservice rivalry theories in her writing,
fiRoutine innovations (withiaparadigm incremental improvements to existing military
technology or tacticsare valued by military bureaucracies because they typically assure
an increase in military budget and the continued importance to the state of military
expertise and the military instrument in international aff&it3.he leading studies in the
area are atibuted to Harry Sapolsky, Henry Armacost and Owen Cotedch of whom
focused on the development of strategic weapon systéms.

Harry Sapolsky concludes that the competition between the services regarding the
development of nuclear ballistic missilessulted in more rapid innovation. Sapolsky

examined the development of intercontinental ballistic missiles (ICBMs) during the Cold

136 Adam GrissomfiThe Future of Military Innovation Studi€sThe Journal of Strategic Studig$, no. 5
(2006): 905934.

137 This restatemenof Interservice rivalry theory is drawn from Nina A. KollafBy the Seat of Their
Pants: Military Technological Adaptation in VegiPhD diss., The Ohio State University, 2012).

138 Jack SnyderfiCivili Military Relations and the Cult of the Offensive, 194dd 1984) International
Security9, no. 1 (1984): 10846.

139 Kimberly Marten ZiskEngaging the Enemy: Organization Theory and Soviet Military Innovation-1955
1991 (Princeton, NJ: Princeton University Press, 1993).

140 Harvey M. SapolskyPolaris System Deslopmen{Cambridge, MA: Harvard University Press, 1971);
Michael H. Armacost,The Politics of Weapons Innovation: The Tapiter ControversyNew York:
Columbia University Press, 1969); Owen R. Cote,filthe Politics of Innovative Military Doctrineéfhe
US Navy and Fleet Ballistic MissilégPhD diss., Massachusetts Institute of Technology, 1996).
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Ward specifically how the US Nawyg Polaris submarinunched ballistic missile
(SLBM) system development and fielding wadluenced and managed as a result of
competition with the US Air Foré Minuteman ICBM. Sapolsky recognized that
nuclear missile systems were in some wageeen fielddo and outside of each of the
service$ core competencies but within the perceived, agaxtension of its mission

area, which drove competition. The weapons system development schema was indicative
of incremental innovatiofi**

Henry Armacost identified a specific alignment of external advocates and
politically driven bureaucratic dynamicsat drove the pursuit of differing strategies
adopted by the Air Force and the Army in their development of the Thor and Jupiter
intermediaterange nuclear missiles (IRBMSY Each service branch pursued a separate
strategy to achieve nuclear mission aremhance while developing a withparadigm
incremental technological innovation. Armacost describes how the Army sought to
accelerate its Jupiter technological development program, delay an interservice decision
as long as possible, and develop a doctforeusing nuclear weapons in tactical and
operational roles. The USAF, in response, also accelerated its Thor missile program and
attempted to achieve bureaucratic dominance over the entirety of nuclear weapon

platforms through centralized contr8f.

11 Harvey M. SapolskyPolaris System Developme@ambridge, MA: Harvard University Press, 1971).
135Michael H. ArmacostThe Politics of Weaporisnovation: The Thedupiter ControversyNew York:
Columbia University Press, 1969Adam Grissom,fiThe Future of Military Innovation Studi€sThe
Journal of Strategic Studi€®, no. 5 (2006): 90934.

143 Michael H. ArmacostThe Politics of Weapons Inuation: The Thowupiter ControversyNew York:
Columbia University Press, 1969); Adam Grissdiiihe Future of Military Innovation Studi€sThe
Journal of Strategic Studi€9, no. 5 (2006): 90934.
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Owen Cote Jr. examined the sources of military doctrine and concluded that
regardless of where doctrinal change originated (whether through civilian intervention or
an internally derived process), ultimately doctrinal choices are made because they best
serve nilitary interests in bureaucratic battles over resources or organizational pté&stige.
Cote examined issues of military innovation by conducting a case study related to the
development of Polaris and Trident Il Subma#i@menched ballistic missile (SLBM)
programs over several administrations. Cote argued that interservice rivalry can
fiaccelerate doctrinal change begun as a result of civilian intervergiofsmphasis
added emerging new combat arms within the serviaesdditionally, Cote identified
that Interservice rivalry can act alone and independently to cause the creation of
innovative doctriné*® Cote compared and contrasted Posen and Stephen @Rosen
writings, and in many respects splits the difference between théhewories. Cote notes
that neither Posen nor Rosen addrédse potential explanatory power of different
patterns of interservice relations as an independent or intervening vartablelentifies
interservice rivalry (conflict) as a separable indepetndanable, whereas it was treated
as an intervening variable by Rosen. Furtherm@ete notes that there are both
cooperative and competitive patterns of interservice relations, and the source of these
different patterns may be attributable to externgstesmic pressures or internal

organizational dynamics. Cote also allows for instances where civilian influence on the

144 Owen R. Cote, JrfiThe Politics of Innovative Militey Doctrine: The US Navy and Fleet Ballistic
Missiled (PhD diss., Massachusetts Institute of Technology, 1996).

145 Owen R. Cote, Jr.iiThe Politics of Innovative Military Doctrine: The US Navy and Fleet Ballistic
Missile (PhD diss., Massachusetts Ingiétwf Technology, 1996).
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manner in which innovative doctrine is ultimately created can be impacted by a domestic
political level of analysis?®

Intraservice Rivalry

The Intraservice model of military innovation focuses on the internal competition
between branches of the same military service and new branches that embrace new
military capabilities

The leading proponent of the intraservice rivalry model is SteploserRwho
observed that the pathway to innovation begins when senior leadership déieeims
theory of victory, an explanation of what the next war will look like and how officers

must fight if it is to be wom™*’

Rosen argues that military innovationaislow internal
process, stretching across a generation, as young officers align with protective mentors
and work their way up the hierarchy to assume senior positions and foment desired
change'*® This theory directly rebuffs the civiliamilitary theory which cites a variety

of drivers for innovation, including previous defeat in wartime, civilian intervention or
the overall threat environment, which according to intraservice rivalry is not necessary to
produce innovation in a military organization. Everedoctrinal choices are not made
explicitly for bureaucratic purposesnstead what might be taken as predoctrine is

actuallyone or moresenior leaders developing a new theory of victory, what it will look

like and how it would need to be fought thathgeates a coupling between newly

146 Owen R. Cote, JrfiThe Politics of Innovative Military Doctrine: The US Navy and Fleet Ballistic
Missiled (PhD diss., Massachusetts Institute of Technology, 1996).

147 Stephen Peter Rosefilew Ways of War: Understanding Militaignovationd International Security
13, no. 1 (1988): 13468.

148 Stephen Peter RoseWinning the Next War: Innovation and the Modern Militdtihaca: Cornell
University Press, 1994).
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emerging military capabilities and the new theory of victory. This theory also challenges
the assumption of the Interservice model that each service behaves as a unitary actor.
According to Roseis analysis, the creationd@ption, utilization and assimilation
of an innovatiorfirequires a very specific alignment of service leaders;leviél officers,
and institutional arrangementto be successful. These innovational concepts typically
result in an internal, ideologicalraggle within the service that ultimately requires
advocates, allies and resources to become a rédliBosen observes that an internal
organizational struggle which leads to innovation may require a new promotional
pathway to senior ranks to ensure incorporation of new skills (e.g., people with a
technical specialty who might not typically make generdtef}. Poseé& mavericks do
not have this power and civilians are not entirely seen as legitimate enough to influence
these decisions according to Rosen, although civilians can protect military innovators
against some internal and external opposition.
Ro=ends theory is typically referred to as a tstep process innovation model.
His analysis separates innovation into peacetime, wartime and technological typologies
within the intraservice rivalry theory. Rossrwork investigates @énew way of war, with
new ideas of how the components of the organization relate to each other and to the

enemy, and new operational procedures conforming to those ideas. They involve changes

149 Stephen Peter RoseWinning the Next War: Innovation and the MadeMlilitary (Ithaca: Cornell
University Press, 1994).
150 Stephen Peter RoseWinning the Next War: Innovation and the Modern Militdfihaca: Cornell
University Press, 1994).
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in the critical military tasks, the tasks around which warplans rew&osen does 1o
specifically address how technological innovation occurs within his analysis.

How Do Major Military Innovations Occur?

In the previous section, the examination of mainstream theories and the associated
case studies provide explanations as to why MNéscaeated. Howevethe previously
discussed theories do not examine the details of how these innovations actually occurred.
Traditional MMI literature simply does not explain the details of how a MMI is created
nor do they satisfactorily address the qurct, processes and operational advancements
necessary to create a major military innovation. Product innovations involve making
changes to create a new, redesigned or substantially improved gaefvare that
incorporate newcomponentsmaterialsor desirablefunctionsinto an existing product.
Processhased innovations, which are changes in management technapeks
organizational structuresare also essential to explaining MMI development, as are
operatimal innovations, which refer to changes in employment techniques for new and/or
existing technologie¥? These explanatory elements are also somewhat similar to the
definition of a MMI offered by Krepinevich, which involve technology change, systems
development, operational innovation and organizational adaptation discussed in Chapter
1.

The managerial science and revolution in military affairs bodies of literature have

recently focused on the management of sustaining innovations and disruptive

151 Stephen Peter Rosefilew Ways of War: Understanding Military innovationnternational Security
13, no. 1 (1988): 13468.

152 Jan Fagerberginnovation: A Guide to the Literatutein The Oxford Handbook of Innovatiped. Jan
Fagerberg (Oxford, UK: Oxford University Press, 2005pccessed August 30, 2016,
https://smartech.gatl.edu/bitstream/handle/1853/43180/JanFagerberg_1.pdf?sequence=1.
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innovations. Sustaining technologies arenovations that incrementally improve
performance of established products. Disruptive technologies are innovations that result
in worse product performance, at least the near term, because they have a different value
proposition that initially underperforgnestablified products until they eventually
become the dominant technology over time. Two frameworks that address the
management of technological innovations will be used to examine and test certain
hypotheses related to how computer network operations developadMidl. One
framework will address an approach to sustaining innovations, while the other will
address the approach to disruptive innovations.

Evangelista Model of US Technological Innovation

Matthew Evangelista applies the mechanics of R@sdwostep imovation
process to explain how major military innovations occur within an organization.
Technological innovations involve weapafithat portend major organizational changes,
reallocation of resources, possible diminished organizational autonomy, [of]csigin
changes in strategy>® Evangelistés model of the U.S. technological (weapons)
innovation is a fourto five-stage internal procesél) technocratic initiative (innovation),

(2) consensus building (within the community), (3) promotion (withiretimeed services,
Congress and the Executive brandd) open windows (leveraging of external threats)
and (5) higHevel endorsement from within the military coupled with funding.
Evangelista observes that the innovation adoption process will be smodkie if

technology is within the traditional mission space of the originating organization, but if

153 Matthew Evangelistalnnovation and the Arms Race: How the United States and the Soviet Union
Develop New Military Technologi€ghaca: Cornell University Press, 19382
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the technology is disruptive to a traditional mission view, internal opposition may
develop. Evangelista further argues that when these internal difficulties dccs
necessary for a military service to point to external events (changes on the international
stage) to justify adoption and utilization of the new system or techndtdgyhile
Evangelist&s model and case study analyare helpful to broadly desdre distillable
elements for sustaining innovation developmehgy arenot sufficiently useful for
casual analysis, and will not be analyzed in Chapter 7. His modetesadcompared
against Haydes Christense® work in Table 1 inthe sectionbelow to highlight the
differences between the predictive elements of sustaining innovation and disruptive
innovation
Christensen Model of Managing Disruptive Innovation

Christensen identified three ways successful managers facilitate the creation
and/ordevelopment of disruptive technologigd) Acquire a new organization whose
processes and values are a close match avitew task™ (2) Try to change processes
and values of current organization. (3) Separate out an independent organization and

develop ew processes and values required to solve a new prdBiem.

154 Matthew Evagelista, Innovation and the Arms Race: How the United States and the Soviet Union
Develop New Military Technologi€ikhaca: Cornell University Press, 1988).

15 Since acquisition of a new organization whose processes and values are a close match with a new task is
highly unlikely to be applicable to the US government, this method will not be addressed any further.

%0 This summary of Disruptive Innovation theoryfiem Clayton Christenser;he Innovatofs Dilemma:

When New Technologies Cause Great Firms to Faiflghton, MA: Harvard Business Review Press,
1997);and Clayton Christensen and Mich&dynor,The Innovatofs Solution: Creating and Sustaining
SuccessiuGrowth (Brighton, MA: Harvard Business Review Press, 201850 see Howard Dresden,
fiThe Gartner Fellows Interview, Professor of Business Administration, Harvard Business School, Clayton
M. Christensen, DBA, Part @, Gartner, October 2004, http://www.gaer.com/research/fellows/
asset 93329 1176.jsp.
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Christensen concludes that changing organizations locked into their current
processes and values reqaieechampion with sufficient power and prestige within the
organization to overcome or reformstitutional impediments in order to adopt a
disruptive technology>’ Trying to change the processes and values of the current
organization is difficult and rarely successi@hristensen describes a case wtiieroic
effort0 were needed to overcome ftitgtional impediments within a current
organization

Christensenidentifies that innovation will require changing organizational
structure$®® and stripping out counterproductive legacy processes that produce
diminishing returns>® Christensen implicitly reognizes that organizational processes are
a result of effects derived from both the configuration of an organizational structure and
the values of a particular organizational culture. The synergistic effects resulting from the
intersection of a current ganizational structure and an existing organizational culture
tend to perpetuate a type of institutional value system that impacts both work processes
and the internallyperceived benefits of these processes. Existing processes, while
seemingly neutral, cahave certain value judgments embedded in them and therefore

have a deleterious effect on accomplishing a new mis&ion.

157 Clayton ChristenserThe Innovatoss Dilemma: When New Technologies Cause Great Firms to Fail
(Brighton, MA: Harvard Business Review Press, 1997).

%8 As an example of the impact of the effects of organizational strustgestizational configuration
research, see Tom Burns and George M. Stalkee, Management of Innovatighondon: Tavistock,
1961); andHenry Mintzberg,The Structuring of Organizatien A Synthesis of the Resear#nglewood
Cliffs, NJ: PrenticeHall, 1979).

159 Deborah Dougherty and Cynthia Hardustained Product Innovation in Large, Mature Organizations:
Overcoming Innovatiotno-Organization ProblemAcademy of Management Jourrz9, no. 5 (1996):
11201153.

160 Recently, Peter Dombrowski and Eugene Gholz sought to make Chrisiettssory more testable by
improving the classification of innovations along a single determining factor: whether the innovation
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Christensen states larger organizations were more successful in the creation or
development of disruptive technologies when they plam»d developmental projects in
a small spiroff organization or in a new component small enough to get excited about
small opportunities and small wins. To achieve innovation, managergctegull
relevant people out of an existing organization andter8aeavy weight teanisto
achieve their new objective, which enggildrawing a new boundary around the group.
While utilizing some of the resources of the primary organization to foster the innovation,
managers were careful not to leverage its existnoggsses or values. Furthermore, the
managers recognized organizational boundaries are often drawn to facilitate the operation
of present processes but impede the creation of new, innovative processes designed to cut
across these boundaries.

Terry Pierceleverages Christens@anmodel to examine internal factors driving
military innovation'® The central proposition of Pier@sestudy focuses on how military
leaders can manage disruptive innovatifrRierce and Christensen essentially identify
the same main factors in their innovation models, namely the need for small groups to be

created with leadership top coybowever Pierce adds some additional elements that he

improves performance thas measured in traditional ways or in new ways, positing that disruptive
innovations offer new performance metrics, while sustaining innovations offer improvements along
previously established performance trajectories. This approach was in response tddéeriation that
Christensen conflated cause and effect by utilizing the definition for disruptive innovations as those in
which incumbent firms lose out in the paghovation competition. As CNO is an emerging MMI, and
continues to be significantly daified, metrics are not publically available, and therefore not testable under
this reworked schemaPéter Dombrowski and Eugene Ghofddentifying Disruptive Innovation:
Innovation Theory and the Defense Industipnovations4, no. 2 (2009): 10117).

181 His approach is based on a combination of Ré&sartraservice rivalry model, Henderson and Gisrk
architectural innovation theory, and Christerésettisruptive technology management model (Terry Pierce,
Warfighting and Disruptive Technologies: Disgnig Innovation(London, UK: Routledge, 2004).

%2 That is, once military leaders identify that the innovation is disruptive in nature, which is not always a
given.

58



believes must be addressed toueasuccess. Pier@eapplication of Christenséntheory

leads him to recognize that disruptive military innovation is the combination and
integration of technological and doctrinal change, the elements of which can be modest,
and ultimately more than theum of its parts, due to new linkages between constituent
technological and doctrinal components which are applied in a new, more powerful way.
However to achieve this type of integrated disruptive innovation, the activities must be
disguised or promotetby its internal champion as a sustaining innovation to avoid
bureaucratic intransigency or outright hostility designed to stop the changes from
occurring'® Piercés analysis also states the utility of a disruptive innovation is
frequently controversial ahin doubt until the moment it is proven in battle, which is
consistent with Christensémnanalysis of disruptive technolodfy.

Summary of MMI Literature

The review of the literature revealshy MMIs occur, in the context ofhe

differences betweesustaining and disruptive innovati¢hable 1)

183 pierces disruptive innovation framework is based upon five factors: (1) War fighting can be viewed as a
set of integrated components linked by an architectural innovation (which consists of both technological
and doctrinal elements). (2) Architectural innovatisrdifficult to recognize, and its underestimation can
lead to negative effects. If an architectural innovation goes unrecognized, it can |&dutmbent
technology failure assertianywherefincumbents who invent a new technology often do not changpion
disruptive innovation because they have a difficult time recognizing the new technology is being linked in a
novel wayo (3) The pace of sustaining technological processes often exceeds the war fighting performance
demanded. (4) When senior militaryicféls create and directly manage small innovation groups, the more
likely new architectural linkages will emerge that will eventually define a new disruptive doctrine. (5) The
greater the product champions can disguise or shape the disruptive transforamtia sustaining
innovation, the greater the possibility the disruptive innovation will survive (Terry Pidfadighting and
Disruptive Technologies: Disguising Innovatifirondon, UK: Routledge, 2004)

%4Terry PierceWarfighting and Disruptivd echnologies: Disguising Innovatighondon, UK: Routledge,
2004).
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Table 1. How Major Military Innovations (MMIs) Occur

Type of Innovation
How MMIs Occur Sustaining Disruptive
Innovation Innovation
Creation of Small Heavyweight Group with N&vganizational N/A Yes
Boundary
Change in Existing Values and Processes N/A Yes
Change in Organization Structures N/A Yes
Contribute to Mission Success Immediately Yes No
Disguising of Innovation Type No Yes
Combination of Tech and Doctrinal Change No Yes
Controversial Until Proven in Battle No Yes
Technocratic Innovation Yes Yes
Consensus Building within the Community Yes Yes
Promotion within the Armed Services, Congress and the Execu
Yes Yes
Branch
Open Window8 Leveraging External Threats Yes Maybe
High-Level Endorsement From within the Military Coupled with
Funding Yes Yes

The literaturereview also reveals enduring gaps between these different theories
(see Table 2). There are five main areas of disagreement among MMI theories:

1. Role of Threat Environment. CiviliaMilitary Relations theorists believe
changes in the threat environment are significant drivers in doctrinal change, while
interagency rivalry theorists do not. Intraservice rivalry theorists implicitly recognize the
role of the threat environment in the creation of MMIs, which undermines the efficacy of
existing doctrine, although they place less importance on its role in fostering innovation.

2. Role of Doctrine. Disagreements as to whether doctrine precedes techalologic
innovation or technological innovation precedes doctrine are evident in all three theories.
Civiliani Military relations theorists believe that doctrine precedes technological

innovation. Interservice rivalry theorists believe that technology precedesindo

60



although both elements can -ewolve. Intraservice rivalry theorists believe that
technological innovation precedes doctrinal innovation.

3. Role of Civilian Intervention. CiviliarMilitary relations theorists believe that
civilian intervention isessential for innovation occur, especially in the absence of a
heightened security environment. Interservice Rivalry theorists believe that conflict may
accelerate doctrinal change due to civilian Intervention or there may be no civilian
intervention pres#; interservice conflict can independently cause creation of innovative
doctrine or can suppress it. Interservice conflict can cause change more quickly than
intraservice rivalry. Interservice rivalry will be most prominent when there is a new
mission ara with no dominate player. Additionally, interservice conflicts are provoked
by one servicgs development of a new doctrine, often for use or integration of a new
technology. Intraservice rivalry states that the internal entities are mostly immune to
civilian intervention into doctrine and are silent on the role of interservice politics
affecting doctrine, although the theory recognizes the potential impact and then treats it
as an exogenous factor. Intraservice rivalry theorists believe that heighteiyseskir
from changes in the security environment strike at the underpinnings of existing doctrine,
causing intraservice conflict and change. Intraservice rivalry theorists believe doctrinal
innovations emerge from within military organizations as a resefilgradual and
evolutionary changes in the internal distribution of organizational power, which
determines the hierarchy among competing organizational factions or subgroups, and not
from civilian intervention. In fact, if civilians intervene to try tosfer innovation to

address specific capabilities or intentions of potential adversaries, they will fail.
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4. Maverick or Visionary Leader. CiviliaMilitary relations theorists believe it is
necessary to have a maverick military officer assisting civilisecetives to change
doctrine; however, in their view, the civilians provide the doctrinal vision and direction.
Interservice rivalry theories do not rely on a maverick leader or champion to explain
innovation. Intraservice rivalry theorists believe thereeds to be a visionary
leaderinternal champion together witlh new promotional pathway for younger officers
to carry the new vision and theory of victory forward. A predoctrinal New Theory of
Victory in the next war is only recognized within Intraservpmgitics theory; however,
ultimately it is driven by technological innovation which is then applied to formulate a
new doctrine. The other two main theories are silent on the issue.

5. Resource Scarcity as a Driving Factor. Civiliglilitary relations theasts do
not directly address resource scarcity as an issue, although perhaps this may be an
implicit factor since additional funding resources are typically made available to
militaries during heightened threat environments. Interservice Rivalry thebebeve
that resource scarcity is a primary issue. According to this view, some variability in the
intensity of the rivalry exists due to different civilian management and budgetary
allocation styles that effect whether budgets are fixed and preserdezrkes sum game
to the service components, or fixed but allocated on a relatively equal basis and will
impact whether there is conflict or cooperation. Intraservice rivalry theorists do not
believe resource scarcity is the main issue; however, compettien budgets and
resources are a source of internal conflict as a champion seeks to develop a MMI

capability.

62



Table 2. Why Major Military Innovations ( MMIs ) Occur

Areas of Disagreement Civiliani Mil itary Interservice Intraservice
Among Theories Relations Rivalry Rivalry
Role of Threat Important Minimal Minimal

Environment

Relationship Between
Doctrine and
Technology

Doctrine Important;
Doctrine Precedes
Technology; Geography
MoreImportant tha
Technology

Doctrine Important;
Technology Precedes
Doctrine

Predoctrinal New
Theoryof Victory;
Technology Precedes
Doctrine

Role of Civilian
Intervention

Important;Key
Integration and
Innovation

Moderate

Minimal

Main Actor Driving
Innovation/Source of
Conflict

Interventionalist
Civilian Leadership
Aligned with Military
Maverick; Conflict Over

Military Service
BranchesHeighted
InterserviceRivalry for
New MissionSpace

Senior Military Officer
within a Service Branch
as Champion; Internal
Conflict Over Status

StatusQuo Versus QuoVersusNew
ExternallyMandated Theory ofVictory
Change

Resource Scarcity Neutral; Resource Important; Secondary | Neutral

Availability Increases
During Times of

Factor is Organizational
Prestige

Heightenedrlhreat
lllustrated Cases England, France, Polaris, Minutenan, Mini Case Studies; The
GermanyandUSA Thor and Jupiter, British Army and the

duringInterwarPeriod

Poseidon and Trident |
during Cold War

Tank, 19141918;
United States Strategic
Bombing Force, 1941
1945

Gaps in Main MMI Theories

This chapteés comparison of the major MMI theories and the cases they address
reveas two significant gaps. First, none of the main theories examined the specifics of

how the innovation actually occurred from an organizational change or management

implementaion perspective. Thisurrent research will address tlgiap by the addition of

a model of disruptive innovation managemegiited to how MMIs occuas discussed

above, which will be applied against a new case.
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Second, none of the theorists have examthedole of intelligence organizations
in the creation of MMIs. There may be several reasons for this. Intelligence agencies
simply may not have played a significant role in past cases. An argument for this
perspective would assert that an intelligenceaoization would not be involved with
major military innovation developments such as the Apache helicopter, aircraft carriers or
Polaris missiles, since these are tactical battlefield or strategic weapons. While there
would be an intelligence role for tatgey, there would not be a role for intelligence in
weapons design or ideas for a new theory of victory. This overlooks the important role
intelligence agencies play in obtaining information and determining through analysis the
nature of enemy plans and tentions, including what weapons adversaries are
developing, angroviding assistance imreatingpossible countermeasures or offsetting
capabilities, including weaponry that might be developed to regain or attain a tactical or
strategic advantage. Similkar intelligence agencies might also develop enabling
technologies, as reportedly is the case for techniques such as data mining and retrieval
systems, language translation machines and microwave technology that enhanced the
speed of computer§? Intelligerce agencies may also provide an analysis related to the
efficacy of various types of new technology implementation strategies that would
successfully provide battlefield or wartime victories, or drive the integration of
technologies to create a MMI itselis appears to be the case wattmed unmanned
aerial systems. Regardless of the perspective, the role of intelligence and the expertise of

the individuals in these organizations that might have at least assisted in oheytiep

185 Jeffrey RichelsonThe Wizards of Langley: Inside the @&ADirectorate of Science and Technology
(New York: Basic Books, 2002).
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technologies and the doctrinal basis for previous MMIs were not taken into account in
these studies.

Another type of contribution to MMIs might include the role of intelligence
agency threat assessments that impacted the motivation of the militaryteoatddll.
For example, since Barry Posen believes MMIs are driven at least in part by threat
conditions, it would be reasonable to assume he should have incorporated the role of
intelligence information as a factor in his theohowever he did not. Posefreats
intelligence as an exogenous variable and therefore outsittee e€ope of his theory.
Steven Rosen did address, for example, the role of intelligence information as part of the
feedback mechanism fasingand develomg radar technologies andrategic bombing
effects during World War jlhowever it must be stated that this is only one of the over
twenty minicase studies that were examined in his book. Rosen does recognize that the
role intelligence agencies play in technological innovatisrdirect, for example in the
development of electronic warfare countermeasubesvever he does not deeply
examine the issue. In fact, Rosen asserts that peacetime innovation has proceeded
remarkably independent of intelligence about foreign military pswér fact Rosen
specifically states that the role of intelligence in stimulating qualitative changes in
military technology has not received attention. In Réselefense, the fact that he did not
substantively address this issue in his bowlylikely bedue to the lack of available data
and classification issues present as well.

A second alternative competing explanation for this gap in the literature would be

if a set of factexistedthat indicated that intelligence agencies never tried to create a

65



MM or they tried and failed to innovate. There is some evidence that a US intelligence
agency did in fact play a substantial rolecireatng a different emerging MMI, armed,
unmanned aerial system, which occurred roughly during the same time frame &kthe C
under examination in thdissertationalthough the prominence of the role is not quite as
acute*®® Furthermore the role of thelntelligence Community in the development of
aerial and space surveillance platforms such as tBerétonnaissance aircrathd the
Corona photographic reconnaissance satellite has been well estabiishieere is no
available evidence that the UselligenceCommunity tried but failed to create a MMI.

A final possibility for the gap in the existing literature looms laff&s is in fact
the first time a weapons capability that has resulted in an emerging MMI has been created
by the Intelligence Community, a potentially new development in the traditional
pathways that lead to creagithe tools of warfare.

Hypotheses

A number of hypotheses can be derived from each of the major MMI theories. By
testing each hypothesis against the case present@dajpter 3, | will determine which
theory has the greatest explanatory power for why and how CNO emerged as a MMI. The
following hypothesegalso presented in Tables83 must be answered affirmatively after
appropriate evidentiary substantiation to determine the validity of the theory for each
case. As part of the analysis of the case study, poterdiattpnfirmingevidence wl be

proffered when availablesrey cellsin the tablesdentify common hypothesis elements

186 Richard Whittle,Predator: The Secret Origins of the D@ Revolution(New York: Henry Holt and
Company, 2014).

167 Jeffrey RichelsonThe Wizards of Langley: Inside the @&ADirectorate of Science and Technology
(New York: Basic Books, 2002).
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that overlap across theories. While these elements are important to the theories, they may
become of lesser importance in determining which theory has greatanaxpy power
when applied against the information developed in the case study.

Civilian1 Military Relations Theoryas an Explanation for Why CNO Developed as a
Major Military Innovation

To test the validity of the CivilidrMilitary Relations Theoryn exgdaining MMIs,

the hypotheses Table 3will be determined to be eithpresenpr absent

Table 3. Civilian1 Military Relations Theory MMI Hypotheses

Presence or
Hypotheses Absence

The push to innovate was a result of a previnilgary or intelligence failure.

A civilian intervention occurred as a result of a demonstration of an advérsary

technology, either through a test or combat use that was sufficiently stark and

frightening to shakeidilians6faith in their own militay or intelligence organizatiods

ability to handle it.

Evidence indicates a heightened degree of attention was paid by senior civilian

officials to a particular area of operational concern within the overall threat

envronment.

Pressure was brought bear by an external civilian organization(s) on the IC obD

Civilians exerted control over appointment of senior officials who would carry out

policies deemed necessary for innovation in this area of operatioddrsa the

perceived external threa

Civilians changed or modified budget requests submitted by IC eDaagency to

reallocate resources in order to foster innovation to be applied against the threat

wanted addressed.

Internal pushback or resistance occurred after a civiéidexternal intervention

called for an expansion of intelligence areas of operations.

Evidence indicates that intelligence agencies adopted research and developmen

applied science policies favored by civilians assalteof their intervention.

Doctrine preceded technology development.
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Interservice Rivalry Theoryas an Explanation for Why CNO Developed as &ajor
Military Innovation

To test the validity of the Interservice Rivalry theonyexplaining MMIs the

hypotheses in Table 4 will lsketermined to be either present or absent.

Table 4. Interservice Rivalry Theory MMI Hypotheses

Presence or
Hypotheses Absence

Resources for the servidgwimary mission(s) are limited or perceived adly
limited.

Rivalry-based behavior between IC oo organizations was driven by concern for
current or future mission relevance

IC or DoD organizations sought to maintain their current mission and attempted t
capture a share of the new niigsarea

IC or DoD organizaibns came to different conclusions or perceptions regarding th
threats they were trying to address, which resulted in different mission need
requirements and operational doctrine preferences that substantially influenced ¢
defined howthe organization iteracted with other services

ThelntelligenceCommunity leveraged its traditional operating experience and
allowed it to expand into a new mission domain, making it less susceptible to ext
interference.

Co-optionof one IC orDaoD organizatiofs traditional mission space by another
organization occurred.

An evaluation mechanism utilized by senior civilian leadership duririgtarservice
competition led to the selection of a winner based on the perceived effectivenesg
onelC organizatios gproach to innovation over anotier

Technology development preceded doctrine development

Technological innovations were largely the product of {tergn development project
conducted within or at the direction of the naifiy with importantcivilian support but
without significant civilian direction

Note. Gray cells identify common hypothesis elements that overlap across theories.
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Intraservice Rivalry Theoryas an Explanation for Why CNO Developed as #ajor

Military Innovation

To test the validity of the intraservice rivalry theary explaining MMIs, the

hypotheses in Table 5 will be determined to be either present or absent.

Table 5. Intraservice Rivalry Theory MMI Hypotheses

Hypotheses

Presence or
Absence

Respected senior military officers formulated a strategy for innovation which poss
both intellectual and organizational components.

An ideological struggle manifested within a particular IC or service component
revolving aroundia newtheory of victoryd which included an explanation of what th
next war will look like and how leaders must fight it if it is to be won

A bureaucratic imperative to preserve existing missions and ways of operating
attempted to arsh the impulse to makechnological innovations

A conscious effort was made by leadership to empower a small group of talented
individuals to operate outside of normal bureaucratic channels to foster bureaucrg
change

The innovation program wasgmoted as an evolutionarather than a revolutionary
system.

Initiating the innovation and bringing it to the point where it provided a strategicall
useful option was accomplished when money was tight.

A more decentralized organization was creatétimthe agency thatias designed anc
empowered to create and effectively execute an innovation without the need for
organizational changes elsewhere in the agency

New career paths were created from within the organization by senior leadership
ensue incorporation of kegkills necessary to support the new theory of victory

A new distribution of power within the IC or service emerged as a result of an
ideological struggle manifesting itself as a new senior leadership rank, billet or
command

Tednology development pceded doctrine development

Technological innovations were largely the product of {ergn development projects
conducted within or at the direction of the military with important civilian support b

without significant civilian directin.

Note.Gray cells identify common hypothesis elements that overlap across theories.
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The Christensen Model for Creating and Managing Disruptive Technological
Innovation as an Eplanation for How CNO Developed as aMajor Military
Innovation

To test the validity of th€hristensemmodel for creating and managing disruptive

technological innovationn explaining how MMIs develgpthe hypotheses in Tablé

will be determined to be either present or absent.

Table 6. Chri stensenModel for Creating and Managing Disruptive Innovation MMI
Hypotheses

Presence or
Hypotheses Absence

The organization was locked into its current processes and values. Innovation wa

accomplished as a result of the presence of a champidon@ig) leader with

sufficient power and prestige within the organization to overcome great resistance

change, including elements of internal processes and values.

Innovation occurred when leadership separated out an independent organization.

Thenew organization was autonomous.

The autonomous organization developed new processes and values required to S

new problem.

Innovation was a result of creatingi@eavy weight teamto achieve an innovation

objective.

A heavy weight team wageated from disparate intrar extraorganizational

departments.

A new organizational boundary was drawn around the group.

Innovation is a result of a purposeful change to an organizational structure.

The purposeful change to organizatiosialicture is directly correlated with creating

innovation.

Research Design
Case Method Selection

This dissertation presents a singledgpth multiorganizational case study over a
35year time period to test hypotheses derived from the theorieslses@bove. The
case study approach allew detailed examination of the development of CNO as a MMI

and test a series of theories and models for why and how this development occurred. The
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case selection decision was based on an influential case:ndaodéhfluential case is

used to examine and test tenets of a thdorgee if the theory has generalizable
explanatory power for an atypical case. The decision to use the development of computer
network operations as an influential case offers a strongotasie principal tenets of

each theory to determine whether these theories still provide strong explanatory power.
The influential case selected, at first glance, appears to invalidate or cast doubt upon a
theory due the traditional examinationasfly military entities.Evidence exists to suggest
asignificant role of théntelligenceCommunity in CNO development, and it is important

to determine if the same operant factors outlined for each theory that are applied to
traditional military organizations and dynamics also hold true fotelligence
Community components. Furthermore, theeander examination is the first instance of

a nonmilitary organization creating a weapons system as part of major military
innovation. This new phenomenon may have influence on -casss models of major
military innovations, as the civiliamtelligence relations, inter(intelligence) agency or

intra= (IC) agencyelements may behave or interact differently, or new drivers or
innovation not previously identified or accounted for may emerge. Additionally, this case
history will also be examinefdr the pesence or absence afganizational and
managerial models of innovation development, which are not currently accounted for
under the traditional theories of MMI development, nor #drey addressed in the
seminalcase studiem this field andthusmight yield new, more comprehensive insights

into why and how all MMIs occuilhis case study is not expected to be part of a larger

representative sample at this time, although it is possible some of the findings might be
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applicable to a larger case populationuseable for a crossase comparison if more
MMIs emerge from thelntelligence Community in the future. The current MMI
population generated from the IC is likely no more tbaeor two cases in totai®®

Method of Analysis

This dissertation researakasconducted through a small qualitative analysis. |
utilized a descriptive processacing methodology for the case based on both primary and
secondary sources. More specifically, |disewithin-case analytical methodology, where
| drew descriptive and caal inferences from diagnostic pieces of evidence based on
documentary and oral evidence that trace a temporal sequence of events. The process
tracing methodology within this dissertation systematically exadnigtorical evidence
in light of the researchuestion and constitudeslements that compridehe hypotheses |
posed in this chaptéf? As such, | acknowledgethe epistemological requirements
embedded in providing a procesacebased explanation requiteonvertinga purely
historical account intan analytical explanation expressed in the theoretical variables
identified in my research desigff. The unit of analysis/dependent variablasthe case
itself: The development of Computer Network Operations as a major military innovation
between circa 18 and 2Q@0. This method also allesd me to engage in afintensive

study of a case that might fail to fit into existing thedignd] may provide significant

188 jJason Seawright and John GerrifiGase Selection Techniques @ase Study Research: A Menu of
Qualitative and Quantitative OptiodsPolitical Research Quarterl$l, no. 2 (2008): 29808, accessed
August 30, 2016, http://www.jstor.org/stable/20299733.

189 David Collier, AUnderstanding Process TraciodS: Political Sdence and Politicgt4, no. 04 (2011):
823830, accessed August 30, 2016, http://polisci.berkeley.edu/sites/default/files/people/u3827/
Understanding%20Process%20Tracing.pdf

170 Andrew Bennett and Alexander L. Georg®esearch Design Tasks in Case Stidigthodso in
MacArthur Foundation Workshop on Case Study Meth&@dsl9 (Cambridge, MA: Harvard University,
Belfer Center for Science and International Affairs (BC$S1997).
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theoretical insight$’* My researchiattempts to uncover what stimuli the principal actors
attendto; the decision processes they used to arrive at decisions; the actual behavior that
occurred; the effect various institutional arrangements had as part of their decisions and
actions; and the effect of other variables as identified on their attentamessing, and

behavioro'’?

This line of methodological analysis is supplementediditempts to trace

the links between possible causes and observed out@dfMéEo accomplish this |
examin@l histories, archival documents, interview transcriptspenson ad telephone
interviews, assessments of newspaper accounts, government research reports and other
sources to determine whether the causal process described in the independent variable
(theories) selected for testingere in fact evident in the sequence aralues of my
selected cas€’ An analysis of the case histowas made against a broad set of
explanatory theories culled from the literature review above. These theeresised as

the independent variables for this studyest the explanatory power taditional MMI

theories in the areas of Cimahi Military relations, Interservice rivalry and Intraservice
rivalry to determine which has stronger explanatory power. | theth asggects of three
theories to test their explanatory power as to how the Migthtified for case selection

developed within théntelligenceCommunity. The analysiwasconducted along theory

confirming and/or theornforming parameters, whiclvere meant to determine whether

1 Andrew Bennett and Alexander L. Georgiesearch Design Tasks in Case Studgthdds) in
MacArthur Foundation Workshop on Case Study Meth&@sl9 (Cambridge, MA: Harvard University,
Belfer Center for Science and International Affairs (BCSI997).

172 Alexander L. George and Timothy J. McKeowilGase Studies and Theories of Origational Decision
Making,0 Advances in Information Processing in Organizati@nso. 1 (1985): 2-68.

173 plexander L. George and Andrew Bennéigse Studies and Theory Development in the Social Sciences
(Cambridge, MA: MIT Press, 2005).

74 Alexander L.George and Andrew Benne@ase Studies and Theory Development in the Social Sciences
(Cambridge, MA: MIT Press, 2005).
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or not the theories under examination prodidafficiert explanatory power for the case
under review. Ithe analysigletermingthe case study strengthens the propositions of the
theory, the case will be considered theory informing ailtl add a new type of case
history (ntelligence Communitybased MMIs). f the analysis determing the
explanations proffered by the theory do not apply or are insufficient to explain this
IntelligenceCommunitybased MMI, Isoughtto provide additional explanatory elements
that would further inform the theory with the most dapatory power or provide a
combinatorial theory that can best explain the case under examitfation.

To determine what best explains why CNO emerged as a major military
innovation, the research must identify the presence or absence of CMilisary
relaions, Interservice and Intraservice Rivalries theories in each phase of the case. |
created a table of qualitative evidence identified from the sources used in the process
trace using a research soudréven triangulation/data convergence methSdnd caled
it along a continuum based on the presence or absence of evidence and the strength of
that evidence, should it exist. To inform the data triangulation, and data convergence
methods, which involwe analyzing a research question from multiple perspestarel
identifying common themes that emedgéom the data collected, | leverad) the
histories, archival documents, interview transcriptgperson and telephone interviews,
assessments of newspaper accounts, government research reports and other sources to

determine points of convergence and divergence to apply against the therogntsl.

17> Arend Lijphart, iComparative Politics and the Comparative Metbofimerican Political Science
Review65, no. 03 (1971): 68893.
8 That is, | analyzed theesearchyuestion from multiple perspectives to arrive at consistency.
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The theory thatvasdetermined to be ranked first in relative importarsceperant in all
phases of MMI development andshéhegreatest cumulative total of affirmative answers
that can be identified from the process trace. Furthermore, to progigit into how
CNO emerged as a MM, the research must identify the presence or absence of several
major drivers of managerial action and organizational factors as described in
Christenseés bookThe Innovatois Dilemma The competing theories as anagzabove
each make different predictions on the causal processes thought to have taken place in a
particular case, although preliminary research indic#t@at a portion of each theory
appears to be congruent withe case histories, as expected. | anatgal sufficient
evidencebeing accessible for proceggacing and congruence testihgnd should have
the means to reject many of the possible alternative explanations regarding the case
history "’

George and Bennett provide a variety of methodologicallywdgrocess tracing
types in their seminal 2005 text. The category describéllase General Explanati@n
is the most appropriate technical approach since it allows for explanations couched at a
higher level of generality and abstractiovhich wasprefered for the research objective
in this study. Due to the time frames associated with the case as well as the classified
nature of much of the potential source material, this method edldar latitude to
provide afigeneral explanation rather than a dethilracing of the causal processhile

allowing both micre and macrephenomena analyses to be performed depending on the

7 Andrew Bennett and Alexander L. Georg®esearch Design Tasks in Case Study Metboits,
MacArthur Foundation Workshop on Case Study Meth@d@dsl9 (CambridgeMA: Harvard University,
Belfer Center for Science and International Affairs (BC$S1997).
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material available, while not claiming to have obtained or processed all the relevant data
that pertains to the cases under exariondf® The use of George and Benidett
congruence approach, which allesvmy research taiest, assess or refine a theories
predictive and explanatory powertogether with their recommended process tracing
methodology, as described abowasthe principaimethodological approach.

Dependent on the nature thie data uncovered, processrification and process
induction methodologies have been appli€drhe variance space for the case stwegp
based on available chronological and organizational information, as well as the
willingness of the participating individuals and agencies to make the data available. In
order to ensure candor and reach a level of specificity required to create actionable
findings, | offered to grant all interviewees anonymity orfias requestarbasis. As this
situation arose | cited quotations byreferring to such interviewees as Contracting
Official, Researcher, Highevel Intelligence Community Official, etc., as regted. In
addition, | have been assisted by current IC officials through the selective use of
unclassified portions of classified documents, vedrwith archival historians at NSA,
and submied the research for a classification review to ensure the cdsemn be
published under George Mason University Dissertation Guidelines. Furthermore, there
were limitations to the extent of the data collection taild be accomplished for this
case study. Specifically, many facts of computer network operationgnwenio be

classified and therefore it must explicitly be acknowledged that the lack of some specific,

178 plexander L. George and Andrew Bennéigse Studies and Theory Development in the Social Sciences
(Cambridge, MA: MIT Press, 2005).
9 Alexander L. George and Arelv BennettCase Studies and Theory Development in the Social Sciences
(Cambridge, MA: MIT Press, 2005).
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relevant information might affect certain conclusions. The relevant agencies have gone
above and beyond the call of duty to ensure that facts as pek$amneereasonapland
accuratey represent the historical record within the boundaries of important and enduring
national security considerations.

CNO Case Study

This dissertation provides a detailed examination of the Intelligence Comr@aunity
role in thehistorical development of Computer Network Operations (CNO) capabilities
by the United States from the late 19214.0. The project seeks to determine why CNO
developed as an emerging major military innovation, and to what extent did Givilian
military relations,intraservice rivalry and interservice rivalry impact the emergence of
the MMI throughout the case.

The case history is divided into four phases. The case starts with thistorg of
computer network attack, grounded in computer vulnerahdlitglyses conducted by
think tanks and the Air Force for US intergovernmental agencies and additess
strategic impetus and military necessity behind the desired disruption of Soviet
Command and Control capabilities. The first phase of developments# tapabilities
is traceable to the end of tlmld War. The second phase of the case history, from-1992
1996, will focus on the sunsettingthie Air Force Intelligence Command, the subsequent
creation of the Air Force Intelligence Agency and the roléetsler provided in creating
the foundational elements for computer network attack. This time period will also
examine the simultaneous emergence of capabilities being developled MNational

Security Agency and the stamgh of a new organization at th@entral Intelligence
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Agency. The third phase of the case history, from 1B®®, will trace the origins of the
Information Operations Technology Center, a truly interagency organization haused
the National Security Agency during the time period where evidence of adoption of the
capabilities will be presented, together with additional organizational creations to carry
out the new mission. The fourth phase of the case history, from-Z0g will
document the further adoption, refinement and diffusion of the major military innovation
capabilities tahe military. The facts of the case history will also be examined to explain
how the technology change occurred, what systems development was duplietiywvas
envisioned to be operationalhen employed and what organizational adaptations
occurred to successfully field the innovation.

Roadmap for the Rest of the Dissertation

Chapter 3 provides a brief foundational prehistory of the U.S. goverfnent
identification of computer systed@gulnerabilities from 1965 to the late 1970s, and early
historical development of CNO from 198389. The second portion of the chapter
analyzes the B2-1989 time period in light of the three main theories of major mylita
innovation development to determine why CNO developed M#1a Chapter 4 traces
the development of CNO as a MMI during the 199®6 time period, and then analyzes
the case history against the same three MMI theories. Chaépaed 6 provide additioha
historical development information for the time periods spanning-29094 and 2005
2010 respectively, and again analyzes these time periods against the hypotheses
developed from Posen, Sapolsky et ahd Rosen in the second half of both chapters.

Chaper 7 examinesChristenseé Innovatofs Dilemma against the developed case
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history from the 1992004 time period to determine whether or not this model provides
strong explanatory power as to how MMIs occur. Chapter 8 offers conclusions as to
which of the theories fofiwhyo and fiHowo offer the best explanatory power based on
the analysis of the available history, dis@asssheoretical implications and future
research, and offsra meaningful path forward for the future management of emerging
MMIs from a mlicy perspective. Thesppendices provide some newly available
historically important information that informs the research and findings in this

manuscript.
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CHAPTER 3. PREHISTORY AND 1982-1989

All warfare is based on deception . . . hold out baiisentice the enemy. Feign disorder, and crush him.
0 SUN TZU,THE ART OF WARL.18 20

Prehistory

This chapter provides an overview of the origins of computer network operations
from the 1970s through 1989. The identification of an early Soviet digitaineom and
control network during the Reagan Administration led to creation of the Joint Strategic
Studies Group (JSSG),naNSA-housed interagency entity that developed early
Information Warfare capabilities that are foundational to modern cyberwarfare. The
historical record from this time period showsetorigins of what are now termed
offensive computenetwork operations (CN& (computer network exploitation (CNE)
and Computer Network Attack (CNANdCNA;)) developed as a result of a change in
thinking inside the combined intelligence/military intelligence communities, coupled

with the technical feasibility to do more than signals intelligence interception

180 Today, Computer Network Operations (CNO) is an umbrella term that incorporates Computer Network
Defense (CND), Computer Network Exploitation (CNEdaComputer Network attack (CNA). There are
two subtypes of Computer Network Attack: Computer Network Attésmkb D (i.e., CNA) involves

digital actions that have a negative digital effect, such as denial of service, destruction of data, and the like.
Computer Network AttacRsub 2 (i.e., CNAy) involves digital actions that have a negative physical effect,
such as destruction afitical infrastructure. For a fuller description of these conceptsBegartment of
Defense Joint Chiefs of Staffloint Publication 313: Information Operations(Washington, DC:
Department of Defense, 27 November 20Q1Rraig Hanson,Organization of @D Computer Network
Defense, Exploitation, and Attack Forc&S3arlisle, PennsylvaniaArmy War College Carlisle Barracks,
2009, accessed August 30, 2016ttp://www.dtic.mil/cgibin/GetTRDoc?AD=ADA500822 Richard
Bejtlich, fiExecutive Briefing with RetireGeneral Michael HaydeiFireEye WebsiteFebruary 29, 201,2
accessed August 30, 201ettps://www.fireeye.com/blog/threagsearch/2012/02/executieiefing-
retiredgeneralmichaethayden.html
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(SIGINT).'®* This approach was combined with knowledgathered from ongoing
vulnerability analyses in computer hardware and software systems that date back to at
least the early 1970s. The change in conceptual thinking resulted in the development of
fideep penetratiantechnical capabilities against U.S. arbagies in the 1970%? and
eventually led to the concepts of Command and Control Warfare (C2WG@ndhand,
Control, and Communications Countermeasures (C3CM) during the ¥88fAsmany

ways, what are now described as computer network operations werelga@umahored in
previously existing military and intelligence thinking and heavily influenced by the

developmental history of modern communications and electronic waffarEhis

181 Admiral William O. Studemarinterviewby the autharSevernaPark,MD, August 2015

182 During the Cold War, Strategic Air Command planners built an electronic warfare (EW) plan right into
the Single Integrated Operating Plan (SIOP) execution. Penetrating bombers were provided with
increasingly sophisticate@W suites, with both active and passive capabilities, and missions were
supported by dedicated EW platforngslational Security Agencyredacted authorfiThe Role of
Information Warfare in Strategic WarGryptolog23, no. 1 (March 1997)

183 These activities includefsecurity, military deception, jamming, and physical destruction, supported by
intelligence to deny information to the enemy, to influence, degrade, or destroy adversary C3 capabilities
and toprotect friendly C3 against such icts0 The concept of command and control warfat@\(V) was
codified inDepartment of Defens&Command, Control, and Communications Countermeasures (G8CM)
DoD Directive 4600.4, Washington, D@ugust27,1979 Also see Chairman of the Joint ChiefsSiaff,
fiMemorandum of Policy (MOP) 185, Command, Control, and Communications Counterméasures
(December 20,1983. MOP 185 phrased the goals of C3CM as befiig: deny enemy commanders
effective command and control of their forces and to maintain effectimenand and control of United
States and allied forcésSeeDepartment of the ArmyfiFM 100-15: Corps Operations Field Manual
(Washington,DC: HQ Department of the Armyl989; see alsoDepartment of the ArmyAiFM 34-1:
Intelligence and Electronic Wanfe Operations Field Manual (Washington, DC: Headquarters
Department of the Army, July 2, 198Which outlines electronic warfare systems thinkiagdwritings by

Kevin P. McGovernCorps Level Command, Control, and Communications Countermed&lBEM) (Ft.
Leavenworth, KansasArmy Command and General Staff College, 19%tcessed August 30, 2016
http://www.dtic.mil/dtic/trfulltext/u2/a242346.pdfThe application of C3CM can be seen as parthef
development of a body of literature that grew during this time frame througkethier service war
colleges. These writings fell into the general category of Command and Control warfare, electronic
warfare, electronic countermeasures to electronicfanea and counter countermeasures for electronic
warfare.

184 Electronic warfare components, which can be passive or active, can be described as:

fil. Denial of service, which includes jamming, mimicry and physical attack.

2. Deception, which may be targetatdautomated systems or at people.

3. Exploitation, which includes not just eavesdropping but obtaining any operatiealalple information

from the enem@s use of his electronic systen@Ross J.Anderson,Security Engineering: A Guide to

81



included the development and use of radar systems for tracking and targetmg e
assets including critical communications notfés.

In the second part of this Chapter, the case history for the 1982 time frame
is examined against the hypotheses of each of the main MMI theories. Stephe@s Rosen
theory of intraservice rivalry is most congruent with the somewhat limited historical
record available for CNO development during this time period.

Identification of SystemVulnerabilities: 1965 Onward

The ability to compromise, corrupt or steal dataxf computers was a concern in
the US government during the 1960s. Indeed, as early as 1965, NSA possessed internal
computer networks and realized that security may be an iwarious hearings and
studies regarding computer vulnerabilities were condudig the US House of
Representatives and the Defense Science B(2&B).'*” A DSB report, chaired by
RAND researcher Willis H. Ware (a member of N&/Scientific Advisory Boarg)®®
concluded thatfiContemporary technology can provide a secure system ackeptab

resistant to external attack, accidental disclosures, internal subversion, and denial of use

Building Depa&dable Distributed Systenfslew York: John Wiley and Sons, 200&ccessed August 30,
2016 http://www.cl.cam.ac.uk/~rjal4/Paperst3&.pd).

185 The elements of these systems can be describgpoas radab technologies such as Radio Frequency
(RF)/Volume Holographic Grating/HG), and their exploitation as a part of an asymmetricatfigéting
capability(William P. Marshall,interview bythe author, WashingtarDC, December 2004

186 Department of Defenddistorian, name withheld upon request, interviewthyauthor, Maryland, May
22,2015

187 Michael WarnerfiCybersecurity: A Prédistory0 Intelligence and National Securi7, no. 5 (2012):
781-799; United States Congress, House Committee on Governmerat@ps, Special Subcommittee on
Invasion of PrivacyThe Computer and Invasion of Priva@/ashington, DC: U.S. Govt. Printing Office,
1966); Willis H. Ware,Security Controls for Computer Systems: Report of Defense Science Board Task
Force on ComputeBecurity(Ware Report) No. RAND/RB09-1 (Santa Monica, CA: RAND Corp., 1979),
accessed August 30, 2016, http://csrc.nist.gov/publications/history/ware70.pdf.

188 Michael Warner fiCybersecurity: A Prédistory,0 Intelligence and National Securig7, no. 5 (202):
781-799.
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to legitimate users for a closed environment (cleared users working with classified
information at physically protected consoles connected to the system lBctpdot
communication circuitslandcontemporarytechnology cannot provide a secure system in

an open environment, which includes uncleared users working at physically unprotected
consoles connected to the system by unprotected communicfions.

As early as 1972, a seminal U.S. government study (known today as the Anderson
Report) recognized that @&major threat to[oper] sy st e ms i séexternal
[which]é i s countered by using combinations
communications securittechniqgues The study group recognized that open computer
systems provide a malicious usefuique opportunity for attempting to subwethe
systems through rewriting the compéseprogramming. This capabilityicoupled with
the concentration of thapplication (data, control system, etc.) in one place makes
computers a uniquely attractive target for malicious (hostile) aotidfihe authors of the
report recognized the difficulties in providing technical computer security due to a
combination of faars which included the design of the hardware and software, which
was consideredtotally inadequate to withstand malicious attaédke assumptioteing
that these systems would operate in a benign environment and inadvertent but serious

design and implesantation flawsexist that can be exploited by individuals with

189 willis H. Ware, Security Controls for Computer Systems: Report of Defense Science Board Task Force
on Computer Security (Ware Report) No. RANBR1 (Santa Monica, CA: RAND Corp., 1979),
accessed\ugust 30, 2016, http://csrc.nist.gov/piglltions/history/ware70.pdf.

1 james P. AndersorGomputer Security Technology Planning Study: Volum&t2 Washington,
Pennsylvania: Anderson (James P.) and Co., 1972).
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programming access to the systefhFurthermore, the authors determined tfit

control of a node can be exercised by a malicious user, the entire network may be
compromisedlimited only by the level of programming a malicious user could perform.
Moreover, there would not be any technical impediments for an attacker to gain
fiunauthorized access to [classified] data by exploiting gopygrammed weakness due

to careless desigor implementatioj or fiplanting adrap doodin the application or in

the programming and operating systems supporting the application, or inducing a targeted
system to accept and instal/l a tanddgavesl oor mn
thepracticability of analyzing thed®emputer
report concluded that in absence of efforts by the government, there wailitido@ope

that spontaneous efforts will provide the technology needed. The situation will ddecom

even more acute in the future as potential enemies recognize the attractiveness of
(government) data systems as intelligence targets, and perceive how little effort is needed

to subvert thend'®® According to a BD historian,fithe Anderson Report study gio

included personnel from NSA and CIA. After serving on the study group, they went back

to their parent organizations and recognized potential security issues and potential
exploitation possibilities. As a result, the IC essentially spent the 20 yed&1292) on

the proof of concept for computer network exploitatoi.

91 James P. AndersorGomputer Security Technology Planning Study: Volumgt2 Washhgton,

Pennsylvania: Anderson (James P.) and Co., 1972).

192 James P. AndersorGomputer Security Technology Planning Study: Volumgt2 Washington,
Pennsylvania: Anderson (James P.) and Co., 1972).

193 James P. AndersorComputer Security Technology PlangirStudy: Volume ZFt. Washington,
Pennsylvania: Anderson (James P.) and Co., 1972).

19 Department of Defense Historian, name withheld upon request, interviéve hythor, Maryland, May
22,2015
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By 1979, NSA recognized that any computer system could be penetrated by a
knowledgeable user and set out to examine seven types of operating system
vulnerabilities and seven types of pémation techniqueS? In an internal NSA article
published inCryptolog the author recognized that the choice of penetration techniques
would depend on the end gdatither obtaininginformation or system degradatian
and highlighted the use of utility programs, spoofing the system, use of Trojan horse
programs within an utility program, wiretapping (connectirfgpassive listening device
fibetween a peripheral device and a comg@steentral processing udjt betweenines
entry fisimilar to wiretapping, except the process is activehere a penetratdienters
spurious commands onto communication lnadile the computer terminal is idle),
clandestine code (possible insertion of Trojan programs in the computerirgperat
systems), and masqueradinyhich involves logging into a computer system as a
legitimate user whose account and password have been acquired by begging, borrowing
or stealingd**®

A New Type oSpecial Means in Warfare19821989

According to Admiral Wiliam O. Studeman?’ the development of computer

network attack capability was a result of a joint NSA and US Navy endeavor during the

19 National Security Agency, redacted authf@pmputerOperating System Vulnerabiliti€sCryptolog6,

no. 3 (March 1979).

19 National Security Agency, redacted autH@€pmputer Operating System Vulnerabilitie€ryptolog6,

no. 3 (March 1979).

197 Admiral William O. Studeman has held positions as the Comingn@®fficer, Navy Operational
Intelligence Center, 19824; Director, LongRange Planning Group, and Executive Director of Advanced
Technology Panel of the Chief of Naval Operations Executive Board;8%984e served as the Director of
Naval Intelligence, 198588, prior to becoming Director, National Security Agency, August 1888l
1992; Admiral Studeman began his tenure as Deputy Director, Central Intelligence Agency (BA) on
April 19921 3 July 1995 and was Acting Director of Central IntelligenceJ&iuary5 February 1993 and
11 January9 May 1995 respectively.
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1970s and®0s. This development was an outgrowth of a joint NSA/CIA/US Navy
SIGINT program and electronic warfare derivezthniques. He described this time
period as a renaissance in warfare development that resulted in a complete upshift in the
application offispecial mearisin warfare’®® The background to CNO development is
both a strategic story as well asfisystem of sgtem® engineering problertt’ Vice
Admiral Michael McConnell, former Director of NSA and Director of National
Intelligence, provided additional insights into the thinking that surrounded the early
history of computer network attack capability developmightis was mostly technology
driven and for mission enablement. Once the technology is there, then the military will
apply it to warfare. From a technology perspective, the services sit on the statugilguo
they are forced to see or inherently see thaevaf new technology or capability to their
operationg?®

The number one priority of the US Navy during the latter part of the Cold War
was antisubmarine warfare with emphasis on the Soviet ballistic missile submarines
(SSBNSs). This was due to lessonsvadnaby the Soviets from the Cuban missile crisis,
which led the Soviets to add ballistic missiles to their submarine fleet, thus resulting in
reduced warning time for any potential attack on the*%or examplefin 1968 a
Soviet SSBN was detected patnodji off Norfolk, Virginia, which positioned these assets

inside our decision cycle for our deterrence strategynottually assured destructidrif

the Soviets had reason to attack the US, a launch from an area near Norfolk would allow

198 Admiral William O. Studeman, interview by the author, Severna Park, MD, August 2015.

199 Admiral William O. Studemayinterviewby the author, Severna PaMp, August 2015

200 Admiral John M(Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
201 Admiral John M. (Mike) McConnellniterview bythe author, WashingtarDC, December 7, 2015
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them to achieve majadestruction and potentially take out decision making capabilities
by the National Command Authority°> Consequently, the Navy, as well as major
portions of the US Intelligence Communibegan to work this problem over the next 20
plus years. In the cose of working naval strategy issues, various entities started
developing concepts related to Information Warfdite the early 1980s the SECDEF
decided to put IW coordination capabilities under the control of the Chairman of Joint
Chief of Staff with dayto-day oversight by the Director of the Joint Stadf>

Vice Admiral Studeman ascribes particular personnel as contributors to what is
now known as computer network operations to severafikemno actors within the U.S.
Navy and NSA Richard L. Haver, Technical Director of the Naval Ocean Surveillance
Information Center and the Operational Intelligence Offfe@miral William Small,Vice
Chief of Naval Operationsand Joseph Amat@, senior executive at NSA* The Naval
work was accomplished via the Adweed Technology Panel (ATP), an Intelligence

Community organelle, on behalf of the Naval Technical Board during the-1%B2

202 ndmiral McConnell discussed the activities during this time pefidtie Air Force spent the more time

and money on thénformationWarfare concepts and capabilities; the Navy did some programs, and the
Army had the smallest effort. The Army approach was more drawn from Air land Battle (Army/Air Force)
@ntiFulda Gapstraegy for Europe and could be applied to tactical or division or corps maneuvers. The
Air Force had the most aggressive posture, and sought to impact, degrade or contaminate strategic
communications. The Navy was developing similar capabilities, but easit&eperated as a separate
entity and there was little to no information sharing across the Services. The only coordinating functions
occurred through the Secretary of Defense (SECDEF) and his hand was not strengthened until passage of
the GoldwateiNichols Act of 198® (Admiral John M. (Mike) McConnell,niterview by the author,
WashingtonDC, December 7, 2015

293 Admiral John M. (Mike) McConnellniterview bythe author, WashingtarDC, December 7, 2015

204 NSA analyst and manager focused on USSR namé®id to the NSA Cryptologic Hall of Honor
(National Security AgencyiiJoseph Amat® NSA Cryptologic Hall of HongrMay 3, 2016 accessed

August 28, 2016 https://www.nsa.gov/about/cryptologheritage/historicafigurespublications/halof-
honor/2010/janato.shtml). According to Bill Marshall, Joe Amato was one of the most senior leaders at
NSA and an expert on the Soviet Union. He led the NSA organization (DDX) within A Group that served
as the precursor to the Joint Strategic Studies Group (JSSG). RiRXdisbanded in 1985 (William P.
Marshall, interview by the author, Washington, DC, December 2014).
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time frame and thereafté® According to a Center for Naval Analysis studye Vice
Chief of Naval Operations and the ATP focusleeir efforts on théicreation of artantt
SSBNdstrategy both in terms of deterrence and war avoidance, and for war figfifing.
This work was based on continuing intelligence analysis and was supported by a number
of other efforts. A study was commissezhand was directed by Rear Admiral W. J.
Holland, leaderof the Strategic and Theater Nuclear Warfare Division-@5F and his
deputy, Captain Linton Brooks, assisted by Richard Haver and Captain MarftHorpe.
According to Ambassador Brooks, the US Nawadlgained access to a special
source, which gave the U.S. unique insights intofigiel Soviet Navy thinking® Rich
Haver, who was part of the Office of Naval Intelligence at the time, interpreted the
meaning of the information obtained from the special source. His inferential conclusions
relative to Soviet thinking were seen as authoritative, and began to imipaictame to
known as the US Nady Maritime Strategy’® Haver, a lifelong civilian intelligence
analyst who worked with Studeman on and off his entire career, statehthatly of

information was collected and aggregated over a couple of years, |¢hdiffice of

2°admiral William N. Small was the&/ice Chief of Naval Operations (1981983) (Admiral William O.
Studeman, interview by the author, Severna Park, MD, ARf1).

2% gee Peter M. Swartz and Michael Conneliiderstanding an Adversaiy Strategic and Operational
Calculus: A Late Cold War Case Study with 21st Century Applicability US Views on Soviet Navy Strategy
and Operations No. CNACOPR2013U-005622FINAL (Alexandria, Virginia: CNA Analysis and
Solutions, 2013).

207 peter M. Swartz and Michael Connellnderstanding an Adversaly Strategic and Operational
Calculus: A Late Cold War Case Study with 21st Century Applicability US Views on Soviet Navy Strategy
and Operations No. CNA-COPR2013U-005622FINAL (Alexandria, Virginia: CNA Analysis and
Solutions, 2013).

208 Ambassador Linton Brooksnterview bythe author, WashingtarDC, November 23, 201%-or more
information see Walter M. KreitlerThe Close Aboardastion: A SovietBallistic Missile Submarine
DeploymentStrategy (Monterey, CA: Naval Poggraduate School1988), acessed August 30, 2016
http://hdl.handle.net/10945/2294/According to Kreitleés thesis, one theory at the time which influenced

the US Naal Maritime Strategy indicated that the Soviets would utilize a majority of their General
Purposes forces to support their SSBNs in protected sanctuaries,cihibeddastion Strategy.

29 Ambassador Linton Brooks, interview by the author, Washington N@@ember 23, 2015.
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Naval Intelligence QNI] to make certain conclusions about the way the Soviet Union
controlled their strategic forces in the early 1980&ame initial briefings from the
analysis were given to President Reagan (prior to the Hinckley asstamsiattemptj’°
However, Brooks noted, to make use of the inferences drawn from this inforrmagon
needed a flag champi@anThe champion was the Vice Chief of Naval Operations
Admiral Bill Small (and his Executive Assistant, Bill Studeman).

Admiral Small and his colleagues, as part of the ATP, were spending Saturday
morning$*? working through the meaning of what the special source information meant
for the U.S. Navy. The Navy wdpreparing to refight the World War Two Battle of the
North Atlantic, wih a comparable effort in the Pacific Ocean. However, some of the
four-star Admirals could not believe anything else about Soviet SSBN (doctrinal)
thinking [i.e., a defensiwstyle bastion postufebecause a Navy designed for defensive
missions was not whahey would have creatéd® even thouglfispecific translations of
opensource Soviet publications from the Center for Naval Analyses by Brad Dismukes
and Jamie McConnell were directly and indirectly confirming US inferences derived
from information obtaing from the special sour@é** When Admiral James David
Watkins assumed command as Chief of Naval Operaiiofege 1982 he took a strong

interest in Soviet nuclear weapons issues, spending an unprecedented (for a CNO) seven

Z%Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

21 Ambassador Linton Brooks, interview by the author, Washington, DC, November 23, 2015.

#2Brooks noted that the ATP in and of itself was an importantrizgtion wrestling with an objectively
important issue: He cited the typical difficulties of engaging in serious discussions on a sustained basis
around one central issue with a concerted group of senior leaders. Even so, Bill Small was a flag officer
with fienough hefi to accomplish thistiThese were enormously busy people with broad responsibilities,
making the amount of time they devoted to this remarkeimbassador Linton Brooks, interview by the
author, Washington, DC, November 23, 2015).

213 Ambassador Linton Brooks, interview by the author, Washington, DC, November 23, 2015.

24 Ambassador Linton Brooks, interview by the author, Washington, DC, November 23, 2015.
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hours in briefings to get up tepeed on an issue with which he did not have a deep
familiarity.?*> According to BrooksfiHaver and the ATP were examining the overall
Navy strategy in light of the information from the intelligence insights we gained, which
led to an understanding that the Soviets would use much of their Navy to establish
defensive bastions near their coastsorder to protect (the Soviet term w@sovide
combat stability t§ their SSBNs. This in turn led to war plan changes that involved
sending submarines into the bastions early in the cahffity assessment is that only a
handful of us were looking at niear deterrenc&?'° Brooks described the time period as

a fairly harmonious decisiemaking process devoid of mavericks and with definitive
champions for top covét’

As the ATP deliberated, a small group of mostly6 Qevel officers fwith a
couple of G5sand civilians sprinkled it) who supported ththreestar flag officers also
began to discuss the operational implications of the information. This group of highly
talented individuals, which included Rich Haver, became to be known #@Bthakfast
Club.o CNO Watkins tasked the Breakfast Club to develop disruptive options for the
Joint Chiefs of Staff to change Soviet perceptions of what would occur at the brink of war
and change their decision calcufd®At the time there was an intellectual current ia th

Navy that revolved around attacking ballistic missile submarines prior to launching their

215 Ambassador Linton Brooks, interview by the author, Washington, DC, Novemb20 23,

#1® Ambassador Linton Brooks, interview by the author, Washington, DC, November 23, 2015.

27 Ambassador Linton Brooksyterview bythe author, WashingtarDC, November 23, 2015

8This was due to Watkinsd bel ihelithetShviets hat preparad®r, had i r

at |l east in a wargaming environment: AThe tasking
war were predictable and would not deter the Soviets. He wanted ideas to change that. He used the
Breakfast Clubbeause it was available and thought strategi

by the author, Washington, DC, November 23, 2015).
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nuclear missile® Brooks thought the ideas being considered for attacking these
submarines as destabilizingor example, one of these ideas was to create-$pgled
underwater rockets to destroy nuclear capable submarines before they launched their
payloads, and sought to stop the Breakfast Club from putting forward the.dptierof

these options was related to Sov@mmand andControl?*° Soviet (Naval) command

and control was influenced by what Soviets called radio electronic combat, which
emphasized the importance of both denying the enemy the use of his electronic systems
and of protecting Soviet systems from disrupti®frhe REC has broader application than

the Western notion of electronic warfare (EWlhey regard REC as a fundamental
principle of modern electronically dependent warfare and vital to the success of naval

operations¥?° While the open source historical record is spasse possibility is that

Wcaptain Brooks was not invited to become a membe
O6muscl ed ditér be got avipd of tieddeas being formulated. Upon becoming part of the group, his

mi nd was changed as a result of some new insights |
in a o6whole bunch of other teadikfgasst BCGlowkkds i enfdfi ccratt se
fruition as Admiral Wat kinsd tenure as CNO ended,
reorienting of the US Navy to what is now known as
interview by the autho, Washi ngton, DC, November 23, 2015). Sec

1980s Maritime Str at egyNaamhWar Colegel Revie®t, nhooh(2014): 4T, Today
accessed  August 30, 2016, https://www.usnwc.edu/getattachment/2b962d6@-49169a98
86d1dd831b5h/Creatintpe-1980sMaritime-StrategyandIimplicati.aspx Bill Owens, a member of the

Chief of Naval Operations Special Studies Group (SSG), recalled his time in the small group of 6 officers

flas an epi phany o :oftHE mew US Waritingel Strategyrby thet viara small groups of
fextreme teamso reportedly I ed Owens (and <coll eagu
service and allied intelligence, surveillance, and reconnaissance (ISR) capabilities ineracfys/stems

could lead to a decisive information advantage over adversaries (John B. Hatt€hddgf/olution of the

US Navybds Mar i t-1986eVolGmerl@Nevwpagty Rhodé 18land@: Naval War College, 2004);
Hattendorf, John B., and Peter Mv&tz, eds.lJ.S. Naval Strategy in the Late 1980s: Selected Documents

Naval War College Newport Papers 33 (Newport, Rhode Island: Naval War College, December 2008),
accessed August 30, 2016, http://fas.org/irp/doddir/navy/strategy1980s.pdf). Admiram3tudame to a
similar conclusion while he was the head of ONI i n
(Admiral William O. Studeman and James (Jim) R. Gosler, interview by the author, Ft. Meade, MD,
December 2, 2015).

220 Based on the information contained in a now declassified CIA NIE: Central Intelligence Agency,
National Intelligence Estimate NIE 1155-82/D Soviet Naval Strategy and Programs through the 1,990s
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the US Naval analysis of the Soviet technical approach led to the adoption of specific
integrated electronic warfateased disruption techniques based on applied US SIGINT
capabilities levied against the Soviet ocean surveillance system (SOSS) which was
desigred to provide information on the location, identity, and movements of foreign
naval forces, especially those posing a threat to the Soviet homeland or Thke@sost
important elements in the system are Hoaded SIGINT stations, spabasedelectronic
intelligence ELINT) and radar satelliteguxiliary general intelligence vessekQGls),
and reconnaissance aircréft. Indeed, in declassified documents detailing US Naval
Strategy, targeting of Soviet SOSS systems was deemed critical to US success.

fiThe neutralization of the SOSS is extremely important for the success of U.S.
and allied air, surface and subsurface naval operations. C3l countermeasures programs
and operations are designed to confuse, deceive and disrupt the SOSS, thereby precluding
its effectiveness and making the targeting of naval forces much more difficult. Some of
the options available to the -@mgene commander include force dispersal, emission
control, deception, decoys, and the destruction of AGIs and tattletales as well as the

neutalization of Soviet C3| noda®??

March 1983, accessed August 30, 2016, https://www.cia.goali/readingroom/docs/
DOC_0000262011.pdf.

#21 See:John B. HattendorfThe Evolution of the US NaisyMaritime Strategy, 1977986, Volume 19
(Newport, Rhode Island: Naval War College, 2004); Hattendorf, John B., and Peter M. Swartd,%ds.,
Naval Straegy in the Late 1980s: Selected DocumeNts/al War College Newport Papers 33 (Newport,
Rhode Island: Naval War College, December 2008), accessed August 30, 2016,
http://fas.org/irp/doddir/navy/strategy1980s.pdf).

222 nmbassador Linton Brooks, interview tye authorWashington, DCNovember 23, 2015.
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The Joint Strategic Studies GroundJ&SQG and Special Technical Operations (STOs)
19821989

In addition to theactivities engaged in by the ATP and the Breakfast Glalpart
of an analytic arm focused on discernfdgviet Naval intentions and nuclear submarine
movement$?® another key, small group organization named the Joint Special Studies
Group (JSSG) was created by the Joint Chiefs of Staff in-838and drew on NSA and
US Naval expertise

During this time perid, the Navy and the IC conducted follamn operations to
confirm the ONI analysis regarding the way the Soviet Union controlled their strategic
forces in the early 1980s. The outcomes from the activities and subsequent analyses were
briefed to President Rgan, who was fascinated by the restfftDeputy Director of
Central IntelligenceBobby Inman,Secretary of Defens€ap (Casper) Weinberger,
Secretary of Stat€eorge SchultzSecretary of the Navjohn LehmanDeputy Secretary
of DefenseFrank Carlucci anh Vice PresidenGeorge H.W. Bush were also involved in
the briefings’® Haver noted despite the presence of Heyrel civilian leadership, there
was not any toglown direction from themThese were informational briefings from joint

NSA/Navy selfdirectedefforts 2%

223 peter M. Swartz and Michael Connellnderstanding an Adversaly Strategic and Operational
Calculus: A Late Cold War Case Study with 21st Century Applicability US Views on Soviet Navy Strategy
and Operatios, No. CNACOR2013U-005622FINAL (Alexandria, Virginia: CNA Analysis and
Solutions, 2013).

#24Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

2% Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

2% Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.
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A simple question arose in the room after a briefiiigwe have this information,
what can we do with it#%’ Haver recounted thdit was unclear what the United States
could do with the information and what was feasible to try & thos wasnot something
that was previously discussed before and after the acquired information was collected and
analyzed The decision was made to exploit the information acquiesdentially the
conclusion wasfiLetds get on with it and figure it 0df?® The moivating force behind
the decision to try to do something with the information vilasthe future, if something
bad happened, i.e. war broke out, how could we ever explain to the American people that
we had this information and did not do something wizbf

The activities undertaken were roughly calledormation Warfare (IW) at this
time,?*°and were focused on Soviet Command and Control. Haver made it clefalthat
of this was for deterrence purposes, not saber ratififigwWeinberger gave the mission
to Carlucci who in turn gave it to Lincoln Faurer and Faurer turned to Antaen
Admiral Watkins became the operational arm for the mission. Watkins had the strategic

2232
03

&0 whab vision, When the question of expenditures necessary to create an IW

program was raised by Cap Weinberger during a meeting, Bobby Inman offered a rough

227 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

228 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

22Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

#Z0Dr. Thomas P. Rona first used the ternfioformation wao in a report delivered to Bagj Company.
The terminitially focused upon the criticality and vulnerability of external information flow between
weapon system targets, command structure, and other ancillary systems. Over time the term came to
describe early computer network attaclpaailities (Thomas, P. RonaVeapon Systems and Information
War (Seattle: Boeing Aerospace Co0.1976) accessed Augus30, 2016, http://www.dod.gov/pubs/
foi/Reading_Room/Science_and_TechnologyB8070WeaporSystemsandInformationWar.pdf
#1Richard L Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

232 Authorés note: This places the discussion in the -mi late1982 time period, prior to Watkins
becoming CNO, and happening somewhat simultaneously with the ATP efforts (Richaddver,
interview by the author, Tysons Corner, VA, December 11, 2015).
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estimate of two billion dollardVeinberged anflinching responsdiDone! | will find the
moneyo*3

Although nomnally a DoDinitiated activity,iJSSG was an interagency activity
that was based primarily at NSA with representatives from service intelligence
components, together with DIAnd CIA all source analysts* The Director, NSA
(DIRNSA) was the executive agemntesponsible for the performance of the work
charters® According to Bruce Berkowitz, the purpose of JSSG wasdetermine
whether vulnerabilities identified from critical node analysis, such as message intercepts,
jamming and signalsjection into advesary networks could be turned into a military or
intelligence capability?®® Haver stated:

At this point in time we realized we were looking at an automated system that was
meant to keep the Soviet leadership in control of their fordesically it was an

early digital system, a Sovistyle concept of a network. We understood we had
an opportunity to affect the network and affect confidence in the network for
deterrence purposes only, not for conducting war, although the idea for using the
capability in wafare was always present. It was a major part of any plan, but the
desire from the top was that it, along with other things, would deter the Soviets
from going that far, by playing on their fears in such a way as to convince them
the outcome of any war wililibe far worse than they could imagine and the West
would come through in much better shape because we had penetrated their
systems. We believed that if we could disrupt faith in their machines, we could
maximize US options and minimize Soviet optiéts.

23 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

Z4william P. Marshall, interview by the author, Washington, DC, September 19, 2015.

2B william P. Marstall, interview by the author, Washington, DC, December 2014.

2% Bruce D. BerkowitzThe New Face of War: How War Will Be Fought in the 21st CerfNey York:
Simon and Schuster, 2003).

%7 Richard L. Haver, interview by the author, Tysons Corner, VA, Decetthe?2015For background on
U.S. and Soviet command and control, see Bruce Bliategic Command and Control: Redefining the
Nuclear Threat(Washington, DCBrookings Institute 1985 and David Hoffman, The DeadHand: The
Untold Story of the Cold War Arms Race dteilDangerous LegadiNew York: Doubleday, 2000
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Key JSSG officials in the early years included Lt. Gen Lincoln D. Faurer, USAF
(DIR NSA and DIR JSSG), Commodore (and later) Admiral Clark, Vice Dir. JSSG, LTG
William O. Odom, USA (Dir NSA and Dir JSSG), Ed Hart, Vice Dir JISSG as well as
VADM William O. Studeman (Dir NSA and Dir JSS&¥ According to Rich Haver,
fiGeneral Faurer was the moving force behind the project and picked Joe Amato to start
up the new organization and gave him top cover. Faurer was intrigued by and engaged in
the project. Everyone aggd to populate a new organization, although no one really knew
wh at the organization waséand the organiz
structured™® The lead for JSSG at the Pentagon was a naval captain named Jim Julian
and included a promisinlSA staff member named Mr. William (Bill) Marshaff
Haver indicated that the threat environment was the backdrop, but not the impetus for the
creation of the capabilitieThis was technological opportunis.

Admiral Studeman described the JSSGresally invented to deal withdhe
materiab and was targeted at deep penetration of SoG@emmand andControl
capabilities through the application of complete SIGINT, where computer systems were

not necessarily the target of interéSE Bill Marshall elaboraté a bit more about the

2B jilliam P. Marshall, email correspondence with the author, Washington, DC, October 2015.

#9Richard L. Haver, interview by the author, Tysons Corner, Dégember 11, 2015.

240 Bjl| Marshall was one of the original members of the JSSG and started as an analyst and later managed
two different divisions within the organization over the course of hisyfear tenure (William P. Marshall,
interview by the authg Washington, DC, December 2014; William P. Marshall, email correspondence
with the author, Washington, DC, October 2015).

#1Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

242\Vjith the exception of when computers were a ponent of a command and control system (William P.
Marshall, email correspondence with the author, Washington, DC, October 2015).
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JSSG fiThe JSS@ work was focused on strategic command and control measures that
fed into operations. NSA K group was the administrative &frh.
Haver stated thafithe potential existed to use vulnerabilities for compellence.
However, the US recognized that certain vulnerabilities should not be expi@espite
this selfrestraint, early orfiwe became worried about the destabilizing effects of this type
of approach, however once we thought through the problem and ass@@atedorks,
the problem was deconstructed and operationabZéd.
By 1984 President Reagan recognized the risks oflrmationWarfare]and
accepted that a good model existed to move forward, but was concerned about
any Soviet reactions and pushed riwore elegant intelligence collection to check
and double check our analysis. We were trying to change Soviet behavior and
thinking on nuclear weapod@shis was an allied partner activity as well. Theel
people were worried about giving away sources,polity leaders wanted this to
be allied, both geographically and functionally. The threat environment was the
backdrop to this, but not the impetus for the creation of the capalilities was
technological opportunism. Our leaders understood that ths alladue to
technological opportunity, but the biggest driver was that they believed they
would never be forgiven if they did not take action on the information available to
them fiwe cannot afford not to do this if war broke out one afay.
According to Berkowitz, the JSSG had its antecedenfsritical node analysjé
part of the US targeting process for strategic nuclear war, which leveraged signals
intercepts from the Soviet Union such as intercepted shortwave and satellite
communicatios, microwave links from space and telephonic intero&#ftsThe

Pentagon wanted to turn these -afieoperational intelligencgathering capabilities into

a single integrated system that would look to leverage vulnerabilities identified in Soviet

243 william P. Marshall, interview by the author, Washington, DC, September 19, 2015; William P.
Marshall, email correspondenadth the author, Washington, DC, October 2015.

244 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

#>Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

248 Bruce D. BerkowitzThe New Face of Wakow War Will Be Fought in the 21st Centutyew York:
Simon and Schuster, 2003).
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communicabns systems in the late 197%8.This capability became known as Special
Technical Operations (STOs), which is described as a prototype of h&d&king.

According to published reports, the JSSG was able to model the technical
characteristics of Soviet nucleeommunication networks (critical nodes and devices),
but did not have a silver bullet to ensure the remote disruption of communications, and
eventually the program was wound down due to the end of the Cold*\8SG
activities provided key elements forpaoof of concept operational capability (and what
would later become CNE and ChA namely breaking into an information network and
disrupting or denying communications on that netwofk.

Haver provided more insight as to the origins of e program.The technical
approach taken by NSA was based on lessons learned from the-&&\Bhkttle of the
Beams™! NSAGs explanation of the new approach ledDto view the activity through
their previous experience, and improperly concluded that the capability wganiwng
activity. NSA explained to that the new IW capabilities were the combination of
collection (stealing signals) and execution of action against the beams in re&l’time.

Haver stated th&ithe point of thglW] activities during this time periodag to get the

247 Bruce D. BerkowitzThe New Face of War: How War Will Be Fought in the 21st Cerfiew York:
Simon and Schuster, 2003).

28 Bruce D. BerkowitzThe New Face of War: How WA&Vill Be Fought in the 21st Centufiew York:
Simon and Schuster, 2003).

29 Bruce D. BerkowitzThe New Face of War: How War Will Be Fought in the 21st Cerfieyw York:
Simon and Schuster, 2003).

#0Bruce D. BerkowitzThe New Face of War: How War Will Beught in the 21st CentufNew York:
Simon and Schuster, 2003).

#1 Early on in WWI, the German military developed a radided navigational device, known as
Knickebein, which was designed to improve night bombing accuracy. British countermeasurest tihelefea
system were subsequently developed. For more information on the Battle of the Beams, see R. V. Jones,
Most Secret Wa(London: Hamish Hamilton, 1978Richard Haver, interview by the author, Tysons
Corner, VA, December 11, 2015.)

%2 Richard Haver, interview by the author, Tysons Corner, VA, December 11, 2015.
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Soviets to doubt themseh@sf the US can do this to us, what else can they do? This is a
lesson of World War 1l, which was provided to us by Douglas Fairbanks Jr., whom we
consulted with Gemember one thing, it is easier to convince an enenig right than
to try to convince him that he is wrong, deceptions that try to change their minds usually
fail.6 A number of the WWI Game of the Foxes experts were present telling us what to
do and not to dé*°

Over time, to coordinate varioagtivities the Air Force Strategic Air Command
(SAC) and LANT (Atlantic Command, U.S. Navy) organizations set up a command and
control network>* for the JSSG to link the Joint Chiefs of Staff, unified commands and
intelligence agencies with the various STK®wn as the Planning and Decision Aid

System (PDASY” that is still in use toda$’° Prior tothe PDASbeing created there was

23Richard Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

24 PDAS technically was not a command and control network; however, it essentially served the purpose

as a de facto strategic C2 system in support of Integrated Joint Special Technical Operations (IJSTO)
(William P. Marshall, email correspondence with théhar, Washington, DC, October 2015).

%5 #Col. Ron Knecht, USAF was the brains behind PDAS and served as Project Manager during the first

few years in the JSS¥William P. Marshall, email correspondence with the author, Washington, DC,

October 2015).

256 Admiral Studeman indicated that the STO Center had to be invented to support JSSG activities for what

is more recently defined as J3 (Operations) and J39 (Information Operations) related program activities
(Admiral William O. Studeman, interview by the auth&gverna Park, MD, August 2015); J3 and J39
descriptors as published by Leigh Armisteadfprmation Operations: Warfare and the Hard Reality of

Soft Powel Dul | e s, Virginia: Brasseyo6s, 2004) . Accordi ng
STOsivolvenonk i neti ¢ modes of warfare from ficlassic el ec
directed energy techniques. J39 organizations are responsible for all offensive information warfare
programs and activities coordinated by the joint staff,decause of its unique handling of Special Access
Programséit is also called on to deal with most cor
exception of Special Oper at i olTopSecref Arenca The Risethes t  and
New American Security Stafflew York: Little, Brown, 2011). Additional information from William P.

Marshall, interview by the author, Washington, DC, December 2014. Studeman expanded on the strategic
intent behind JSSG agwereyarttofiar gverall Stratedy: gigamte psgchotogiaalc e p t
operation (PSYOP), which included operational deception (OPDEC) and perception management (PM) at

all levels against an adversary which was meant to have the adversary mistrust the informatwimcipon

they might make military judgments; the applications can be seen in both the Soviet context but also in the
Desert Storm context as well. Today this is no longer known as PSYOPs, but has been renamed MISO
[Military Information Support Operations].yB1991 we were able to apply the entirety of these capabilities
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fian absolute refusal to share information from one IW (cryptologic) service (element) to
the other®’ Haver recollectshat Joe Anato set ughe PDAS system for IWuse. The
system was designed to remdwereaucratic seamand facilitate fastnoving decision
making and capability execution. By limiting the number of people in the
communications structure, PDAS provided a clear lihdezision authority with direct
communications and fosteradseamless integration of intelligence and operafitns.
Questions of statutory authorities to execute IW missions arose as a result of the
new capability.According to Haverjihe Joint Staff suggled with the Title 10 versus
Title 50 authority issuéd® however, with netwarfare this |
a difference. The very act of penetrating a network is an éttdek niceties of this were
worked out during the 19824 time period.This became a fundamental question, even
then, and for what we now face today for cybéhnis type of knowledge and capability,
even though it grew up in thetelligence Communitybecomes a military issue. We had
dozens of meetings on this with CINCs, RO, etc The issues that come into conflict

are not vitriolic or blatant parochialism, but Title 50 versus Title 10 authorities. Title 10

and concepts into our integrated thinking, but aft
William O. Studeman, interview by the author, Severna Park, MD, August 2015). &-aptiate to the

doctrinal change, see Chairman of the Joint Chiefs of QWifitary Information Support Operations:

Change 1 To Joint Publication -B3.2 Dated 7 January 20l10accessed August 30, 2016,
https://www.pksoi.org/document_repository/Lessons/dB32 MISO_(2Dec2011}LMS-1255.pdf

Studeman alluded to OPDEC as the equivalent to the
on in those days it was not about stealing or manipulating data, this was about using the full spectrum of
IW/NI06 ( Admir al William O. Studeman, interview by thi
was later put to use in Desert Shield and Desert Storm to make the numbers of people in the decision
process smaller (this group was Secretary of Defense Dicke@hdolin Powell, Tom Powers and

Admiral McConnell), who would then communicate with CENTCOM.

%7 pdmiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.

#8Richard L. Haver, interview by the author, Tysons Corner, VA gbdwer 11, 2015.

29 References Department of Defeésditle 10 Warmaking authorities and Intelligence Community

activities authorized under Title 50 of the US code and E.O. 12333
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organizations did not have the expemdigbe Title 50 organizations didhere was no
clear answerwe couldrit takeNSA and make it Title 10 and we coufilteke a Title 10
mission and make it Title BOwhich is two sides of the coin of the same proldeso
we made a blended amalgamatidfy.

Marshall had an insidés view to the special activities undertaken by the JSSG.
From his perspective, the JSSG was controversial because it was a newly forming
mission area, which made it susceptible to hoiganizational politic8 where money
(budgetary authority) and mission statements drive the bureatediogction?®* Within
DoD, the JSSG special activities were taking a portion of the responsibilities and
resources from other mission authorities. At the time, Marshall was acutely aware of the
fact that innovative, controversial organizations must demonstrate the value of newly
initiated activity withinsix months or else the program stood a highly likelihood of being
(cancelled) killed?®®> Haver recalled thafisome people did not like to see NSA as
enabling this type of capability. Joe Amato worked this issue in the bureaucracy and

isolated people who were a problem to executing the mission responsibffities.

20Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

%1 §The JSSG laid the foundation for the J3 Special Technical Operations division ab (ddiiam P.
Marshall, interview by the author, Washington, DC, May 2015). For iadditinformation as to how this
influenced military thinking, see Department of the ArmigM 100-6: Information Operations,Field

Manual (Washington, DC: Headquarters Department of the Army, 198€);//www.globalsecurity.org/
intell/library/policy/amy/fm/100-6/ch1.htm; Michael D. Starry and Charles W. ArnesditM 100-6:
Information operationg,Military Review76 (1996): 315.

%2 pOrganizations usually look at these situations as a zero sum game with respect to resources, authorities,
and influence.As a result, new organizations such as the JSSG usually need top cover from senior
government officials, especially in the formative stages, and have to demonstrate their added value in
relatively short order in order to survive and/or thrive. The statemsgarding six months was actually an
astute observation that Joan Dempsey made to me when | became Director of the IOT® (k68

P. Marshall, email correspondence with the author, Washington, DC, October 2015).

23 Richard L. Haver, interview byhe author, Tysons Corner, VA, December 11, 2015.
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Fortunately for the JSSG and its members, the Joint Chiefs valued what came out of
organization, which included technical studies, strategies, and some capabflities.

During this time frame, Admiral McConnell was a Navy6Qand Admiral Bill
Studemads Executive AssistarfEA) during his tenure as Director of the Office of Naval
Intelligence®®® After serving as Studemén EA from 19861987, where he regularly
stood in fo the extremely busy Admirdf® McConnell was assigned to NSA as the Chief
of A24 (Soviet Naval Forces Division) from 1988. McConnelis office was located
next door to NSA K Group, headed by @Air Force Brigadier @neral As far as
McConnell could detenine,the Air ForceBrigadier General had an NSA hat as Chief of
K Group and a joint Staff hat reporting to the Director of the Joint Staff to coordinate IW
activities and program security management. The focus, when directed, was to develop
IW capabilities and to coordinate/conduct I'Against the Soviets to degrade or destroy
Soviet ability to conduct an attack in case of a cf¥isicConnell, as Chief of A24yas
askedo share certain information that came into his possession with the head of K Group
to enhance their IW capabilitieslcConnell approached his supervisor, the Chief of A2,
for permission to share relevasgnsitiveinformation. Theresponse wasiDond give

those bastards anythig?® The response McConnell received from his supervisor did

not seem appropriat®d him, so he appealed the decision to the head of A GMuph

Z4\illiam P. Marshall, interview by the author, Washington, DC, December 2014.

2% studeman was Admiral Bobby Inm&rEA when he was Director of Office of Naval Intelligence.

26 McConnell provided some additional background to the issue of IW development during this time
frame. The NawiCryppie® were supportive of IW, but were fighting for ascendancy with the general
intelligence officers as to who would have the ultimate aitthof IW decisions. Ultimately this led to the
Cryppies being subordinated under the general Naval Intelligence personnel i87198%n M. (Mike)
McConnell, interview by the author, Washington, DC, December 7, 2015).

%7 John M. (Mike) McConnell, intereiw by the author, \Ashington, DC, December 7, 2015

%8 John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
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to McConnelés surprisehe received the same response with regard to sharing mission
information with K Group. These transactions in 1@887had a marked influence on
McConnell. He became convinced that any significant IW capabilities needed by the
Nation were inherently embedded in NSA and the NSA culture was to never share
sensitive missiomelated Signals Intelligence (SIGINT) informatigf’

In 1989, the JSSG watisestablished’® Admiral Studeman provided a succinct
observation when asked about the JSSG and why it might have been woundHgéown
stated thafiNSA does not like special organizations withirit: Haver assessed the
organization and its legacyiThe JSSG activities were chaotic, ugly and mésgy
sounds better than it was able to achieve, although the capabilities got much better by the
late 1980s. A lot of pieces from this period still remain and the lessons learned are still
alive today, however, &t of people have never learned these lessons as the people
involved have retiredl unfortunately a lot of maturity has left the system. What we
developed here was never seen as a standalone capability to make deterreécé work
included many other capahiésd we had a matrix of options.?

The JSSG experience provided Marshall a valuable lesson in organizational stand

up related to new mission areas. He learned that in order to accomplish a transformational

29 john M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2Al8).
completing his rotationat NSA, McConnell was reassigned as the Director of Intelligence (N2)
Commander in Chief Pacific Fleet, 198990 and worked in Hawaii for Admiral Jeremidburing this
time, the Pacific Fleetvas achievingfisuccess in their antrSSBN mission, and AdmJeremiah, who
chaired the Naw@ Flag Selection Board in November 198@s responsible for McConnélpromotion to
Admiral over moresenior officers. After completing this assignment, McConnell was reassigned as the
intelligence officer for Colin Poweland Secretary Cheneydmiral McConnellwas promoted in rapid
succession to a thresar level to take over the DIRNSA position from Admiral Studemat®92

2%illiam P. Marshall, interview by the author, Washington, DC, May 2015.

271 ndmiral William O. Stideman, interview by the author, Severna Park, MD, August 2015.

2"2Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.
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change, leadership must address both technologiwhlorganizational reorganizatin
through the insertion of managerial change agents and value add peysamdegbull
them into new organizational circl@Small (heavy weight) teams of bright talented
people focused dfnyouabuild & wheymwil £snedd @dmiral
Studemats experience is similafit is usually a small core of interconnected people
¢ushing other people, programs and ideas ai@tmdchieve a transformational goal.
Typically, personalities will emerge around a situation dop@icd these are extreme
teams of the best, most talented people with a specifically defined mission. There is
usually a collective spiraling up of an idea, opportunities to develop the idea present
themselves operationally and soon §binave a doctrirée the technology comes first,
and then the doctrideKrepinevich is right?®”*
As Marshall describes it,
A wide range of DoD and IC organizations were engaged in developing new
capabilities; however, the value of these capabilities were not fully realized as
they were not well coordinated across the DoD and IC and depended on access to
targets which were frequently difficult to acquire and maintain. The sensitivity of
the technologies involved also led to highly restrictive compartmentation of
capabilities withn SAPs and other highly restricted security programs. The result
is that those elements which needed to actually use these capabilities for
operational purposes had limited visibility into these programs. This meant that
operational organizations had a lied ability to incorporate these capabilities
into their mission training, planning, and operational activities. The bottom line
was that most of these capabilities were rarely used operatiéfally.

While the work of the JSSG ultimately did not provide the level of certainty in

action that was hoped for, Bill Marshall notes tholks in forwardleaning programs

23 illiam P. Marshall, interview by the author, Washington, DC, May 2014.
274 pndmiral William O. Studeman, inteiew by the author, Severna Park, MD, August 2015.
25 illiam P. Marshall, interview by the author, Washington, DC, December 2014.
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that are shut down learn a tremendous amount during their actiwtieige the
bureaucray might kill an organization, they do not kill the pedplmvariably the
members of these forwatdaning projects from the past come back with new
technological developmenté’® In fact, fithe JSS@ work influenced P04, G08, G44, K
15 and K7 activities a well. It took a village’’’ See Appendix A for the early
organizational history of K and Tailored Access Operations.

CNO MMI Analysis of 19821989
CivilianT Military Relations Theory19821989

A review of the case history during this time does moiude any evidence
indicating pressure was brought to bear by external civilian organizations per se in regard
to IW development, although indirect threat environment pressure clearly did exist due to
the overall Cold War environment. The indirect pressuincluded the Reagan
Administratiorts rhetoric toward the USSR, and the ongoing nuclear arms buildup that
continued throughout this time period. Longstanding tensions between the US and USSR
clearly led to a variety of US Navy (and other armed serviod)I& efforts to analyze
and address the Soviet nuclear arms threat. For example, the U8 Mawyber one
priority during the latter half of the Cold War was asibmarine warfare with an
emphasis on the Soviet ballistic missile submarines (SSBNs), wdiehto changes in
deployment numbers and tactics, were able to reduce US warning times for any potential
k.278

attack:"" As recounted in the case history, one of thesetting solutions to this threat

2%jilliam P. Marshall, interview by the author, Washington, DC, December 2014.
27 \jilliam P. Marshall, interview by the authdashington, DC, September 19, 2015.
278 Admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
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was the development of what roughly came to be known asviv¢h initially focused
on SovietCommand andontrol systems.

The push to innovate during this time period does not include a previous military
or intelligence failurgin fact, the discovery and detection of the changes in Soviet tactics
and the creadn of a new command and control system would rightly be seen as an
intelligence success. Ultimately the actual IC response to the change in Soviet tactics was
the creation of a defensive style countermeasure for warfighting avoidance and
deterrence. Poséntheory predicts that whatever innovation was created would likely be
offensive in nature, which is belied by a variety of the facts assembled for the case study
during this time period.

Similarly, there is no evidence that external intervention fronti@ns resulted in
internal pushback or resistance after an expansion of intelligence operations was initiated.
Instead, it appears thatelligence Communityas galvanized against the Soviet Union
and set out to create an IW solution in the interests abfomal security. Internal
resistance at NSA was due to the domiciling of the JSSG and STO special access
programs inside the agency, which for internal bureaucratic and cultural reasons was not
liked.2® Contrary to Pose®s theory, it was only after thesatities created proto hacking
capabilities?®® which were shown to be sufficiently stark in their effects, did the civilians
take notice and question whether the US was vulnerable to the same methods. The

answer to this inquiry was yes, the US was vulnerallevell, and led to efforts to

2% Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015; Admiral William
0. Studeman, interview by the author, Severna Park, MD, August 2015.

20 Bruce D. Berkowitz,The New Face of War: How War Will Be Fought in thé 2&ntury(New York:
Simon and Schuster, 2003).
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address US vulnerabilities over time. Similarly, the acquisition of actionable special
intelligence, analysis of that information and the subsequent creation of US proto hacking
capabilities targeted against this systemre not the result of civilian intervention, as
Posen would predict. Civilians intervened well after the fact of the initial capability
creation, and only in response to domestic computer network defense concerns.
Although US civilian leadership did contrdha appointment of senior IC and
military officials, these personnel choices had nothing to do with the creation of the MMI
at this point in time. These leaders appear to be normally appointed to their organizations
and without a civilian intervention agemdiesigned to generate MMI changes within
their organizations. In the course of their organizational dutiesinsgdted intelligence
collection and analysis performed by NSA and Naval Intelligence was provided to the
civilian leadership outlining an telligence discovery. In response to the implications of
these collection and analysis efforts, the civilian leadership asked the IC to craft a
solution based on the threat information the officers had presented. This is not evidence
of civilian interventon as Posen describes Hssentially the efforts to create an IW
capability were initiated as a result of informational intelligence briefings. The civilians
did not intercede in budget requests in a manner that would indicate control of their own
objectves, but simply provided support for the capability creation. In fact, the civilian
leadership let the IC name a dollar figure they believed would be sufficient to explore and
develop a capability to address the national security challenges the SovietGdrand
Control system presented. Notionally, this portion of the case history provides evidence

that civilians changed or modified budget requests submittethdopgency,but this
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modification was in furtherance of a mission plan that was essentiabdglstarted and
selfgenerated, and not the result of significant civilian intervention aimed at a
recalcitrant bureaucracy.

There is no evidence that intelligence agencies adopted research and development
or applied science policies not favored by @ank during this time period, leading to
civilian interventio® in fact the exact opposite is truBV capabilities, which were
developed as a result of actionable intelligence information, were favored by the
civilians. This provides disconfirming evidencEPoseis theory as well. Posen believes
the role of the threat environment plays a strong role in civilian intervention and the
creation of MMIs. This cannot be seen as causative for the case, as a high level of
operational concern existed for the egtijrof Soviet activities throughout the duration of
the Cold War, and as such represents nothing particularly special per se. Undoubtedly,
the newly revealed Soviet activities were particularly troubling and plainly required high
level civilian attention. However, these troubling activities were not detected or
uncovered by the civilian leadership. The design and purpose of the Soviet Command and
Control system was brought to civilian leadergéhigttention by the IC and was not
generated as a result of tdpwn mandates or active intervention that compelled the IC
or military to engage in a different course of action leading to this discovery

Posen discusses the phenomenon of (military) bureaucratic conservatism and its
inclination toward slow incrementahange or, in the worst casésyutined intransigent
failure to adapt, resulting in the routine suboptimization of strategic initiatives. The

specific JSSG efforts to create early IW technical capabilities are definitively not
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evidence of bureaucratic meervatism in théntelligence Communityln fact, 2 billion
dollars were requested by the ICAD team to develop a special joint program to
successfully address the threat uncovered as a result of NSA aidsl €Nection and
analysis. Elements dbureaucratic conservatism (reticence) do appear amongst some
individuals internally at NSA, who did not see their role as being a part of capability
development that might be used for direct warfare, but those personnel were isolated by
Joe Amato to ensutbe capability development progressed successfully. In this phase of
CNO MMI development there does not seem to be routine intransigent failure to adapt
quickly to the new technological capabilities resulting in routine suboptimization

Posen also predi that doctrine precedes technological innovation. This maxim
is not borne out by the case history, and is in direct conflict with Admiral Studeman
observations that technological development preceded doctrinal development during this
time period, as wkas generally for CNG®! What did exist during this phase of CNO
development was the predoctrinal idealoformation Warfare developed by Rona in
1976%%2 However, Rona ideas do not directly pertain to the Command and Control
Warfare doctrine per se. Thele of successful intelligence collection operations seems to
inform doctrine creation. For example, it was only after the intelligence pertaining to the
Soviet Command and Control system started to be collected, assembled and analyzed in

the late 1970s #t DoD issued the Command and Contnarfare document, in 1978

21 Admiral William O. Studeman, interview by the author, Severna Park, MD, August 2015.

%2 Thomas P.Rona, Weapon Systems and Information W&eattle: Boeing Aerospace Cdl 97§,
accessed August 30, 201Bttp://www.dod.gov/pubs/foi/Reading_ Room/Science_and_Technologit/09
0070WeaponSystemsandInformationWar.pdf

283 Department of DefenséiCommand, Control, and Communications Countermeasures (C8CMR
Directive 4600.4 (Washington, DC, August 27, 1979
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Similarly, the Command, Control Communications Countermeasures (C3CM) document
was issued in 198% This was well after the special intelligence on tBeviet
Command andControl system waacquired, the critical nodes of the system were being
mapped, findings from the collection and analysis efforts were briefed and leadership
decisions were made to develop capabilities against the Soviet systems. The issuance of
the C3CM document was simpédy codification of what was already in development, a

pattern that will repeat itself throughout the case st8dg. Table 7 for a summary.

284 Chairman of the Joint Chiefs of StaflVlemorandum of Policy (MOP) 185, Command, Control, and
Communications Countermeasuyé®ecember 201983.
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Table 7. Civilian1 Military Relations Theory 19821989 MMI Hypotheses Analysis

Presence or

Absence of
CivilianT Military Relations Theory Theory
19821989 Tenets Evidence
The push to innovate was a result of a previq No In fact the opposite is true. There wa
military or intelligence failure. no previous military or intelligence
failure driving this innovation.
A civilian intervention occurred as a result of| Yes This dynamic is somewhat apparent
demonstration of an adversé&yechnology, the case history, but it was not a resl
either through a test or combat use that was of an adversai test, it was a US tes
sufficiently stark and frightening to shake of IW capabilities being developed
civiliansbfaith in their own military or that highlighed possible U.S.
intelligence organizatiodability to handle it vulnerabilities as well.
Evidence indicating a heightened degree of | Yes Once the area of operatior@ncern
attention was paid by senior civilian officials was brought to civilian attention by
a particular area of operational concern withi the IC. However, the briefings were
the overall threat environment bottomup informational, not top
down mandates.
Pressure was brought to bear by an externall No There is no evidence of this dynamic
civilian organization(s) on the IC ordD. in the case history.
Civilians exerted control over appointment of No Although civilians could havexerted
senior officials that would carry out policies control, the senior officials were
deemed necessary for innovation in this areg already in place and not inserted.
operations to address the perceived external
threat.
Civilians changed or modified budget requeg Yes Although the budget changes were if
submitted by IC or DD agency to reallocate support of the IGs internally
resources in order to foster innovation to be generated activity. Senior civilian
applied against the threat they wanted officials asked the IC how much
addressed money was needed to develop an
offsetting system and the
appropriation was granted.
Internal pushback aesistance occurred after| Yes An internal pushback dynamic was
civilian-led external intervention called for an present although it was not a result g
expansion of intelligence areas of operations external intervention.
Evidence indicating thantelligence agencies | No The exact opposite dynamic occurre
adopted research and development or applig The internally generated R&D and
science policies favored by civilians as a res applied science policies were approy
of their intervention. of by civilians.
Doctrine preceded technology. No There is no evidence of this dynamic

in the case history.
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Interservice Rivalry Theory 1982989
The main tenet of interservice rivalry theory states that conflict between

constituent elements is dueresource scarcify i.e. the resourde) needed to execute a
primary mission(s) are limited or perceived to be limited. A review of the case study
during this time period does not show evidence of resource scarcity issues limiting or
being perceived to limithe effectiveness of one IC element over the other. Nonetheless,
issues of resource allocation and perceived scarcity were an internal concern at NSA. The
perception of scarcity arose between two elemehts traditional SIGINT collection
directorate andthe special project embedded at NSA. The SIGINT (Operations)
Directorate feared the new special project, which was specifically established to create a
rudimentary IW capability, would draw financial resources away from their mission
space. This fear appntly existed despite the infusion of new capital to fund the IW
effort.2%°

There is also no evidence in the record that would indicate any meaningful rivalry
between IC or BD organizations that was driven by a concern for current or future
mission relevance. In fact, according to the interview accounts, NSA/CIA and the US
Navy collaborated on intelligenggathering projects during the late 1970s which led to a
successful coll@gon, aggregation and analysis by the Office of Naval Intelligence. This
analysis uncovered the proto Soviet digital network and facilitated critical node mapping,

which was directly supported by NSA collection and analytic capabilities. Once a

decision wa made to create an IW capability to address the findings from the initial

25 \illiam P. Marshall, interview by the author, Washington, DC, September 19, 2015.
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round of analyses, another folleam collaborative interagency effort, known as JSSG,
was created and based at NSA. This new organization was led by DIRNSA Faurer and
the Chief of Mwval Intelligence, Admiral Bill Smalland was organized and staffed by
representatives from NSA with members for the service intelligence components, as well
as Defense Intelligence AgencyDI{A) and CIA all source analyst€® There is no
evidence that théC or DoD organizations involved during this time period actively
sought to maintain their current mission space and expand into a new mission area in an
adversarial manner as would be predicted by interagency rivalry theory. However, NSA
did leverage theiexisting mission space to expand into the new IW area during this time
period (and ultimately, thereafter) due to the fact that NSA already possessed a variety of
requisite core technical capabilities and capacities necessary to achieve mission success.
Additionally, there is no evidence that IC ool organizations came to different
conclusions or possessed differing perceptions regarding the Soviet threat they were
trying to address during this time penadtheir mission was cleatAddress the threat
through a variety of means, including )\ influence the efficacy or the Soviet Undsn
perceived efficacy of their nuclear weapons capalfifityds a result of this unanimity,
the IC and @D did not put forward different mission need requirements and ipeah
doctrine preferences that substantially influenced or defined how the organization
interacted with other services. By design, the JSSG, as well as the ST@esdsneant
to be joint andnteroperativeorganizations or organelles, and by all actsdunctioned

as intended.

28 \vjilliam P. Marshadl interview by the author, Washington, DC, September 19, 2015.
27 pdmiral William O. Studeman, interview by the author, Severna Park, MD, August 2015.
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Interservice rivalry theory indicates that technology typically precedes doctrine,
and this appears to hold true for this portion of the case histdry. intelligence
collection concerning the Soviet Command and Control systarnted to be assembled
and analyzed in the late 1970s, and on its face, seems to have at least influenced the
DoD-issued Command and Control Warfare document in 1979. Similarly, the Command,
Control Communications Countermeasures (C3CM) document wasdigsii983. This
issuance appears to have been generated well after the special intelligence was acquired,
critical command and control nodes mapped, findings briefed and decisions made to
develop IW capabilities to address the functionalities of the Seystem. In light of the
case history, the issuance of the C3CM document appears to be a codification of what
was already underway. The ONI and J8&S@fforts clearly were part of a lotgrm
development project conducted within the Intelligenf@emmunity with important

civilian support but without significant civilian directioB8ee Table 8 for a summary.
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Table 8. Interservice Rivalry Theory 19821939 MMI Hypotheses Analysis

Presence or

Absence of
Interservice Rivalry Theory Theory
19821989 Tenets Evidence

Resources for the servigseprimary mission(s) | No The fear of future resource scarcity

are limited or perceived as being limited. was an internal NSA issue.

Rivalry-based behavior betwa IC or bD No There is no evidence of this dynami

organizations wadriven by concern for currer in the case history.

or future mission relevance

IC or DoD organizations sought to maintain | Yes Yes,this dynamic occurred at NSA,

their current mission and attempted to captut but this was not an adversarial

share of themew mission area interagency process.

IC or DoD organizations came to different No There is no evidence of this dynami

conclusions or perceptions regarding the thr¢ in the case history.

they were trying to address, which resulted i

different mission need requiremsrend

operational doctrine preferences that

substantially influenced or defined how the

organization interacted with other services

The Intelligence Community leveraged its Yes IW technical approaches were

traditional operatig experience and allowed it derived from traditional SIGINT and

to expand into a new mission domain, makin EW activities and applied against

it less susceptible to external interference. new targets.

Co-option of one 1Gr DoD organizatiofs No There is no evidence of this dynami

traditional mission space by another in the case history.

organization occurred.

An evaluation mechanism utilized by senior | No There is no evidence of this dynami

civilian leadership duringreinterservice in the case history.

competition led to the selectiaf a winner

based on the perceived effectiveness of one

organizatiois approach to innovation over

anothedés.

Technology development precedecttlime Yes Vulnerability analysis performed on

devebpment ICT and other critical
communications nodes led to
capability development, and
eventually doctrinal development.

Technological innovations were largely the | Yes As depicted in JSSG narrative in thi

product of longterm development projects
conducted within or at the direction of the
IntelligenceCommunity with important civilian
support but without significant civilian
direction

section of the case history.

Note. Graycells identify common hypothesis elements that overlap across theories.
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Intraservice Rivalry Theory 1984939

A review of the case study during this time period shows direct evidence of
respected senior intelligence officers formulating a strategynfmvation that possessed
both intellectual and organizational components, consistent with Boseory. These
types of efforts existed within the Office of Naval Intelligence and the ATP during the
19821984 time frame, championed by Admiral Sni&lSimilarly, during the 1983
1989 time period, the JS&&Gefforts to turn oneff operational intelligencgathering
capabilities into a single integrated system to leverage and exploit vulnerabilities
identified in Soviet communications systéffisvas driven byDIRNSA Lincoln Faurer
and executed by NSA Joe Amatg™°

Neither the proto IW option created to address the threat from Soviet Command
andControl systems nor the JS83nandate to create disruptive capabilities manifested
themselves as an ideological sfgle over a new theory of victory or how it might need
to be fought, although resistance to the new mission did exist at the working and
management levels. The NS»ased JSSG efforts faced internal pushback from a small
group of SIGINTers who did not wartb see the Agency enabling an bdsed
exploitation or attack capability. Clearly this faction preferred the comfort of their
traditional passive signals intercept mission, which allowed them to avoid the inherent
warfighting implications from the IW teckoal approacti’ However these dissenters

were managerially isolated by Joe Amato to ensure the innovative mission area efforts

288 ndmiral William O. Studeman, interview by the author, Severna Park, MD, August 2015.

29 Bruce D. Berkowtz, The New Face of War: How War Will Be Fought in th& Zentury(New York:
Simon and Schuster, 2003).

20 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

#1Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.
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went forward unimpede®? Similarly, internal resistance within the SIGINT directorate
manifested as an unwillingness to sharernmal information that was relevant to the
emerging NSAdriven IW missiorf>® Further, the JSSG was considered controversial
because it was a newly forming mission areaingit susceptible to intraorganizational
politicsd where money (budgetary authoritydnd mission statements drive the
bureaucrac§s direction’®® The JSSGwas a small group of talented interagency
individuals directly empowered to operate as a special organization within NSA to foster
technological change. This had both direct and indirepacts on the bureaucraty,
and presented ongoing challenges to NSA culair¢he timewhich was opposed to
sharing sensitive missierelated Signals Intelligendd® The JSSG was a matrixed
special interagency organization that was-eetitained, designed and empowered to
create an innovative IW capability, although no evidence exists that new career paths
were created to support this novel technical approach toasgarfor did a newlC
distribution of power or senior billet emerge as a result of its activities per se.

Similar to the analysis for interservice rivalry, intraservice rivalry theory indicates
that technology precedes doctrine, and this appears to béotrtize 19821989 time
period. The intelligence collection regarding the Soviet Command and Control system
started to be assembled and analyzed in the late 1970s, and seems to have at least
influenced the BD-issued Command and Control Warfare documedir9. Similarly,

the Command, Control Communications Countermeasures (C3CM) document was issued

292Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.

293 admiral John M. (Mike) McConnell, interview by the author, Washington, DC, Decembef.3, 20
24william P. Marshall, interview by the author, Washington, DC, May 2015.

2% william P. Marshall, interview by the author, Washington, DC, December 2015.

29 admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
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in 1983, well after decisions and efforts were already being made to develop capabilities
against the Soviet systems. Admiral Studeteaexperience during thiime frame
patently states that technology precedes doctriite is usually a small core of
interconnected peopleépushing other peopl ¢
collective spiraling up of an idea with opportunities to develop the idea opeatio

[that eventually leadgo a doctring®®’ The ONI and JSS@& efforts clearly were part of

a longterm development project conducted within the Intellige@oenmunity with
important executive branch civilian support but without significant civiliaation.

While the JSSG efforts were clearly innovative, they do not appear to have been
promoted as revolutionary for NSA or the dQather this was viewed as logical
extension of ongoing intelligence collection, the identification and analysis of aeprobl

set and a logical follovon activity to develop countermeasures for deterrence
purpose$ ® The fact that it was the beginning of a revolutionary warfighting capability
was either not recognized or not promoted in this manner during this time peridly, Fina
since the JSSG only developed technical studies, strategies and some capabilities,
together with its limited operational use due to compartmentation and other security
based informatiorsharing rules that impeded its wider development and°@#eywould

be difficult to conclude that the IW development during this time period provided a
strategically useful option that was accomplished when money wasSggtTable 9 for

a summary.

297 Admiral William O. Studeman, interview by the author, Severna Park, MD, August 2015.
298 Richard L. Haver, interview by the author, Tysons Corner, VA, December 11, 2015.
29william P. Marshall, interview by the author, Washington, DC, December 2014.
30william P. Marshall, interview by the author, Washington, DC, December 2014.
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Table 9. Intraservice Rivalry Theory 1982-1989 MMI Hypotheses Analysis

Presence or

Absence of
Intraservice Rivalry Theory Theory
19821989 Tenets Evidence
Respected senior intelligence officers Yes The strategy was formulated by seni
formulated a strategy for innovation which leaders resulting in the creation of th
possessed both intellectual and organization JSSG and STO cells.
components.
An ideological struggle manifested withina | No Not really, although NSA had small
particular IC or service component revolving internal ideological struggle in A
aroundfia new theory of victorg,which Group.
included an explanation of what the next war
will look like and how leaders must fight it if it
is to be won
A bureaucratic imperative to preserve existin| Yes The traditional passive SIGINT cadrg
missionsand ways of operating attempted to at NSA was opposed to IW
crush the impulse to make technological development.
innovations
A conscious effort was made by leadership t{ Yes The JSSG was staffed, empowered
empower a small group of talented indivithia and created for this purpose.
to operate outside of normal bureaucratic
channels to foster bureaudcathange
The innovation program was promoted as ar Yes This dynamic is indirectly evident via
evolutionary rather than a revolutionary the modification of traditional
system SIGINT and EW approaches applied
to create IW.
Initiating the innovation and bringing it to the| No There is no evidence in the case
point where it provided a strategically useful history that money was tight at this
option was accomplished when money was time.
tight.
A more decentralized organization was creat| Yes The JSSG and STO cells provide
within the agency that was designed and evidence of this dynamic.
empowered to create and effectively execute
innovation without the need farganizational
changes elsewhere in the agency
New career paths were created from within t| No There is no evidence of this dynamig
organization by senior leadership to ensure in the case history.
incorporation of key skills necessary to supp
the newtheory of victory
A new distribution of power within the IC or | No There is no evidence of this dynamig
service emerged as a result of an ideologica in the case history.
struggle manifesting itself as a new senior
leadership rank, billet or command
Technology development preded doctrine Yes Vulnerability analysis performed on

development

ICT and other critical
communications nodes led to
capability development, and
eventually doctrinatlevelopment.
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Technological innovations were largely the
product of longterm development projects
conducted within or at the directiof the
military with important civilian support but
without significant civilian direction

Yes

As depicted in JSS@arrative in this
section of the case history.

Note. Gray cells identify common hypothesis elements that overlap across theories.
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CHAPTER 4. 19921996

Introduction

Chapter 4 traces emerging CNO efforts at Rarcelntelligence AgencyAlA),
NSA and CIA. The historical record show$A , NSA and CIA leveraged lessons learned
from JSSG, STO callthe Gulf War and national laboratory adversarial analysis research
activities during the 1980s and early 1990s to develop niche remote access and
HUMINT -enabled concepts of operations and computer network exploitation
capabilities. The convergence of two factérghe end of the Cold War and the
emergence of a networked world during this time péritall to the emergence of a new
core competengywhat Bil Black later called ficyberologyd which had a close
technological relationship to cryptology and whose central activities fieggdoitationo
fiprotection) andfiattacko®*

The first part of this chapter provides a detailed history of the developments in
computer network operations from the 1992 through 1996AIA, Ken Minihan
developed and championed a new theory of victory for future conflicts that leveraged a

21% centuy approach designed to operationalfiaformation Warfare into a multi

intelligence discipline (MULTINT) that facilitated both intelligence collection and

301 william B. Black, Jr., fiThinking Out Loud About Cyberspa@eCryptolog 23, no. 1 (March 1997)
Black also noted that NSA was cognizant tfitae postCold War enemy changed their tactitechniques
and procedures (TTB) and thdntelligence Communityad to adapt as wallThis lesson was not lost on
NSA leadership.
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computer network attack. These changes occurred in the eadZplastWar period and
shortly afer the end of the First Gulf WaAdmiral Mike McConnell was named
DIRNSA and immediately faced Congréssancellation of important NS#&eveloped
JSSGInformationWarfare capabilities developed during the previous time. Despite this
setback, and drasticuts in overall funding levels, novel computer exploitation
methodologies explored during the 1980s matured into the 1990s concept of Global
Network Intelligence under McConnell. These developments facilitated a transformation
from passive to Active SIGINTapabilities at NSA during the second half of this time
period, fueling Ken Miniha@s new theory of victoryAt the same timecommercial
Internet expansion provided a simple, hggeed and eadg-use delivery system to
utilize these newly developing capilities, positioning IW (later to be called information
operations) to transform into something new and on a different time gdalelA,
traditional clandestine activities were revolutionized by the expansion of the cyber
domain, shaped by a young aysdls experience in the 1980s IW STO cell and the
influence of a Sandia National Laboratory technologist throaghlying a hybrid
approach to collection known as HUMINIMechnical Operations. CI& technical
approach to capturing digitally stored infornaattiplaced the Agency in conflict with
NSAG dynamic collection capability development.

The second part of thhapter examines the case history from 12996 against
the hypotheses of each of the main MMI theories. Both the interservice rivalry and

intraservice rivalry theories provide strong explanatory power as to why CNO developed
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as a MMI during this time period, and can essentially be considered of equal significance
based orthecoding and weight of the evidence presented.

A New Theory of Victory Emerges Access Access Access and the
Operationalization of Information Warfare (AIA 1992 -1995)

At the onset of the Gulf Wan January 1991the iUS had a near monopoly of
sophisticated national intelligence systems, electronic warfare, targeting, corangnd
control, and space systetnshich represented, at the tinféhe most successful effort to
date to integrate command and control, communications, battle management,
reconnaissance, intelligence, targeting, and battle damage assessment (C4/BM/RIT/BDA)

into a unified and near retime efforto®%

Utilizing this intelligence advantageoalition

forces attacked air defense systems, leadership (including command, control,
communications, and intelligence¥{), and electrical gridso impact Iragi informaon

flows and nodesThe purpose was to create f@nformation differentiad through the use

of satellite and airborne collection systems before and during the war to acquire
fielectronic intelligence, including the finding and fixing C3l nodes of alltypeso®™?

Admiral Studemanwhowas DIRNSA during Desert Storroversaw NS& warfighting

support in theater. He recountéil directed NSA to destroy whatever part of the target

392 Anthony H. Cordesman and Abraham R. Wag@W-4 Command, Control, Communications, and
Battle Managemerd,in The Lessons of Modern War Volume (Boulder: Westview Press, October 15,
1994), 245305, acessed August 30, 2016ittp://csis.org/files/media/csis/pubs/941015lessonsgulfiv
chap04.pdf.

393 Edward MannfiDesert Storm: The First Information WarRirpower Journal8, no. 4 (1994): 44,
accessed August 30, 2016, http://www.airpower.maxwell.af.mil/airchronicles/apj/apj94/win94/manl.html
Elizabeth A. HurstShaping the Battlefield With Command and Control Warfktel eavenworth, Kansas:
Army Command and Generalgdt College, 1996).
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set they could, and herded the rest into a place so that other aspectsooté$sScould
destroy them the target®”*

Ken Minihan understood the significant impact the C3CM/C2W/C3I technical
approach coupled with NS# limited but reasonably effective IW capabilities displayed
on the battlefield in Desert Storm. However, to his dgmlmost immediately after the
cessation of hostilities in Iraq, Chief of Staff for the Air FoMerrill Anthony fiTonyf
McPeaK®® (described as antinyonewho did not fly aircraft in theAir Force) wantedo
disestablishthe AF Intelligence Command (AFICWwhose constituent elements had
provided significant SIGINT and EW support to the Gulf War vict8iWMcPeakstaed
that he did not see need for AFIC to exist (although according to Minihan he provided no
other justificatdn for this belieff®’ The movement to disestablish AFIC was presented
strictly as a budgetarjsaving® issue, although as it turns out, McPeak wasfipating

the bill,0 i.e. responsible for the operational funding from his budgetary lines. This was

304 Admiral William O. Studeman and James (Jim) Gosler, interview by the author, Ft. Meade, MD,
December 2, 2015.

3% United States Air ForcdiGeneral Merrill A. McPeak, BiographiyMarch 1993, accessed August 28,
2016, http://www.af.mil/AboutUs/Biographies/Display/tabid/225/Article/106137/geseaeditill-a-
mcpeak.aspx.

308 United States Air ForcéiTwenty-Fifth Air Force Brief Historyd 25" Air Force, 2013, accessed August

28, 2016, http://www.25af.af.mil/Portals/100/Documents/ARAB0520021.pdf?ver=20192-11-123439

690. On 1 October 1991, the Air Force redesignated the Electsaaigrity CommandESC) as the Air

Force Intelligence Command (AFIC), consolidating a variety of existitajligence commands, agencies,

and elements into a single intelligence command. Additionally, the Foreign Technology Division (later
National Air and Space Intelligence Center) at WriBatterson AFB, Ohio, and the Air Force Technical
Applications Cerdgr at Patrick AFB, Florida, which was responsible for the US nuclear treaty compliance
mission, were brought under the auspices of AFIC. The ESC possessed longstanding SIGINT
responsibilities, and was, at the time, focused on improving the Air @&gorseof electronic warfare
technology in combat and developed new ways to jam, confuse, or destroy opposing command, control,
and communication systems. ESC played a key role in Operations Just Cause in December 1989 and
Operations Desert Shield/Storm in Jayua®91 (United States Air Forc&J wenty-Fifth Air Force Brief
Historyd 25" Air Force, 2013, accessed August 28, 2016, http://www.25af.af.mil/Portals/100/
Documents/AFB1505206021.pdf?ver=201®2-11-123439690.

397 General Kenneth Minihan, interview by taathor, Washington, DC, January 14, 2015.

124



perceived as McPeék attempt to recraft the Air Force in his own mold; as a
consequence, the Intelligence, Communications and Medical Groups were all swept up in
McPeaks directed disestablishment and consolidation acti¥ity.

Believing McPea&s intent todisestablish AFIC to be a mistake, especially in
light of the recent demonstration of US Command and Control Warfare capabilities in
Iraq, Brigadier General Minihan pushed back. Minihan made the argument that the
consolidation and reorganization beinguiegd by McPeak in thpostGulf War period
was an opportunity to molthe AF Intel organization from the version that supported
Operation Desert Storm into one that leveraged *ac&htury approach which would
operationalizéilinformation Warfared changimg it to take a multintelligence discipline
(MULTI-INT) approach Gereral Minihan indicated that NSA had good technology to
exploit the telecom environment in Saddaniraq during Operation Desert Stqrfor
example ANSA had active SIGINT and excellentces® (but did not get an opportunity
to use it as it was all blown up by jet aircjaéts well ae the ability to intercede in the
radar tracking systemisTo Minihan,fithe lesson learned from Desert Storm was the need
to establish access access acé@SsMinihan was persuasive in articulating his vision
and, to Minihas surprise, McPeak agreed. This decision actually resulted in the newly

consolidated and alignedir Intelligence Agency AIA) organization being bigger than

398 As related byMinihan. From the July 1991 June 1993 time period, newly minted Brigadier General
Kenneth Minihan was the director of plans and requirements, assistant chief of staff, intelligence,
Headquarterd).S. Arr Force, Washington, DC (United States Air Forldeutenant General Kenneth A.
Minihan Biographyd October 1998, accessed August 28, 2016, http://www.af.mil/AboutUs/Biographies/
Display/tabid/225/Article/106229/lieutenageneralkennetha-minihan.aspx). Major General Richard
(Rich) J. dlear served as assistant chief of staff, intelligence, Headquarters U.S. Air Force, Washington,
DC during this time (General Kenneth Minihan, interview by the author, Washington, DC, January 14,
2015).

399 General Kenneth Minihan, interview by the author, Washington, DC, May 11,.2015
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the Strategic Air Command ($3 Intelligence apparatds® Minihan was promoted to
Major General by McPedk' and sent to Kelly Air Force Base in mi®93 as the new
commander for theAir Force Intelligence Command and director, Joint Electronic
Warfare Center, Kelly Air Force Base, Texd&3n October 1, 1993, the Air Force
redesignated AFIC as the Air Intelligence Agency (AIMG Minihan continued on in
his roles under the renamed Air Intelligence Agency and Joint Command and Control
Warfare Center, Kelly Air Force Base, TexXaSAs a Fietl Operating Agency (FOA), the
organization reported directly to the USAF Assistant Chief of Staff, Intelligence. For the
rest of the 1990s, AIA focused on Information Operatfdis.

The litmus test for the newly forming capability for Information Warfare was the

establishment of the Air Force Intelligence Information Warfare Center (AFIWC), one of

319 The Deputy Assistant Chief of Staff (DA COS) for the Air Force at the time was very dictatorial, and
showed no interest in the details or the new misedmted activities and capidibes of the newly created
organization. The only requirement he insisted upon was that Minihan create a badge for AIA. Minihan,
who was intent on creating the capabilities to win the next modern war, thought this to be a very minor
task; however, he fdwed the orders, creating a new organizational shield overnight. This became the
extent of the DA CO& directions to General Minihan as he built out the new organization. Minihan
related that he had never created a shield before, and the design heettWeld four components, while

the traditional shields contained three. He was told to redesign the shield (General Kenneth Minihan,
interview by the author, Washington, DC, May 11, 2015).

311 General Minihan points out that he was elevated into this posigica promotion board filled with flag

level fight pilots, and was selected over other equally ranking fighter pilots for the promotion, which he
called remarkable, and a recognition that intelligence officers were now starting to be considered explicitly
as part of the warfighting team (General Kenneth Minihan, interview by the author, Washington, DC,
November 24, 2015).

312 From June 19930 October 1993Minihan wascommander, Air Force Intelligence Command and
director, Joint Electronic Warfare Centerelly Air Force Base, &xasand continued on in these roles
under the renamed Air Intelligence Agency and director, Joint Command and Control Warfare Center,
Kelly Air Force Base, Texas; Sémited States Air ForcéiTwenty-Fifth Air Force Brief History 25" Air

Force 2013. accessed August 28, 2016, http://www.25af.af.mil/Portals/100/Documentd&FR20
021.pdf?ver=20182-11-123439690; United States Air Forcél.ieutenant General Kenneth A. Minihan
Biographyo October 1998, accessed August 28, 2016, http://www.af.mil/AboutUs/Biographies/Display/
tabid/225/Article/106229/lieutenageneralkennetha-minihan.aspx.

33 For the rest of the 1990s, AIA focused on Information Operaijonited States Air ForcefiTwenty-

Fifth Air Force Brief Historyd 25" Air Force, 2013, accessed August 28, 2016, http://www.25af.af.mil/
Portals/100/Documents/ARD50520021.pdf?ver=201-82-11-123439690).
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two subcomponents within AIA® Minihan describes AIA and AFIWC as the
infrastructure oflte emerging powerbase fimformationWarfare which later was called
ficyberd plus the inclusion of a warfighting center. AFIWC was engaged in research and
development (R&D) on new types of weapons IftformationWarfare**> Minihan was
not provided any daction, nor given any requirements from his leadership chain, and he
did not impose any direction or requirements on his personnel. After setting these
operating conditions, meant to foster creativifihe troops started coming up with
ideasd Minihan puposefully established &reeform think tank staffed by 2garold
repurposed electronic warfare guys; what | wound up creatingdeneon diale@who
developed ideas and began to create capabilities for IW. Once these capabilities were
demonstrated, cpiirements would flow from our ops center, warfare center and
cryptologic center to create 2tenturylnformationWarfare exploitation toolg**°

As the AIA/AFIWC personnel started to develop capabilities and perform
demonstrations, their work genemtatention from the rest of the Air Force and led to
an argument breaking out within the Air Force leadership. This was due, at least in part,

to the belief that the ternfiinformation Warfaré was a politically unacceptable

description of the efforts AFIWC &s developing. From Minih@r perspective, this was

314 AIA was composed of AFIWC and the National Air Intelligence Center (NAIC)iattitme. According

to an official Air Force history, AFIWC was activated September 10, 1993, combining technical skills from
the former Air Force Electronic Warfare Center (AFEWC), the Air Force Cryptologic Support &enter
Securities Directorate and infigence skills from the former Air Force Intelligence Command due to the
realization that the strategies and tactics of command and control warfare which included the exploitation
of enemy information systems during Desert Storm could be expanded tditeeirdarmation spectrum

and be implemented amformation Warfare (Air Force Intelligence Agency AlmanaAir Force
Information Warfare Centar, August 1997, accessed August 28, 2016,
http://fas.orgl/irp/agency/aia/cyberspokesman/97aug/afiwc.htm).

315 Gereral Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.

318 General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.
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not a battlefield the highest levels of Air Force leadership were accustomed to: AFIWC
was leveraging private (telecommunications and critical) infrastructure information and
this was perceived as politilty dangerous. Questions as to whether to classify the work
being performed, and to what level, were beginning to be discussed; concerns about the
legality of what was being developed, as well as authorizations and authorities for
utilizing this type of epability, were all factors of internal concern within the
bureaucracy’’ These discussions led directly to a decision to a change the nomenclature
being used from Information Warfare to Information Operatfoha, term which did not
make people angry. Thishange in terminology also served another purpose: as partial
obfuscation for the activities being undertak&h.

By 1994, the developmental activities and organizational structure at Kelly Air
Force base were now set up in the manner Minihan needed totexes vision for
computer network exploitation developméfftAccording to Minihan, as AIA began to
successfully develop and demonstrate some capabilities, interagency turf wars began to
emerge regarding ownership of the mission space between the Intelligence, Research and
Development (R&D) and Communications emsti among others. Principally, this
bureaucratic battle was aléfought over who owned the access paitas Minihan put

itd dthey were focused on divvying up the pie between the Title 10 and Title 50

317 General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.

318 According to Minihan the terminology Information Operations @@NOO (computer network
operations) took % years to homogenize; see the 1996time frame in this case study for additional
information (General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015).

319 General Kenneth Minihan, interviely the author, Washington, DC, January 14, 2015.

320 Minihan describes CNO as 90% CNE, 5% CNA and 5% CND, as the difference between exploitation
capability and attack capability is nominal (General Kenneth Minihan, interview by the author,
Washington, DC,anuary 14, 2015).
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organizational elements.According to Minihan, this isnatural evolution on how
intelligence organizations and military organizations behave when there are significant
shifts in technological capabilities being created. He described the dynamic inside the
Intelligence Communityin the following manneriiwhen budgets get reduced, the
intelligence guys get innovatieHe further explained his philosophy regarding the
development of innovative technological capabiliti@sit doesré satisfy a requirement,

itts a good idea. AIA under Minihan spent a lot oftime, money, and applied
technology to support this philosophy, whicfiopened up a lot of new fronti€rsn
information operations (computer network attdcfdrmationWarfare); howeveril was

very careful not to use th#dword. Over time, our effortetl to the natural inheriting of
good ideas up to the mothersii! and led to dfurther divvying up of the pie[the pie

being tools and/or capabilitiesreated at AlA5**? In October 1994 MGMinihan was
moved into a new position as assistant Chief off Siatelligence, Headquarters U.S. Air
Force in Washington, DC. Eleven months later he was promoted to Lieutenant General
and named the new director of the Defense Intelligence Agency (DIA). However, his
tenure at DIA ended after five short months due tphane calf®® The Air Force

cryptologic element under General MinihgklA) was way ahead of the Navy and Army

%21 \washington, DC BD Headquarters.

322 During this time frame the Navy Information Warfare Activity (1994), and the Army Land Information
Warfare Activity (1994) were created and stood up (Michael Warit@ybersecurity: A Prélistory0
Intelligence and National Securig7, no. 5 (2012): 78799).

322 Minihan describes CNO. General Kenneth Minihiamerview bythe author, WashingtarDC, January

14, 2015

323 United States Air ForcdiLieutenant General Kenneth A. Minihan Biogragh@ctober 998, accessed
August 28, 2016, http://www.af.mil/AboutUs/Biographies/Display/tabid/225/Article/106229/lieutenant
generalkennetha-minihan.aspx.
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in developing IW capabilities during this time period. McConnell observedithiathan
came spring loaded for I¥ivhen he took over as DIRNSA in 198.

The former highranking DoD official provided some additional perspective for
this time periodiiln the early 1990s it became clear that we could not control midpoint
attack, we had to get to the endpoint. Frocommunications perspective you have two

options: kinetic disruption or nekinetic (cyber) disruptio®?

filn the early days, CNO

was largely based on technological opportunity through the use of vulnerabilities that
were not widely known. Some of the vutabilities were obvious opportunities to disrupt
systems that could be easily overwhelmed via DOS or DDOS methods, while other
opportunities were related to systems maintenance, ports and backdoors or examination
of Open Source IntelligencBOSINT] write-ups on Disc Operating Systems issaes.
Further,iAnother part of the approach we took was the recognition there was no such
thing as a civilian Internet and military Internet: Most of it is owned by other folks; it is a
physical layer that ultimately comel®wn to a box with electrical signals and a person
operating it that is physically located somewh&fack in the 1990sfisimple shib
(meaning simple tools or capabilities that are simplistic by tidstandards) was placed

in closely held special access programs (SARGYber was ariodd duckd we did not

know how to treat the capability so we treated it as a weapon systewever, at the

time, the technological capability was fragile so we 8ARto keep it close hold.He

expanded on the differing approaches between Title 10 and Title 50 organizations in this

324 Admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
3% Department oDefense, former highanking Department of Defense official responsible for 10 at OSD,
name withheld at individué request, interview by the author, McLean, VA, October 2015.
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area of program protectioriiThe reasons why organizations placed capabilities into
SAPs are 180 degrees different betwee®@nd the IC. IrDoD, the reason for SAPing

is related to the issue of military surprise and done at the starting point of a project. The
IC SAPs at the time of the operation, which is much further downstream. Gradually cyber
activities became more routine, especially whee took the concept of technology
templating®® and applied to the area. However, we were not organized properly to do this
work [cyber], which led to various organizational chanij@s.

NSA, IW and the Concept of Global Network Intelligence (NSA 1992995)

As Admiral McConnell took over as DIRNSA in May 1982 faced a variety of
budgetary cutbacksiriven mostly by the end of the Cold Weecasting relations with a
postSoviet Russiaanda strong domestic agenda set by incoming President Bill Clinton.
Speifically, a congressional staff member for Congressman John Mtfithas seeking
to acquire more money for defense spending in Pennsylvania, and directed McConnell
early in his tenure, to kill the IW Program known &¥l.0 As Director of NSA,
McConnell learned that he was the Security Manager for the NstibW program
known asfiM.0 McConnell, who was well aware of the importanceN&A expertise for

effective IWas a result of his tour at NSA, believed this to be a sogmft mistake, and

326 Technology templating in this context refers to the categorization andsanafyarious hardware and
software system versions, i.e. IBM PCs running Microsoft 3.0. 3.1 operating systems for exploitation et al
327 Department of Defense FormeoD Official, name withheld at individu& request, interview by the
author, McLean, VAQctober 2015.

328 John Murtha, the chairman of the powerful subcommittee that controls Pentagon spending, was dubbed
the fKing of Porlo for the volume of taxpayer money he could direct to the area around his hometown of
Johnstown. Most of the largess camediefense and military research contracts he steered to companies
based in his district or with small offices there (Carol D. Leonnig and Martin Vilaihn Murtha Dies;
Longtime Congressman was Master of PBegrel Politics) Washington PostFebruary09, 2010,
accessed August 28, 2016, http://www.washingtonpost.comjmfrontent/article/2010/02/08/
AR2010020802352.html).
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went to discuss the demand with his mentor, Colin Powell, who was also awardWif the
prograns. Powell based on his knowledge of the progéammportancegecided to direct
a reviewof the various Service programs to see if a casaldmeiimade to preserve each
The review was conducted by Admiral Richard Macke, who was at the timestieidt
Staff and soon to be the Director Joint Staff for Colin Powell. The review recommended
disestablishing the Armgriented portion of the prograbut keejng the Air Force and
Navy program elements intact. Unfortunately, CongressMurthawas not pleased, and
threatened to cut other NSA budget lines if McConnell insisted on ke#dmengverall
security management prograls a result, NSA was foed to defund the M program.
McConnell saidfithe Program didi have astrong sponsod and NSA institutionally did
not like the programsinceit did not fit in with the bureaucrady conception of its
traditional mission spacdiThere was always IW resistee at NSA, who wanted to
engage in SIGINWwhile protecting all sources and methpa#ich was culturally hard to
overcomed McConnell candidly admits th&i blinked under pressuieand the program
was disestablishelf?

Bill Blacké involvement withinformation Warfare and the development of
computer network attack capabilities had an interesting yet inauspicious bedifining.

One day in 1992 Black attended a breakfastDisane Andrews® the Assistant

329 Admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.

339 | nformation from this section igrawn extensively from information provided by William B. Black, Jr.,
interview by the author, Pasadena, MD, May 1, 2015.

331 Before entering the private sector in 1993, Duane P. Andrews was the Assistant Secretary of Defense,
Command Control Communicatiorsd Intelligence, and chief information officer from 1989 to 1993
where he supervised the intelligence, security, command and control, telecommunications and information
technology programs of the Department of Defense and their approximately $60 hitligetbHe directed
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Secretary of Defense for Command Control Commuitinatand Intelligence (C3l).
Andrews recently authored a paper on Information Operations/Information Warfare, and
as he described it to Black, statéill, | have been working on something that your
agency doesh accept, but @& very important to yot>>? Unfortunately, Black dichot
know whatlnformationWarfare wad he was too busy closing out European operations
for NSA in the aftermath of the fall of the Soviet UniBABIll dutifully told Andrews
that he would look into IW but was going to be very basyhis next task was to
reorganize NS& Russia and Europeaiocused collection efforts. After reading the
Andrews paper, and with the benefit of hindsight, Black indicated ithat Andrews
white paper was an analysis of the oncoming digital world irtanylterms when no one
was recognizing or accepting this in military terms at the tfie.

Soon after Duane Andre@sliscussion with Bill Black, and in the aftermath of
the cancellation of NSA M programen December 21, 1992,dD TS 3600.1, &op
secretbut now mostly declassified document, was issued by Donald Atwood, Assistant

Secretary of Defense for Command, Control, Communications and Intelligence

(ASD(C3I)), on the subject of Information WarfaleformationWarfare was defined in

or supervised six Defense agencies, including four combat support agencies (Duane P. ADdiavesP.
Andrewsg accessed August 28, 2016, http://andraveb.com/).

32\illiam Black, Jr., interview by the author, Pasadena, MD, May 1520

33 william Black, Jr., interview by the author, Pasadena, MD, May 1, 2@ifhe immediate aftermath of

the fall of the Soviet Union, NSA needed a reorganization to meet the new the realities of the new
international security environment. The orgarimads orientation needed to change from what was
essentially a single explicitly Soviédcused effort under théA Groupd to an emerging shift to a
multilateral power structure at the international level of analysis. Furthermore, NSA (and other members of
the IC) was not organizationally optimized for the rapid changes. For example, NSA had thousands of
Russian linguists, and was faced with an explicit difficulty in retraining them for a changing mission space
and disparate natiestate focugWilliam P. Marshall,interview bythe author, WashingtarDC, December

2014).

334william Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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TS3600.1 as includg fithe exploitation, corruption or destruction of adverséries
information systems through such means as signals intelligence and command and
control countermeasur@sand firequires the interaction and the integration of command
control, communicationsG3), intelligence, information systems countermeasures, and
information systems security>> Furthermore, filntelligence collection against the
information systems of potential adversaries shall be afforded sufficient priority to
support thelnformation Warfare requirements of the Department of Deféis&he
document also called for the procuremenfidiial use systems that can be used for both
exploit[sic] adversary information systems as well as corrupt those sypidmas] shall
be acquired wheneveraztical and cost effectivig®’

The recently appointed Director of Operations3)Jor the Joint Staff, a Marine
Lt. General, interpreted the issuance of the3680 Information Warfare order as being
under his cognizance, essentially asserting, fitie¢ order has war in the title, which
means d&m in charged As part of the formal attention being given to IW, the services
started to seek new missioelated opportunities, and thi@&ir Force and the Navy
rushed off to develop new capabiliti@snanifestinga measure of interservice rivalry

described by McConnell &@Mine is better than yours, but | will not show you méne.

335 Donald J. AtwoodfiDoD Directive Number TS 3600Anformation Warfaré) ®epartment of Defense
FOIA Reading Room December 21, 1992, accessed August 28, 2016,
http://www.dod.mil/pubs/foi/Reading_Room/Administration_and_Managemef492_Directive_TS
3600-1.pdf.

3% Donald J. AtwoodfiDoD Directive Number TS 3600Anformation Warfaré) ®epartment of Defense
FOIA Reading Room  December 21, 1992, accessed August 28, 20186,
http://www.dod.mil/pubs/foi/Reading_ Room/Administration_and_Manageme#492 Directive TS
3600-1.pdf.

%37 Donald J. AtwoodfiDoD Directive Number TS 3600dnformation Warfareé) ®epartmeniof Defense
FOIA Reading Room  December 21, 1992, accessed August 28, 20186,
http://www.dod.mil/pubs/foi/Reading_Room/Administration_and_Manageme#tQ492_ Directive_TS
3600-1.pdf.
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Furthermore, despite the@3leclaration, the Joint Chiefs of Staff was not in the chain of
commandthe Chairman is the Senior MilitaAdviser to the President and the Secretary
of Defense and serves as a communications and coordinating activity for the Secretary of
Defense in the execution of his authoritias therefore did not possess a mechanism to
coordinate the efforts of the seres, who were now striking out on their own to develop
their own, separate capabiliti&s.

In the aftermath of the NSA M program cancellation, the issuance of TS3600 and
the curious MOP 38° created various types of conflicting messages and confusion

regarding the future of IW and computer network attack. This would prove to be

338 Admiral John M. (Mike) McConnell, interview by the author, Washingto@, December 7, 2015.

3% MOP 30 contained the unclassified implementation orders for360®.1 Chairman Powefs
Memorandum of Policy 30 (MOP 30) promulgated a version of IW which, according to interviews and
published reports, confusedoD for years. MOP @ used terminologies that were not delineated in the
classified directive and did not bear directly on CNE or CNA developmental activities or use. Supposedly
meant to provide joint policy and guidance for IW capability implementation under the rubricvéf C2
MOP 30 stated that Command and Control Warfare fitfees military strategy that implements -B800.1

on the battlefield and integrates physical destrudfibowever, théfforces used in C2W are, in most cases,

the same forces used to conduct other dspgavarfared MOP 30 cancelled the use of the term Command
and Control Countermeasures that was successfully operationalized in the Gulf War and codified C2W as
fiThe integrated use of operations security (OPSEC), military deception, psychological oogerati
(PSYOP), electronic warfare (EW) and physical destruction, mutually supported by intelligence, to deny
information to, influence, degrade or destroy adversary C2 capabilities, while protecting friendly C2
capabilities against such actions. Command @ortrol Warfare applies across the operational continuum
and all levels of conflich This definition does not align very well witfithe exploitation, corruption or
destruction of an adversdsyinformation system through such means as signals intellige@ceommand

and control countermeasuy@sor does it provide guidance for the development of IW within the service
componentsThe DoD historian commented th&MOP 30 gutted the Atwood IW directive and confused
everyone by changi n ditydx¥k thablW @5 We pgiehnethe gky at thiis térimore
aspirational than real. At the time the concept of IW was driven by science fiction and popular imagination
but no one really knew what IW actually wa¢Chairman of the Joint Chiefs of Staff (C3),
fiMemorandum of Policy (MOP) 185, Command, Control, and Communications Counterméasures
(December 201983; Michael Warner,fiNotes on Military Doctrine for Cyberspace Operations in the
United States, 19920140 The Cyber Defense Reviewugust 27, 205, accessed August 28, 2016,
http://www.cyberdefensereview.org/2015/08/27/naiesnilitary-doctrinefor-cyberspace/; Michael
Warner iWhat isThis Thing Called Cyber? Notes on the Evolution of Thought in the US Department of
Defensed paper presented athe International Studies Associatioonference,March 27, 2014;
Department oDefense htorian,interview bytheauthor, Maryland, May 22, 2015
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problematic over the years arguing ofho is in chargebecause McConnell knew the
resident expertise and capitjineeded for effective IW were housed at N8A.

Despite NSA possessing the technical capabilities for I8¢praling to Black,
from an internal NSA standpoint, the bureaucracy did not believe they had to prepare for
the onset ofinformation Warfare. SIGIN/Cryptology was something they had to be
prepared for: NSA considered Information Warfaregilst Their Business>** In fact,

NSA would not even participate in the IW meetings and activities.

Althoughundermined by Congressional direction and the fears or intransigency of
the internal bureaucracy, as McConnell settled into the DIRNSA position, he recognized
that hefineeded the smartest guy | could find to further the IW missiorking and
planning®®*? The person was Captain Rich Wilhelm who had served with McConnell as
the NSA representative to the2Jduring Operations Desert Shield and Desert Storm.
McConnell said il pulled him out of his currenposition at Naval Security Group
Activity Misawa, inJapan named him Director of IW at NSA, and Rich started to put it
together®? Bill Black recollected thatduring this time frame, NS& Information
Warfare element had only one perguvilnelm) the entire time that Admiral McConnell
was in charge of NSA™ McConnell who was intent orconsolidaing the direct
reporting structure at NSA after he took over the organizational reins, decided to
reorganize the agencifaced with 91 direct reports when he became the new Director,

McConnell asked a group of sersoand his Deputy Director how NSA should be

340 aAdmiral John M. (Mike) McConnelinterview bythe author, WashingtarDC, December 7, 2015
#1william Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.

342 Admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
343 Admiral John M. (Mike) McConnelinterview bythe author, WashingtarDC, December 72015

344 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015
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configured for the futureAlthough his staff requested 60 days to accomplish the task,
McConnell instead required a omeekturnaround timdor their recommendations. He
also took on the task himself. When tiineee plans were turned in, they weremalst
identicalin streamlining the agency. The agreed restructuring also allowed McConnell to
embed some changes for the future that would serve not only the interests of effective
SIGINT operations but also enhanc& capabilities®*® Reportedly, NSA Seniors
(Senior Executive Service members) would not accept that the signals intelligence world
needed to go from passive to active SIGINT collectfrvicConnell recollected that
only Bill Crowell, the former head of &roup, who was now the Director of Operations
(SIGINT Director), had become a believer in the need to address SIGINT and IW as a
global network penetration mission. McConnell would later choose Bill Crowell to serve
as his Deputy Director of NSA!

McConnel 6 s recognition that NSA would hav
internally for over ten years, although the changes had yet to be ma8eptember
1982, in a series @ryptologarticles entitlediSIGINT 19900 the SIGINT community at
NSA was in effectwarned that rajor developments in telecommunications technology

and computer systems during the 1980s would have a profound effect on collection and

345 Admiral John M. (Mike) McConnell, interview by the author, Washington, DC, December 7, 2015.
34ewilliam B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.

347 Richard Wilhelm had a 2@ear career in government as a military intelligence officer and civilian
appointee, including Executive Director for Intelligence Community Affairs during the Clinton
Administration and service on Vice President Al Gereatioral security staff, where he was responsible
for intelligence, terrorism, and a range of global national security issues. As a U.S. Navy officer, he co
directed the Joint Intelligence Center for Iraq during Operation Desert Storm and was the first director
InformationWarfare at the National Security Agen(Booz Allen Hamilton fiRichard J. Wilheln® July
2014 accessed August 28, 2016http://www.boozallen.com/about/leadership/executaadership/
RichardWilhelm). McConnell later sent Wilhelm to the Nanal Security Council to support Al Gore, and
replaced him with Dave Henry who was to work on developing IW pdigymiral John M. (Mike)
McConnell,interview bythe author, WashingtgrDC, December 7, 2015
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exploitation capabilities by 1990, resulting in more difficult collection in some cases,
while offering moe collection opportunities in others. The main technological advances
cited in this prescient series of articles were the developments of new satellite systems,
optical fiber cables, electronic switching, the coalescence of computers and
communication netsand the increasing complexity of telecommunications throughout
the world®*® The analyst noted that tlfielassicalassivé model of signals intelligence
collection (SIGINT), which involved sitting back waiting for signals to reach a collection
device would no longer be appropriate for the problems of 8¥8@rurthermore, the
author stated thafiattacks against computeommurication nets, and against systems
such as optical fiber, require operations based on physical and electronic penetration of
the target links and nets, tightly coordinated with monitoring and analysis, to gauge how
well the penetration is doing, and canrm handled by multiple agencies trying to
Gcoordinatéa mission; the authority and operations must be unified into SIGTRT.

Part of the technology changes were due to improvements in materials science,
specifically glass technologgibringing about a revation in telecommunications by
making landlines cheaper than radio relay or satebitésis allowing information to be
sent at a much lower cost, in some cases2lx less expensivelhe NSA article
recognized that many of the technical improvementsgsinitching, transmission, and
security will make it harder for SIGINT to find and expldhe specific traffic that is

wortho intercepting, while thefiturnover time for equipment will decreadethus

348 Joseph MeyeriSIGINT 19900 Cryptolog9, no. 9 (September 1982).
349 Joseph MeyeriSIGINT 19909 Cryptolog9, no. 9 (September 1982).
30 Joseph MeyeriSIGINT 19909 Cryptolog9, no. 9 (September 1982).
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shortening the lifespan for certain interception teghes and methods, although SIGINT
would fAlikely have the highest potential growth rate of any intelligence service, capable
of the deepest and most extensive penetration into the activities of any target country
providing it can be done successfully anddequately fundeé?>’ The series of articles
recognized the continued growth in computer manufacturing and the coalescing of
computers and communications, including the impactsii®BXs, interconnections,
satellite links, data terminals, and even basic sami s s i on amJdwelsagwtheg c he s é
increase in computer memory storage and anticipated reduction in costs to maintain this
data®>?

Additionally, the fimpact on SIGINT of the development of transoceanic and
overland optical fiber trunks is that traffivhich now must go primarily by satellite will
disappear onto fiber. Optical fiber will be a preferred transmission medium because it is

so difficult to intercept®?

The articles were in effect describing the development and
growth of computer and commuaitions networks* that would one day be globally

interconnected® Furthermore,the issue of diseconomies of scale was presented.

%1 Joseph MeyeriSIGINT 19909 Cryptolog9, no. 9 (September 1982).

%2 National Security Agency, redacted auth@8IGINT 19909 Cryptolog 9, no. 10 (October 1982);
National Security Agency, redacted autH@|GINT 19900 Cryptolog9, no. 11 (November 1982).

33 National Security Agency, redacted autfiS|GINT 19900 Cryptolog 9, no. 10 (October 1982).

34 As described and depicted in the November artii& C networks consigtf a numbewof components,

viz., computers, ofline storage, telecom circuits, switching, software, data bases, terminals, users, and
projects oractivities that use the C&C nétAdditional elements that helped integrate and move the data
included Electronic switching and Packet networks, Digital processing and Communication control
(National Security Agency, redacted autifi8IGINT 19900 Cryptolog 9, no. 11 (November 1982)).

%% Furthermore, the issue of diseconomies of scale was pres&8t&INT faces the special hazards that

the target telecom nets are expanding inexorably in a way that will defeat any small analytic and processing
e f f o r tordbind&tien otsecret and unknown information, and technical complexity, will force more and
more internal coordinati@ through the dunified integrated centralized analytic centers. With this
combination of an increasing volume of data and greater cotinfinand decision cost per datum, any
mathematical model of the process would exploddis statement recognized the need for what is now
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ASIGINT faces the special hazards that the target telecom nets are expanding inexorably
in a way that will defeat any smadlnal yti ¢ and processing eff
secret and unknown information, and technical complexity, will force more and more
internal coordinatiod through thedunified integrate@centralized analytic centers. With
this combination of an increasinglume of data and greater coordination and decision
cost per datum, any mathematical model of the process would explduds.statement
recognized the need for what is now called big data analytic problems with specialized
high performance computing asarly as 1983°° In response to these technological
changes and potential operational impediments, a solution set was proffered:
As computers become more tightly integrated into telecom nets, the central
problems facing SIGINT will become what to target drmdv. The most useful
data, from an intelligence or a SIGINT viewpoint, may be resident in the system
in a computer memory, rather than passing over a communication channel.
SIGINT, instead of waiting for data to be transmitted and then passively
collecting and exploiting them, will have to penetrate into the nets, find what is
there, and extract
As a case in point, BilBlacké interest in computer network exploitation and
IW/IO had grown since his introduction to the concept in 1992. According dokBl
fionly one small pocket at NSA was @&@oing
Groupp which was led by Dennis ChiafiChiari, who at the time was the Chief of G44,
was, in many SIGINT circlespstracizetlby other elements of NSA due to the internal

political/policy view of these activitie™® Bill Black and Denis Chiari started

collaborative effortsBlack was still running A Group at the time, and began mandating

called big data analytic problems with specialized high performance computing as early as 1982 (National
Security Agacy, redacted authofiSIGINT 19900 Cryptolog9, no. 11 (November 1982)).

¥ National Security Agency, redacted autfi8|GINT 19900 Cryptolog9, no. 11 (November 1982).

%7 National Security Agency, redacted autfi8|GINT 19909 Cryptolog9, no. 11 (November 1982).

#8william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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that his analysts go back to school toderstand the growing digital domafh.
According to Black, the activities G Group engaged in, which involved penetration into
nonUS computer networks, were considered compartmented during this time $&riod.
According to historian Bill Nolteduring the 193-95 time frameNSA attempted
to address and reconcile the emerging concept of cyberspace and how it would (or would
not) fit within NSAG& structures, missions, and authoritids factive effort [was
undertaken] led in large part by the personalolvement of NSA directors John M.
(Mike) McConnell and Kenneth Minihan, and involving NSAp) and Intelligence
Community personnel, to understand a new and potentially important national security

realmo®®?

(See Appendix B for the full Nolte articleN)SSA personnel were just beginning

to understand thafis o met hi ng new was out thereéthat
traditional understandi ngs of i nformation
potential implications both for NS& ®ffensive) (signals inelligence) andidefensivé

(then known as communications security or COMSEC, more recently as information

assurance or IA) mission&®? Nolteds review of internaldocumentsduring this time

%9 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 20l6.couse instructors
reported back to Black that more than a few students, upon their arrival, ddiéaekd made me come
here; years later they personally thanked him for ordering them to learn about the domain of computer
network operatios.

350 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2B14. 1994Cryptolog a
heavily redacted article entitlddnformation Warfare: A New Line of Business for N&#as published.

The article stateBOne of the new buzzwords in the hallwaliesedays is Information Warfare (IW). IW

is defined as the preservation of the integrity of our informasgigstems from exploitation and corruption

by potential adversaries while at the same time exploiting and degrading adversary informationdsystems
(Natioral Security Agency, redacted authémformation Warfare: A New Line of Business for NSA,
Cryptolog20, no. 2 (July 199%)

%1 william M. Nolte, fAnticipaing Cyberspace Security: N$# Experience 199249979 Cryptologic
Quarterly, 2012 26-37.

%2 william M. Nolte, fiAnticipating Cyberspace Security: N&AExperience 19929970 Cryptologic
Quarterly, 2012 26-37.
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period reveaéd a fismall measure ofprotecting rice bowls and otheébureaucratic
pathology @s well as a recognition th@possible responses to it may not fit easily
within either mission or within the legislation and regulations with the new
developmerd that is, attacking or exploiting the systems of another natisould, at

the very least, approach a waeking role beyond that assigned NSA within the U.S.
Codeo™?

Hackers, Cyber War! and the Digital Explosion 1995

As NSA was sorting out and adjusting to these developments, a new dynamic was
injected.fiThe Tofflerswrote a book on Information Warfat& the Internet exploded,
and it was very clear we were going to have to live on the net to be effective in our
SIGINT mission and to conduct any effective 87>

Three external eventbelped set the stage for deeper N8&olvementin
CNE/CNA during 1995.According to Black, influencing event number one was the
fitakedowm of Kevin Mitnick, the hacker whose relife escapades dating back to 1982
were the inspiration for the Matthew Broderick hit filargamesand whose leeged
endeavors over a 2.5 year period included hacking into computers, stealing corporate
secrets, scrambling phone networks, and breaking intdNtiteh American Aerospace
Defense CommandNORAD) national defense warning system. After going to prisen fo
a year and apparently reforming, Mitnick was accused of violating the terms of his

probation by hacking into voice mail systems at Pacific Bell in 1991 and after a warrant

33 william M. Nolte, fAnticipating Cyberspace Security: N8AExperience 199249979 Cryptologic
Quarterly, 2012 26-37.

34 Alvin and Heti Toffler, War and AntiWar Survival at the Dawn of the 21st Cent@New York:
Warner Books, 1993

3% Admiral John M. (Mike) McConnelinterview bythe author, WashingtarDC, December 7, 2015
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was issued, became a fugitive. During that period, he allegedly hacked into emsygiut
Motorola, Nokia Mobile Phones, Fujitsu, Novell, NEC, Sun Microsystems, Colorado
SuperNet and the University of Southern Califorfifa.

The second event Bill Black cited as propelling the development of computer
network attack forward was a bowkitten by Nicolas Negropontealled Being Digital
Negroponte, amongst a deep number of future projections, successfully predicted that
fithe entire economic model of telecommunicaté®hssed on charging per minute, per
mile, or per bi® is about to fall aprt. As humarto-human communications become
increasingly asynchronous, time will be meaningless (five hours of music will be
delivered to you in less than five seconds). Distance is irrelevant: New York to London is
only five miles further than New YorlotNewark via satellite®®’

The third seminal event cited by Black as a major driver for CNE/CNA

development washe public launching of the Netscape internet browSeNetscape

3% See John Christenséiifhe Trials of Kevin Mitnickd CNN, March 18, 1999, accessed August 28, 2016,
http://www.cnn.com/SPECIALS/1999/mitnick.background/, ardepartment of Justice, fiFugitive
Computer Hacker Arrested in North Carolinak-ebruary 15, 1995, accessed August 28, 2016,
http://www.justice.gov/archivepa/pr/Pre_96/February95/89.txt.htfot additional details on the exploits

of Kevin Mitinick. Despite the CNN article on Mitnick, according to theDhistorian, fiwhat helped

inspire WarGameswas the exercise tape that NORAD accidentally ran in Nov d97§ot the National
Security Advisor out of bed, prompted a Congressional probe, and is mentioned in Bob|[{2%ék
memoio (Department oDefense liktorian email correspondence with authdvashington DC, January

28, 2016

37 Nicholas NegropontefiBeing Digital: A Book (P)Revievay Wired 3.02 1995, accessed August 30,
2016, http://web.media.mit.edu/~nicholas/Wired/WIRE@ABhtml; Nicholas Negropontdeing Digital

(New York: Vintage, 1996).

%8 Netscape was the first widely popular Internet browseelat access application) which was launched

in early 1995. This application was developed by Mark Andressen, who worked at the National Center for
Supercomputing Applications (NCSA). Microsoft licensed the underlying technology to create its first
versionof its web browser, Internet Explorer (IE). In 1998, Netscape released the source code for Netscape
Communicator to the public, which gave rise to the Mozilla Organization, but also created a market
advantage for Microsoft to gain market share for expandhe reach of IE, which became the wésld

most used browser late on in 1998, a market penetration advantage it has never relin§emstsehan
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Navigator almost instantly became the way millions of people around the werkel w
able to access the World Wide W¥BAccording to BlackfiThat was the turning point

of the digital worldd Within 5 years of Tim Bernerseeds creation of théVorld Wide

Web on a single computer leveraging the ARPANET/Internet backbone, millions of
pegle now had the ability to access and share information around the world (almost) in
an instanf’® Computer Network Operations as an exploitation and attack method now
had a simple, higlspeed and eadg-use delivery system, with a willing and growing
number of systems and adopters of the integrated technology in both the government and
the private sector throughout the world, each opting in as a potential target using a unique
identifier for their location.Black realized that traditional way of doin§IGINT
exploitation and analysis would soon become outd¥fed.

The concept ofinformation Warfare was entering the public imagination via
newsstands around the countmyhich seeded a public debate on the issue and indirectly
pressured the bureaucracy tospuforward on the next phase of p@ailf War
technological warfareOn August 21, 1995, the cover dime Magazineshowed an

illustration of a soldier with a futuristic pil& helmet with a heaesp display entitled

Cooper, AiWhatever Happened to NetscapePngadget May 10, 2014, accessed August 28, 2016,
http://www.engadgecom/2014/05/10/historgf-netscape/.

369 A variety of pervasive web technologies and standards that are used and exploited today such as Secure
Sockets Layer (SSL), Java, Javascript, open Application Programming Interfaces (APIs) and support for
online media, were innovations that Navigator madainstream (Brian McCulloughfiOn the 20th
Anniversary: An Oral History of NetscafseFounding) Internet History PodcastApril 3, 2014, accessed

August 28, 2016, http://www.internethistorypodcast.com/2014/6thHe20th-anniversaryanoralhistory
of-netscapedounding/).

370 8The World Wide Web went live, on my physical desktop in Geneva, Switzerland, in December 1990. It
consisted of one Web site and one browser, which happened to be on the same computer. The simple setup
demonstrated a profound concetttat any person could share information with anyone else, anyavhere

(Tim BernersLee,fiLong Live the Wely Scientific Americai303, no. 6 (2010): 885).

$"william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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fiCyber War The US Rushes to Turn Comters into Tomorrods Weapons of

De st r u.c The articke, a harbinger of future capability development, described
finformation warfare as the hottest concept in the halls of the Perntagioere the US
military fhas wideranging plans to revolutionizeh¢ battlefield with information
technology much as tanks did in World War | and the atom bomb in World Var II.
While seemingly more aspirationtian fact basedthe articlehighlighted a series of
developmental effortdt described &CIA clandestingorogram that would insert booby
trapped computer chips into weapons systems that a foreign arms manufacturer might
ship to a potentially hostile counérya technique calledchippingd @nd furthermore
reportedthat iINSA, along with topsecret intelligencenits in the Army, Navy and Air
Force, has been researching ways to infect enemy computer systems with particularly
virulent strains of software viruses that already plague home and office computers.
Citing senior military officers, the article stated tfidite Presideid black bag containing

the instructions for launching a nuclear strike may also (one day) have inside it the codes
for U.S. infobomb®*’? However, the MMI had not yet developed, and even internal
commentators at NSA acknowledged the ongaingfusion over the terminological
meaning and descriptions of activities and capabilities that actually fell under the

definition of IW.2"3

372 Douglas Waller Washigton, iOnward Cyber Soldiers: The U.S. May Soon Wage War By Mouse,
Keyboard and Computer Virus. But Is It Vulnerable to the Same Attackis?e Magazinel46, no. 8

(1995): 15, accessed August 30, 2016, http://www.csm.ornl.gov/~dunigan/timemag.html.

3" AThere is no widely accepted taxonomy of IW. Consequently, it covers a multitude a@ébigmaterial

including command and control warfare, perception management, computer warfare, gathering intelligence
from computers, using computer viruses to destatp,daffecting an adversdsyinfrastructure through the

use of computers, esoteric weapons such as electromagnetic pulse devices and microwave beam guns and
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What had developed at NSAhowever, was the concept of Global Network
Intelligence, which according to @ryptolog artcle, which was in existence for at least
two years priof’* The article was entitlefiGlobal Network Intelligence and Information
Warfared SIGINT and INFOSEC in Cyberspaoeand Global Network Intelligence or
GNI was described as a new and comprehenSIGINT activity that was critical to
NSAG future, although no further information is provided due to redacttme
Appendix C for a diagram of GNARGNI is a response to the dramatic changes in global
telecommunications that began with the transitiomfemalog to digital communications
in the 19808 the rapid evolution of digital communications and concurrent advances in
transmission medé especially fiber optics and networking technologies have radically
altered the complexion of the global telecommatians infrastructuré®’®

The article described, at a conceptual level, the effects that telecommunications
and information transmission technology chafiffasere likely having on NSé ability
to collect intelligence, a change in an operating environntleat GNBs technical

approach was apparently being designed and developed to address. Furthermore, from an

so forthd (National Security Agency, redacted authiBpok Reviews: Recent Publications mformation
Warfare¢ Cryptolog20, no. 3 (Fall 1995)).

374 National Security Agency, redacted authd@lobal Network Intelligence and Information Warfare:
SIGINT and INFOSEC in Cyberspao&;ryptolog21, no. 1 (1995).

375 National Security Agency, redactedithor, fiGlobal Network Intelligence and Information Warfare:
SIGINT and INFOSEC in Cyberspao&;ryptolog21, no. 1 (1995).

37 The article described rapidly evolving modern communications technology protocols of the time period,
underscoring the SIGINT delction challengesiA call overseas from the US might involve use of a digital
fiber optic network, undersea fiber optic cable then a transition to another coistifibat optic cable
system which is then transmitted to a local phone exchange. A cefllllanight traverse the local cellular,
microwave and fiber optic systems, then overseas through a fiber optic cable or via satellite, back to a fiber
optic network to an office building; the signaling informatiods(and @s), which provide key informien

for the telephone companies to route and bill the call may travel over an entirely different path. As
networks expand, users will be able to contact other users anywhere in the world without ever knowing
how their calls were completddthe same is trudor data communications, and personal compdting
(National Security Agency, redacted authéGlobal Network Intelligence and Information Warfare:
SIGINT and INFOSEC in Cyberspao&ryptolog21, no. 1 (1995)).
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Information Warfare perspective, the former G4 chief acknowledged fithée
sophisticated telecommunications and data networks now being deploy&tivider
make it possible to deny and degrade a potential adv&saoynmand and control
communications and sensitive commercial and diplomatic communications from great
distances with little or no risk to life and ling’’ Although the transition froranalog to
multimodal digital communications presented technical challenges to NSA, what was
more worrisome to the former Chief of G4 seemed to be the challenges fais NSA
organizational culture and traditional ways of doing busingsstitutionally we gl

tend to function too much as a collection of stovepipes in the development of new
capabilitiegwhicnjfé r equi res the need for cross organ
responsible for developing new GNI or IW capabilities can keep abreast of afinele
activities[and engendgicross fertilizatiord 3°

Minihan Moves Over to Lead NSA: 1996

Soon after his move to become the new Director of DIA, Minihan began
discussing NSA with Deputy Secretary of Defense John P. WHir. White had
recently suggestl the phraséthey dorit get ito referring to NSAs orientation toward
line-of-sight signals intercepts, not netwdriternet attack capabiliti€€® Soon

thereafter, Secretary Perry called Minihan and told him that he was reassigning him to

377 National Security Agency, redacted authfiGlobal Network Intelligence and Information Warfare:
SIGINT and INFOSEC in Cyberspaoé&;ryptolog21, no. 1 (1995).

378 National Security Agency, redacted authfiGlobal Network Intelligence and Information Warfare:
SIGINT and INFOSEC in Cyberspaoé&;ryptolog21, no. 1 (1995).

37 Harvard University, Belfer Center for Science and International Afféitshn P. Whit& accessed
August 29, 2016, http://belfercenter.ksg.harvard.edu/experts/185/john_p_white@énéral Kenneth
Minihan, interview by the athor, Washington, DC, January 14, 2015.

380 General Kenneth Minihan, Interview by author, Washingi@, January 14, 2015
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become the newirector of NSA Dr. Perry saidfiNSA doesi get it, | need you to fix
it.0 Perryds decision was a direct result of his knowledge of the capabilities Minihan
envisioned in 1992 and built during his time at AlButgoing Deputy Secretary John
White wasalso aware and approved of his initiatives, howeher was about to be
replaced by a new Deputy Secretary, Dr. John Hafsehom Minihan knew was intent
on continuing cuts to NS& budget. NS& budget was cut byne thirdduring Admiral
Studemads and Adniral McConnelés tenure at NSA while Hamre was the Under
Secretary of Defense (Comptroll&Fy.

Minihan saidfino thanké to NSA billet based on his shared belief with Perry and
White that NSA did not understand the need for a new method of warfare fl.e. 21
century Information Warfare exploitation toolsf** Additionally, Minihan believed that
NSA was foroker® due to the clipper chip encryption controvet$yamong other
deficits he knew about. Despite his declination of the position, William Perry ordered
him to go to NSA, and presented him with a challenge to change the organigttomg

Aldl know you are doing a good job if | hear the complairdffg.As Minihan was about

31 Center for Strategic and International Studiédphn J. Hamr@ accessed August 29, 2016,
http://csis.org/expert/johkjfthamre.

382 General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.

383 General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.

34 The Clipper Chip was a NSAesigned encryption microprocessor that the US government wanted
installed on a variety of devices that might use encryption for communications. Under this proposal, the US
government would legally be able to decrypt communications as delineated by, digtinelding the
decryption key irfiescrowd A variety of privacy concerns were generated, and eventually the initiative was
dropped(Steven LevyfBattle of the Clipper Chip The New York Timedune 12, 1994accessed August

29, 2016 http://lwww.nytimescom/1994/06/12/magazine/batté the-clipper-chip.html?pagewanted=all
Minihan later disestablished the controversial Clipper chip progriarindicated Admiral McConnell, his
immediate predecessor, was beingigmod soldied in his advocacy for the efft (General Kenneth
Minihan, interview bythe author WashingtonDC, May 11, 2015 and November 24, 2015

385 General Kenneth Minihan, interview by the author, Washington, DC, January 14, 2015.
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to transition to NSA as the new DIRNSA, CIA was starting to configure itisédfrently
to address the changing nature of information in transit and information exploitation.
Secretary of Defense William Cohen and the Chairman of the Joint Chiefs of
Staff General John Shalikashvili briefed DIRNSA Minihan on what they wanted
accomflished in the realm of computer network attack capability development, and
Minihan volunteered to execute the missithDirector of Central Intelligence John
Deutch gave Minihan three months to staun@NSAG organizational capability, although
it actuallytook one year®’ Bill Black stated that Secretary of Defense William Cohen
was directly involved in the movement ahead for CNA development. In fact Blac#t state
that Al dond know anyone else who would have had the guts to give us the authority he
did.o*®
From Chris InglisGs vantage pointen Minihan set out to resolve these issues
through a series of organizational and systems component integrations which had a
cumulative, transformational effednglis started at NSA as a Branch Chief in 1986, and
the topic of his firstday was a lesson in NSA culturéSo-andso embarrassed me in a
meeting yesterday, and now we have to figure out a way to get even witi*hinglis
was shockedClearly the time, thought and energy going into obtaining revenge for a
perceived slight meant these managers were not focused on the adversary, and the
working environment was not for theirit of heart. Inglis notes that the individuao

possess groulevel responsibilities are where most of the power actually lays at NSA

3% General Kenneth Minihan, interview by the author, Washindbly, January 14, 2015.
%7 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.

38 illiam B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.

389 James C. (Chris) Inglisnterview bytheauthor, AnnapolisMD, November 30, 2015
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Each of these Group leaders hadvwaarlord mentalitp when it came to their discrete
mission areas. Inglis made a point to note that these leaders were not trying to do the
wrong thing, just what was right for their grdapspecific parochial interest®’

When DIRNSA Minihan took over at NSA, he took several steps that changed
NSA. COMSEC was renamed Information Security (INFOSEC) to better reflect the
nature of what was really being protected. Furthermore, to address the inherent
segregation of institudnal duties at NSA, which were bifurcated literally and figuratively
between INFOSEC andignals intelligence collectioand drive integration, Minihan
decided to embed an Information Assurance Officer into the National Security
Operations Center, the 24385 center of NSA™ The lead managing position, the
Senior Operations Officer (SOO) (pronouncislie) was the key integrator of all
inbound Signal Intercept reports and was effectivelyfibieector after Darlo The SOO
position was actually staffed bywé people due to the 24/7 nature of the postHon
requirements?? According to General Minihan, he approached NSA IA Director Mike
Jacobs and asked him for fitsest and brightest guywhom he put through a series of

rotational assignments, starting witre NSOC. He was provided Chris Inglisiame®

39 |nglis noted that the organizational and cultural transformatian wasstarted by General Minihan
continued and matured with General Haydand concluded during General Alexan@etenurefitook
foreveo due to institutional intnasigence, including a pwxisting fiwarlord cultur®& amongst the major
Group leaders in A, B, G etc. He observed fiwtiture eats strategy for breakfasvleaningful, lasting
change was only completed by the end of Alexadsdéme at NSA, the longestriare of a DIRNSA in

NSA history. Between Hayden and Alexander, 14 years of continuous leadership finally accomplished the
changes being sougfilames C. (Chris) Inglignterview bythe author Annapolis MD, November 30,

2015. An outsiderégroup was covened as well, both during a sixtiay study period meant to provide
feedback to the new DIRNSA.

391 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

392 James C. (Chris) Inglis, interview by the author, Annapolis, MD, Ndvezr80, 2015.

393 nglis recalls that he was actually the second choice for the job; the first choice went through six months
of training and quit as he was about to start the job, citing the stress his new position would bring and a
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Inglis described the NSOC apparatus to provide a sense of the operational environment
Each of the regions of the world had a senior coordinator in the NS Group
Senior Coordinator, B Group Senior Coordinator, G Group Senior Coordieatdr*

The SOO integrated all information that flowed through the NSOC, reading and
analyzing discrete bits of information from SIGINT collection and the COASTLINE
sydem that flowed through a databaselcreatel a mental picture of what was occurring

in the world®® Inglis, by his own admission, did not know a lot about SIGINT at the
time, fiso | had to find some people who éidthe senior group coordinators, aiighve

them a voice and ability to collectively integrate the information withortieis creating

a more effective collaborative approach to a mission critical position.

During this time period, other aspects of NSA internal culture manifested
themselves as welfiOne day General Minihan called me up during my time as SOO and
needed a timsensitive answer to a problem to make an important decision; | tasked the
Directorate of Operationgvhat is today the SIGINT/Signals Intelligence Dividi@nd
the InformationAssurance to get back to me to offer possible solutions for DIRNSA by
close of business that day. At the end of the day, after working feverishly to provide a
response to the Directisr tasking, a breathless member of the DO staff came to the
NSOC floor b provide the groujs best possible options based on the time constraints.

The |A staff came back to me as well and gau@ will give you a proper answer in six

preexisting heart condlin. When Minihan offered him the job Inglfisaid yes and LOVED 0l The rest,

as they say, is history. Inglis for his part indicated the job as SOO, a direct path to Senior Executive
Service, was an extremely stressfulrhBnth rotation (James C. (Chris) Inglis, interview by the author,
Annapolis MD, November 30, 2015).

394 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

3% James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

3% James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015
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weeks) based on a belief that anything short of that would have been inappropriate for
sometling of high priorityd yet offered nothing else for the tirsensitive tasking for the
DIRNSA®”’

Significant stovepiping still existed at NSA despite Miniabest efforts at
integration, based in part on the power of each Group leader, the warlord antiutiee
parochial interests within each gr@aprganizational structufé® Although each NSA
element wadidoing the right thing within their smaller domajimshe collective effect
was suboptimized. As a resuitinportant intelligence or operational infoation had the
possibility of being missetf®® Inglis observed that a transformational leader either has to
kill this behavior or create a compelling story to sway the embedded interests to enact
meaningful positive change. One method that was tried ddnegdime period was to
take a typical mission support activity and recast it as an operational support glement
however, this had unintended consequencesr time fievery element sees itself as
operations, or at least enabling théandis therefore crical *%°

However, nomenclature changes and partial modifications of existing internal
organizations alone were insufficient to successfully execute the new mission space. To

further develop and/or create the CNA capabilitynihan fhad to take it out of hild***

397 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015. General Hayden
was interviewed by CIA in 2000 regarding the organizational change underway at Ft. Meade. Hayden was
guoted as sayingiNSA as an institution is methodicand it is thoughtful in its decision makingésit
comfortable deferring decisions until it has more precise data, taking it to the sixth significait digit
(Central Intelligence AgencyiOverseeing an Era of Change: An Interview with NSA Director Lhesa!
Michael V. Haydery Studies in Intelligence44, no. 2, 2000, accessed August 29, 2016,
https://www.cia.gov/library/readingroom/docs/DOC_0005393249.pdf).

39 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

39 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

490 James C. (Chris) Inglis, interview by the author, Annapolis, MD, November 30, 2015.

01 General Kenneth Minihan, interview by the author, Washington, DC, May 11, 2015
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Minihan closed NSA AGroup'® to offset the Hamre cuf8® named Bill Black Special
Assistant to the Directdior Information Warfard®® and established an entire staff for
Information Warfare development during this time pefdMinihan noted that by
closing A Groupfithe winning teard was being disestablisheidut | needed the whole

of NSA on board to be able to focus on CNE/CNA development. | needed A Group to
know | thought that they succeeded with their offensive and de&ensodel, but now |
needed them to let go of some of the activities that made them successful in the past.
Closing A Group allowed me to pdteal mone$ against (toward) Chiais activities,

which were boutique at the ting&”°

921 1996 Black was still the Chief of A Group.

403 According to Jeffrey Richelson, thié\ Group of NSAs Directorate of Operations was responsible for
intercept operations directed at the Soviet Union and the East Bloc. Other regional groups at the time were
B Group (Asian Communist Countries) and G Group (all other countries). After the collapse of the Soviet
Union, the directorate was reorganingdeffery T. RichelsonA Century of Spies: Intelligence in the
Twentieth CenturyOxford, UK: Oxford UniversityPress, 1997).

404 General Minihan offered this insighfiBill Black was a maverick the entire time he was at RSA
people either loved him or hated him; one thing is clear: He knew exactly how the system avatkkd.

time Minihan met Bill Black, he was the head of N8#&0 Group (General Kenneth Minihan, interview by

the author, Washington, DC, May 11, 2015)

“%5 As Black started to build out the IW component, a colleague at NSA pointed out Tim Denison, telling
him to fiadd him to your staff. H8 had a hard time working for other people, bishey o ur 0Blatky | e é .
took the suggestion and today specifically credits Dennison as critical to the overalustafidhe
InformationWarfare staff (William B. Black, Jrinterview by the author, Pasadena, MD, May 1, 2015).
NSA analyzed whether Information Warfare was in and of itself something new, concluding that indeed IW
was something new: a combination of expanded, yet refined Electronic Warfare capabilities plus a
destructive capabilitand qualitatively different from those measures executed in previous conflicts under
the rubric of fiElectronic Warfaré or ACommand and Control Warfateand even expanded it to
Information Infrastructure Warfare ?W): fiThe question/occasionally arises whether there is anything
fundamentally new about | Wé.[since] the applicati ol
the] combination of EW and physical destruction set the pattern for defeating enemy air déderises

next fifty years[Similarly] C2W dates to early 1991 in Desert StotV. extends this logic by making
possible infinitely scalable, infinitely accurate strikes on infrastructure targets by means ofatigoés

on the information infrastructureeeded to operate it (hence the term Information Infrastructure Warfare,
I?W [emphasis added] (National Security Agency, redacted aufiibe Role of Information Warfare in
Strategic Wag Cryptolog23, no. 1 (March 1997).

4% General Kenneth Minihan, intéew by the author, Washington, DC, November 24, 2015
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As Special Assistant for Infmation Warfare, Black was finally able to help
fbreak it[the G section CNE capabilitlefose from the compartmeiit’ and utilize the
resident capabilities more freely under the monikeiaative SIGINTO During this time
frame Black introduced Dennish@uri, his collaborator over the course of the prior two
years, to all the NSA senigrand explained the capabilities G44 possessed and outlined
the activities the Group engaged in. To further punctuate the impact of this revelation,
Black told the NSA SEBE cadrefithis is what we are doing and this is where our future
i s.@There was resistance within NSA from people who were fearfull tfi@tmation
Warfare would compromise its core missions, reducing budgetary resources for
traditional SIGINT andinformation security, which many saw as the Agd&ncgore
mission.

Black explained the terifiactive SIGINTO was used to ensure the capabilities and
implementation strategy being developed for CNE and CNA fell underaN$#al
authorities. According to B&k, NSA attorney Kevin Powers developed ftfective
SIGINT term and wrote the legal justificationBlack stated fiwe just kind of did
i t.@% General Hayden explained it in the following wé§t NSA we had to develop a
whole new languag&Ve were movingd active SIGINT, commuting to the target and
extracting information from it, rather than hoping for a transmission we could intercept in
traditional passive SIGINT. This was all about going to thend point the targeted

network, rather than trying to work timeidpointof a communication with a wefllaced

407 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015; Inside Washington
Publishers,fiAfter 40 Years at NSA, Bill Black Is SIGINT Wordd Agent for Changé, Inside The
Pentagonl8, no. 27 July 4, 2002).

“%william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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antenna or cable access. We also knew that if we did this even half well, it would be the
golden age of signals intelligence since mankind was storingnawthg more and more

data in digital f o¥Bmckywholvas activelhinvgvadwsthtisy d ay
recasting of NS&s traditional mission space, highlighted the importance of these types of
specific terminology and nomenclature changes in aduaracy. NS& interpretative

change had implications f§Executive Order]L12333 Authoritie$™ that underpinned an

ongoing bureaucratic battle between NSA and CIA.

According to General Minihan, the terminology controversy over the use of the
phrase Infomation Warfare (IW) versus the more innocuous Information Operations (10)
came to a hea; resulting in an official nomenclature change. Minihan indicated that
AlO was a term of choice and was delineated into two categories: active versus passive
SIGINT or active versus passive Information Operationse indicated that he did not
want to be distracted by the IW v. 10 issii@, fact | preferred 10 as | wanted NSA to be

less visible sd could build out mission capability for CNA and CN#E? He would soon

99 Michael V. Hayden Playing to the Edge: American Intelligence in the Age of Tefhew York:
Penguin Press, 2018}hapter 8.

10 Ronald ReaganffExecutive Order (E.O.) 1233%inited StatedntelligenceActivitiesd (December 4,

1981): 36 https://www.archives.gov/federatgister/codification/executiverder/12333.htmlifintelligence
Community and agencies within the Intelligence Commaunitgfer to the following agencies or
organizations: (1) The Central Intelligence Agency (CIA); (2) The National Security Agency (NSA); (3)
The Defense Intelligence Agency (DIA); (4) The offices within the Department of Defense for the
collection of specialized natial foreign intelligence through reconnaissance programs; (5) The Bureau of
Intelligence and Research of the Department of State; (6) The intelligence elements of the Army, Navy, Air
Force, and Marine Corps, the Federal Bureau of Investigation (FBI),eparinent of the Treasury, and

the Department of Energy; (7) The staff elements of the Director of Central Intelligence.

“I1 The belief that the terrfinformation Warfaré was a politically unacceptable description.

“12 General Kenneth Minihan, interview by author, Washington, DC, May 11, 20Fom a US
perspective, Admiral Studeman offers this assessment, which is applicable to any time period under
examination in the modern erd@ here arehree principles of information operations intelligence: thelnee

for deep penetration and collection capabilities, counterintelligence and espionage and operational
technologies to collect intelligeng€Admiral William O. Studeman, interview by the author, Severna Park,
MD, August 2015).
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get his chance.On December 9, 1996, dD itself changed the nomenclature for
Information Warfare to Information Operations with the issuance of a new, at the time
classified order DoD S3600.1*** which cancelled DoD Directive TS3600.1,
flnformation Warfare) initially issued in December 21, 1992. This revised Directive
defined Computer Network Attack (CNA) for the first time f@gperations to disrupt,
deny, degrade, or destroy information resident in computers and computer networks, or
the computers and netwks themselves.Although partially redacted, the implication is
that CNA is a specific capability within the Information Operations umbrella. Historian
Michael Warner states thatfthe new term essentially amounted to

a édosmeti®@ [ change] a n da pglitecal ({th@ygls notepareésan)[one] in its
motivesd'* When asked why th 1996 White memo changed IW (C2W) to Information
operations, a historian replied thalthe government did not want the inference to be
drawn that we are militarizing cybersgac however, there can be militarized

oper atotamesatmer @D official responsible for 10 in OSD was more direct:

“13 Gordon EnglandfiDoD Direcive O-3600.1 dnformation Operationé cAugust 14, 2006, accessed
August 28, 2016, http://www.dod.gov/pubs/foi/Reading_Room/Othd#/0492_doc_02_Directive -S
36001.pdf. According to the Congressional Research Service (CRS), another subcategory ofstO exis
fiSpecial Information Operations (Sl@jeinformation operations that by their sensitive nature, due to their
potential effect or impact, security requirements, or risk to national security of the United States, require a
special review and approval procééBepartment of Defense Directive 360).

“14 Gordon EnglandfiDoD Directive ©3600.1 dnformation Operations, dAugust 14, 2006, accessed
August 28, 2016, http://www.dod.gov/pubs/foi/Reading_ Room/Other3-0492 doc_02_Directive -S
36001.pdf; Michael WarnerfiNotes on the Evolution of Comput8ecurity Policy in the US Government,
196520030 IEEE Annals of the History of ComputiBgd, no. 2 (2015): 4.8, accessed August 30, 2016
http://www.cyberdefensereview.org/2015/08/27/naiesnilitary-doctrinefor-cyberspace/

15 Department of Defense Higian, name withheld upon request, interview by the author, Maryland, May
22, 2015.
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fiThe State Department made us change terminology from Information Warfare to
Information Operations for political reasodf's®
Origins of the Clandestine Information Technology Office at CIA (19931995)

James (Jim) Goslefuture director of CI& Clandestine Information Technology
Office, wastrained in a background of physics and mathematics and spent five years in
the US Navy Nuclear Progsion Progranbefore joiningSandia National Laboratories.
Gosles experimentatioron the mainframesupecomputersand analyses of hardware
and software interfacegarnered himexpertise that directly bears on the origins of
computer network operatiofi’ In 1985, as a result of his developing expertesler
transferred to the Sandia Adversarial Analysis Gtlphere he was engaged in projects
conducted on behalf of the United States nuclear weapons program pertaining to

Permission Action Link (PAL) deslopment and related analy$é$According to Gosler,

“1¢ Department of Defense FormeoD Official, name withheld at individu& request, interview by the

author, McLean, VA, October 2015.

417 James (Jim) Gosleinterview bythe author Tysons CornefVA, August 2015

18 The Sandia Adversarial Analysis Group consisted of indeperfilechnical folk® whose skill sets were

used to analyze contemporary nuclear weapons use control countermeasures as part of a red teaming
process to enhance nuclear weapons systems security. This was an iterative process, and as various types of
technology embedded in theeapons changed, personnel with applicable (orappiicable) skill sets

were swapped out. This ensured that engineers working on the projects stayed very independent, and not
beholden to a bureaucratic mindset. Gosler credits senior manager Peurifogtfoaal in making sure

this happened, by allowing sufficient top cover for engineers like Gosler to experiment and improve the
systems by seeking to overcome the countermeasures being designed for weapon safety, security and
reliability (James (Jim) RGosler, interview by the author, Tysons Corner, VA, August 2015).

419 James (Jim) Gosler, interview by the author, Tysons Corner, VA, August 3atblia developed
Permission Action Links (PALS) to prevent unauthorized people from obtaining access to maeepans

and to improve presidential control of the stockpile; Sigma 14 and Sigma 15 are special categories of
nuclear weapons design information (NWD) that pertaiRrmtection of Use Control Vulnerabilities and
Designs;Sigma 14 and Sigma 15 informati@defined asuse control information that can significantly
enhance an advers@syability to obtain an unauthorized nuclear detonation or to deny the authorized use of
nuclear weapons, explosives, or devides: further information see Department ofeegy, iDOE Order

452.7, Protection of Use Control Vulnerabilities and Desightay 14, 2010, accessed August 28, 2016,
https://www.directives.doe.gov/directive®cuments/408eries/0452 -BOrder; Department of Energy,

ADOE Order 452.8, Control of NucleaWeapon Data July 21, 2011, accessed August 28, 2016,
https://www.directives.doe.gov/directivei®cuments/40@eries/0452 BOrder.
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this is a key point in time to the future development of computer network opeéations
due, at least in part, to the fact that the technical approach to designing and building use
control systems was begimg evolve from utilizing discrete electronic control
mechanisms to those which incorporated microelectronics and microconédlersise
of which, Gosler learned, could hypothetically leave residual vulnerabilities residing in
systemg'?°
In time, basedon the knowledge he acquired examining software/hardware
interfaces and the residual vulnerabilities the wuse of microelectronics and
microcontrollers engender, Gosler convinced Sandia management to perform proof of
principle technical studies that came b known as the CHAPERON 1 and
CHAPERON 2 exercise$! The premises of the CHAPERON exercises were simple:
Can a person design a secure application? Can a person insert malicious constructs that
are not detected even through detailed evaluation? Two gnerpscreated as part of the
study: Group 1 was designated as Subverters and Group 2, which consisted of two
subteams of evaluators, was responsible for uncovering the subversion. As a practical
matter, the design of the exercise purposefully provideddatirgages to the Evaluator:
The subverter would inform evaluators that one or two vulnerabilities were placed in a
system, within certain parameters and constraints, and provide them comprehensive
system documentatioiosler was designated as a subveatet immediately set out to

undermine a specific securtyitical application. As part of the study, he created a

fiGuideline for Subversive Software Developntetd outline principles for subversion

20 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
421 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
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design and implementation, which included prohibitiagsinst the use of extraneous
code: Any code utilized must have a justifiable reason for being a part of the system, and
the subversive design could not compromise the encryption algorithm. Through a
painstaking trialanderror process, Gosler developedlamplanted two subversions in
the system which none of the evaluators were able to find: (1) the insertion of Zork text
which revealed secret system variables, and (2) another subv&fsion.

The Sandia evaluation team spent several months examining tioeedogsystem,
to no avail. In fact, it took three-t8ourlong days of briefing the evaluators on how the
subversive design worked. Gosler initially planned to train future Sandia evaluators to
uncover the more complicated subversion using the CHAPEROMNrtisx as a teaching
tool, but the subversion he created was so complicated that no one could solve it and led
the evaluators to become extremely frustrated. This required the creation and
development of the CHAPERON 2 exercise, which was designed tededmplex?
Sandia employee Tom Barger created the followexercise as the subverter, which was
severely limited to 692 machifevel instructions. Close to 100 people were given an
opportunity to be evaluators of the subversion, but only Gosler stubegdentified the
exploit (although a couple other evaluators came very close to discovering the exploit),
which was a spoofed code execution sequence embedded in a particular machine

instruction??*

22 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
23 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
424 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
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The CHAPERON 2 exercise came to the attention of Riokto, and Robert
Morris Sr., Chief of Research and Chief Scientist at NSA National Computer Security
Center respectively (among others in the IC), who thought these exercises were insightful
and could be helpful. Upon meeting, Gosler asked MdiHew canplex can software
be for you to have total knowledge of what it would @dR®orris replied, i100%
confident at 10,000 machine level instructions or less. We would have no confidence at
more than 100,000 machine level instructioffs. Immediately after thisinteraction,
Gosler shared the subversion he created for the CHAPERON 1 exercise with Morris and
Proto. Clearly, the implications of what Gosler achieved in the CHAPERON exercises
was not lost on NSA technical leadership, and their assumptions abouwdktiéegs to
detect subversions in computer hardware and software interfaces would need to be
adjusted accordingly. Soon thereafter, Rick Proto brought Gosler to Ft. Meade as a
Visiting Scientist(to what is now NS& Information Assurance Directorate (IACto
work with NSA technologists and discuss subversive design principles for the purpose of
developing better evaluation techniqd&During his time as a Visiting Scientist, Gosler
was introduced to what he called tfieark Sid® of NSA (what is now knen as the
Signals Intelligence Division), and he was extremely impressed. He told the members of
SIGINT portion of the organization thatcand think of anything elsedl rather do in my
life, but | have a commitment to IAD and Sandt&’ In fact, Goslewas so committed to

the efforts he saw being made by the SIGINT directorate, he volunteered to work during

2> James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
% Gosler indicated that one of the techniques involved a microprocessor anomaly.
427 James (Jim) Gosleinterview bythe author Tysons CorneVA, August 2015
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his vacation time at the Agency and arranged to have Admiral Studeman (now DIRNSA)
assign him to NSA as part of his Naval Reserve duty activitide smuld contribute to
the missiorrelated activities. Upon completion of his assignment at NSA in 1990, Gosler
was named Manager of the Software Adversarial Analysis Department and continued to
serve the countr{?®

Glenn Gaffney, future Director of ClIAs Information Operations Center and the
Directorate of Science and Technologgs the CIA representative to a STO cell in the
late B0sandearly ®0s Gaffneyworked with a group of Navy personnel including Jake
Schaeffer, Jim Bob Powell, Chuck Tambriflad Captain Al Ross from NSA. According
to Gaffney, this small team of men began to &#khat do we need to do to move
IW/I0/Cyber into the mainstreard?° Gaffney ruminated on the question for a period of
time, and thertook action.In 1993 heauthored a \ite paper that askddvhat does IW
mean for CIA® from an operations, analytic and technical perspective. Gaffney indicated
that he wagiheavily influenced by STO meeting discussions with the Navy guys. | was
leaning toward the idea of a Center or somiityeto focus on thig**° During the 1994
95 time frameGaffney, now a G5, was asked to stagh a new organization based
around the white paper he authored in 1983ie white paper now had internal traction,
circulated in the building, and made it@arector Tenet and the head of the Directorate
of Intelligence (DI). Frank asked me to stamalthe first IW branch in the DI. Our new

IW organization had a total of 12 people. Half of the team was focused on offensive

28 James (Jim) Gosler, interview by the author, Tysons Corner, VA, August 2015.
2 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.
30 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.
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analysis and half of the team wasudeed on defensive analysis. The first computer tools
we [IW Branch] developed were on giant old floppy discs that could be physically loaded
onto computer systengs>*

Throughoutthis time period, Jim Gosler continued his work at Sandia on behalf
of DOE and thdntelligence Community®? As thenotion officybei started to percolate
at CIA, two studies were undertaken to ansaweimple question: What should CIA do to
posture itselfn this new field%** CIA& concern that fimight not be ready to exploit the
rapid expansion and utilization of advanced technology in various target domains led to
the establishment of @pecial Projects Stdffo study the issue. The staff was comprised
of key IC partners and customers as part of the rewide principal finding of the
study concluded CIA wagnot prepared taseizé the collection opportunities in the
rapidly emerging high tech environmeanthe SPSrecommended the creation of a new
office to dackled these new target$>* Crumpton put it succinctlyfidigital systems
stored secrets worth stealitif®> The conclusions from the Herd study led to the creation

of CITO*®

3L Glenn Gafhey, interview by the author, McLean, VA, November 23, 2015.

4321n 1993, he established and directed the Vulnerability Assessments Program and was named Assistant
Director of the Systems Assessment and Research Center. In 1990, the organization Goskat atanag
Sandia received $500k Program, funded solely by NNSA, and by 1995 his organization had a $50M
Program, $500k funded solely by DOE, with the remainder coming from sources within the Intelligence
Community James (Jim) Gosler, interview by the autfiorsons Corner, VA, August 2015).

3 The first study was led by Dr. Craig Fields from DARPA, which essentially concludefitbateed to

do something the second study, led by Bob Hesbught to answer the questiBmow what are we going

to dod (James (in) Gosler interview bytheauthor Tysons CorneVA, August 2015%.

“3“Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in the @I8landestine Serviddlew

York: Penguin, 2012).

“*Henry A. CrumptonThe Art of Intelligence: Lessons froniLie in the CI&s Clandestine Serviddlew

York: Penguin, 2012.

43¢ James (Jim) Gosler, interview by the author, Tysons Corner, VA, August 2015. Admiral Studeman and
Jim Gosler also spoke of tiiSorkin Study at CIA) which concluded that CIA was not welbgitioned for
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In September 1995, Ruth David, most recently the director of Sandianhlat
Laboratories Strategic Thrust in Advanced Information Technologies group, took over as
the new Deputy Director for Science and Technology (DDS&T) at CIA. Her primary
emphasis as DDS&T was in the information technology deraarea that a 1995 blue
ribbon review panel had recommended be a key area of DS&T aétiVDB&TE core
mission space (as described todayjMmridwide/regional requirements for clandestine
collectionp advising and assisting the clandestine service (Directorate of Operdions)
the full range of technical operatian@nd augmentation of tradecraft as well as
firesearching, developing and applying advanced technologies to provide the national
significant intelligence advantage, and much n@nce in place, David created three
new offices: the Clandestine Information Technology Office (CITO), the Office of
Advanced Analytical Tools, and the Office of Advanced Projects, which was
accomplished, at least in part, by cutting the budget of the @S&®dreign Broadcast
Information Sevice and terminating the Office of Research and Development, which
according taleffreyRichelson was extremely controversial at the tffe.

Once the expansion of the mission need was determined, a leader for the new
hybrid organization needed to be seldct&osler, still working away at Sandia, was

asked to interview for the position, and met with Nora Slatkin. She was obviously

cyber activities (Admiral William O. Studeman and James (Jim) Gosler, interview by the author, Ft.
Meade, MD, December 2, 2015).

437 Central Intelligence AgencyfiRestructuring the DS&T (Document 48)National Security Archive
George  Washirtgn  University September 10, 2001, accessed August 28, 2016,
http://nsarchive.gwu.edu/NSAEBB/NSAEBB54/.

438 Central Intelligence AgencyiRestructuring the DS&T (Document 48)National Security Archive,
George  Washington  Universjty September 10, 2001, accessed August 28, 2016,
http://nsarchive.gwu.edu/NSAEBB/NSAEBB54/.
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impressed and offered Gosler the Executive Director job on thé®@osler indicated
thatfithere was great anxiety at CIA whearrived®d everybody was hunting for mission
ground in the cyber ar@éd’® Gaffney noted thafiElements of the DI, DO and DS&T
collaborated to form this thing. However, the DI opted out of what was to become CITO,
as organizationally the DO and DS&T workedtbetogether. We put the IW offensive
branch into CITO, while the Defensive IW branch stayed in the DI. The IW offensive
branch became the core of the new targeting element and | started to grow ioifi'size.
Gosler, who was Gaffnéy boss, praised hisfefts at CITO:AGlen was in the CITO
analytic shop at first, and he separated himself from the pack in a short period of time. |
moved him around the organization to get him exposure to a variety of activities so that
he could take my job one d&ywhich hedid.6**?

Gosler saidiiCITO, as an organizational entity, was a collection of technical
operations, not just cyber, and as Executive Director | reported directly to the heads of

the Directorates of S&T and the Directorate of Operatiffis.Members of the

Clancestine Service, including Crumpton, were directed to take training that emphasized

39 James (Jim) Gosler, interview by the author, Tysons Corner, VA, August R0l Slatkin was CIA
Executive Director at the time. Interestingly, she worked with John Hamre when they botr
Congressional aides for the Senate and House respectively (Stan @hmle Slatkids Mission
Impossible: The CIA) Bloomberg.com February 26, 1996, accessed August 29, 2016,
http://www.bloomberg.com/bw/stories/199@-25/noraslatkinsmissiorrimpossiblethe-cia). Bob Herd,

the leader of the study that ultimately provided the impetus for the creation of CITO, wanted the Executive
Director position, but unfortunately was not offered the job. When Gosler was offered the job, he asked
Bob Herd if he bould take it. Herd told Gosler that there is no better job. To this day, in his speeches,
Gosler only thanks one person: Bob Herd, for his selflessness. According to Glenn Gaffmespy Jim

Gosler was going to be my new boss before he (@denn Gaffrey, interview by the author, McLean, VA,
November 23, 2015).

440 Admiral William O. Studeman and James (Jim) Gosler, interview by the author, Ft. Meade, MD,
December 2, 2015.

1 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.

42 Admiral William O. Studeman and James (Jim) Gosler, interview by the author, Ft. Meade, MD,
December 2, 2015.

443 James (Jim) Gosler, interview by the author, Tysons Corner, VA, August 2015.
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fiespionage as the key to digital intelligecehere the Clandestine Service members
would be thefipathfinders for the Clés cyber offensive against an array of targets. As
adversaries grew to acquire and use digital data (as the Internet expanded) so would the
CIAG cyber operationd*** Crumpton acknowledged that tifiedvent of espionage in
cyberspace was nearly instant ansaoparatiénst s r
was stunning and even revolutionary; the amount of raw data stolen and exploited
became hard to meas@rénstead of pages, it was terabytS Goslerindicatedfithe
differentiating strength for cyber at CIA was the involvement of the DO, although there
wasa lot of cultural inertia and antibodies against the development of these capabilities
at this time**°

In early 1996, after the creation of CITO was completed, Gaffney, who was still
in touch with his colleagues from the STO cefided a new member to their IW action

447

group,”" and started an attempt to create what was conceptualized as an Information

Operations Center (I0OC). Ruth David and Director Tenet were now on board with the

““4Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in thé&IClandestine Serviddlew

York: Penguin, 2012).

44> Crumpton notes that by 1999 most of CIA DO technical operations were based in cyberspace and
became symbiotic with traditional ops; he also opinedfitesthnical collection is much harder, because of
massive amounts of data, new requisite skills, diverse operational risks, organizational challenges,
bureaucratic competition, archaic law, uniformed politics, and social norms. In spite of these hurdles,
technical collection, especially when combined wifecive HUMINT operations, has proven sometimes
wildly successfub Crumpton also credits Gosler, who clearly was a technical expert in a variety of areas,
as understanding a simple premifgeople were the primary access points, given that somebodyheeld

data room combination, the encryption codes, the passwords, and the firewall manuals. People had written
the software. People managed the data systems. Ops officers should recruit computer hackers, systems
administrators, fibeoptic techs, and evehé janitor if he could get you into the right datarage area or
fiber-optic cablé (Henry A. Crumpton,The Art of Intelligence: Lessons from a Life in the &IA
Clandestine ServicgNew York: Penguin, 2012).

446 Admiral William O. Studeman and James (Jim) Gosler, interview by the author, Ft. Meade, MD,
December 2, 2015.

4" Members of the old STO cell included Al Ross, Jim Bob Powell. The new member of thetioi

group is the anonymousrimer high ranking BD official responsible for 10 at the OSD
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creation of the IOC concept. While CIA was putting arganizational framework
together and readying itself to propose the new cyber entity (I®)SA was also
organizing their approacto an Information Operations Centander Ken Minihats

direction.

NSA and CIA Information Operations Interagency Competition: 1996

GlennGaffneyrelated a story from this time period that crystalized NSA and CIA
interagency competition in the cyber domdivhile we [Gaffney, CIA and his former
STO colleagudswere trying to put an organizational framework together fornine
Center [IOC], Ken Minihan and NSA made a move to own the entire operational area.
General Minihan asserted himself during a coordination meeting held at National
Defense University and sadl [NSA] will own it.6 &affney, who was in attendance at
the meeting to make a presentation on the creation of new measures of effectiveness for
cyber, similar to the methods used for Battle Damage Assessment, was not pleased.
Minihan& move, which was an attempt to fgmaptively claim the cyber operational area
for NSA, resulted in the conclusion at CIA tli&t/e cardt let NSA own this organization
or else we will be shut oaf*

Hank Crumpton provided some insight into Cl& perspective on networked
information flow and its relations with NSA. Crumptwaflected that upofithe advent of
cyberspaceéNSA struggl ed t o reinvent it se
atmosphere but also in fibeptic cables and in databases. In a slick leverage of

vocabulary to expand its authority from dynamic atmospheriergeption to static

48 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.
49 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.
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terrestrial collection, NSA called this targeted d&B&GINT at res® This push for NSA
relevance, of course, encroached on the®®KUMINT turf. Using human sources, the
CIA had been stealing computer data since foreign secrstdanded on a hard drive.
The CIA had been filching foreign intelligence from cyberspace since its incéptfon.

General Michael V. Hayden provides some additional perspectiveon the
underlying issues fINSA& job was all about communications Historically that was
electronic data in motion: global high frequency communications,shorter range
microwave signals, photonsand electronsmoving along a cable. Agencieslike CIA
handledothermaterial® humansourcespurloineddocumentspilfered code® moreor
less physical data sitting at rest. The division of labor was clear. Electronic data in
motiond NSA. Physicaldataat resd CIA. But the new digital domain had createda
differentstateof nature:electronicdataat resto’*

The technology change®w underway affected the methodologies under which
data could be intercepteldor example,n the 1980s, the transmission of secure messages
used paper outputs from optical character re@@&R) typewriters which were scanned
and electronically transmitieand then reprintef? However, with the rise of email
technology and storage of data in electronic faimany types of documents, including

spread sheets, files, nofesould never be electronically transmitt@dEmail was

ficlearly a communicatiofelectronic data in motion)out the digitally stored documents

“*OHenry A. CrumptonThe Art of Intelligence: Lessons from a Life in @&d Clandestine Serviddlew
York: Penguin, 2012).

51 Michael V. HaydenPlaying to the Edge: American Intelligence in the Age of Te(New York:
Penguin Press, 2018}hapter 8.

52 Michael V. HaydenPlaying to the Edge: American Intelligence in the Age of Te(hNew York:
Penguin Press, 2018}hapter 8.
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were something nevaTo NSA it was electronic and hence fair game. To CIA it \itasn
moving and hence was equally fair gati&.

Gaffney recalls this time period vividljiSome policy pieces froNSA started
coming oud specifically Bill Blacks concept oftactive SIGINT which showed that
NSA was trying to take the mission area by sheer ftbaits when wegCIA] went to
battle stations over SIGINT at Rest, and | was the one who rang theGiéllbelieved
that exfiltratingfidata at restwas akin to safecracking (hardened safes being a traditional
way of protecting hard copy sensitive information that might provide insight into the
plans, intentions and capabilities of adversaries that may bheasdegitimate targets for
intelligence collection)iiTo us, a computer is no different than a satee secrets are in
the computer and it is our job to get them. Our perspective is that there is no difference
between an asset walking physical documentsof a building or handing me a floppy
disc with the information on it. The information on the computer disc was actually safer
for the asset to have back th#h’ fiTo CIA, dlata at regtwas not within the purview of
NSAG SIGINT (radio signals, telephencommunications et al collection domain of
operations, but a legitimate CIA area of intelligence collection activity. Black described
CIAG view of NSAs legitimate and traditional collection as being limited to midpoint
interception, and therefore slid not be tunneling into computers where data resided
resb and then exfiltrate that information. NSA and CIA fought over ®fi3.This

controversy pitted Cl& conception of their traditional clandestine collection areas of

53 Michael V. HaydenPlaying to the Edge: American Intelligence in the Age of Te(New York:
Penguin Press, 2018}hapter 8.

54 Glenn Gaffney, iterview by the author, McLean, VA, November 23, 2015.

*SSwilliam B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.

168



responsibility versus the $A& more expansivéactive SIGINTO conceptualization of

their authorities, which was an outgrowth of broader worldwide technology changes in
communication pathways. During this time period Gaffney moved to the CIA Policy,
Plans and Resource group to deal with NSA trying to take the aréardey Gaffney
agreed that the debate was over who owned the mission space, and whether the
information was considered what CIA callddUMINT in Motion (CIA) versus SIGINT

at Rest (NSA): AAlthough we were battling over this, it did not have operatieffaicts

as the job trumped politics for any particular mission wedi3d.

According to Bill Black, when NS#& attorney ruled that the teriiactive
SIGINTO fell under EO 12333 authorities, CIA effectively lost the argument that
computer network exploitatioat the endpoint (inside computers) was an exclusive CIA
domain of operations. Bladk approach to this was to leverage NSAndustrialsize
SIGINT capacity in the active SIGINT arena ditdke the field by sheer dominaidoaf
the operational domairLater on, as the terminology changed from IW/IO to cyber, an
fiunintended consequence of modifying the descriptive language from active SIGINT to
cyber arose: NSA would not and did not have exclusive 12333 authorities to engage in
cyber activities In fact, acording to Black, no one did: The Order is silent on the matter
and only NSA, which has sole responsibility for SIGINT under codified authorities, with

a carve out for a possible delegation of authority to another Agency, was able to conduct

58 Glenn Gaffney, interview by the author, McLean, VA, November 23, 2015.
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these operatits whether couched or actuated as passive or active collgtiizerefore
the implication of this change is that everyone (in the IC theoretically) could®4 it
CNO MMI Analysis of 19921996

CivilianT Military Relations Theoryl9921996

A review of the case history during the first half of the 3926 time period
indicates significant pressure was brought to bear by external civilian organizations in
regard to IW development. However, the pressure, which indltideats of disruptive
budgetary intervention at NSA made by external civilian authoyities antithetical to
Barry Posets explanation as to why MMIs occuxdmiral McConnell was forced to kill
(the polite term is disestablish) the IW program knowiiNé by a congressional aft
member for John Murtha, who was seeking to acquire more money for targeted defense
spending in Pennsylvania, within his electoral disffitMcConnell believed this to be a
significant mistake, but capitulated to Congressman Marthgen though an inteal
review recommended keeping the capability intact for the Air Force and theé Niany
to Murthas threat to cut other NSA budget lines if McConnell insisted on keeping the
program®® As a result, NSA was forced to defund the M security program, despite th
capability development progress made through 1&8and the success of certain NSA
IW capabilities as exhibited during the First Gulf War referenced by Admiral
Studemari®* Posen predicts that the external intervention by civilians provides the

positive inpetus to innovate in a manner consistent with the threat environment. The

“>"william B. Black, Jr., interview by the author, $2alena, MD, May 1, 2015.

58 Admiral John M. (Mike) McConnelinterview bythe author, WashingtaqrDC, December 7, 2015
59 Admiral John M. (Mike) McConnelinterview bythe author, WashingtqrDC, December 7, 2015
50 Admiral John M. (Mike) McConnelinteview bythe author, WashingtarDC, December 7, 2015
51 Admiral William O. Studemarinterview bythe author, Severna ParkID, August 2015
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civilian intervention during this time period was cleanlgitherpositive nor supportive

for IW development. Additionally, Posen does not predict negative civilian intervention
explicitly designed to inhibit an emerging major military innovation during times when a
country is operating in lowdevel threat environment.

During the first half of this time period civilians did not push the IC or intervene
in an effort to stimulate inn@tion in the offensive IW sphere. This was due to
policymakers who looked to derive a financial peace dividend from the fdle&oviet
Union, basked in a significant US victory against Irag based on previous technological
investmentsand needed to realign themselves with the domestic focus of the Clinton
Administration. This evidence is counter to Pasgorediction that the push to innovate
was a result of a previous military or intelligence failure. It is important tg hoteever,
that the Top Secret IW order was issued by ASD Andrews during this time frame,
underscoring the internally generated nature of MMI developndehin Podesta, Chief
of Staff for President Clinton, was made aware of the US IW capabilities developed
during he preceding time period early on in the Clinton AdministratféfRather than
support the continued development of this capability, Podesta chose to focus on potential
US critical infrastructure vulnerabilities to these methods, and defensive counteeneasur

implementatior{®®

This is also counter to Pogsntheory of MMI development which
predicts that civilian intervention to create a MMI would occur as a result of a
demonstration of an adverséytechnology, either through a test or comisswhich is

sufficiently stark and frightening to shake civilian&ith in their own military or

62 Richard L. Haverinterview bytheauthor, Tysons CorngVA, December 11, 2015
“63Richard L. Haverinterview bytheauthor, Tysons CorngVA, December 11, 2015
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intelligence organizatiod@ability to handle it, thus creating the impetus to credviVd.
Podesta was apparently worried about the implications of tlie d&elopment ofhe
technology, and what it might potentially mean if an adversary developed something
similar in the future. Counter to what Po&itheory predicts, US adversaries did not
display IW capabilities, and even if Podesta was scared by the proxy US cigsahdit
leading indicator for what an adversary might develop, he did not intervene to push the
offensive IW program forward as Posen would predict. Instead, Podesta pushed forward
the requirement to develop defense countermeasures, which eventualbodiéesl ina
Presidential Policy Directivé®* As a result, there is no evidence that he, or other civilian
leadership exerted control over appointments of senior officials that would carry out
policies deemed necessary for offensive innovation in thes @freperations targeted to
address perceived or hypothesized future capabildiegelopment by a US adversary. In
fact, Chairman Powell acquiesced to Congressman Musrtdamand to cut the M
program despite Admiral McConnélappeal, and offensive IMagability development
ceased®®

Moreover, there is no evidence of internal pushback or resistance occurring after a
civilian-led external intervention called for an expansion of intelligence areas of
operations during the first half of this time period. A&gan fact, the opposite was true
The IW M program was killed. As the time period progressed, there is evidence of

internal pushback related to the creation of the I0OTC, how#vierwas not a result of

4 william Jefferson ClintonPresidential Decision DirectiviSG63: Critical Infrastructure Protection
(PDD 63) May 22, 1998 accessed August 30, 201&tp://fas.org/irp/offdocs/pdd/pd@3.htm
%5 Admiral John M. (Mike) McConnellinterview bythe author, WashingtarDC, December 7, 2015
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external civilian intervention to expand the CNE/E intelligence areas of operation, but
more of a function of intraservice rivalry. Civilians clearly changed or modified budget
requests submitted by NSA to reallocate resould&A& overall budget was severely

cut by Congress during this time period, part to fund the domestic agendatoé
Clinton Administration in an attempt to realize thecsdled peace dividend. These
budget cuts, coupled with the specific actions to kill the M progeam antithetical to
Poseis assertion that these moves wobtl targeted to foster innovation for a CNA
focused MMI. On the surface, the lack of an IW organization after Misrithtervention

would provide some evidenceathAdmiral McConnell was carrying out the wishes of
Congress as a result of their intervention and focusing on programmatic areas for
traditional SIGINT collection in lieu of CNA development. However, the activities of G
Group and Denis Chiari in the CNE daim essentially went on unabated throughout this
time period, albeit as a limited, smatialeflboutique capability until brought out of the
shadows by Bill Black in 1998° Arguably, since CNE is technologically
indistinguishable from CNA, the ongoing easch, development and exploitation efforts
conducted by G Group would not have been directly supported by Congress if presented
as dual use capabilities also applicable to IW, even though they clearly could have been
considered as such. This activity sssvas disconfirming evidence that NSA adopted
R&D activities or policies favored by civilians as a result of their intervention. There is
no evidence that a heightened degree of attention was paid by senior civilian officials to a

particular area of opeinanal concern within the overall threat environment that drove

458 william B. Black, Jr.,interview bythe author, Pasaden&ID, May 1, 2015
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them to pressure the IC to develop CNA tools during the first half of this time period
What pressure existed was related to the development of computer network defensive
measures and criticafrastructure protection. The latter portion of this time period is
another matter.

Elements of civilian intervention are evident in the second half of this time period
The reassignment of MG Ken Minihan from DIA to NSA has elements of civilian
interventon. Minihan was moved to carry out innovation operations deemed necessary to
create GIA capabilities at a notionally resistant NSA organization. However, the leaders
involved in his reassignment were internalDpersonnel, and not congressional staffers,
elected members, or from the Office of the President. Furthermore, when reactivating the
IW/CNA mission at NSA, Secretary of Defense William Cohen and Chairman
Shalikashvili briefed DIRNSA Minihan on what they wanted accomplished in the realm
of computer network attack capability development, but left the execution of the
technical approach and execution to him. This can reasonably be considered minimalist
civilian intervention®®’

The lack of intelligence or military failures as a motivating factor fordagsion
to reactivate NSA IW efforts in early 1997 alsoibgPoses predictionsHowever, the
results from the ELIGIBLE RECEIVERER) 97-1 exercise, and later, higirofile
intrusions that came to be known EEDONLIGHT MAZE and SOLAR OPTION

underscorevhy further support for this newly reinvigorated effort occurred. ELIGIBLE

" There is also no evidence of this dynamic at CIA during this: bh& entry into IW was ssentially an
internally generated phenomena, although to be evenhanded in the analysis, two internally generated
studies led by civilians did investigate what role IW/CNE/CNA should play at the Addaoyes (Jim)

Gosler, interview bythe author, Tysons @ner, VA, August 2015; Henry ACrumpton The Art of
Intelligence: Lessons from a Life in the @AClandestine Servid®lew York: Penguin, 2012
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RECEIVER 971 was meant to test the premise that the US could win imfanmation
Warfare conflict!®® Instead, the exercise provided a demonstration sufficiently stark and
frightening to shake civiliardgfaith in their own military or intelligence organizati@ns
ability to enact computer defense, thus creating the impetus to support significant
improvemets in offensive activitiesBased on the interviews conducted, it clearly
became a priority for a variety of civilian leaders to help facilitate the development of
additional computer network exploitation and attack tool development via the IOTC. The
geness of IOTC, however, was internal to the IC, although it required a variety of top
cover from senior officials in multiple IC entitié® US adversaries did not display
offensive IW/IO capabilities in perfect alignment with Pasetineory, but the red team
exercise, based on a minimum display of NSA capabiliseed as a proxy for what an
adversary might devel@pand this time US leadership pushed the offensive (and
defensive) IW/IO program forward as Posen would predict. After the ER é&rcise

was cmductedandthe results became known, there does not appear to be pushback or
resistance from théntelligenceCommunity related to an external call to expand CNO
development activities. The creation of the IOTC to service the entire interagency as a
R&D and applied technology organization was clearly in alignment with civilian wishes.
There is a lack of sufficient evidence in the case history to determine whether civilians
(Congress) changed or modified budget requests to support theugtafidhe I0TC as

it was funded through internal NSA and interagency partner contributions, although over

“®\William P. Marshalljnterview bythe author, WashingtarDC, May 2015

49| TG Ken Minihan, DIRNSA, volunteered to take on one of the actions that emerged from this exercise
that dealt with a shortfall in offensive capability. This is what led to the sipraf the IOTC(William P.
Marshall, email correspondence witte author, Wahington DC, October 201p
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time it is likely that appropriations were made to support the organizatsoistainment.

See Table 10 for a summary.
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Table 10. CivilianT Military Relations Theory 19921996 MMI Hypotheses Analysis

Presence or

Absence of
CivilianT Military Relations Theory 1992- Theory
1996 Tenets Evidence

The push to innovate was a result of a No In fact theopposite is true. There was n

previous military or intelligence failure. previous military or intelligence failure
driving this innovation.

A civilian intervention occurred as a result { Yes Yes, as initiated at the end of this time

a demonstration of an adversé&ry period resulting in the findings difie

technology, either through a test or comba ELIGIBLE RECEIVER97-1 exercise.

use that was sufficiently stagnd frightening However this was an internal test of ou

to shake civilianfaith in their own military offensive capabilities, not a foreign

or intelligence organizatiodsbility to actoits demonstrationThere is ©

handle it evidence of this dynamic at CIA.

Evidence indicating a heightened degree g Yes Yes, as a result of the implications for

attention was paid by senior civilian official CND based on our offensive capability

to a particular area aperational concern development as well as various

within the overall threat environment intrusions in USG systems.

Pressure was brought to bear by an extern Yes Yes, although it was civilian repression

civilian organization(s) on the IC ordD. of NSA activities during first half of time
period and some civilian supportive
pressure at NSA during the second hal
of this time period. There is no evidenc
in the case histgrof external pressure
brought to bear at AIA or CIA during
this time period.

Civilians exerted control over appointment | Yes Yes, via the reassignment of MG Ken

senior officials that would carry out policieg Minihan to NSA from DIA duringhe

deemed necessary for innovation in this ar second half of this time period.

of operations to address the perceived However, it must be noted that the

external threat. civilians were internal to BD, and not
congressional members of stafhere is
no evidence of this dynamic at CIA
during this time period.

Civilians changed or modified budget Yes Yes, although it was civilian repression

requests submitted &an1C or DoD agency of NSA IW activitieswith application to

to reallocate resources in order to foster AF and USN during first half of time

innovation to be applied against the threat period via Murthés activities. This was

they wanted addressed not intended to foster innovation.
Additionally, overall NSA budgets
continued to be cut throughout this timg
period.

Internal pushback or resistance occdraéter | No No, not in first half of time period at

a civilianled external intervention called fo
an expansion of intelligence areas of
operations

NSA. Some evidence of this dynamic
exists during the second half of this tim
period at NSANo evidence of internal
pushback at AIA or CIA exists in either
portion of the time period according to
the information compiled in the case
history.
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Evidence indicating that intelligence No There is no evidence in the case histor

agencies adopted research and developmé that the intelligence agencies adopted

or applied science polies favored by research and development or applied

civilians as a result of their intervention. science policies favored by civilians as
result of their interventioduring this
time period.

Doctrine preceded technology No There is no evidence of this dynamic in
the case history.

Interservice Rivalry Theory 1992996

The main tenet of interservice rivalry theory states that conflict is due to
(financial) resources needed to execute a primary mission(s) are limited or perceived as
being limited. While resources were scarcer across the board during this time period, this
became an impetus for internally focused creative innovation at AlA, not the cause of
conflict between constituent service elements per se as the interservice rivalry theorists
would predict.

However, a rivalry between service branches over-dé&elopedW technology
did occur over time, and it was related to future mission relevance. This was driven, at
least in part, by the 1992 IW order and the MOP 30 implementation instruction, which
led the services to create IW elements, and attempt to-gpaadapability, although by
several accounts the ndir Force service branches lacked both mission clarity and
technological capabilities. Al& successes in creating demon dialers and associated IW
tools resulted in interservice turf wars regarding ownerghihe mission space between
the Intelligence, Research and Development (R&D) and Communications entities, among

S470

others:™™ Principally, the resultant bureaucratic battle iiimight over who owned the

"0 General Kenneth Minihampterview bythe author, WashingtarDC, January 14, 2015
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access pointséand f ocused the fitle dd and/ Hitle B0y u p
organizational elementd/* Each of the services rushed to develop new (tool)
capabilities, while refusing to share the results with each other due to a perceived
competition over status in the new dom#MThis shows that the armed services sought

to maintain their current mission responsibilities while attempting to capture a share of
the new IW mission space. Although there is no evidence of a formal evaluation
mechanism to indicate that one service congpdis technical approach was more
effective than anothé& during this time period, it is clear that the Air Force Intelligence
Agency, a NSA cryptologic element, had the most advanced capabilities according to the
interviews conducted. Al& success letb a scramble at the Pentagonitivvy up the

pie,0 the pie being tools and/or capabilities created at AfAchere is no direct evidence

that any one service intelligence component impinged on @pted the traditional
mission space of a sister agenaithough it is clear from the interviews that the Navy
has a long and storied history of SIGINT collectféhand saw themselves as an
organization that predated NSA/CSS, and therefore an expert in the realm far many
many years priof’> However, since IW/IQwas effectively a new mission area it would

be difficult to argue that coption actually occurred.

"1 General Kenneth Minihamnterview bythe author, WashingtarDC, January 14, 2015

472 Admiral John M. (Mike) McConnelinterview bythe author, WashingtonDC, December 7, 2015

“"3 During this time frame the Navy Information Warfare Activity (1994) and the Army Land Information
Warfare Activity (1994) were created and stood (Michael Warner,fiCybersecurity: APre-History, 0
Intelligence andNational Security27, no. 5 (2012): 78199).

473 Minihan describes CNO. General Kenneth Minihiamerview bythe author, WashingtarDC, January
14, 2015

47 Admiral William O. Studemaninterview bythe author, Severna ParMD, August 2015; William
Black, Jr.,interview bytheauthor, Pasaden® D, May 1, 2015

475 william B. Black, Jr., interview bythe author, Pasaden&D, May 1, 2015; Admiral William O.
Studemaninterview bythe author, Severna ParkiD, August 2015
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The case history shows evidence that technology development preceded doctrinal
development, and this is consistent with interagency rivalry theory. Thedopavent of
1980s and earlgp0s IW technology preceded the issuance of the 1992 IW order and the
MOP 30 instruction, and continued to advance in the absence of any concrete guidance as
to how to achieve the amorphous goaficdmputer network attadkcalled for in the IW
order orfidestruction as called ouin MOP 30. In fact, MOP 30 emphasized that IW did
not really require any new capabilities, but was in fact based on existing systems and
modes of operation.

Additionally, DoD, writ large, apparently faused on computer network defense,
not offensive development, as a response to the growing threat environment during this
time period. This inclination is to be expectétis expected that @ would want to
ensure that computer systems would work on demas designed and intended, as
assured functionality was fundamental to mission needs. IT systems were seen only as an
enabling or support component for warfightthgot a warfighting component
themselvesindeed, the Defense Science Board crystalizedhim&ing in 1994 with its
observation thatithe threat causes concern over the specter of military readiness
problems caused by attacks on defense computer syStemmsh was underscored by
e476

the recent hacking of the Air Force Research lab in Rob

8

478 Craig |. Fields and James P. Mathy, fiReport of the Defense Science Board Summer Study Task
Force on Information Architecture for the BattlefigéldReport for the Defense Science Board, Department
of Defense Office of the Under Secretary of Defense for Acquisition and Techno@giber 20, 1994
accessed August 28, 201Bttp:/ivww.dtic.mil/dtic/tr/fulltext/u2/a286745.pdf; United States Government
Accountability Office Alnformation Security: Computer Attacks at Department of Defense Pose Increasing
Risk® (Washington, DC: US Goverrant Printing Office, 1996), accessed August 30, 2016
http://fas.org/irp/gao/aim96084.htm
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At the macro level, both NSA and CIA experienced substantial cutbacks in
funding and personnel during 192996 according to the interviews conducted, although
there is no evidence that the main interagency conflicts that developed were about
budgetary Bocations or resource scarcity per se.

What drove the NSA and CIA interservice rivalry were concerns related to current
and future mission relevance for both organizations. According to the case history, at a
basic level, this was due to technologicatgiderations and who was considereddwn
the targeb Unless each organization adapted accordingly, the changes in ICT were likely
to result in a diminution of intelligence collection capabilities. At NSA, the concept of
Global Network Intelligence wagiewed as a new and comprehensive SIGINT activity
that was critical to NS&s future. This was driven by the realization tbamputers were
becoming more tightly integrated into telecom nets, where the most useful data from an
intelligence or a SIGINT viepoint would be resident in a computer memory, rather than
passing over a communication charnHéIThis change resulted in an internal realization
by Bill Crowell that success in both SIGINT collection and IW attack capability
development would require NSA testablish a global network penetration mis&ién.
Similarly, CIA was concerned thatfimight not be ready to exploit the rapid expansion
and utilization of advanced technology in various target dondiighis concern over
future mission relevance andetmeed for associated capability development drove the

standup of Glenn Gaffne§s IW analysis group, which soon morphed into the

4" National Security Agengyredacted authofiSIGINT 19900 Cryptolog9, no. 10 (October 1982)

78 Admiral John M. (Mike) McConnelinterview bythe author,WashingtonDC, December 7, 2015
“"Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in the &I8landestine Serviddlew
York: Penguin, 2012).
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Clandestine Information Technology Office, which brought Jim Gasléechnical
experience from his time at Sandia and NSA¢ar on behalf of CIA. CIA came to view
fiespionage as the key to digital intelligejocehere the Clandestine Service members
would be thefipathfinders for the Clés cyber offensive against an array of targets. As
adversaries grew to acquire and use digitda (as thénternet expanded) so would the
CIAG cyber operationd’®® Ultimately who flowned the rights to access the targeted
system and the associated electronic data at rest drove a significant portion of the rivalry.
Both NSA and CIA sought to mdain their current mission responsibilities and
attempted to capture a share of the new mission area through leveraging their core
competencies in SIGINT and HUMINT. NSA sought to establish dominance in this
emerging domain of operations and claim ascecyl@ver the targets. A reasonable
reading of the case history would indicate that NSA and CIA came to the same
conclusions regarding the threats they were trying to address, which were related to
national intelligence collection prioritieeowever, basedn the core competencies that
each organization possessed, the technical approaches were somewhat diftadyi.
NSA and CIA had differing operational and doctrinal preferences for how to meet
intelligence collection requirements which substantiatiffuenced how targets were
approached, perceived ownership of those targets and which exploitation methodologies
were used. This ultimately impacted how the organizations interacted with each other,
which led to an ongoing interagency conflict. NSA preddrran fiactive SIGINTO

approach, which sought to leveragthe sophisticated telecommunications and data

“80Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in the &I8landestine Serwé (New
York: Penguin, 2012).
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networks now being deployed worldwide [that] make it possible to deny and degrade a
potential adversatg command and control communications a&edsitive commercial
and diplomatic communications from great distances with little or no risk to life and

limb.o*!

NSA chose a unilateral and permissive reading of its essentially exclusive
authorities for SIGINT collection under EO 12333, and made a musschoice to
legally justify and utilize its network collection capabilities under the concefative
SIGINT.0 This strategy ensured the capabilities and implementation strategy being
developed for CNE and CNA fell under N&Alegal authoritie&®? Furthermore, NSA,
under LTG Minihaids leadership, sought to preempt the entirety of the technological
approach and the mission field at large through interagency dominance as part of the
initial discussion for what came to be known as the Information Opesatechnology
Center (IOTC). This differed from CI& approach, which at the time included the
insertion offigiant old floppy disad by assets or operators on site or other HUMINT
Technical operational techniqu& Minihands assertive move to claim the iegty of the

cyber operational area for NSA resulted in the conclusion at CIA that it cotldet

NSA own this organization or else we will be shut @it.CIAG institutional perspective

was that it had beefistealing computer data since foreign secrets first landed on a hard

81 National Security Agencgyredacted authoffiGlobal Network Intelligence and Information Warfare
SIGINT and INFOSEC in Cyberspaoe€ryptolog21, no. 1 (1995)

“82\illiam B. Black, Jr., interview by the author, Pasadena, MAy 1, 2015.

83 National Security Agencyredacted authofiGlobal Network Intelligence and Information Warfare
SIGINT and INFOSEC in CyberspadeCryptolog 21, no. 1 (1995); Glenn Gaffneyinterview bythe
author, McLeanVA, November 23, 2015

“84 Glenn Géfney, interview bythe author, McLeanVA, November 23, 2015

183



d r i Yaedér cyberspace since its inceptiof® fiTo CIA, data at retwas not within
the purview of NS&s SIGINT (radio signals, telephonic communications et al) collection
domain of oprations, but a legitimate CIA area of intelligence collection activity. CIA
believed NSA&s legitimate and traditional collection should be limited to midpoint
interception, and therefore it should not be tunneling into computers where data resided
@tresband then exf il t ro%NSA cleanlyahtd aidiffdrirg percaptiono n é
regarding the levels of effectiveness between the two organizatibrizelieved it
rightfully should be the master of electronic or compbised information collection,
and even went as far as to seek to create a new category of intelligence collection,
alternatively called INFOINT or COMPUINT in 1994’ although the new category did
not gain traction and was never formalized as a separate collection discipline.

NSA andCIA appeared to copt portions of each agen@ytraditional mission
space as the targets, and the targeted information, converged onto computer systems.
Clearly, both organizations took adaptive approaches based on their core competencies
and institutionbperspectives to reach for the same types of coveted information on these
systems. This essentially made both organizations less susceptible to external interference
as they built out their respective capabiliti€&ssentially, up until the end of 1996,
technological innovations at NSA and CIA were largely the product of-tiemg
development projects within the community without significant external civilian direction

or support. There is no evidence that an evaluation by senior civilian leadership led to the

“8>Henry A. CrumptonThe Art of Intelligence: Lessons from a Life in the @I8landestine Serviddlew
York: Penguin, 2012).

“8e\William Black, Jr.,interview bytheauthor, PasadenMD, May 1,2015

87 william M. Nolte, fiAnticipating Cyberspace Security: N&AExperience 19929970 Cryptologic
Quarterly, 2012 26-37.
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seletion of a fiwinner based on the perceived effectiveness of Bherganizatiois
approach to innovation over anotéerBased on NSA and CIA activities during this time
period, IW/CNE technology (and tradecraft) development preceded in absence of any
doctrinal formalization in the IC. In late 1996¢0D produced a resed IW doctrine, now
broadly called Information Operations, which formalized the term computer network
operations. While thi®oD doctrineis interesting as persuasive authority, this document
essentially described activities both organizations were gireragiaged in for some time.

See Table 11 for a summary.
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Table 11. Interservice Rivalry Theory 19921996 MMI Hypotheses Analysis

Presence or

product of longterm development projects
conducted within or at the direction of the
IntelligenceCommunity with important
civilian support but without significant

civilian direction.

Absence of
Interservice Rivalry Theory Theory
19921996 Tenets Evidence

Resources fothe servicés primary mission(s) Yes Due to a search for the-salled peace

are limited or perceived as being limited. dividend, NSA experienced budget cut

Rivalry-based behavior between IC ocoD Yes A rivalry developed between service

organizations was driven by concern for branches over AlAdeveloped

current orfuture mission relevance technology; NSA/CIA experienced a
substantive rivalry inhelatter part of
this time period.

IC or DoD organizations sought to maintain | Yes Both NSA and CIA sought to maintain

their current mission ahattempted to capre their current mission and attempted to

a share of the new missianea capture a share of the new mission arg
AlA also did this under Minihais
tenure.

IC or DoD organizations came to diffent Yes NSA and CIA came to different

conclusions or perceptions regarding the conclusions as described by this

threats they were trying to address, which dynamic that substantially influenced g

resulted in different mission need defined how the organization interacte

requirements and operational doctrine with other IC elements; @ also came

preferences that substantially influenced or to a different conclusion, and as a resu

defined how the organization interacted with saw this issuérom a CND perspective.

othe services

ThelntelligenceCommunity leveraged its Yes IW derived from SIGINT and EW and

traditional operating experience and allowe IW to target

to expand into a new mission domain makin

it less susceptible to external interference

Co-option of one IC or BD organizatiois Yes NSA coopted aspects of what CIA

traditional mission space by another thought was their trational mission

organization occurred space througlENE methodologies.

An evaluation mechanism utilized by senior| No There is no evidence of a formal

civilian leadership duringrainterservice evaluation mechanism in the edsistory

competition led to the selection afwinner during this time period for NSA and

based on the perceived effectiveness of one CIA. However, D leadership

organizatiods approach to innovation over recognized AlA&s initial successes in IW

anotheds. during this time period and sought to
fidivvy up the piérelated to their
capability developments.

Technology development preceded doctring Yes Ongoing IW and CNE technology

development development and activities during this
time period preceded doctrinal
development and publication.

Technological innovations were largely the | Yes Ongoing IW CNE activities during this

time period were a result of JSSG and
STOcell developments that occurred if
the previous time period.

Note. Gray cells identify common hypothesis elements that overlap across theories.
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Intraservice Rivalry Theory 1992996

The case history shows the presence of strong senior intelligence ofiicer
the Intelligence Communitywho served as a champion for the creation of computer
network operations as a major military innovation. The case history also shows
significant internal conflict as a result of a battle over maintaining the status tipithesc
of NSA versus implemeintg activities necessary to execute a new theory of victory on
the battlefield. The assembled evidence does not indicate any significant role being
played by the international threat environment during this time perioddesea of the
innovation. There is strong evidence of a predoctrinal new theory of victory as well as
evidence that technological advances preceded the creation of doctrine. There is minimal
evidence of civilian intervention during this time period. Thiset period is directly
consistent with Stephen Rog$enntraservice Rivalry theory as an explanation for the
creation of a major military innovation.

Elements of CI& IW/IO program development during this time period include
the presence of strong inigiknce officer championing and minimal internal conflict
over implemenihg a new theory of victory. The case history does include evidence of
competition over who wouldiowno the new capability and manage the activities of
CITO, which led to a dual repontj structure to the heads of both the Directorate of
Science and Technology and the Directorate of Operations. Although potentially
suboptimal in some instances, this compromise seemed to be a workable arrangement
that did not cause significant operatiomapediments or implementation issues, and

therefore will not be addressed any further in this section.
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The NSA portion of the case study shows direct evidence that LTG Minihan
formulated an innovation strategy that clearly includes both intellectual and
organizational components. This strategy began to take hold during his tenure at AIA and
became fully realized in his capacity as DIRNSA. This was accomplished by overcoming
an apparently ideologically driven bureaucratic mandate to disestablish the AF
Intelligence Command (AFIC) issued by the AF Chief of Staff, who had dlight
(aircraft) bias, and apparently concluded there was no need for AFIC td akisbugh
according to the interviews, this decision was made without significant justification or
elaboration To achieve the organizational basis of his IW strategy, Minihan was able to
successfully advocate for and carry out a combination and conversion of existing AF
Intel organizational components into the newly branded AIA, which was then coupled
with a newly created entity, the Air Force Intelligence Information Warfare Center
(AFIWC). The intellectual component of Minih@nvision of how the next war would be
fought and won was articulated as a visionary and fonksding approach to
operationéze filnformation Warfared as a multiintelligence (MULTEHINT) disciplinary
approachlIn addition to his organizati@s traditional intelligence officer cadre, Minihan
began to create new career pathways by converting young electronic warfare
technologists into innovativedemon dialerd dedicated tdnformationWarfare tool and
strategy development, and who were freerate capabilities without the impediment of
pre-existing requirementsOnce these newly developed capabilities were successfully

demonstrated, folloven capability needs flowed from ABA operations, IW warfighting
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and cryptologic centers to create futs® versions of 21 centuryInformationWarfare

exploitation toolg'®®

These successes led to the allocation of more resources to support
the emerging effort, and brought the attention of other AF and armed service components
who became interested in the Igépabilities being created. As a result of Minifsan
initiatives, these capability development activities continued throughout the 1990s and
resulted in usable CNE and CNA todfs.

Once Minihan was ordered to lead NSA, he continued to leverage the totality
the lessons learned from previous Gulf Véaa telecom exploitation activiti®8 and his
IW capability development experience at AIA. At NSA, Minihan championed the
development of computer network exploitation and computer network attack capability
through a strategy designed to establiisiccess access acagssid the use of computer
network tool technology templating. This continuing tool development, which was
designed to operationalize a new theory of victory, soon became known as Information
Operatioms, and was ultimately designed to wadearfare in cyberspaéeutilizing
specific types of weapons including viruses, worms, logic bombs, trojan horses, spoofing,

masquerading, andacloor drapbd oor s ét hat could be extreme

societys information infrastructuré®®

“%8 General Kenneth Minihainterview by the author, WashingtddC, January 142015

89 Michael V. Hayden Playing to the EdgeAmerican Intelligence in the Age of Terr@Kew York
Penguin Press, 2016) Chapter 8.

490 National Security Agengyredacted authofiThe K 7 Storyi The First 12 Years (Ft. Meade, MD:
National Security Agency, December 199Rpgtional Security AgengyiBirth of an Office,d0 PowePoint
(Ft. Meade, MD: National Security Agenairca 2012)

91 william B. Black, Jr., fiThinking Out Loud About CyberspageCryptolog 23, no. 1 (March 1997)
https://www.nsa.gov/public_info/_files/cryptologs/cryptolog_135.pdf
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Information Operations, an extension of the technical work started during the
1980s, drew upon elements of compartmented CNE activities conducted during Adm.
McConnelts tenure as DIRNSA. This advanced capability developrdiel not come to
fruition easily and was met by direct bureaucratic resistance from status quo
constituencies within NSAThroughout this time period, the vast preponderance of the
permanent NSA bureaucracy did not believe it was necessary to prepalpditoag for
the onset of thénformation Warfare age and wouldot participate in interagency IW
meetings and activiti€§? This attitude was likely driven by NSA Seniors (Senior
Executive Service members) who would not accept that signals intelligeategi&s
needed to evolve from passive to active SIGINT collection, despite ongoing evidence of a
rapidly changing information and communications technology environment that would
soon leave NSA collection effectively deaf and blind unless a course camrechs
made?®® Their overriding belief was that traditional SIGINT/Cryptology was the mission
that needed to be prepared for, invested in and executed. Essentially NSA, as an
organization, considered Information Warfare &ot Their Busines$®* Key
consttuencies within NSA still possessed an institutionally based feardrf@mation
Warfare would compromise the Agem@syistorically key, core missiondny movement
in to the realm of IW would cause a reduction in budgetary resources for traditional
efforts that revolved around SIGINT and information security. These constituencies, over

time, createdsignificant structural stovepipes based in part on tbe/ep of each

“92william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
“9Swilliam B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
494 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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individual Group leader, and various internal parochial interests within each&group
organizational structur€ This resulted in intransigent bureaucratic pathologies leading
to suboptimal outcomes thttnded to preserve existing missionpgitional methods,
and crush efforts at technological innovation.

Minihan methodicallyordered a series of organizational and systems component
integrations which eventually had a cumulative, transformational effect to remake NSA
into an organization thacould successfully fight and win the next war, although these
initiatives were only partially completed during this time pefitSd.To help
institutionalize the warfighting future LTG Minihaenvisioned he named Bill Black as
his Special Assistant for lafmation Warfare and empowered Black to start instituting
the necessary changes to operationalize the new theory of victory. This essentially
provided the basis for a new distribution of power within NSA, as Black placed various
like-minded personnel in kepositions with NSA as part of strategy to establish the
technological capabilities necessary to achieve the new theory of victory. The
technological approach initiated by Minihan and Black was designed to advance the
wholesale creation of advanced IW ahbjlities that wouldfirrevocably change the
SIGINT world within NSA*” These moves clearly activated a bureaucratic imperative
to preserve existing passive SIGINT collection missions and ways of operating at NSA,
and can viewed as an ideological strugtletween the agents of change and an

entrenched bureaucracy tlidbesrd get ito

9 James C. (Chris) Inglisnterview bythe author, AnnapolisMD, November 30, 2015
49 James C. (Chris) Inglisnterview bytheauthor, AnnapolisMD, November 30, 2015
497 william B. Black, Jr., interview by the author, Pasadena, MD, May 1, 2015.
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Throughout this time period, it appears a conscious effort to support the technical
approach of Denis Chiari and his G44 work group was made by Studeman, McConnell
and Minihan, and Bill Black as they strove to foster the development of mainstream,
acknowlelgeable CNE capabilities. G44, and elements of its predecessor organizations,
were engaged in compartmented activities, and therefore operating outside of traditional
NSA SIGINT channels for a substantial period of time. Bill Black fostered a relationship
with Chiari, who wasfostracized by other elements of NSA due to the internal
political/policy view of these activitie§® and endorsed Chésitechnical approach as the
future of NSA once he was placed in charge of IW by Minihan. Black specifically
introduced Dennis Chiari to all the NSA seniors, explained the technical CNE capabilities
G44 and successor organizations lik& Kossessed and explicitly told théthis is what
we are doing and t h.oHEemeéns of\Glgmupghichessentiaflyut ur e

started operating in the mitb80s?%°

engaged in selustaining organizational activities

and were empowered to create CNE capability innovations that allowed NSA to maintain
collection access despite dynamic changes in the ICT. This worlaectesved albeit

on a small scafeby a small group, without the need for organizational changes
elsewhere afFt. Meade until the innovation was ready to be brought forward and
institutionalized with NSA.

As part of this process, LTG Minihan realigned N$#sestablishing the largest

NSA component, A group, to be able to focus on CNE/CNA development which allowed

“%william B. Black, Jr., intervievby the author, Pasadena, MD, May 1, 2015.
49 National Security Agency, redacted authdFhe K 7 Storyi The First 12 Years(Ft. Meade, MD:
National Security Agency, December 1998).
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significant funding allocations to be applied against the G gdaweloped technical
approach as part of the overall strategy fovinning the ngt waro G Groups
capabilities and activities can be categorized as atknmg development project that was
evolutionary, not revolutionary in nature, and set the stage directly for this technical
approach to become a strategically useful option forUhges States over tim&ee

Table 12 for a summary.
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Table 12. Intraservice Rivalry Theory 19921996 MMI Hypotheses Analysis

Presence or

Absence of
Intraservice Rivalry Theory Theory
19921996 Tenets Evidence

Respected seniafficers formulated a Yes NSAG strategy with respect to

strategy for innovation which possessed bot Minihands theory of access coupled

intellectual and organizational components. with G Groups technical approach
provides evidence of this dynamic
Similarly, CIAGs strategy for IW was
influenced by STO cell activities, IW
analysis and National Lab activities
to create CITO.

An ideological struggle manifested within a | Yes NSAG IW activities triggered a

particular IC or service component revolving struggle around a new theory of

aroundfia new theory of victorp which victory in late 1996

included an explanation of what the next wa

will look like and how leaders nstifight it if

it is to be won

A bureaucratic imperative to preserve existil Yes Yes, NSAs G44related activities led

missions ad ways of operating attempted to to the group leader being ostracized

crush the impulse to ake technological Similarly, that same type of dynamic

innovations played out through Congressional
appropriations, resulting in the
disestablishment of IW programs by
Rep. Murtha

A conscious effort was made by leadership | Yes Bill Black was empowered by

empower a small group of talented individue Minihan. Black in turn consciously

to operate otside of normal bureaucratic empowered G44 as the future of

channeldo foster bureaucratic change NSAGs operational approach to
collection.

The innovation program was promoted as a| Yes This dynamic can be seen at both

ewlutionary ratler than a revolutionary NSA and CIA; AlIAG approach was

system actively promoted as revolutionary &
first.

Initiating the innovation and bringing it to the Yes This dynamic can be seen at NSA

point where it provided arsttegically useful and I0TC for foundational CNE and

option wasacomplished when money was CNA capability development; this

tight. dynamic seemed to exist at CIA as
well due to overall budget reduction
during this timeperiod.

A more decentralized organization was ¢te€a Yes Both G445 CNE activities, awell as

within the agency that watesigned and
empowered to create and effectively execut
an innovation without the need for
organizational changes elsewhere in the

agency

NSAIW activities can be seen to
have benefited from this dynamic.
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New career paths were created from within | Yes The IW special assistant to the
organization by senior leadershgpensure Director provides evidence for this
incorporation of key skills necessary to hypothesis. Similarly, the creation o
support the new theory of victary AlA & demon dialers supported the
new theory of victory during this
time period The creation of an IW
branch at CIA irtiated this new
career path, which as then pushed
forward by additional methodologies
taught by the head of CITO at CIA.
A new distribution of power within the IC or | Yes The creation of the Special Assistar
service emerged as a result of an ideologicg for IW at NSA is indicative of this
struggle manifesting itself as a new senior dynamic This same type of new
leadeship rank, billet, or commah senior leadership rank was created
CIA, although it was less
controversial. What was at issue wa
who would control the capability
Technology development preceded doctring Yes Ongoing IW and CNE technology
development development and activities during
this time period preceded doctrinal
development and publication.
Technological innovations were largely the | Yes Ongoing IW CNE activities during

product of longterm deelopment projects
conducted within or at the direction of the
military with important civilian support but

without significant civilian direction

this time period were a result of JS¢S
and STO cell developments that
occurred in the previous time period

Note. Gray cells identify common hypothesis elements that overlap across theories.
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CHAPTER 5. 19972004

Introduction

Chapter 5 continues to trace CNO development efforts at NSA, CIA abd D
during the seminal 1992004 time period. Ken Minihan and Michael Hayden, supported
by the efforts of Bill Black championed significant advances in computer network
exploitation and computer network attack capability developments. These advances were
produced through the creation of the interagency Information Operations Technology
Center (IOTC) domiciled at NSA and later, the creation of a large Tailored Access
Operations component within the newly formed Signal Intelligence Directorate for
computer netwrk exploitation.

The first part of this chapter recounts granting computer network attack capability
development to NSA and simultanebuschartering the interagency Information
Operations Technology Center as the incubator for advanced cyber weaponizatio
approaches. These efforts were bolstered by findings &fm Action report of the
ELIGIBLE RECEIVER 971 exercise and subsequent evidence of the &Sfvn
vulnerabilities to computer network exploitation. The chapter examines the NSA 2000
Transformabn, a disruptive organizational change management effort designed to
industrialize computer network exploitation approaches developed during the 1980s and

early to mid1990s. By the end of the time period, NSA and &lAnteragency
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competition over 1233authorities and targets was reconcile@DD perhaps as a result
of STRATCOMs involvement with the IOTC, recognized the maturity of the
intelligencedependent computer network operations model and began the process of
organizing, training and equipping rfa computer network attack capability in its
planning This planning, which appears to be heavily dependent upon the capabilities
created by the IOTC and TAO, was empowered by the purposeful convergence of CNE
and CNA upon reabsorption of the IOTC by NBAate 2004

The second part of thhapter examines the case history from 12084 against
the hypotheses of each of the main MMI theories. Stephen 8abeory of intraservice
rivalry possesses strong explanatory power for CNO development duigdirtte
period.

NSA, CNA Development Authority and the Creatio of the Information Operations
Technology Center 1997

On March3, 1997, the Secretary of Defense officially delegated to the National
Security Agency the authority to develop Computer Netwdkikack (CNA)
techniques®® According to Bill Black, writing in NSA internal publicatioBryptolog
this delegation of authority wasure to be a catalyst for major change in NSBasic
processes and its workforo&2 NSA was beginning to understand thevneperational

domain of cyberspace, which consisted of real eleméptsysical assets (computers,

%% Michael V. Hayden,AIOTC Mission Accomplishe® Directorts Message:DIRgram345, posted

September 28, 2004

1 DoDD 3600.1, Information Operations, dated Decensh@©96, defines CNA aloperations to disrupt,
deny, degrade or destroy information resident in computers and computer networks;amplgers and
networks tiemselves (William B. Black, Jr.,iThinking Out Loud About CyberspaceCryptolog23, no. 1

(March 1997) https://lwww.nsa.gov/public_info/_files/cryptologs/cryptolog_135)pdf

92 william B. Black, Jr.,AThinking Out Loud About CyberspageCryptolog 23, no. 1 (March 1997)
https://www.nsa.gov/public_info/_files/cryptologs/cryptolog_135.pdf
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network terminals, satellites, fiber optic cables, etc.) that are virtdallyt er connect e
net wor k ed é cl[andh praetopebable 8lack foresaw that dyer spaceéwi |
flemerge as an organizing concept upon which our future operations musbfodtre
result is an operational domain whefiphysical geography becomes less and less
important and affords opportunities to work with greater and greater amaats
information at any distana®®* NSA understood the potential for operations in this new
domain.

Black noted,AlW for us, however, isivarfare in cyberspace 6 There are
specific types of weapons associated with Information Warfare. These include viruses,
worms, logic bombs, trojan horses, spoofing, masqueradingdaactd or drapd doors.
They areévery powerful, and, I f effective
societys information infrastructuré.Further iF o r |l W purposes,- acces
controlled infrastructures can permit the degradation, disruption, or destruction of the
network and/or the functions they serve. As a result, Gwnputerd become the
intelligencedarget$of highest priorityd*>

Simultaneously, the Information Operat®echnology Center (IOTC) was
stoodup, at least on papefiThe Directots authority as Executive Agent for the

Information Operations Technology Center (IOTC) stems from a Memorandum of

Agreement between the Departmef Defense and the Intelligence Community which

%03 william B. Black, Jr.,fiThinking Out Loud About CyberspaéeCryptolog 23, no. 1 (March 1997)
https://www.nsa.gov/public_info/_files/cryptologs/cryptolog_185.p

04 william B. Black, Jr.,fiThinking Out Loud About CyberspaéeCryptolog 23, no. 1 (March 1997)
https://www.nsa.gov/public_info/_files/cryptologs/cryptolog_135.pdf

%5 Wwilliam B. Black, Jr.,AThinking Out Loud About CyberspageCryptolog 23, no. 1 (March 1997)
https://www.nsa.gov/public_info/_files/cryptologs/cryptolog_135.pdf
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established the IOTC as a joint activity of the Department of Defense and the Intelligence
Community. Director of National Security Agency (DIRNSA) has been designated as the
Executive Agent (EA) for theperation of the IOTC. In his capacity as EA, DIRNSA,
after consulting with the SecDef and the DCI, appoints a Director for the & The
purpose of the IOTC was to serve aésmgle center to integrate diverse service and
Intelligence Communityffensive 10 technology development efforts and establish and
maintain a national repository for these techniques, expanding a warfighting
commandeis options beyond traditional kinetic solutiais’

From Minihar@s perspective, the purpose of IOTC was to tak@ous technology
and technology gadgets and make them into cyber exploitation and cyberattack solutions.
Minihan had a specific strategy related to the IOH2 wanted NSA to own the
computer network attack and computer network exploitation technologgihdn
believed that NSA needed a technology engine room, and the creation, care and feeding
of I0TC would fimpregnaté NSA with computer network attack technology
capabilities®® fiThe IOTC was a Minihan brainchilte was applying his concept/theory
of Tednology Templating for IW/IQeverywhere he went was the center of gravity for

this approaclir®®

0% NSA Transition 2001, discussing the IOTC Char(Bdiational Security AgengyfiTransition 200d
(December 2000 accessed August 29, 201&tp://nsarchive.gwu.edNSAEBB/NSAEBB24/nsa25.pilf

7 Inside Washington Publisher@ifter 40 Years at NSA, Bill Black Is SIGINT Words Agent for
Change) Inside The Pentagoh8, no. 27 July 4, 2002).

%08 Bijll Black was interested in having what was then initially referred to as the Information Operations
Center be a NSAentric covert action arm. Leadership was not convinced of this apprasather reason

he took this approach wasecauseNSA&G budget vas declining and the organization needeéinaw
visiond (General Kenneth Minihamterview by the author, Washington, DC, May 11, 2015

%9 Department of Defense, former higlnking Department of Defense official responsible for 10 at OSD,
name withheld individuals request, interview by the author, McLean, VA, October 2015.
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Minihan explained his approach for IOTC to Secretary Perry and Deputy
Secretary White thafithe emphasis was on the T (Technology) in IOTC, not the O
(Operatims) as is emphasized in NTOCSN Threat Operations Centa-° Minihan
was acutely aware that several bigiDservices did not want NSA to stangd what was
initially, informally called the Information Operations Center (I0OC). This was due to the
use of tke termACentero which would indicate that NSA was in chargetioé mission
area. To overcome this bureaucratic sensitivity, NSA called it I&¥®/hen DoD tried
to locate the new organization at a different location, Minihan insisted to Secretary Perry
tha the IOTC had to be &tt. Meadebecause th&IGINT technology base is &t.
Meade>'? Minihanés overall strategy related to housing IOTGFatMeade was directly
related to the fact that NSA understood the underlying technology, and could scale it to
findustrial strengtt”®® to fill the entirety of the mission space. He also recognized that

CIA did not have the technology NSA possesgé&dior could CIA scale the technology

*1%General Kenneth Minihainterview by the author, Washington, DC, May 11, 2015

11 william B. Black, Jr., interview by the author, Pasadena, MD, Mag015 Gaffney stated thatlA

was still in the process of organizing for its conception I@C, which was intended to be a whole
government effort when Minihan made his m@@&enn Gaffneyjnterview bythe author, McLeanVA,

November 23, 2015 This approach was due to Minit@arbelief that a cybercommadtgpe structure was

going to be stoodip eventuallythus making clgerattack a military enterprise.oldever whenever this

change might be decided up, it would be too expensive to replicate the technology being developed and
hdd by NSA(General Kenneth Minihamterview by the author, Washington, DC, May 11, 2015

*12 Minihan statedfiThink of Ft. Meade as the Global Center of Excellence for Cybeyveerything that

exists today aFt. Meade is a result of decisions made dgrihis time periodGeneral Kenneth Minihan,

interview by the author, Washington, DC, May 11, 2015

*Based on NSAd6s previ ous -seabe,mlebaliSKSINT ellection emteupeise.at i ng a
14 part of this approach, as indicated from a rumelassified NSACryptolog might have included the

concept of Technology Template8The Information Operations knowledge base@@sn vi si onedéas
series of éni nedthdtiwhdnicombibted togethep, foert aevery powerful and essential tool

for the effective prosecution of any information operatiohhe templates are Domains of Influence,
Information InfrastructureTechnology, Vulnerabilities, Capabilities, Access, Measures of Effectiveness
(MOE)/Impact, Rules of Engagement (ROE)/Motivatiord dPlan (National Security Agencyredacted

author, iThoughts on a Knowledge Base to Support Information Operations in the Next Millednium
Cryptolog23, no. 1 (March 1997).
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based on their core competencies, although he recognized the organization possessed
some indigenous capability> Minihan summed up his approach to CNA/CNE
technology development in the following wdyt you dond want it to scale, then it can

be a CIA (CITO}* capability with NSA technical assistan@®’ The DoD historian

stated that assult, today, NSA is a chainsaw and 10C is a scafjél.

The I0TC faced formidable opposition from several quarters: from within NSA,
from CIA, and from the military servicé’ The top cover provided by Minihan, Perry,
Tenet and Shalikashvili proved instrumental in estaivigshthe organizationAt first,
DIRNSA Minihan was IOT@ only champion inside of NSA. In fact, Don Lewis, the
first IOTC director left after just six month, and soon retiredBill Black became a
casualtyof the stanelp processas well®?° Bill Black stated that after creating the
Information Operations Technology Center in 1997 (which was conceptualized with
General Minihan over the course of a single wedkplanning session, and described

later in the press as a bruising process), he informed Minihan that he would need to retire

*15 According to Minihan, CIA had their owfiG Group at the time(General KennetMinihan, interview

by the author, Washington, DC, May 11, 20akso0,National Security Agencygedacted authofiThoughts

on a Knowledge Base to Support Information Operations in the Next Millemmi@rgptolog 23, no. 1

(March 1997).

°1% And presumably,&cessor organizations like the Information Operations Center (I0C)

*1” General Kenneth Minihainterview by the author, Washington, DC, May 11, 2015

°18 Both tools are highly effective, just different mechanisms to achieve a Dephftment of Defense
Historian, name withheld upon request, interview by the author, Maryland, May 23, 2015

*William P. Marshal] interview bythe author, WashingtarDC, May 2015

%20 |OTC at the time (and throughout its lifespan) was a very controversial organifdfidiam P.
Marshall,interview bythe author, WashingtarDC, May 2013. Bill maintained his connections with NSA

and STRATCOM, albeit outside of the changes continuing to occur at NSA in his absence as a contractor
liaison for the organizations during the B9PO99 time frameln 1997 Black became Assistant Vice
President and Director of Information Operations in the Advanced Technologies and Solutions Group of
the Science Applications International Corporation (SAIC). At SAIC, Black led Information Operations
research and worked with the Information Operations Technology Center to establish an Institute for the
Analysis of Complex Systems to develop advanced techniques for the analysis of networks and critical
infrastructures (fWilliam B. Black, Jr,0 Wikipeda, April 29, 2016 accessed August 29, 2016
https://en.wikipedia.org/wiki/William_B._Black, Jr
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from NSA because the Center would irrevocably change the SIGINT world within NSA.
As Black described it, hBhad to get out of the way so that flestitutional changes |
was championing could be put into plac&o accomplish these changes Black, as the
special assistant for IW, purposefully made himself the personal lightning rod for the
totality of institutonal push back and negative attention. Black, a consummate NSA
maverick who, over 35 yearsoned extremely effective bureaucratic skills, purposefully
stacked the staff with personnel he knew would carry out the paradigm shift for NSA
once he was gondf he stayed, he feared that the bureaucracy would galvanize their
dislike for him and align to stop the initiative from taking root in the organization. His
position, ficentered around technology and NBAole as the dominant provider and
dunderstandéf that technology. No one replaced Black in the IW post when h&féft.

Bill Marshall was asked to interview for the IOTC Dire@oposition and soon
took over as the new Director. Marshall was painfully aware that the IOTC was
controversial. According tiMichael Hayden, Bill Black, who wagdisillusioned and
frustrated, warned Marshall that, one way or another, he was bound to fail. If he actually
succeeded operationally, NSA seniors would hate him. On the other hand, if he simply
failed, he would just beiewed as incompetent. Similarly, when DIRNSA Minihan hired
Marshall, he told him that everyone believed that the IOTC was only Power Point deep in
substanceHe challenged Marshall to produce real results; to build coalitions across DoD

and the IC, and tget the resources he needed to do theljoketurn, Minihan promised

%21 william B. Black, Jr., interview by the author, Pasadena, MD, Mayil5; Inside Washington
Publishers,fiAfter 40 Years at NSA, Bill Black Is SIGINT Wordd Agent for Change,Inside The
Pentagonl8, no. 27 July 4, 2002).
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him top cover against those who would oppose him and try to starve the prtjéuat.
fact, Marshall encountered significant internal resistance to the changes the new
organization resented fiThe 06 level?® personnel for Concept of Operations were
trying to kill the new organization while standing it a5 Moreover, the personnel in
the mid-tier level management also fought the IG# Creation and operation due to rice
bowls (parochiai nt e r .&% kowdver, the organization had very senior leadership
top coved specifically, the Chairman of the Joint Chiefs of Staff, the Director of Central
Intelligence (DCI) as well as Secretary of Defense William Perry. As a result of this high
level interagency protection, the joint organization was stood up succes$fuBjll
Marshall provided his perspectiviiGome Generals did not have the vision that DIRNSA
Minihan had They only saw cyber amaV-160 a tactical tool that must be folded into
thebattle concepd®?’

After its creation, and in order to achieveatms, the IOTC needed a formalized
concept of operations (CONOP) document, whHiddarshall saidwas fifought over and

bled over within @DJ& Blood was poured over the creation of the IOTC CONOP

22 MichaelV. Hayden Playingto the Edge: Americanintelligencein the Ageof Terror (New York:
PenguinPress2016)Chapter8.

%2 06 is the military rank of &olonel or Navy Captain, equal to a @S level civilian government
official. O7 ranks are Brigadier Generals or Rear Admiral level, and the corresponding civilian flag officer
level is Senior Executive Service or Senior Intelligence Service

*2*William P. Marshalljnterview bythe author, WashingtarDC, May 2015

%2> One key NSA insidewho did not try to kill IOTC, although he had a bureaucratic incentive to do so
was DenisChiai, the head of NSA section G44 that was a precursor to®lSAilbred Access Operations
(TAO). Chiari sympathized with Marshall as he experienced the same institutional intransigency years
before with the TAO precursor organizatiofWilliam P. Marshall,interview by the author, Washington,

DC, May 2015.

2% \illiam P. Marshall,interview by the author, Washington, DC, May 2015.

*27\illiam P. Marshalljnterview bythe author, WashingtarDC, September 19, 2015
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documen®’?® Marshall was well aware that the service components did not want the
IOTC to be created in the first place, as the IOTC was taking money and authorities away
from the serviced?®

From an Air Force perspective there were a variety of issudseitbeginning.
fiThere was no way in hell we would put our source code in there until we knew that our
close hold special programs would be protectéd Additionally, fisome of the tools
developed were for specific purposes and needed Air Force capahilitiesuseable
while fiother tools were not fully useable yet. We didwant to share all of our
capabilities until we knew that the first three items were addrésde&urthermore,
fifunding became an issdieeveryone became enamored with cyblowever, thes
were X number of dollars availablthere were bright ideas, but no money order to
fund the bright ideas programs were going to have to give up some capability that had
already programmed férthis was a zero sum gathevhat was programmed for already
might have a higher mission salience in some other area. Part of the issue was that cyber
was treated in stovepipe and not integrated across the entérpfise.

Other issues also arose. Tiilsst IOTC director jumpegiforward more quickly
than the services esmed ready for in light of concerns mentioned above and therefore not

much happened fastalso we were committed to providing capabilities through the air

528 illiam P. Marshall,interview bythe author, WashingtanDC, May 2015and William P. Marshall
interview bythe author, WashingtarDC, September 19, 2015

2% William P. Marshall,interview by the author, WashingtgnDC, May 2015 William P. Marshall
interview bytheauthor, WashingtgrDC, September 19, 2015

%3 pepartment of Defense, former higinking Departmendf Defense official responsible for 10 at OSD,
name withheld at individu& request, interview by the author, McLean, VA, October 2015.

%31 Department of Defense, former higinking Department of Defense official responsible for 10 at OSD,
name withheld individualGs request, interview by the author, McLean, VA, October 2015.

%32 Department of Defense, former higlnking Department of Defense official responsible for 10 at OSD,
name withheld at individué request, interview by the author, McLean, VAi@er 2015
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component command&rgointd had not been worked out yet for cyl®@? The mission
space forfwhat IOTCd i d did not fit the trDaRlwasi onal
unsure of value of the IOTC versus the normal R&D and apportionment sySfem.
Bill Marshall, thesecondlOTC Director, provides his perspectivéPrior to the
creation of IOTC there were ong/handful of capabilities in the services and they were
all in special access programs. There was no integrated use of tools betweendservices
the IC had the same problemobody was talking to each otBethe programs were

standalone and the money was pobedd®

Hayden noted, fiThe label Information
Operationswas broadand gavethe Centerthe licenseto touchon all the 10 thingsyou
might ever want to do againstan adversary:spy on him; corrupt his network or his
information; or capturehis computersto usethemto createphysicaldestruction NSA
could legally only do the first, but sincethis was a technologyratherthanan operations
center, it was free to develop tools that could be used by others with different

authoritiesIt was an elegant solution that got the toolbox for all kinds of cyber

operationdilled quickly.6>%®

°3 Department of Defense, former highnking Department of Defense official responsible for 10 at OSD,
name withheld at individuéd request, interview by the author, McLean, VA, October 2015.

34 Department of Defense, former higlnking Depament of Defense official responsible for 10 at OSD,

name withheld at individuéls request, interview by t he aut hor ,
apportionment is an OMBpproved plan to use budgetary resources (31 U.S.C. 1513(b); Executive Order
11541). t typically limits the obligations you may incur for specified time periods, programs, activities,
projects, objects, or any combination thereof. It may also place limitations on the use of other resources,
such as FTEs or property. An apportionment isallggbinding, and obligations and expenditures
(disbursements) that exceed an apportionment are a violation of, and are subject to reporting under, the
Antideficiency Act (31 U.S.C. 1517(a)(1), (b)). See section 145 for more on reporting violations of the
Antideficiency Act(United States Office of Management and Bud@¥|B Circular No. A11, 2016,
accessed August 30, 201Bftps://www.whitehouse.gov/sites/default/files/omb/assets/all_current_year/
s120.pdf.

*>William P. Marshalljnterview bythe author,Washington DC, September 19, 2015

3 Michael V. Hayden Playingto the Edge: Americanintelligencein the Ageof Terror (New York:
PenguinPress2016)Chapter8.
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The IOTC Concept of Operations describes the I@TQrimary customers as
ACNA, exploitation, and related technology developers and operational users from
throughout the BD andIC. Specifically, the IOTC anticipate the following organizations
to be major customers for its products and services: Office of the Secretary of Defense
(OSD), Joint Staff, Director for Operations-3)] Joint Staff, Director for Command,
Control, and Communications Systems-@), Unified Commands, Military Services, Air
Force, Army Marine Corps, Navy, Central Intelligence Agency (CIA), Defense
Information Systems Agency (DISA), Defense Intelligence Agency (DIA) and National
Security Agency (NSA)/CentraleBurity Service (CSSY*’

Most of the internal IOTC personnel were to be assigned by their parent
organizations to serve with the I0OTC for a specified period of time and be fully
integrated members, with assignments varying in accordance with Memoranflums o
Understanding established between the IOTC and the participating organiZ&tioms.

Joint Staff, 33, was to coordinate the operational interface between the Center and the
Unified Commands and their Service Componeamigifacilitate development of CNA

exploitation, and related technology support requirements, as well as support operational

%37 National Security Agengyfiinformation Operations Technology Center (IOTC) ConcepDpérations
(CONOP)0 December 31, 199{t. Meade, MD: NSA. (Unclassified material extracted from classified
document.)

%38 National Security Agencyfinformation Operations Technology Center (IOTC) Concept of Operations
(CONOP)0 December 31, 1997t. Meade, MD: NSA. (Unclassified material extracted from classified
document.)For an example of an IOTC MOU, sAppendixD for adeclassified MOUNational Security
Agency fiMemorandum of Understanding Between National Security Agency/Signal Intelligence
DirectorateData Acquisition/Tailored Access Operations/Remote Operations Center and Information
Operations Technology Center for Tool Trangf@?d September 200Ft. Meade, MD NSA)).
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planning®*®

CIA was to provide support to for analysis, technology development, and
community coordination and offer its expertise in conducting clandestine owversea
operations and gearing technology development for those types of operations through
existing partnerships with NSA and new partnerships with the I3YDIA analysts and
action officers were assigned to the Analysis and Assessments Group (AAG) and the
Community Coordination Group (CCG) in direct support of the IOTC mission and
provide altsource collection support to the Advanced Technology Office (ATO), as
appropriate** The CC@s role was to coordinate IOTC technology development efforts
fin satisfactiorof validated CNA, exploitation, and related requirements and provide the
DoD/IC Steering Group appropriate information and recommendations to facilitate
Steering Group decisions and guidantg.

Bill Marshall described the IOTC as having two general compsnaThe first
component consisted of all source intelligence analysts to determine what and who was
vulnerable. The second component was responsible for a whole range of tool

development, a portion of which was malware and very complicated tool devalopme

endeavoring to develop potential capability to affect weapons systems and attempt to

3% National Security Agencyfinformation Operations Technology Cen{6®TC) Concept of Operations
(CONOP)0 December 31, 199{Ft. Meade, MD: NSA. (Unclassified material extracted from classified
document.)

*40 National Security Agengyfinformation Operations Technology Center (IOTC) Concept of Operations
(CONOP)0 December31, 1997(Ft. Meade, MD: NSA. (Unclassified material extracted from classified
document.)

4! National Security Agencyfinformation Operations Technology Center (IOTC) Concept of Operations
(CONOP)0 December 31, 199{t. Meade, MD: NSA. (Unclassified raterial extracted from classified
document.)

%42 National Security Agencyfinformation Operations Technology Center (IOTC) Concept of Operations
(CONOP)0 December 31, 1997t. Meade, MD: NSA. (Unclassified material extracted from classified
document.)
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integrate with a service platforai®> Bill Black offered further specificity as wefiThe
Information Operations Cent¢using the proto term for IOT|Cis capable of planning

and implementing an information operations system in a weaponscandegdded that

fithe information operations approach is so different that it will not fit into the older
military paradigms. The services must organize and attaekproblem differently,
coming to grips with the development of new systems that provide powerful weapons, if
handled properlp. An official was quoted ira Signal Magazinearticle as saying that
ftechnology begets doctrine, and doctrine begets orgamzate need that sequence of
events badly. We have the technology, and now we need acalestrategic doctrine at

the national level for information operatiodr?

ELIGIBLE RECEIVER : 1997

The I0OTC mission would continue to evolve and maiuaed was diectly
influenced by the After Action Report from the ELIGIBLE RECEIVER 97 ExerciSies.
1997, the Joint Chiefs of Staff (JCS) mandated the conduct of the first evdotide
Interagency Exercise (NIEX) based on a Joint Operations (JO) scenario as bt of

ELIGIBLE RECEIVER exercise seri@g” The ELIGIBLE RECEIVER 971 exercises

*3William P. Marshalljnterview bythe author, WashingtarDC, September 19, 2015

%44 ClarenceA. Robinson,Jr., fiinformation OperationsCenterProvidesAttack Thwarting Tools o Signal
Magazines2,no. 11(1998.

> Stephen W. MagnanSafeguarding Information Operationdre We Our Own Worst Enemy?
(Washington, DC: Central Intelligence Agency, Center for the Study of Intelligence, 2000),
https://www.cia.gov/library/centefor-the-study-of-intelligence/csipublications/csstudies/studies/
summer00/art08.html No-Notice Interoperability Exercises (NIEXs) (ELIGIBLE RECEIVER) are
conducted in accordance with CJCSI 3510fdNg-Notice Interopeability Exercise Prograrhand provide
training that is planned and executed with little or no notice to the participants. NIEXs focus on C4l and
interoperability issues. Normally, two of these exercises are conducted each year. The ELIGIBLE
RECEIVER sers of exercises are directed by the Chairman of the Joint Chiefs of Staff and are designed to
test DoD planning and crisis action capabilities. ELIGIBLE RECEIVER19Was the firsever NoeNotice
Interoperability Exercise (NIEX) based on an 10 scen@Btbal Security fiEligible Receiveido May 7,
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were fipitched to the Joint Chiefs of Staff, partly in response to the pressure DIRNSA
Minihan and Deputy Secretary Hamre were receiving from unnamesst@mugenerals,
who wee fipummeling them*® Minihan indicated that the Four Stars were not
supportive of the new entry into the computer network attack rédlhey were putting
their heads in the sand and not making any attempt to try to understand the new
technologies that wer now available to u3. The General recounted, almost
metaphorically,fiwhen | would go into their offices, there would be a computer on the
desk, but it was not turned o'’ In response to the pressifé Hamre sponsored the
ELIGIBLE RECEIVER 971 exerciseand provided the requisite leadership top cover for
NSA to showcase a portion of its capabilities, howefitie Army refused to participate
in ER 9® they did not see a probletn’® ELIGIBLE RECEIVER was the fifirst
Information Warfare (IW) exercise in thisountryd and according to Minihan, NSA
fiaced ito>>°

The exercise was set up to give a pass/fail conclusion in response to the question

fAre we vulnerable to computer network exploitation/attackhe rules of play included

2011, accessed August 29, 2016ttp://www.globalsecurity.org/military/ops/eligibleceiver.htm._For
additional information see Steven A. Hildretbyberwarfare(Washington, DC:Congressional Research
Service 2001), accessed August 30, 201&tps://www.fas.org/sgp/crs/intel/RL30735.pdf

%4¢ General Kenneth Miniharinterview bythe author, WashingtarDC, May 11, 2015 and November 24,
2015

%47 General Kenneth Minihainterview by the author, WashingtddC, November 242015

%48 According to William P. Marshall, General Jack Sheehan, who was Commander of the US Atlantic
Fleet at the time, believed it was important to test US assertions of superiority in this IW/IO/Cyber domain
and, at least in part, alsonceived ELIGIBLE RECEIVER 9{William P. Marshall, email correspondence
with theauthor, WashingtgrDC, October 201p

%49 General Kenneth Minihannterview by the author, Washington, DC, May 11, 20G8&neral Kenneth
Minihan, interview by the author, W&hington,DC, November 242015

50 General Kenneth Minihainterview by the author, Washington, DC, May 11, 2015
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a requirement that NSA had toebUS law:*! The exercise was broken down into three
parts: a Preparation Stage, an Attack Stage, and a Recovery 3félge.scenario was
based on a simulated rogue state attack against vulnerable US IT power and
communications networks in Oahu, Los Angeléslorado Springs, St. Louis, Chicago,
Detroit, Washington, DC, Fayetteville, and Tampa. The attackers were to attempt to
conceal their identityiand to delay or deny any U.S. ability to respond militanfy.
Approximatelyfi Hirty-five people participatedn the Red Team over 90 days using off
the-shelf technology and softwaé®>* The participants werdoD, Joint Staff, the
Services, USACOM, USPACOM, USSPACECOM, USSOCOM, USTRANSCOM, NSA,
DISA, NSC, DIA, CIA, FBI, NRO, and the Departments of State, Justcel
Transportation>° William J. Marshall was NS& lead for the exercideand before the
beginning of the exercise Minihan said to MarsHll go to jail, you go to jaib*>°As it

turns out, the Exercise utilized actual attacks on key DoD informatidgensgNSA Red

Team targets included: the National Military Command Center (NMCC) in the Pentagon,

1 Minihands lawyer was Rich Marshall, who was initially an Air Force Intelligence Officer, then a Judge
Advocate General (JAG). Rick wadinihanGs lawyer durig ELIGIBLE RECEIVER exercisesGeneral
KennethMinihan, interview by the author, Washington, D&Jay 11, 2015 General KennetiMinihan,
interviewby the author, Washington, D8pvember 24, 2015

52 General KennetMinihan, interviewby the author, Washington, D®lay 11, 2015

53 Steven A. HildrethCyberwarfare(Washington, DCCongressional Research Seryi2801), accessed
August 30, 201ghttps://www.fas.org/sgp/crs/intel/RL30735.pdf

4 Steven A. HildrethCyberwarfare(WashingtonDC: Congressional Research Seryi2801), accessed
August 30, 201ghttps://www.fas.org/sgp/crs/intel/RL30735.pdf

%> Global Security fEligible Received May 7, 2011 accessed August 29, 2016
http://www.globalsecurity.org/military/ops/eligibleeceiverhtm

% Minihan expanded on this qutonin a follow-up discussionstating that he wanted the legal issues
surrounding CNE/CNA to be brought to the frontlines of the discussieurthermore, as DIRNSAGf |

asked G Group to run an exploit and team made a mistake, and NSA was uncovered, the adversary got
to say whether it was an exploit or an atth¢kose were the types of complexities surrounding the issue at
the timé G Group was stuck in that issue, but | had their bd@eneral KennetiMinihan interview by

the author, Washington, D8lovember 24, 2015
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USPACOM, USSPACECOM, USTRANSCOM, and USSOCOWfiThe Red Team
intruded computer networks, denied services, changed/removed/realse and
disrupted phonservices. The team gained superuser access in over 36 computer systems
which meant they could create new accounts, delete accounts, turn the system off, or
reformat the server hard driyéS® achievingfunprecedented victories over the Blue
Teamsy™™® Directar Minihan musediNS A di d not &edvenplaydhave®™ di dn
He also stated thd@Defense Logistics Agency was attacked, not expléitéeey had to

pull their servers offliné’®*

Bill Black, NSA Special Assistant for Information Warfare
commented thalELIGIBLE RECEIVERwas a | oke @Hhealsomerdouf uné) .
of his way to clarify a particular issue as a point of pridEhe Pentagon leadership
claimed to have caught our systemBlachbenet r ;

rejected this claim dright and confided thafit was actually during the 4% intrusion

when we were detectéch?

7 Global Security fEligible Received May 7, 2011 accessed August 29, 2016
http://www.globalsecurity.org/military/ops/eligibleceiver.htm

8 Gl obal Security, fiEl i,gi2@ll, e acceBsedt eAugust r 290 2014,a y 7
http://www.globalsecurity.org/military/ops/eligibleceiver.htm

%9 Stephen W. MagnanSafeguarding Information Operationdre We Our Own Worst Enemy?
(Washington, DC: Central Intelligence Agency, Center for the Study of Intelligence, 2000),
https://www.cia.gov/library/centdor-the-study-of-intelligence/csipublications/csstudies/studies/
summer00/art08.html.

%0 General Kenneth Minihan, interview biyet author, Washington, DC, November 24, 2015. The sponsor

for the exercise, John Hamre, was quoted | ater as s
ELIGIBLE RECEIVER was restricted to using stdreught computers and hacking tools downloaded
fromthe | nternet, but that @Midhanet Saemeto H&mper siets

Hi s t mtelijgende and National Securig7, no. 5 (2012): 78799).

%1 General Kenneth Minihan, interview by the author, Washington, DC, November 24, 2015.

%92 Bijll Black, interview by the author, Pasadena, MD, May 1, 2015. The formesraitting DoD official

responsible for 10 at the OSD claims that NSA was caught hacking into systems in the early stage of
ELIGIBLE RECEIVER exercise by @D, but they letthe execi se go on: ABi I | Bl ack
may not have been knowledgeable aboutdtivdG Casciano called LTG Minihan to tell him that we

caught his team doing something. This resulted in our being read in to ER 97 and not ableatal play
provide guidane to Cascian® AIA0 (Department of Defense, former highnking Department of
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Bureaucratic battles were embedded behind the scenes of the ER eX2mis.
wanted to incorporate Intelligence Community capabilities in the IW concept of
operations® DoD asserted that stealing information from adversaries was a Title 10
(Information Warfare) authority, while the IC insisted that it was a Title 50 (intelligence
gathering) authorized activity. As a way to rationalize stealing information under its Title
10 authorities for IW, BD attempted to change the nomenclature from computer
network exploitation (CNE) to computer network reconnaissance, with the premise being
that firecord is a recognized military activity, similar to what Army rangers do behind
enemy lines?® While this attempt by BD to grab additional authorities for CNE under
Title 10 was stopped, the battle continued for almost two dectMsreover, the GIE
versus recon issue does not just include NSA (Title 50) aod DTitle 10)
competiveness, but also separately and similarly involved NSA and CIA Title 50

perceived lanes in the road over 12333 collection activities for electronit°Gata.

Defense official responsible for IO at OSD, name withheld at individuabjuest, interview by thestnor,
McLean, VA, October 2015).

3 william P. Marshall interview bytheauthor, WashingtarDC, May 2015

54william P. Marshallinterview bytheauthor, WashingtarDC, May 2015

S william P. Marshallinterview bytheauthor, WashingtarDC, May 2015

*¢William P. Marshal interview bythe author, WashingtarDC, May 2015

7 wWilliam P. Marshal) interview bythe author, WashingtanDC, May 2015 This is thefiData at Rest
versus Data in Motiolmcontroversy discussed earlier. According to William P. Marshall, various rivalries
developed: DoD interservice rivalry versus theeligence Community; an IC Interservice rivalry (mainly
NSAJ/CIA, although DIA was involved in the early time period in the turf battle over cyber as aradl

internal organizationaintraservice rivalries at NSA an@lA. Interservice rivalries between aaof the

military services (i.e., USN, USA, and USAF) were particularly intense. Adding the IC agencies to the mix
(e.g., NSA, CIA, and DIA) made this situation even more complex. Marshall assertéDtAdt role in

the CNO area was more aspirational than real. As the organization charged with producing validated
intelligence assessments in support of the military, DIA had to have a role in this new arena. The problem
is that this agency lacked the resourard expertise to have a meaningful role in the cyber arena. During
my tenures in the JSSG, IOTC, and NTOC, DIA was never a meaningful player. Their main focus in the
analytic arena was on IO/CNO intelligence related to Order of Battle and Indicatiah¥/arning;
however, this intelligence tended to be limited in scope and value and notdifwéllam P. Marshall,
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According to Ja Kyl, AELIGIBLE RECEIVER demonstrated in real terms how
vulnerable the transportation grid, the electricity grid, and others are to an attack by,
literally, hackerd people using conventional equipment, &poold stuff in other

wordso%®

DepSec HamreommentedfiWe didrd really let them take down the power
system in the country, but we made them prove they knew how todef8 litltimately,
AELIGIBLE RECEIVER was meant to test the premise that the US could win in an
InformationWarfare conflict. Instegdhe exercise found distressing thidghat the US

was not as good as we thought we were for offensive and defense aaii{itieEG Ken
Minihan, USAF, who was the Director of NSA at the tjmelunteered to take on one of
the actions that emerged fromishexercise that dealt with a shortfall in offensive

capability. This is what led to the stang of the IOTC>"*

StandUp of Information Operations Technology Centet997

By the time Bill Marshall took over as Director of tHeTC, it was clear the new
organization neededo address one of the key takeaways from the ELIGIBLE
RECEIVER 971 exercise The USG needed more arrows in the quivéa toolbox as

it was later called one where capabilities were to be recorded, developealyzed,

interview bythe author, WashingtarDC, May 2015 William P. Marshall, email correspondence wiite
author, WashingtqrDC, October 2016

°%8 Steven A. HildrethCyberwarfare(Washington, DCCongressional Research Seryi2801), accessed
August 30, 2016 https://www.fas.org/sgp/crs/intel/RL30735.pdEN Campbell, head of the
Pentagofs Joint Task Forcd Computer Network Defense, wrote ELEBIIE RECEIVER ficlearly
demonstrated our lack of preparation for a coordinated cyber and physical attack on our critical military
and civilian infrastructure (Steven A. HildrethCyberwarfare(Washington, DCCongressional Research
Service 2001), accesseddugust 30, 201phttps://www.fas.org/sgp/crs/intel/RL30735.pdf

%% Michael Warner fiCybersecurity: APre-History,0 Intelligence and National Securig7, no. 5 (2012):
781-799.

*Owilliam P. Marshalljnterview bytheauthor, WashingtarDC, May 2015

*"Lwilliam P. Marshall, email correspondence witie author, WashingtqrDC, October 2015
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validated and put into usg’? However,fithe IOTC was never meant to be an operational
entity. The purpose of the IOTC was to be prepared for future conflicts in cyberspace and
have tools and capabilities available for those entities authorizadet then®’®10TC

was fdesigned to understand the USQrimary adversaries, develop an advanced
technological understanding of CNO and create the right tools to operate in the cyber
domaird as well as to explore and identify the legal and policy issuahéouse of tools

and capabilities being developed as vaslbe the repository for the whole of government
CNO tool sets@’#10TC was a joint DD and DCI organization that received its strategic
direction and resources from OSD (USDP@hd ODCF’® Despitethe misgivings of the
service component€? the IOTC was activated in 1998 and housed at National Security
Agency headquarters as intended by Minihan and Black as a joint interagency
organization.AIWSC (Information Warfare Support Center), a part of BISINT
Directorate, was NS& IOTC interface and interface with the rest of IC araDD’’
According to theashington Po& William Arkin, the IOTC brought together a variety

of capabilities: NS& P42 information warfare cell, C& Critical Defense

Techrologies Division, and the Pentadefiispecial technology operations.’

>"2William P. Marshalljnterview bythe author, WashingtarDC, May 2015

*William P. Marshalljnterview bythe author, WashingtarDC, May 2015

*"“William P. Marshalljnterview bythe author, WashingtarDC, May 2015

>>William P. Marshall, email correspondence witie author, WashingtarDC, October 2015

5% Accordingto Michael Haydenthe military servicesverefpushingbackh a r [@s&notheragercyds]
growthwasusuallyatthe expensef their budgettop line.d JohnHamre the DeputySecretaryf Defense,
finally enlistedDCI GeorgeTenets supportandthenjust plain overruledthe reflexive serviceobjectionsto
theenterprisgMichaelV. Hayden Playingto the Edge: Americanintelligencein the Ageof Terror (New
York: PenguinPress2016)Chapter8).

>"William P. Marshalljnterview bythe author, WashingtarDC, September 19, 2015

8 william M. Arkin, fiA Mouse That Roarg?Washington Postluly 7, 1999 accessed August 29, 2016
http://www.washingtonpost.com/wgrv/national/dotmil/arkin060799.htm
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In public and in private, Secretary of Defense William Cohen supported the new
organization. In his annual report to the President and Congress, Cohen discussed the
IOTC: iiThe newInformation Operations Technology Center (IOTC) acknowledges a
transition in viewing IO threats and targets as technet@yyered rather than geography
centered. Through a formaloD/DCI agreement, the IOTC will enhance 10 cooperation
throughout the Intdbence Community. Also, the Joint Staff is evaluating potential
changes to joint warfighting organizations and processes, to centralize command
responsibilities for executing 10 campaigns and responses to strategic 10 attacks. This
requirement was idenidfd during the two primary 1997 10 exercises. Exercise Evident
Surprise (March 1997) highlighted the interagency coordination pri€esguired to
deconflict and execute 10, and Exercise Eligible Receiver (June 1997) highlighted
Indications and Warning igss, as well as coordination of responses to 10 attafks.

Similarly, just as Secretary Cohen publicly supported the I0TC, sothdid
Director of Central Intelligence George Tenet in his public statemefi@ar very
considerable efforts with the Departmenit Defense have produced organizational,
policy and capability improvements and efficiencies for use in information operations.
We recently established a senlievel forum to address Information Operations policy

and process issues, responding to islagding congressional interest in the development

"9 ROf particular importance early on in the 10 developmental period of-2998 were the Bilateral 10
Steering and Working Groups (BIOSG/BIOWG) that helped to define 10 policy and deconflict 10 issues
between the DoD and other agencies. Typical membere IBWG were at the opgtar level, and these
members defined the issues and laid the groundwork for the BIOSG, which actually made the decisions and
wrote policy at the threstar level to include representatives from OSD, the Joint Staff, and ali{gLI€igh
Armistead Information Operations: Warfare and thelard Reality of Soft Power (Dulles, VA: Brassefs,

2009).

%80 Wwilliam S. Cohen Annual Report to the President and the Congress: 1®@J8shington, DC:US
Government Printing Office, 1998accessed Augst 30, 2016http://fas.org/man/docs/adr_99/chap8.html

215



of just such a policy body. We also created, one year ago, the Information Operations
Technology Center aFt. Meade, MD. The IOTC is another of our jointoD and
Intelligence Community activities, providirgdvice and developing techniques that can
protect US infrastructure and systetiS. Tenet did not mention Ci& own
organization, the Clandestine Informatibachnology Officewhich was now three years
into its creation.

Interestingly, Marshall believes th&CIA would have basically preferred that
DoD had not undertaken an initiative to enhance offensive capabilities in the CNO arena
in the first place, however, CIA seemed to appreciate being a part of IOTC as it provided
the agency with a window into whatoD was doing from a policy, technology, and
operational perspectivi? fiCIA saw IOTC as a window in @ plans, which were of
potential concern to them from an operational standpoint. CIA was concernecbihat D
would male mistakes that could or would negativedfject ongoing operatiodsin
practice deconfliction processes never worked perfectly, and therefore left open the

possibility for inadvertent errors tee maded®® DIRNSA Miniharts perspective was that

%81 George TenetfiTestimony of Director of Central Intelligence George J. Tenet before Senate Select
Committee on Intelligence on the Worldwide Threat 2003: Evolving Dangers in a ComplexMREd
Worldwide Threat Briefing 2003Washington, DC: U.S. Senat003) https://www.cia.gov/news
information/speechetestimony/1998/dci_testimony 062498.html; Peter S. Duklis,The Joint Reserve
Component Virtual Information Operations Organization (JRVIOyber Warriors Just a Click Away
(Carlisle, PennsylvaniaArmy War College Carlisle Barracks, 20Q02accessed August 30, 2016
http://www.iwar.org.uk/iwar/reaarces/jrvio/Duklis P_S_02.pdfMarshallnoted, iThe DCI, George Tenet,
provided a significanamount of funding to the I0TC in the early years and CIA provided a relatively
small number of personnel to the organization. Although the number of analysts and technologists that CIA
provided were much smaller in number titanseprovided by NSA and th&ervices, the quality of the
personnel were uniformly very high and made a disproportionate contribution to@Q@i€sion while |

was Directod (William P. Marshall, email correspondence withe author, WashingtanDC, October
2015.

*82\yjilliam P. Marshall, email correspondence witie author, WashingtqrDC, October 2015

*B3william P. Marshall, email correspondence witie author, WashingtqrDC, October 2015
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