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Abstract

ENHANCING AUTONOMOUS VEHICLE SCHEDULING AND DISPATCH WITH
SEAMLESS WIRELESS SMART PARKING

Paul R Seymer, PhD
George Mason University, 2019

Dissertation Director: Dr. Duminda Wijesekera

Integrating and incentivizing multi-modal mass transit continues to be a challenge for
municipalities, particularly in the US. Our driving culture influences both the personal
choices we make, and the funding priorities for national, state, and local governments. In
some cases these priorities do not focus on technology initiatives such as automated vehicles
(AV) and last-mile transit. For small, traffic dense areas such as urban centers and college
campuses, competition for funding is strong. Additionally, as autonomous vehicles are

emerging technology, solutions for facilitation and other use cases are currently a work in

progress.

Any use of AVs and multi-modal transit must exist in tandem with or otherwise ac-
knowledging person-vehicle driving culture. To that end, any solution involving AVs should
supplement existing personal vehicle use, and incentivize the use of mass transit in the
process. In this dissertation, I develop a seamless, wireless, Bluetooth-based smart parking
localization solution and couple its outputs with an AV scheduling and tasking system to

enable integrated multi-modal last-mile travel.



Chapter 1: Introduction

US urban centers continue to see low public transportation usage, often declining in most
major cities (and particularly for buses [1]). There are several factors that could be the
cause of this decline; such as an increase of the average transit fare at a rate higher than
inflation or the recent decrease in average annualized gasoline prices [2] that may motivate
would-be mass transit users to drive their own vehicles [3]. In addition, fixed bus routes have
many stops causing longer transit times than in modes such as ride hailing services, taxis, or
personal vehicles that do not have numerous mandatory stops. Buses themselves can become
over-crowed, preventing passengers who may have already experienced a long wait time to be
unable to board the bus at all. As there is no dynamic bidirectional information exchange
between contemporary mass transit systems and awaiting passengers, uninformed delays
and failures further frustrate users and cause them to use ride-hailing services or personal
vehicles [4]. In addition, mass transit infrastructures are cost burdens for metropolises
without convincing proportional cost justifications. Although mass transit stops (such as
bus stops) could be infused with customer supporting technology, current spending trends
appear to be limited to passenger seating, shelters and real-time train/bus information that
carries a significant cost [5]. The response from the public to these factors are minimal and
still favor privately owned vehicles (PoVs) that exacerbate traffic congestion during peak
hours and parking solutions at commuter destinations. Some use ride-sharing services like
Uber [6] to fill the gap between PoV use and public transportation which some research
shows helps accelerate further declines in mass transit use [7].

Encouraging a population to replace personal vehicles with mass transit solutions con-

tinues to be a challenge, particularly in suburban spaces where first mile mechanisms do



not exist. Autonomous vehicles (AVs) are hailed as the solution to this, and many con-
temporary urban transportation problems by providing flexible transportation options [8].
However, public sentiment is not as optimistic, suggesting that AVs will only make streets
more congested and unsafe [9]. Without the interest and confidence from the public, de-
ployed AVs may go unused. If not deployed effectively, AVs may fail to improve travel
scenarios and create additional traffic. Cities have began pilot initiatives [10] to ensure that
AVs reach their fullest potential by encouraging safe, effective, and sustainable design of
AV solutions that meet their needs. Washington DC in particular, created an inter-agency
working group [11] to establish and drive a set of design and deployment principles for AVs.
These principles include Safety, Efficiency, Equity, and Sustainability [12]. Any solution
using AVs in dense areas such as the greater Washington, DC area must embody these
initiatives and collaborate with this working group’s goals. These principles align with
the notional that AVs should complement and integrate with mass transit. One aspect of
ride-sharing that is attractive to people is the customized, on-demand nature with minimal
intermediate stops between entering and leaving the vehicle [13]. AV deployments must
emulate this on-demand feature to be attractive to travelers, but with a minimal amount of
time the vehicle spends on the road, thereby reducing traffic congestion. To further reduce
congestion, AVs must leverage and work in harmony with existing off-road mass transit
solutions such as the underground Metro. In this way, an efficient multi-modal solution can
be created, without replacing existing mass-transit sources while reducing overall urban
vehicular traffic.

One of the most significant problems with multi-modal transportation is the burden
placed on passengers to coordinate between and handle payments with the different modes.
Municipal Transit Authorities, such as the Washington Metropolitan Area Transit Author-
ity (WMATA) have mitigated a portion of the payment problem in the parking/bus/Metro
use case by allowing a single electronic smartcards [14] to be used, although the coordina-
tion burden remains. Passengers are forced to perform this coordination on their own and

wait at each modal transfer point. The use of these cards often create bottlenecks when



passengers scan them at station ingress and egress points. Innovation with new technology
must also work to reduce these bottlenecks. Additionally, passenger coordination should
be removed or reduced, allowing users to focus more on their destinations, instead of the
multiple paths along them. Apps such as the Trip Planner offered by WMATA [15] reduce
this burden. However any changes to the travel environment such as missed transfers, traf-
fic and other delays that develop en-route, etc., may render the pre-planned trip unusable.
Thus, trip planning must be seamless to the traveler, and must adaptable to these failure
and delay conditions.

As availability of consumer-grade electric vehicles and initiatives in public transportation
to become more efficient and environmentally sound, autonomous vehicles emerged in these
use cases. A significant constraint with multiple-occupancy electric AVs, however, is their
limited duty cycles (compared to PoVs) due to short battery lifetimes requiring more than
an hour to recharge per tens of miles for many multi-passenger vehicles [16]. Without
careful scheduling, this could lead to queues at charging stations or vehicle unavailability
during peak times. Additionally, vehicle tasking and route schedules must be constructed
to ensure the minimal on-board passenger density is maintained while every charge cycle is
spent transporting a maximum number of passengers.

Lastly, cultural influence and similar elements continue to encourage the maintenance of
personal vehicles. Therefore, any shift towards the use of mass transit must first overcome
or coexist with these notions. The work outlined in this thesis opts for the latter option, by
creating a smart parking solution that integrates with and drives our autonomous vehicle
customized tasking and dispatch system to create a unified multi-modal transportation
option travelers can use without giving up the use of their personal vehicles.

This aspect too, has its own set of unique problems that must be solved in any collab-
orative system. Contemporary public parking lots use controlled access ingress and egress
points to facilitate ticketing and payment. Parking lots with high traffic volumes often form
bottlenecks at these ingress and egress points, particularly during rush hour or the begin-

ning or end of nearby events. If parking lots were free to limit the use of these ticketing



systems or eliminate payment infrastructure entirely, occupants could simply drive their
car into the lot, park, and leave the lot without the time expense of coordinating payment
and validation. The result would be a seamless parking experience with higher occupancy
turnover. Additionally, an ongoing challenge in developing seamless parking experiences is
the detection and identification of vehicles in parking spaces without the need for complex
and expensive per-space occupancy detection technology. Available commercial solutions
often deploy magnetic, infrared or ultrasonic sensors to detect the presence of a vehicle in a
space [17] but provide no vehicle identification unless augments are made with technologies
such as license plate readers at each entrance and exit point. Such solutions often require
per-sensor wiring to facilitate data collection and supply power. Existing lot owners who do
not have this infrastructure in place will face a potentially cost prohibitive decision when
choosing to fully automate lot management. Other solutions that eliminate this ticketing
and management infrastructure rely on crowdsourced information, such as users indicating
their parked location to an Internet-based interface [18]. While not needing presence at
ingress and egress points, these solutions rely on the driver to accurately (and honestly)
indicate where they park. Additionally, mobile network-dependent solutions such as these
become unusable in areas where there is no network connectivity such as underground
parking garages. I address these problems by developing a smart parking solution that
uses a single wireless radio technology to perform localization and transport of sensor data,
independent of heavy network infrastructure or one sensor per-space requirements. The
sensor platform must be low power or battery powered, and not require significant main-
tenance. The solution must be completely seamless to the end user, and must be resistant
to adversary attack that may attempt to compromise user identity or the parking track-
ing infrastructure itself. Solutions like the ones presented in this thesis free drivers from
the need to interface with the surrounding management system at all, outside of an initial
destination indication.

My solution begins the process prior to a vehicle even entering a lot, enabling smart

infrastructures such as multi-modal vehicle tasking to respond earlier to traveler’s needs



and in an on-demand fashion (which in turn incentivizes their use). My solution assists
vehicle/traveler prediction problems in most cases by augmenting existing modal schedules
with a human-specified last mile choices. This makes the goal of connecting humans to
vehicles less predictive and more deterministic, while allowing the traveler to influence the

tasking system in a meaningful way as they travel.

1.1 Problem Statement

The core problem addressed by this dissertation is the development of a low cost, low
power, seamless smart parking and vehicle localization and safe privacy-supporting traveler
identification system and its integration into a multi-modal autonomous vehicle scheduling
and dispatch system to enable dynamic traceable multi-passenger transportation solution

for high vehicle traffic and pedestrian dense areas.

1.2 Thesis Statement

It is possible to create a low cost Bluetooth BLE and mesh-based smart parking solution that
provides an integrating, multi-modal mass transit enabling, technology between personal

vehicle use and autonomous vehicle tasking and dispatch.

1.3 Contributions
I validate this thesis statement with the following technical contributions:

e Explored the use of Bluetooth beacon technology as a point-to-point distance mea-
surement solution as part of a smart space computing resource fairness enforcement
system, confirming its poor accuracy when used as a Euclidean distance measure,

motivating early decisions to utilize multi-sensor radio maps in localization solutions.

e Design, implement, deployed, and tested a Bluetooth Low Energy (BLE)-only outdoor

vehicle localization solution that predicts per-parking-space vehicle occupancy using a



custom in-vehicle BLE beacon, RSSI radio map, and Random Forest machine learning
classifier. Solution was deployed, tested and validated at the CCSA, GMU Fairfax

Campus.

Design, implement, deployed, and tested a Bluetooth-only self-forming, authenticated
node, controlled flooding meshed sensor network that does not exclusively use BLE
advertising channels for data transfer, thereby reducing interference with the localiza-
tion solution. Solution was deployed tested and validated at the CCSA, GMU Fairfax

Campus.

Improved my mesh network to reduce message delay, duplication, and radio use by

altering the network to form routes based off of radio-strength based links.

Improved my localization solution accuracy by producing a parking lot zoned predic-
tion model, and performed a comparison between improved and unimproved solution

for several different vehicle types (of differing size/internal orientation).

Designed, implemented, and tested a Bluetooth-based vehicle authentication and
early-arrival system that enables lots to detect the approach of vehicles destined for it,
and engage connected services prior to their arrival. This solution was briefly tested

against and compared with a commercial object recognition camera solution.

Designed and partially implemented an end-to-end AV scheduling and tasking so-
lution, that combines privacy-preserved user-provided destination information and
current at-location AV fleet conditions (power, assigned passenger counts and desti-
nations, etc.) to schedule and task vehicles to transport passengers from near their
vehicle within a smart parking lot to their final last-mile destination, effectively re-
ducing localized traffic at that destination and reducing overall commute times, in-
centivizing its use. System use cases include L’Enfant Plaza, Washington DC, and
the West Campus lot at GMU Fairfax. Implementation and experiments are currently

underway at the West Campus lot.



e Developed a trust management system that consumes privacy-preserving traveler in-
formation such as destination, history, etc, and utilizes it to inform network defenders
monitoring aircraft in-flight networks for suspicious activity. I see the traveler track-
ing capabilities of my multi-modal solution as potential data sources for this trust
management system, equipping network defenders with additional traveler context

from which they may infer patterns of trustworthiness.

1.4 Organization of the Dissertation
The remainder of this dissertation is organized as follows:

e Chapter 2 contains related work for each of the research areas overlapped by the work
in this dissertation. I comment throughout this section where my work compares or

diverges in these areas.

e Chapter 3 presents past work with Bluetooth Beacons and in-door localization that
supports seamless interaction between users, mobile devices, and smart computing
environments. I include this as background research I later used to inform the outdoor

localization work using Bluetooth LE and Beacon technology.

e Chapter 4 outlines my first implementation of a smart parking solution, composed of a
custom Bluetooth EDR mesh network of sensor nodes measuring in-vehicle Bluetooth
LE beacons. I discuss the approach I took to discover an accurate machine learning
model for this application, and identify some initial problems with my approach to be
solved in later work. My system was deployed and tested at the Center for Collision

Safety and Analysis (CCSA), at George Mason University, Fairfax VA.

e Chapter 5 presents a revised solution that solves many of the mesh density, queuing,
and localization accuracy problems uncovered in past work. I also begin to solve the
vehicle identification and authentication problem problem in this work, informally

comparing my wireless-only solution to the use of object recognition cameras in my



particular use case. This updated solution was also deployed at the CCSA.

Chapter 6 presents work that begins to create a comprehensive multi-modal coordi-
nation system that incentivizes the use of mass transit solutions through the use of
on-demand, coordinated autonomous vehicles to provide a last-mile solution currently
problematic for commuters. I target the Washington DC Wharf area and L’Enfant
Plaza Metro station as our use case, enabling an on-demand, multi-passenger AV

solution to incentivize the use of mass transit to connect passengers to the Wharf.

Chapter 7 presents work that connects my smart parking solution to the coordination
system outlined in Chapter 6. I enhance the smart parking system by developing
a wireless early-notification system that informs the AV dispatch system of traveler
arrival to the West Campus parking lot on the George Mason University’s Fairfax
Campus, enabling reduced traveler wait times for vehicles transporting them to the
center of campus. I outline a basic scheduling algorithm that informally optimizes
passenger preferences and system-dictated constraints to maximize per-AV occupancy,
maximizing the effective traffic reduction around Patriot Circle, a major vehicle artery

on campus currently stymied with traffic during peak usage times.

Chapter 8 presents ongoing work that encompasses all prior capabilities developed
within this dissertation, applied to a multi-site deployment located at the West Cam-

pus parking lot, on George Mason University’s main campus.

Chapter 9 includes the development of a trust management system that can enable
multi-modal travel environments, such as passenger airline travel, to consume out-
puts from my privacy-preserving passenger tracking features to supplement in-flight

network defense with passenger-trust-informed decisions.

Chapter 10 lists the hypotheses put forth by this dissertation, discusses and validates

my hypotheses, and lists limitations and future work.

The dissertation concludes in Chapter 11.



Chapter 2: Background and Related Work

2.1 Preliminaries

This section contains a collection of background topics useful in further discussion.

2.1.1 Inverse-Square Law and Received Signal Strength Indicator

There are many relations in Physics that follow an inverse square. For example, Coulomb’s
Law [19] states that the electrostatic force exerted by one electrically charged body on
another varies according to the inverse square of their distances. In wireless communications,
signal strength when measured at a receiving antenna is referred to as the Received Signal
Strength Indicator (RSSI). The higher an RSSI value, the stronger the wireless signal,
typically indicating closer proximity to the source antenna. This value is a key component
in localization systems that compute distance based on signal strength, as wireless signals
also follow the inverse square relation. Many factors influence RSSI, in addition to distance,
such as obstruction, transmission medium, and radio interference, however a commonly used
but simplified expression [20] of an inverse square law for wireless RSSI through open air
is found in 2.1.

A Bluetooth receiver can approximate the distance between it and a beacon broadcaster
by comparing the advertised Received Signal Strength Indicator (RSSI) to the strength
listed in the beacon. A basic formula for this computation derived from [20] is shown in
Equation 2.1. Here, n represents a signal propagation constant, that varies depending on

environmental factors such as radio interference, obstructions between antenna, etc.

RSSTcceived = _10’”“0910((%52&&”06)] + RSS1 ativration (21)



where n is a signal propagation constant based on transmission medium (commonly approx-
imated for open air wireless transmissions as n = 2). RSST.qpration refers to a reference
signal strength at 1 meter. Solving for distance using this equation is shown in Equation
2.2.

distance = 10[(R5’Slreceived — RSSIcatipration)/(—10n)] (2.2)

2.1.2 Bluetooth Protocols and Communication

2.2 Wireless Localization

Early work with wireless localization used linear distance measures constructed using tech-
niques like trilateration. By measuring the radio frequency strength, and using techniques
based on Equation 2.2, linear distances can be approximated when the location of the an-
tenna is known. A bulk of wireless localization work confronts the problem in an indoor
environment where existing technology such as GPS may not effectively reach.

RSSI-based trilateration has also been studied for outdoor environments over IEEE
802.15.4 radios [21], where the authors improved linear distance estimates by adding nodes
along with measurement tuning based on signal propagation parameters.

Additional work exists that favors radio fingerprinting over raw distance calculation
methods like trilateration [22].

Faragher and Harle study signal loss and RSSI fingerprinting in detail, and propose an
obstruction compensating calculation method for indoor spaces, comparing use of BLE and

WiFi [23]. Additional indoor wireless positioning techniques are surveyed in [24].

2.2.1 Bluetooth-based

Prior to the release of the Bluetooth Mesh specification, Silver constructed a localization
solution combined with a custom BLE mesh network using advertising channels for both
solutions [25]. This work combined different filtering techniques to estimate distances and

compares discrete trilateration and KNN fingerprinting to produce localization within an



accuracy of 2.03m - 2.34m. Other work [26] focuses on RSSI fingerprinting of moving

beacons, using Wasserstein distance interpolation, kNN, and Neural Networks.

2.3 Wireless Mesh Networks

2.3.1 Bluetooth-based

Similar to the Bluetooth SIG BLE mesh specification [27], my initial meshnet solution used
a controlled flooding algorithm with classic Bluetooth instead of BLE to form the meshnet.
Later iterations replaced this with a routed solution that greatly reduced message overhead
and delay. Additional flooding [28] and routed Bluetooth mesh networks are surveyed

in [29].

2.4 Parking Management

Research in Smart Parking systems encompasses many aspects of parking management
including space occupancy detection, space availability prediction, payment management,
rule violation alerts, and much of the IT infrastructure used to connect these aspects into
a unified system. [30] uses GPS-based localization augmented by mobile phones and BLE
beacons. This information is combined with the vehicle’s On-Board Diagnostic (OBD-2)
data to measure the state of the vehicle (speed, etc.). [31] provides a solution that uses BLE
trilateration to develop a local parking management solution. Yee et al. [32] uses Zigbee
radios. Some solutions on dead reckoning and other navigation-based solutions, such as
those found within smartphone inertial sensors [33] that benefit from no requirement to
modify the internal space, but controlled by the vehicle owner, making localization results
untrustworthy. Other solutions such as [34] used historic data or and crowd-sourced GPS
information to estimate space occupancy.

Solutions of this type benefit from no requirement to modify the internal space, but are

also wholly controlled by the vehicle owner, and not the parking lot owner, which makes



localization results untrustworthy (as-is). Additionally, such solutions require detailed phys-
ical maps of the parking lot, including physical anomalies (speed bumps, obstacles, etc.)
that may influence vehicle movement.

Research in Smart Parking systems stretches across additional areas, including vehicle
movement tracking [33], space availability detection and prediction [30, 34], autonomous
payment management, space reservation and allocation systems [35] and rule violation de-
tection [36] using a variety of wireless technologies such as RFID [37,38], image and object

recognition [39], Infrared [40], Zigbee [32], etc., with an additional survey appearing in [41].

2.4.1 Space Availability and Prediction
Crowd-sourced Space Availability

These systems rely exclusively on human interaction to indicate when and where they park,
and the management process typically only begins after a vehicle has parked. Other Smart
Parking solutions focus on space availability prediction based on historic data, and crowd-
sourced information such as GPS locations and other features to determine where a car
is parked [34]. These solutions require long term data management, and carry a level of
explicit trust in the providers of that information. Infrastructure controlled solutions that
use local sensing technology allow for a central authority to certify where vehicles are within
a space, an item of particular importance in scenarios where revenue is generated and fines

are levied for rule violations.

2.4.2 Parking Reservation Systems
Commonplace Commercial Systems

While the above cited works use sensor networks to determine space occupancy, other
systems rely on volunteered crowd-sourced information such as ParkMobile [18]. These
systems also rely heavily on human interaction to indicate when and where they park, and

the management process typically only begins after a vehicle has parked. Space reservation



and allocation systems [35] and similar exist [42] that trust the user to provide accurate
information. These systems are time consuming for the user both at the time of payment
and because of the need for payment supporting gates at the ingress and egress points of

parking lots.

2.4.3 Additional Systems and Miscellaneous Work

Lastly, several parking solutions have been proposed that include complex software (cloud-
based, mobile phone-based) and per-space hardware stacks (Radio-frequency identification
(RFID), optical or magnetic sensors, ZigBee or other RF radios, etc.), with little or no
experimental validation [36,43-45] and without details on communication protocols used,
resilience features, power demands, etc. While theoretically they represent end-to-end park-
ing solutions and may achieve some success at detecting vehicle occupancy, their viability
remains to be tested.

Many complex designs have been proposed for software backends to manage user experi-
ences, payment systems, and other I'T aspects of smart parking. As our solution focuses on
the creation of an accurate localization system and a parking lot spanning meshnet used to
transport sensor data for that system, we do not include work that covers these I'T aspects.

Solutions like ours free drivers from the need to interface with the surrounding manage-
ment system at all, outside of an initial destination indication. Additionally, our solution
begins the process prior to a vehicle even entering a lot, enabling smart infrastructures such
as multi-modal vehicle tasking to respond earlier to traveler’s needs and in an on-demand

fashion (which in turn incentivizes their use).

2.5 Vehicle Scheduling/On-Demand Dispatch

Prior to planning autonomous vehicles for human usage, industrial application of robotics
and autonomous vehicles was common. For example, underground mining applications

were a domain space that benefited from scheduling and transport automation [46,47]. As



availability of consumer-grade electric vehicles and initiatives in public transportation to
become more efficient and environmentally sound, autonomous vehicle emerged in these use
cases.

Computational problems such as optimal mass transit scheduling based on prediction
of travel times [48-52] have been well studied, even outside of the driver-less vehicle use-
case. My work enhances vehicle/traveler prediction problems in most cases by augmenting
existing modal schedules with a human-specified last mile choice. This makes the goal of
connecting humans to vehicles less predictive and more deterministic, while allowing the
traveler to influence the tasking of the vehicle as they travel.

The application of autonomous vehicles is listed as game-changing when applied to short
distance travel [53] scenarios in smart cities [54,55]. On-Demand mobility has also been
incorporated into these scenarios [56]. Existing work for mobile travel applications are
common, with one focusing specifically on tasking AVs [57]. This work enables travelers to
request vehicles for any pickup and drop-off location in ways similar to existing ride-hailing
service applications. Although the challenges of traffic management and incentivization of
mass transit are not sufficiently addressed, potentially creating a solution which will increase

travel time and environmental impacts due to point-to-point travel.

2.5.1 Autonomous Vehicle Specific Scheduling

Prior to more recent efforts in planning autonomous vehicles to serve public human transit,
industrial applications of autonomous vehicles was common. For example, environments
not always fit for human occupancy such as underground mining benefit from the use of

AVs and thus mandate scheduling and transport automation research [46,47].

2.5.2 On-Demand Mobility

On-Demand mobility has also been incorporated into these scenarios [56]. Existing work for

mobile travel applications are common, with one focusing specifically on tasking AVs [57].



2.6 Diverging Work

2.6.1 Smart Computational Spaces

The notion of a computer leveraging surrounding infrastructure to augment its own was
originally presented by Want et al. [58]. Their work created a mobile device from the
ground up based on StrongARM and Linux, communicating with the environment using
Bluetooth. Husemann et al. documents an IBM creation of a mobile hub [59] that users
carry with them to facilitate inter-device communication of wearables. The proof of concept
created an extensible platform for allowing heterogeneous communication technologies like
Bluetooth, WiFi, and ZigBee. Users of current mobile technology, have access within their
devices to communicate with most wireless communication platforms that the mobile hub
provided. This makes carrying around a second device of this type no longer necessary.

Ballesteros et al. [60] produced a smart space software named Octopus, and a device op-
erating system called Plan B [61,62], which replace most of the mobile platform. Bennaceur
et al. posit that current mobile computing models have moved from a network serviced one,
to a device centric one where users’ devices connect to one another for data exchange. They
provide a middleware named iBICOOP [63] that seeks to reduce user overhead when con-
necting to other devices. I believe such systems are largely incompatible with current mobile
technology, and replace too many contemporary protocols with their own.

Johanson et al. [64] designed a space called iRoom, which focused on interfaces to
walk-up displays within the space. Similar early work included Gaia [65] from Roman et
al., which created a middleware for integrating technology within a traditional computing
space. Infrared broadcast beacons were used for registration and directory services within
the space.

A sample smart space similar to my use case is the work from Pering et al. [66] based
upon popular tabletop collaboration space from Steelcase [67]. The authors customize the
table by embedding three desktop computers within it, along with a tabletop touchscreen

using wired connections. Work from Molyneaux et al. [68] constructs a room with multiple



sensors and cameras that allow a central control system to sense and understand the physical
locations of people and objects (chairs, etc.) within a room. We see these as being too
expensive of a solution for most public spaces.

Another approach uses a thin client architecture over network protocols like RDP [69]
or VNC [70]. Annamalai et al. [71] argues against this, claiming network latency dampens
interactivity. Instead, they leverage an increase in mobile storage capability (e.g. a USB
drive) to create a desktop on a key chain (DoK) containing an image of a full desktop virtual
machine. Similar work is found in Soulpad [72].

Early work from Ferscha and Vogl [73] present a software system for creating access
to large public display walls using a backend server communicating over GSM, 802.11b,
or wired LAN. Commands and messages are relayed to service modules running on the
backend server to control the content on the displays.

These solutions do not address the use of commodity hardware that users may commonly
have, nor directly address security problems faced by contemporary smart spaces. I see my
solution as a practical approach that can enable everyday locations to deploy KVMs to

enhance the space with computing support.

2.6.2 Trust Management

Decentralized trust models [74] have been used frequently in the past to make access deci-
sions in service oriented architectures [75], peer-to-peer (P2P) environments [76,77], Internet
of Things (IoT) environments [78,79], social networks [80,81], and packet routing [82]. Al-
Arayed et al. [83] combine three trust models to form one unified model that applies to
general cases of Smart Spaces (called Trust in Smart Spaces; TISS). First is a P2P service
provider model [84] that uses peer recommendations. Second is a trust bootstrapping so-
lution, called Trullo, aimed at advertising content management of mobile users entering a
specific physical location [85]. Third is a trust framework focused on fairness, that decides
routing in a P2P network [86]. We use this work as a basis to compute direct experience

and peer recommendation components and basic weighted sum trust calculations. Similar



weighted sum trust models can be found in [87].

Using trust models for intrusion detection has been explored in past work. Trust can
be used to uncover misbehaving wireless sensor nodes [76,86] and routing in mobile ad-hoc
networks [88,89] when performance and other metrics have known ranges and behaviors.
[90] applies trust management to the intrusion detection alerting process. Their system,
called RepCIDN, evolves over time to identify untrustworthy alerting mechanisms so that
they may be dealt with accordingly. Lastly, network artifact reputation plays a role in
contemporary network defense, whereby external reputation providers inform a defender of
what others think of an artifact [91,92]. I contrast the use of the term ”reputation” among

trust management research with these common tools within the network defense industry.



Chapter 3: Preliminary Work using Bluetooth Beacon

technology in support of Smart Computational Spaces

Enabling general purpose computing in most public spaces is an expensive proposition.
Many public spaces facilitate mobile users with WiFi access, but do not provide ubiquitous
human computer interfaces or displays for the general public to connect to, outside of
wired interfaces that undermine mobility. This largely prohibits traditional computing
with display-less devices such as wearable computers.

In this Chapter I discuss preliminary prior work used to explore the security and fairness
enforcement for commodity wireless Bluetooth interfaces for mobile devices in smart spaces.
I address fairness for public interface sharing by designing a lightweight middleware solution
that inserts a control layer between USB keyboard and mouse events relayed to mobile
devices over a Bluetooth HCI service. I co-opt the fields within BLE beacons to identify
devices and enforce security controls that protect the smart space’s resources from access and
availability attacks. If public spaces can leverage cost-effective, security-focused solutions
such as ours, I believe they can turn into smart spaces, enabling more freedom of computer

use within them.

3.1 Introduction

Many notions of a smart space have been proposed, but most are an extension of Weiser’s
notion of a seamless, maximally integrated environment where there is no explicit boundary
between the computer and the user’s everyday life [93]. Creating them is challenging partly
due to the varying differences in how humans interact with technology, but also due to their
high cost. Common public spaces, such as coffee shops, airport terminals, grocery stores,

and other places where support for computer use has not been a primary goal are developing
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an increased interest in providing easy-to-use expenses paid services like human-computer
interfaces to their customers. The expectation is that to take advantage of such services,
the customers must not be forced to endure overly burdensome actions or bring an excessive
amount of technology along with them.

There are many design decisions for such spaces. Users could bring a bulky laptop, or use
a resource within the space such as desktop or a kiosk. One middle ground between these two
extremes distributes computation off-device, a technique called cyber foraging [94]. Another
constructs a portable device that contains all of a user’s data and necessary computational
power but uses resources and interfaces resident in the space, referred to as a personal server
by Want et al. [58]. We posit that such a personal server solution is currently feasible among
smartphone users, using off-the-shelf technology, without the need for hardware modification
or assembly.

Current public spaces typically provide only a form of wireless Internet access, and no
seamless integration between mobile users and interfaces within the environment, outside
of wired kiosks that use a wired connection to the mobile device. This wired connection
may come in the form of a wireless USB dongle [95] or other attachable hardware within
this space, but such items could be stolen if the space does not have physical monitoring.
Commercially available systems like these are often quite expensive, subjecting a space to
an increased financial risk of providing this service to the general public.

Making better smart spaces requires product support such as a security layer. Although
there are communication standards such as Bluetooth, and Miracast over WiFi, end devices
like smart TVs do not offer a means to deploy a security layer around them. Similarly, Blue-
tooth mice and keyboards also often provide no means to insert a security and management
layer between them and their users. These devices can also be easily stolen as there is no
easy means to securely attach them to the space.

This lack of a security insertion point restricts defenders to resort to passive network
monitoring, such as the use of a Wireless Intrusion Detection Systems (WIDS). But passive

monitoring cannot be performed easily on encrypted links, such as those used in secure



Bluetooth communication (commonly found in keyboard pairings).

As a solution I proposed the deployment of a hybrid wired/wireless keyboard, video,
mouse (KVM) solution with custom middleware housing a security layer. This KVM is
wirelessly connected to mobile devices that coordinate positioning and fairness using active
BLE beacons. I consider Android smartphones due to their popularity and developer sup-
port. I argue that a cyber adversary can exist within these spaces in the form of a bully,
or one that violates fairness considerations, and thereby prevents other users from properly
connecting to and using site resources. Additionally, due to the challenges in automating
connections in smart spaces, I designed a thin middleware that resides on mobile devices
and within the site for connection establishment, etc. I combined a physical /wireless KVM
model that allows sites to use wired physical interfaces and connect wirelessly to user de-
vices, using a middleware that enforces security and fairness policies. This arrangement
also provides a network traffic inspection point both at the user’s end device and at the

site’s service device for each established communication.

3.2 Usage Scenario

Users who enter smart spaces must quickly interface with the environment as needed without
wasting too much effort in configuring their device. Given the diversity of mobile devices,
this is a significant challenge. My objective is to support transient users that keep their
device secured in a pocket or bag, and migrate to and from a KVM interface without
losing security or worrying about being physically tethered to that particular interface. We
would enable the user to connect their devices to a minimum of keyboard, mouse, and
video with minimal human interface on-device, completely wirelessly. The solution must
not require any hardware modification to the device (such as a hardware dongle), or change
to the underlying operating system (e.g. rooting), or require expensive modifications to
commercially available keyboards, mice, and LCD displays.

A popular communication standard supported by many Android devices is Miracast [96],



that allows screen sharing between a device and a display using WiFi-Direct. Displays must
provide a Miracast software receiver connected to its WiF1i interface. The primary limita-
tion with most low cost Miracast receivers [97,98] is the lack of a published API to allow
for programmatic control from an Android device. Users are required to manually scan for
receivers and initiate connections from their device. Additionally, there exists no way to
enforce fairness or access control to a particular receiver. The wireless connections them-
selves are peer-to-peer, preventing any easy means to man-in-the-middle these connections
so that such a layer could be deployed. To use Miracast in the way we would like, one must
use an open source software receiver [99] and modify it.

The most common means to wirelessly connect keyboards and mice to Android devices
is over Bluetooth. For the most part, initiating and managing these connections can be
handled programmatically. We found, however, that the connect function for Bluetooth
within Android is no longer available without rooting the device. This then forces any
middleware that doesn’t require root to support this manual step through the device’s
display.

Additionally, most commercially available Bluetooth keyboards and mice make a poor
choice smart spaces, as they require the user to physically place them into discovery mode
prior to pairing. This prevents complete automation and presents a user burden. These
devices can also be easily stolen from a space and have a limited battery life. Lastly, these
devices create direct-to-device connections, so any management layer that enforced fairness
or additional security features (like connection monitoring) can not be deployed.

WiFi connectivity can easily be automated within Android, and easily connect the device
to the Internet or other connected networks once the device knows what network to join

and what key material to use.

3.3 Proposed Solution

I proposed a solution that inserts a management and security layer in between the user’s

device and the surrounding interfaces within the smart space to provide a place to deploy



security and access controls. I implement this layer as a pair of middleware components,
located on the mobile device (referred to as a Device Manager) and on an IoT-scale com-
puting platform such as a Raspberry Pi (referred to as a Site Manager) connected to each
KVM deployed (See Figure 3.1).

The middleware is responsible for coordinating KVM discovery, connection setup and
tear-down, maintaining and monitoring fair use, and managing disconnections based on user
request or behavior. My experimental Site-Manager platform runs on a Raspberry Pi with
a USB keyboard and mouse and relays device events through a published Bluetooth HCI de-
vice using on-board Bluetooth radios. The Device Manager coordinates device connections
to these published Bluetooth HCI devices according to the existing Bluetooth protocol. 1
use a Miracast receiver (Roku 2) to provide wireless LCD display capability. I limit my in-
teraction with the phone’s display to simulate the use of a reduced interface wearable. The
display shows a very minimal on-screen interface composed of simulated physical buttons.
This permits us to use audio queues and voice control, Bluetooth and WiFi services, and

the on-board camera within my solution.

3.3.1 Space and KVM Bootstrapping

Prior to entering the space, I assume the user has installed the Device Manager using a
site-advertised method, such as an appstore. The Device Manager bootstraps to the WiFi
network within the space utilizing a scanned QR code. Upon entry, users scan the code
(displayed on a wall near the entrance) with the device’s camera. Our code is a Base-64
encoded string containing a room identifier concatenated with the WiFi SSID, WPA2-PSK
key, and IP and port of the registration component of the Site Manager. I use a commonly
available Java library and scanning application from ZXing [100] to scan, read, and decode
the QR code. Once the code is ingested and parsed, the Device Manager automatically
establishes a connection to the local WiFi network and begins registration activities.
Registration allows the Device and Site Managers to advertise presence and exchange

key material for use later during KVM reservation and to encrypt a communication channel
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Figure 3.1: Model Smart Space

whenever they need to communicate over WiFi. If a space has more than one Site Manager,
this key material and identity information is shared between them over WiFi. During the
initial site installation, all Site Managers perform a similar key exchange between them
to allow for the creation of inter-Site-Manager encrypted channels. This is done to protect
their communications over WiF1i, as the QR code is essentially public and thus an adversary
can potentially recover the WiFi password and passively monitor the network unnoticed.
This initial network connection setup happens very quickly, allowing a user to continue
into the space uninterrupted. An audible tone is produced from the device when this
process is complete, and the device holder walks to a KVM interface. Each Device Manager
then continuously emits a custom Bluetooth Low Energy (BLE) beacon [101] based on the
key material originally exchanged with the site, allowing Site Managers to detect their local
proximity. Location could be determined by using on-board GPS, however this is a problem

as I envision most smart spaces to be indoor.



This beacon allows the Site Manager to wait until a valid registered Device Manager
is nearby (consistently within 3 feet) before publishing its interfaces. This method is a
variation on port knocking [102] and reduces exposure to potential adversary attack by
publishing services on-demand. Additionally, such a structure reduces the need for a central
discovery server or other service discovery infrastructure. This beacon contains a payload
with an authentication token (valid for 24 hours from time of issue) that provides the
device’s identity to the Site Manager. The Site Manager determines if the user is valid,
if the interface they requesting is available, that the user is not on any internal blacklists
and is not currently using any other KVM. If the user is acceptable, the Site Manager
makes the appropriate Bluetooth antenna active, puts it in discovery mode, and publishes
a keyboard and mouse service with a name unique to that user. The Device Manager
obtains these names over a secure WiFi channel, along with the pin needed to complete
keyboard pairing, and automatically performs pairing of the keyboard and mouse. Due to
our previously mentioned limitation in non-rooted Android devices, I am not able to initiate
a Bluetooth connect to finish automating the connection without explicit user interaction.
I leave mitigation of this issue to future work. Additionally, a timeout of 30 seconds exists
between the initial beacon, and the final Bluetooth pairing to facilitate users leaving the
space during this process, or other failure cases. More detail for my beacon scheme is found

in Section 3.3.3.

3.3.2 Management Middleware

The Device Manager is a non-intrusive Android application (intended to run as a back-
ground service once deployed), that uses only a simple API or user-permitted system calls
to communicate with Bluetooth and WiFi controls within the operating system. This
prevents any change to the device functionality when not within the space or not using
site-managed connections.

The current implementation of the Site Manager exists as a set of python scripts and

services on a Raspberry Pi (running Ubuntu Mate) with at least one USB keyboard and



mouse pair, and corresponding Bluetooth antennae (one for each interface). After boot-
strapping, keyboard and mouse events are read from the Pi’s operating system device input
files (/dev/input/*) and are pushed out over a published Bluetooth HCI service to the
mobile device. My implementation for this input device event relay is based on two public
codebases for Bluetooth keyboard emulation [103] . I reuse portions of these codebases
to provide the USB device reading and relay functions and Bluetooth service publishing
functions.

An alternative approach for turning wired HCI devices into Bluetooth ones is to tunnel
events over WiFi. However this would require a rooted device to allow for copying keyboard
and mouse events to Android’s local inputs. As my solution requires a non-rooted device,

I could not use this option.

3.3.3 Location, Fairness, and Availability

Each user of the space can connect to no more than one KVM at any one time. This is
enforced at connection bootstrap time, and by Site Managers that continually communicate
and exchange connection information over WiFi. Old connections are terminated if new ones
are requested. If two or more users arrive at an interface at the same time, the corresponding
Site Manager grants access on a first-come-first-serve basis. The timeout procedure detailed

in Section 3.3.4 covers the recycling of inactive connections.

Device Location and Tracking

A Bluetooth receiver can approximate the distance between it and a beacon broadcaster by
comparing the advertised Received Signal Strength Indicator (RSSI) to the strength listed
in the beacon. A basic formula for this computation [20] is shown in Equation 1. Here, n
represents a signal propagation constant, that varies depending on environmental factors

such as radio interference, obstructions between antenna, etc.

RSSIcasured = —10n[logio(dist)] + RSSTreference (3.1)



dist = 10[(RSS Ineasurcd — RSSTreference)/(—10n)] (3.2)

With multiple radio sources transmitters at known fixed locations, a receiver can use
simple techniques such as trilateration to determine their position. However, in practice
Bluetooth RSSI measurements have low precision. Some of this inaccuracy can be poten-
tially overcome by combining similar techniques with a space’s WiFi signals or multiple
Bluetooth antennae, but using these techniques will add a level of complexity and cost to
the proposed solution, which must be avoided.

My current design of device tracking and distance measurements uses only two stationary
beacons for each KVM as shown in Figure 3.2. One beacon is transmitted from a Site
Manager and is used to determine when a registered device is near it. The second beacon
is transmitted from another Site Manager operating in a location assist mode, allowing
devices and other Site Managers to measure which direction the KVM display is facing,
to know where to expect the user and their device. This location assist beacon must be
placed along the KVM orientation axis (the direction the display faces) 1.5 feet past the
expected position for the end-user when using the interface. I choose 1.5 feet due to the
expectation that it will be a comfortable distance between a user and the KVM. Prior to
this final placement, a special administrator interactive script is run on the KVM-providing
Site Manager that takes RSSI measurements when an installer places the location assist
beacon immediately next to it, 1.5 feet along the orientation path (near where the user is
expected to stand), and at its final destination, 3 feet away.

Should a user move outside of their expected location by 1.5 feet or more, an audible tone
is emitted by the Device Manager, and a connection teardown timeout begins as described
in Section 3.3.4.

As the connection establishment and teardown process requires a user interaction to
overcome limitations in Android, my solution can be more tolerant of inaccurate distance

measurements, where only local proximity (not highly accurate position) is needed.
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Figure 3.2: Distance and KVM Orientation Measurement System



Authenticated Beacon Design

Different beacon standards set the length of the UUID field differently. I choose the Ed-
dystone format to ease implementation on Android. I reuse the 16-byte identifier fields to
provide a rolling-code of sorts, to provide unique beacons that contain our encrypted code,

leaving the remainder of the beacon as-is. My new UUID field is as follows:

<64 bit identi fier 4+ 32bit epochtime + 32bit random padding>

Prior to insertion into the beacon, this field is encrypted with the sender’s AES128 key so
that a passive observer may not easily recover the identifier from the message. The use of
epoch time and randomized fields provides uniqueness to each beacon, and a logical clock
for ordering the beacons. My messaging scheme is tolerant of dropped or disrupted beacons,
as long as at least one beacon is readable during the timeout period.

One problem exists with this use, as there is no additional room within this beacon to
transmit an Initialization Vector (IV) along with the message. I leave the remedy of this to
future work, where such information could be send out-of-band over the WiFi connection,
or AES could be replaced entirely with a new cryptographic primitive that uses a smaller

block size, multiple messages, or is otherwise usable within a 128 bit-per message channel.

Use of Proof-of-Life

The Site Manager follows a protocol for connecting valid devices, but there is no way within
that procedure to determine if there is a human using the device. I outline a potential attack
in Section 3.4.2 where an adversary clandestinely consumes nearby interfaces, preventing
legitimate users from successfully connecting to them. To overcome such an attack, I use a
Proof-of-Life test that the device (its user) must pass, or the connection is terminated.

If a device has not passed a Proof-of-Life test during its connection to that interface, and



has not moved for a specified period of time (determined by a significant change in RSSI-
based distance calculation), a Proof-of-Life test is initiated when another user requests a
connection to that same interface. I further discuss the potential successes, and abuses of
this arrangement in Section 3.4.2.

Because the Site Manager controls the KVM interfaces, it could divert the display and
keyboard to a special device-provided terminal and present a CAPCHA or other more
complex test. My design cannot support this yet, as the existing Miracast connections are
not fully automated. Instead, the Site Manager implements a Proof-of-Life test by sending
a special request to the Device Manager, instructing it to emit a special audible tone known
to the user, to request that they either intentionally move around within the space or press
the connection initiation button on their device. Either action passes the test. While the
test itself is computationally simple, it requires a physical act which I believe is strong

against the local adversary (I analyze this claim in 4.2.1).

User Blacklisting

Should a device perform malicious acts or develop a reputation of being untrustworthy, the
Site Manager can add their Bluetooth hardware address to a blacklist that will cause refusal
of future attempts to connect to a KVM.

At this time, detection of protocol attacks is isolated to the submission of invalid beacons,
however my current design has weaknesses discussed in Section 3.4.2, preventing me from
including its functionality of the current deployment. I see development of better detection

as future work.

3.3.4 Connection Teardown

When a user wishes to no longer use an interface, they may click the same device button
used earlier to initiate the connection, or walk out of range of the KVM long enough for
the timeout period to occur. I use the device tracking scheme outlined in Section 3.3.3 to

determine when a user has left the interface for a duration of 30 seconds, and automatically



recycles the interface. I also engage the user to inform them they have moved too far away
from the interface, with an audible tone every 5 seconds.

In practice, I prefer the explicit use of the button to disconnect, as it is faster than
relying on the distance calculation and prevents any accidental initiation of the connection
timeout period due to errors in distance calculation or intermittent connectivity issues with
Bluetooth. I opt for a 1 second beacon frequency to reduce battery drain which occasionally
encourages these issues, but plan to study this effect more in the future, and potentially

adjust this interval.

3.4 Security Analysis

3.4.1 Adversary Model

I define the adversary as one who masquerades as a benign user within the space and
works to exhaust available KVM interfaces so that no users may access them. I assume the
adversary has access to all public information that normal users have access to, including an
installed Device Manager, knowledge of all procedures, WiF1i access (via QR code scanning),

and physical access to the smart space.

3.4.2 Sample Attacks and Mitigations

I consider three classes of attacks available to the adversary in this smart space. An adver-
sary could attempt to consume all resources, force benign users onto the site’s blacklist, or

increase user burden of my Proof-of-Life system.

Resource Exhaustion Attacks

There are four variations of resource exhaustion attacks that can be used in this environment.
First, an adversary could determine a means to perform multiple simultaneous reservations
during the site bootstrap process, thus preventing new benign users from reserving an

interface, at least until those reservations expired and the Site Manager returned them to



available status. However, my reservation system prevents this as only one KVM can be
requested at one time. Second, if an adversary could determine a way to prevent a device
manager from communicating a connection release to a Site Manager, no resource release
would be initiated. Because my device manager and Site manager communicate reservation
information over WiFi through an encrypted tunnel, the adversary would have to disrupt
that wireless communication, and potentially expose themselves. Third, if an adversary
could pick up another user’s connection after they have left a KVM, prior to the timeout
expiration, they could prevent the timeout, and consume the resource. However, this would
only be possible if the adversary were able to forge legitimate beacons for that particular
device. This would require breaking AES128. Lastly, a malicious user could carry around
many devices with them, consume KVM connections, and simply place those devices near
each KVM, but out of sight. This attack is unreasonable as my Proof-of-Life would require
the adversary to move to each KVM within 30 seconds when challenged, which would most

likely be noticed by the user who initiated the KVM reservation.

Forced Blacklist Attacks

Another type of attack is directed at convincing the Site Manager that one or more benign
users within the space are malicious, forcing them to the connection blacklist. If a malicious
user could forge fake reservation communications over WiFi (which they can passively mon-
itor), and include a known device identifier, this would cause the Site Manager to include
that user on the blacklist. An evolution of this attack could be to pre-populate the list with
all identifiers, blocking any future user. However, to perform either action, the encrypted
tunnel would need to be broken so that both the device identifiers and their matching AES

keys could be recovered.

Creating a Proof-of-Life burden

If an adversary walked around a space requesting interfaces that are currently in use, they

may trigger a Proof-of-Life test for the KVM user. If the user fails the test, their connection



is recycled. This forces users who wish to legitimately use the interface to perform a test
outside of a reasonable need. If I use the blacklist such that users who fail to solve the
proof are added to it, this scenario becomes an extension of the Forced Blacklist Attack
listed above. I assume each user of the space understands the Proof-of-Life test. However, I
could replace the audible tone with a specific recorded messages communicating instructions
directly to the user. I choose not to explicitly place users on a blacklist for failing the test,
and simply recycle their connection. This limits the adversary to only becoming capable of
terminating user connections, and only in cases where the user chooses not to respond to

the test.

3.5 Implementation Status and Future Work

I was able to automate some, but not all of the necessary steps required to seamlessly connect
my devices to their nearby KVM without user involvement. As a result, my implementation
remains an early work-in-progress. Android operating system security features prevent
me from programatically controlling all required connect Bluetooth functions, as well as
connecting video through Miracast. Users must initiate these connections manually, but I
plan to resolve in future work.

It is unclear what effects using public interfaces and software will have, precisely, on a
user’s level of trust. It may be the case that a user would prefer to simply use some aspects
of the site-integration and not others. For example, a user may decide to use the video
display in a space, but not the keyboard and mouse and would opt to bring their own. Such
an arrangement complicates my autonomous walk-up use case, but may need to be planned

for so that the site’s resources are more often used. I list these scenarios as future work.

3.6 Conclusions

In this chapter I present past work with Bluetooth-based fairness enforcement for commodity

wireless interfaces for mobile devices. I proposed a design for a lightweight middleware



solution that converts USB interfaces into Bluetooth HCI interfaces that can be managed
fairly within a smart space. I employ the use of BLE beacons to track users and estimate
proximity, and combine this functionality with my fairness techniques. My adversary and
security analysis identifies potential attacks to my design, and I discussed how that design
addresses them. I believe that smart spaces that deploy solutions like mine can do so easily,
and in a cost effective manner to enable transient users within the space to perform more
complex computing activities, securely, and without the need to carry around their own
interfaces.

The work presented in this chapter was published in Implementing Fair Wireless Inter-
faces with Off-The-Shelf Hardware in Smart Spaces, Paul Seymer, Duminda Wijesekera, In
Proceedings of the 18" International Conference on Internet Computing and Internet of

Things (ICOMP ’17), July 17-20, 2017, Las Vegas, Nevada, USA [104].



Chapter 4: Secure Outdoor Smart Parking using Dual Mode
Bluetooth Mesh Networks

In this chapter, I present my first iteration of work creating, deploying, and testing a
Bluetooth-only based smart parking solution that performs vehicle localization in an out-
door parking lot. Section 4.1 provides an introduction to the problem space and discusses
additional motivations. Section 4.2 presents the overall solution I employed, with Sec-
tion 4.2.1 specifying localization and Section 4.2.2 outlining the self-forming controlled
flooding mesh network. Experiments and results are found in Section 4.3. The chapter

concludes with Section 4.4.

4.1 Introduction

Efficient parking lot automation continues to be a focal point of many smart city initiatives.
Most existing unattended parking lots suffer from a lack of seamless automation, instead
deploying ticketing and payment at ingress and egress points or other systems with heavy
user involvement that often form bottlenecks. Similarly, many lots use per-space sensing
with expensive networking and power requirements simply to determine space occupancy.
Parking solutions that are free from the delay caused by this user burden and infrastruc-
ture could experience faster occupancy turnover with lower cost. An ongoing challenge in
developing seamless parking experiences is the detection and identification of vehicles in
parking spaces without the need for complex and expensive per-space occupancy detection
technology.

I developed a smart parking solution that uses a single low-power wireless radio tech-
nology to seamlessly perform parked vehicle localization and transport of sensor data for
use by a central management system. My solution uses a sparse, self-forming network of
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dual-mode Bluetooth sensors within a parking area to observe the presence of customized
authenticated Bluetooth Low-Energy (BLE) beacons placed in vehicles parked in the lot.
My localization technique is based on radio fingerprinting using Received Signal Strength
Indication (RSSI) values from the beacon, and a random forest machine learning classifier
that predicts where the vehicle is parked based on its fingerprint.

I implemented my solution in Python using commodity Internet of Things (IoT) hard-
ware and deployed it to a 105 space outdoor parking lot. There, I conducted fingerprinting
and prediction experiments. My results show that my exact-space prediction model eval-
uates with a high accuracy using radio training data (90.7% correctly identified), and my
in-vehicle tests show a promising result (69.17% accurate up to and including 3 spaces
away ), even without employing tuning and data filtering techniques. This encouraging re-
sult shows that localization using Bluetooth is a viable means of managing parked vehicles,

with great promise for a variety of future parking management applications.

4.2 Proposed Solution

I developed a smart parking solution based exclusively on Bluetooth radio. Small sensor
platforms (nodes) form an authenticated network, distributed to the physical footprint of a
parking lot. These nodes listen for broadcasts from a custom Bluetooth Low Energy (BLE)
beacon, found in each vehicle that parks in the lot. Received Signal Strength Indication
(RSSI) values from broadcasts from the beacon are picked up by the nodes within range,
validated, encrypted, and sent back to a designated central node where space prediction
occurs. Space prediction uses an optimized Random Forest machine learning model trained
from previously recorded RSSI values for each space in the lot. I constructed and deployed
this solution using Raspberry Pi 3s, to a small outdoor parking structure on the George
Mason University (GMU) campus in Fairfax, VA. Figure 4.1 shows a high-level view of my
solution with a high level view of each node’s location within the Bluetooth software stack

in Figure 4.2. I describe this solution in more detail in the following subsections.
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4.2.1 Bluetooth Localization

My vehicle localization technique is based on radio fingerprinting each space, and uses a
supervised learning algorithm to make a final determination of space occupancy. When the
nodes were initially installed I deployed a continuously broadcasting BLE beacon to each
space in the parking lot and collected RSSI values for the beacon over a short period of time.
These values were used as training data for the supervised learning algorithm, obtaining a
unique RSSI profile for each space. I summarize this process in Algorithm 1.

As nodes are located at different distances from each space, individual RSSI values
at each node are expected to differ along with this distance. While Euclidean distance
calculations with Bluetooth beacons has been found to be imprecise and unreliable [20],
radio fingerprinting solutions show potential for use [105]. Details of my experiments appear

in Section 4.3.

4.2.2 ”Smart” Mesh Network

Contemporary mesh network options, including the BLE Mesh Specification [27], use both

flooding and routing based solutions [29] and span radio broadcasts over both advertising



Algorithm 1 Occupancy Detection Procedures

1: procedure space_fingerprinting(recording interval i)

2 Enable continuous BLE advertising inquiry on all nodes.

3 for each parking space do

4 Move broadcasting beacon to center of parking space.

5: for 7 seconds interval do

6 for each node do

7 for each observed valid beacon in inqury scan do
8 record (rssi, node_id, timestamp)

9

Recover data from each node, and store in single dataset d.

10: procedure prediction_model_train(dataset d)
11: for each parking space p in dataset d do

12: for time interval ¢ do

13: extract features for p

14: create feature vector for extract features

15: store feature vector in labeled training set ¢

16: Create trained model m with supervised learning algorithm

17: Test and Store m
18: procedure vehicle_location_predict(model m, interval i)

19: Enable continuous BLE advertising inquiry on all nodes.
20: for i seconds interval do

21: for each node do

22: for each observed valid beacon in inqury scan do
23: record rssi value, node id, timestamp

24: extract features f for p

25: create feature vector v, for f

26: predict parking space s using v input into m

27: store s

and data channels. BLE mesh solutions that use flooding over advertising channels for data
transfer are problematic for my localization solution, as their use causes radio interference,
negatively affecting occupancy prediction. I choose to implement a form of controlled
flooding to avoid the computational, storage, and network overheads commonly associated
with routing-based solutions, but instead of exclusively using advertising channels for data
transfer I implement a managed flooding solution over Bluetooth Classic Enhanced Data
Rate (EDR) which spreads transmission over the entire Bluetooth spectrum. This allows
one to execute network functions at higher transfer rates, while simultaneously reducing
interference with our localization solution by reducing channel overlap and taking advantage
of Bluetooth’s adaptive frequency hopping feature [106]. This is of particular benefit in

environments with a high potential of environmental interference (ambient WiFi signals,



etc.)

Pre-Deployment Configurations

Prior to deployment and out of band of the Bluetooth network, each node exchanges two
256-bit keys with the designated central node, later used to encrypt messages using the
Advanced Encryption Standard (AES) algorithm and sign messages using a hash-based
message authentication code (HMAC). The design uses the Secure Hash Algorithm 256
(SHA-256) as the HMAC (HMAC-SHA256). I encrypt each message upon creation to en-
sure secrecy and integrity but also forgo the use of individually encrypted channels between
nodes that would require additional power and computation. Additionally, each node re-
ceives a second pair of AES/HMAC keys for use in broadcast messages that contain node
management instructions from the central node. Because my meshnet uses managed flood-
ing, all nodes see at least one copy of every message, making message broadcasting require
no additional implementation. In addition to keys, the central node assigns a unique iden-
tifier and the parking network’s Bluetooth Universally Unique Identifier (UUID) to each

node.

Network Construction

Each node that joins the meshnet must be authenticated by the central node. Since Blue-
tooth has a limited range, new nodes may not be able to communicate directly with the
central node when they wish to join the network. As mesh networks extend the effective
range of any single node by relaying its messages through other nodes, my mesh network
is formed from the central node outward allowing any new nodes to have a network path
back to the central node for authentication. New nodes, once powered on, go into a stag-
ing mode where they broadcast a service with the pre-exchanged Bluetooth UUID. During
network construction each networked node scans for near-by Bluetooth services that match
this UUID, using Bluetooth’s built-in Service Discovery Protocol (SDP) until all nodes are

joined. To ensure that only nodes close enough to establish a reliable connection are joined



to the network, any discovered node with a consistent RSSI measurement below -80 decibel
-miliwatts (dBm) is ignored. Nodes that have RSSI values above -80 dBm are authenticated

using the protocol shown in Figure 4.3.

Central Node Central/Sensor Node Sensor Node
Start Advertising UUID

scan for nearby nodes that broadcast UUID—
\ for each addr/port found

1—Authentication Request———— |
it AUTH1
\authenticate message

~—Verify (Flood)—

authenticate message AUTH2 (Flood)—

AUTH2

add sensor node authenticate message
to next-hop list >

\ add central/sensor node to next-hop list

Stop Advertising UUID

Figure 4.3: New Node Rendezvous Protocol

Once a node is authenticated, its connection information is stored within the node
it authenticated through so that future messages can be flooded to it. In the event a
node loses contact with the network, or changes its hardware address, nodes within the
network that communicate with it will timeout, and inform the central node of the failure.
This triggers a repeat of the rendezvous protocol, re-joining the missing node once its
service begins broadcasting again and re-authenticates. Performing rendezvous based on
UUID combined with pre-exchanged key material allows the network to support privacy
and security features that utilize random hardware addressing, a feature already in BLE.
Functional primitives for network construction are shown in Algorithm 2. Messages could
be of any size, however to reduce network overhead all messages are fit into a single block of
AES in Cypher Block Chaining (CBC) mode appended with the HMAC-SHA256 signature
to provide authentication and integrity checking, due to ease of implementation and wide
acceptance. The message format appears in Section 4.2.2.

The number of total nodes is known to the central node (due to pre-deployment key

exchange). Once all nodes on the network have authenticated, the central node instructs



the network to stop the rendezvous protocol, and all nodes terminate their SDP services
to save power and reduce advertising traffic that would cause interference with distance

calculations.

Message Flooding

The system use a controlled flooding algorithm to send messages throughout the network.
When a node has a message to send, it floods the message to all of its neighbor nodes.
Each node stores a buffer of recently seen messages. When a node receives a message, it
checks this buffer and discards a message it has already seen. Otherwise the node then
decides if the message is for them, or for another node (e.g. re-flooded) by examining a
predefined message field. Re-flooded messages are sent to all neighbor nodes except the
node that originally sent the message. This results in every node seeing every message, but
never using duplicate messages. All messages are unique, within a reasonable time period,

as each is encrypted and signed resulting in a pseudo-random set of bits for each message.

Message Format

To allow for efficient message decoding, I prepend each message with a 4-bit message type,
and a 16-bit node identifier for the node that originally sent the message. This is followed
by a 108-bit payload containing authentication information, RSSI measurements, or other
data that needs to traverse the network in the message. This forms the 128-bit AES block
to be encrypted and signed. To enable efficient decryption, once this message is received by
its intended recipient, a 2-bit mode is pre-pended: 00 for messages destined to the central
node, 01 for messages destined for one of the nodes, 10 for broadcast messages and 11 for
non-flooded messages such as for those used during exchange of tokens in the authentication
process. Additionally, there is a 16-bit node identifier also pre-pended and corresponds to
either the key that the central node should use to decrypt the message, or the node that

the message applies to. This forms a total of 530 bits for each message sent over the radio.



4.3 Experiments and Results

The experimental platform is composed of several Raspberry Pi 3s (with built-in dual mode
Bluetooth) running Ubuntu Mate 16.4.1, equipped with 10kmAh portable battery pack to
enable uninterrupted outdoor deployment. All code is written in Python, using the pybluez
library [107] and the Bluez Linux Bluetooth stack [108]. I chose a computationally overpow-
ered and open platform to facilitate evolving the system and conduct functional experiments
without hardware or software performance limitations. However, I discovered throughout
the course of my work, that the Bluetooth capabilities within the System On Chip (SoC)
used in the Raspberry Pi became unstable when running my code, resulting in the need to
power-cycle the node within minutes of use to maintain proper Bluetooth functionality. I
addressed this by replacing the use of the on-board Bluetooth with a commodity Bluetooth
USB adapter from StarTech [109] (which uses a different chipset). Initial localization ex-
periments were conducted within an Antioch Chamber, but the parking experiments were

conducted in the outdoor lot shown in Figure 4.5.

4.3.1 Selecting a Localization Technique

I conducted a preliminary set of distance calibration experiments for a sampling of my nodes
to gain insight into feasibility for trilateration-based localization. RSSI measurements were
taken inside the Antioch chamber at fixed distances of 1m, 1.5m, 2m, 2.5m, and 3.0m, from
a laptop equipped with an Ubertooth One (for consistent measurements) [110]. There was
a large variance between 1m RSSI measurements, ranging from -19 dBm (in two nodes)
and between -20 and -30 dBm (for all other nodes). Additionally, RSSI measurements did
not consistently decrease in value as nodes were moved farther away from our measurement
antenna. This behavior and related literature showed RSSI-based trilateration should be
limited to proximity-only applications.

A popular alternative used in indoor localization is to use RSSI measurements to form

radio fingerprints for known locations within the space [105]. Claims have been made that



suggest Bluetooth can perform data transfers between radios at least 350 meters apart [111].
However to confirm that this is the case for my target environment, I obtained RSSI mea-
surements for a BLE broadcast from a node and the most distant parts of the parking
lot while maintaining line of sight. I observed a successful beacon observation every 2-30
seconds with an RSSI value ranging between -80 to -90 dBm. This experiment confirmed
that a vehicle could park anywhere and its beacon would be observable, provided we had

line of site.

4.3.2 Choosing Physical Locations for Measurement Nodes

Under ideal conditions, nodes would be placed at equal distances from one another at a
range that balances lot coverage and network connectivity. However, I expect that creating
an accurate radio profile for each space will require more sensor nodes than network nodes
needed to transfer data. Additionally, physical parameters of the lot, such as placement of
mounting locations, obstructions due to trees or structures, or elevation changes must be
taken into account to produce a solution that is both functional and practical to install and
maintain. The target parking lot shown in Figure 4.5 has four tall lampposts approximately
20 feet apart that make obvious locations for our initial node deployment as they provide
line of sight to most spaces, and do not require that they further obstruct the parking lot.
I deployed nodes 2, 4, 6, and 7 to each of the posts. These locations, however are far from
the parking spaces near the entrance of the lot, so I deployed node 5 to the entrance of the
lot and a central node to an office space on the second floor of the building the lot serves
(that contains a window facing node 5). However, this arrangement resulted in no line of
site between the lamp post nodes and the entrance and central nodes. However there was
no practical man-made structure to mount an additional node to, so I hung a final node on

a tree along the south edge of the lot (node 1).



Measuring Inter-node Signal Strength

To study the feasibility of my deployment and confirm that my nodes are placed at usable
locations, I used BLE advertising broadcasts from each node to observe how strong a node’s
radio was to other nodes in the network. I consider signals above -70 to -80 dBm as sufficient
to form out the mesh network. For this experiment, I configured each node to continuously
broadcast a BLE beacon and record all observable BLE beacons. I ran this activity for
5 minutes, and summarize the result in Figure 4.4. I noticed that some node pairings
resulted in a low volume of observed advertising counts and low RSSI values, while others
had higher values and counts. This appeared consistent with my assumptions about distance
and obstruction. For example, mounting location for node 2 was immediately behind a large
aluminum sign, blocking line of sight between it and node 5. The resulting measurements
confirm that this is indeed an obstruction, however I left the deployment as-is to enable
me to study this special case where obstructions influence how information passes around
the network. In the next solution iteration, my ongoing work automates this measurement
process, but for consistency during the remainder of this experiments, I configured each

node to reconstruct the paths shown in green in Figure 4.5.

4.3.3 Machine Learning-based Parking Fingerprinting
Feature Selection

One challenge I faced is that for any given moment of time, one or more advertisements may
not be observable from any given node. In order to collect observations from all nodes that
span a period of time, I averaged all RSSI value heard by a beacon for each node, within
each 10 second period over the 5 minute fingerprinting period for each parking space. If no
RSSI values exist during this time window, a value far off of the scale was used (-10,000).
To expand this initial feature space, additional features were added such as the average
and median RSSI value for the entire 5 minutes for that node/space combination, variance,
standard deviation, as the number of beacons observed per second. This resulted in feature

vectors of 70 values, for 30 total time slices within the 5 minute fingerprinting period for



0
S AN NN ONONDNENANLWLLLNL OLWL S A LN
10 © © O O O O O O O VO O O O O U OV OV OO OV O
T T T T T T T T T T T T T T T T T T T T T o
O O O O O OO O O O O O O O O O O 0o o o o
200 222222222 22222z2222222
A NN ANJANA AN ANNNANANNANAMNAMNMANANNAMNNANNA
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
30 VM V V VV V\V V V V V V V ¥V V V V.V Vv v 400
© O F AN\ m N O TN c N
Q0 0 0V U O\ O-Q L O M0 /0 ¢ 0 ¢ O 2 ¢ @
40 O T O T T DT O\ T/O /T & T & T & & T
O 0O/0 © O O © © O 5 o O 5 O 5 (=] S (=] 5 5 O 600
50 2 Z/zzzzzzzfjzzg=zH=zH=zHo=
.60 800
-70 1000
-80
1200
-90
Average RSSI Average Adv Count
-100 1400
Figure 4.4: Inter-Node RSSI, Advertisement Counts
each space.

Model Training and Evaluation

Although unable to fingerprint all of the 105 spaces in the parking lot, due to a consistently
parked vehicle present (in three spaces of the lot) during all of my experiments, I did ensure
that none of my in-vehicle experiments used these non-fingerprinted spaces. Once I collected
my RSSI data and created the feature set, I trained and tested several popular supervised
learning classifiers use for prediction: Decision Tree (J48), Random Forest, Naive Bayes,
Support Vector Machines (SMO), and k-Nearest Neighbors (k=1). I used Weka [112] as my
machine learning toolkit, with default settings and 10-fold cross-validation. I summarize our
training results in Table 4.1, showing average percentage of correctly identified spaces for
each algorithm used and the average Receiver Operating Characteristic (ROC) area across
all spaces and across only High Value (H.V.) spaces. High Value spaces carry rules for us-

age, such as those requiring handicapped placards and short-term (60 minute) spaces near
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the building entrance. These results show that the Random Forest classifier performs best,
correctly predicting the parking space occupied an average of 89.1111% across all spaces,
and 92.9250% for H.V. spaces. This was a significant result as I had not yet performed
model tuning, data filtering, or detailed investigation into the selected feature set. Further
examination of per-space accuracy results showed that for some spaces we achieved 100%
or near-100% prediction accuracy, while others such as those that lined the east end of the
parking lot near a residential community that contained between 25 to 35 WiFi hotspots
providing uncontrolled interference, sometimes performed poorly. I then performed a pa-
rameter tuning exercise on the Random Forest model and produced an optimized model
with a slightly more accurate average classification of 90.6984% across all parking spaces,

and 93.3500%¢t across H.V. spaces. I summarize the per-space results in Figure 4.6 showing



the True Positive (TP), Precision, and ROC Area metrics for each space.

Table 4.1: Trained Classifier Results (10-fold CV)

Algorithm | All Training Data |H.V. Space Samples

%Correct [ ROC Area|%Correct | ROC Area

kNN(1) 48.0635 0.736 43.7750 0.7138
SMO 25.6508 0.805 20.4125 0.8109

J48 77.6825 0.909 80.4250 | 0.9073
NB 21.873 0.910 18.3375 | 0.9165
RF 89.1111 0.997 92.9250 | 0.9993

RF (i=2000)| 90.6984 0.998 93.3500 | 0.9996
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Figure 4.6: Per space True Positive, Precision, and ROC Area

”In-Car” testing

I further tested the accuracy of my model by placing the beacon in a two passenger car,
after parking the car in randomly selected spaces. Each measurement of the in-car beacon
was taken in an identical way to space fingerprinting: 5 minute sampling resulting in 30

total measurements per space. Then I used my model to classify these 30 measures for



each space. As expected, results shown in Table 4.2 had a lower prediction accuracy than
my fingerprinting experiment. To quantify the inaccurate of prediction with respect to the
distance between predicted space and true space, I examined the map in Figure 5 and drew
a straight line between the approximate center of each space (predicted and actual), and
counted the number of spaces the line recognizably overlapped. I chose this method due
to the fact that the parking lot was not a uniform grid, and I did not fingerprint locations
in the lot that were not marked as parking spaces. Although this evaluation method lacks
rigor, it does provide me with an approximation of how inaccurate our prediction errors
were. Outcomes of exact matches, 1, 2, 3, or more than 3 space differences are shown in
Table 4.2. Some spaces such as 12, 17, and 31 had many exact matches. Others were less
accurate resulting in predictions of 3 or more spaces between predicted and true location.
The percentage of predictions for the un-optimized model was as follows: exact spaces
5.33%, 1 space away 19.00%, 2 spaces away 15.67%, 3 spaces away 24.17%, and more than
3 spaces away 35.83%. Repeating this exercise using the optimized model is shown in
Table 4.3 with similar results: exact spaces 7.00%, 1 space away 19.17%, 2 spaces away

15.67%, 3 spaces away 24.00%, and more than 3 spaces away 34.17%.

Table 4.2: Predicted ”In-Car” Results. Default Model

Space| Error(spaces) |Space| Error(spaces) |Space|Error(spaces)
0[1]2]3|>3 0[1]2]3]|>3 0(1|2]3| >3
12 19(15/0|6| 0| 32 |2|14{0|6| 8 | 64 |[1|0|1|24] 4
17 |8|21j1]0(0 | 33 |0/0|0|0|30] 65 |0/6|0|8| 16
22 1110|123 5| 34 |0/11|7|10{ 2 | 69 |0|0|5| 2| 23
23 10|01 |7 (22| 37 [1|123|/4(/0| 2| 81 |0{3/6/0]| 21
25 |112|13|10{ 4| 40 |0/2(8]6{19| 95 |0|1|9|6| 14
30 |10{4]3|20{ 3| 44 |0/2(14]5|9 | 98 |0|1|9]| 7| 13
31 19/9|7|5[0]| 52 |0/0(10/0]20




Table 4.3: Predicted ”In-Car” Results using optimized model

Space| Error(spaces) |Space| Error(spaces) |Space|Error(spaces)
011(2|3|>3 0[1]2]3|>3 0[1|2] 3| >3
12 1114|050 | 32 [2|15/1 8| 4| 64 |2/|0|1|24| 3
17 19118{3|0] 0| 33 (0/0|0|0]|30| 65 |03|0(15| 12
22 10(10(3123] 4| 34 |0]9]|7 |12 69 |0]0(6| 2| 22
23 10 116(23| 37 [1]24|3 |11 | 81 |(0|3{4/0| 23
25 |2|1(10(12| 5| 40 |2|2|4|6(16] 95 |0|1|8]3 | 18
30 |0 8115/ 1| 44 (0|7 (13]0|10| 98 |0(1|8/ 8| 13
31 |13|11{2(14| 0| 52 |0{0|12|/0 |18

4.3.4 Measurements Over Mesh Network

I tested the combined mesh network solution and localization solution. We used the same
parameters from the in-car experiment, but collected the RSSI measurements at the central
node after they were transmitted over the mesh network. Over the course of this work, I
began to experience significant performance and reliability issues with the built-in dual
mode Bluetooth controller on the Raspberry Pi. I was not able to maintain a stable mesh

network until I ran my experiments with replacement Bluetooth adapters (discussed above).

Table 4.4: Predicted ”"In-Car” Results, Mesh Collected

Space| Error(spaces) |Space| Error(spaces) |Space|Error(spaces)
0/1]2]3[>3 0]11(2/3|>3 0(1]2 (3| >3
12 |0|5(2]23] 0| 32 |22{3|0|5|0| 64 |0|0{16|5] 9
17 (0|0 [0|30{ 0| 33 |0]25/0/0|5 | 65 |0/0/0|6| 24
22 020/ 0(0|10| 34 |0|0|0/30[ 0| 4 |0/0]|2|0] 28
23 |0j0|0|0(30] 37 [0|010|30] 0| 81 |0/0j0|6| 24
25 1000|0124 6| 40 |0|4{1/0|25| 95 |0|0|0|0| 30
30 [1/0|23|0| 6| 44 |0|15|0/11| 4| 98 |0]|0|28|0| 2
31 |0|27/0|3(0| 52 [0]|0|1]0(29




4.3.5 Compensating for Attenuation

I learned from my in-car experiments that placement of the beacon inside a vehicle resulted
in less accurate prediction, due to attenuation and variance in physical location of the
beacon. I studied a simple mitigation for this attenuation by increasing each measured
RSSI value to compensate. I took my in-car testing data (both through the mesh network,
and without the network) and added 3, 6, and 9 dBm to each RSSI value and repeated my

prediction using the optimized random forest model. I show these results in Table 4.5.

Table 4.5: Predicted ”In-Car” Results, Attenuation Corrected

+dBm Error(spaces) % (via mesh)

0 1 2 3 >3
7.00(3.83) |19.17(16.50)|15.67(12.17) |24.00(28.83) |34.17(38.67)
12.67(2.17)20.33(19.00)| 16.67(9.67) |19.50(31.83)|30.83(37.33)

(25.33) (30.00) (32.17)
(24.00) (22.00) (30.83)

10.33(1.00)[19.50(25.33) (15.83(11.50)|20.50(30.00) |33.83(32.17
5.17(5.67) [10.83(24.00)|12.50(17.50){29.17(22.00) [42.33(30.83

O WO

4.4 Conclusion

My solution addresses the parking lot occupancy detection problem by providing a low
power and low cost localization and sensor data transport solution using Bluetooth. My
results show that this solution has promise at providing per-space occupancy detection,
allowing for a variety of parking applications. When combined with payment, registration,
and other infrastructures, parking lot owners will be able to free themselves from costly
sensor network and ticketing systems, enabling a seamless parking experience for its users.
The work presented in this chapter was published in Secure Outdoor Smart Parking
using Dual Mode Bluetooth Mesh Networks, Paul Seymer, Duminda Wijesekera, Cing-Dao
Kan. In Proceedings of the 89" IEEE Vehicular Technology Conference (VTC’19-Spring),

April 28 May 1, 2019, Kuala Lumpur, Malaysia [113].
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: procedure join_network(service.UUID)
Enable ”piscan” on bluetooth adapter
Start service advertisements for service_UUID
Start locator beacon
while not_joined_to_network do
for each Incoming RFCOMM connection do
Create, encrypt, and sign new authentication message
Send message over RFCOMM connection
Wait for network authentication reply
if network authentication message is valid then
add connection details to neighbor_node_list

Terminate connection
: procedure discover_new_nodes(service.UUID)
while network_incomplete do
observable_nodes[] + find'services(service_UUID)
for each node in observable nodes[] do
node RSSI = scan'for RSSI value(node)
if node'RSSI ; -70dBm then
Establish RFCOMM connection
Wait to receive authentication message a
flood_message(a)
Receive central auth. decision d and token ¢
if d = authentic then
Send t to node
Add connection details to neighbor_node_list
Terminate connection
: procedure flood_to_neighbors(message m)
for each node in neighbor_node_list[] do
Append m to outgoing queue for node
seen_message[hash(m)] = True

: procedure send_messages(message m, fairness_limit n)
for each queue in outgoing_queues do

Connect to queue.neighbor_node_name

Pop and send first n messages in queue

Terminate connection
Start sleep timer

: procedure receive_message(message m)
if m in seen_message[] then
discard m
else
if m is for me then
p < decrypt_and_validate(m)
if p != null then
process p
else
discard m
else
flood_to_neighbors(m)




Chapter 5: Smart Parking Zones using Dual Mode Routed
Bluetooth Fogged Meshes

Contemporary parking solutions are often limited by the need for complex sensor infras-
tructures to perform space occupancy detection, and costly to maintain ingress and egress
parking systems. For outdoor lots, network infrastructure and computational requirements
often limit the availability of innovative technology. I propose the use of Bluetooth Low
Energy (BLE) beacon technology and low power sensor nodes, coupled with sensible place-
ment of computational support and data storage near to the sensor network (using a Fog
computing paradigm) to provide a seamless parking solution capable of providing parking
maintainers with accurate determinations of where vehicles are parked within the lot. My
solution is easy to install, easy to maintain, and does require significant alterations to the
existing parking structures.

In this chapter, I present an improvement on the work outlined in the previous chapter,
by enhancing the design and operation of both my localization solution and the mesh
network that implements it, and laying a foundation for integration of this work with a
multi-modal scheduler (found later in this dissertation). I augment the problem space and
motivations in Section 5.1. I introduce routing, zoned-based occupancy detection, vehicle
ingress/egress detection, and other features in Section 5.2. A lengthy series of experiments
with results that motivated my final system design is outlined in Section 5.3. Conclusions

drawn from the experiments of this chapter is included Section 5.4.

5.1 Introduction

Modern smart parking solutions have many problems. First, many suffer from the need to

install per-space sensors to provide accurate occupancy detection. Others require too much

o1



user interaction, such as using smartphone apps to scan space identifiers. Other solutions use
isolated ingress and egress payment interaction points, entailing costly automation. While
the original intent of technology deployments to parking lots was to make management cost
effective and usable, contemporary commercial solutions continue to use old paradigms and
fail to achieve seamless, low cost, low resource intensive but service rich parking management
solutions.

Parking lots, particularly outdoors often reside outside wireless (or even wired) network
boundaries. Additionally, these spaces have minimal power to support lighting and other
basic infrastructure. Suggesting a complicated technology stack for deployment to these
lots will replace one problem with another and become cost prohibitive. Shifting to cloud
computing technology offer the ability to take advantage of high computational ability
without the overhead and expense of maintaining it, nor paying for its use when idle.
One major drawback of this technology is the dependence on a reliable, and often large,
network connection, a rarity in parking lots. Fog computing, counters such dependencies
by shifting computation and storage closer to the parts of a network that need them.
In the case of sensor networks, like the ones that are deployed to smart parking lots for
occupancy detection, Fog computing suggests that storage and computational capability
be located as close to the network’s sensor capability as possible. This is a challenge,
as the devices that perform sensor activities are often low power, and as a result have
extremely limited storage and computational capability. What is needed is a low cost,
low power solution with minimal user interaction to function. Doing so requires eliminating
traditional ingress and egress payment and tracking support and replacing it with something
completely seamless that does not interfere with vehicle ingress or egress or to/from the
lot. Occupancy detection must not have a one-sensor-per-space requirement. Deployment
of the solution should not require significant alteration of the existing lot. I propose using
low cost, low power, Bluetooth Low Energy (BLE) sensors and BLE beacon technology
to create a fully automated and seamless parking experience. In this chapter, I improve

upon the work reported in the previous chapter and my publication [113] in several ways:



Improved localization, simplified machine learning model (with a smaller feature vector),
significantly lower mesh network overhead during operation, and adaptation of Fog/Cloud
concepts to provide on-demand and off-network computation (thereby simplifying on-lot
computation demand). I compare this to a solution that use an Edge Computing object

recognition camera as a BLE vehicle attestation to the solution presented in this chapter.

5.2 Proposed Solution

An overview of my solution is shown in Figure 5.1 where the target parking lot is equipped
with Bluetooth sensor nodes that measure radio strength from vehicles equipped with BLE
beacons. These sensor nodes form an authenticated mesh network, based off of real-time
radio signal strength between them to allow the network to self-form and adapt to changing
conditions like radio interference and node failure. When vehicles enter the lot and park, the
sensor network records Received Signal Strength Indicator (RSSI) values and relays these
values over Bluetooth Classic (RFCOMM connections) to a central node. This central
node assembles the sensor data together and performs a space prediction activity using a
Random Forest machine learning model, trained against a radio map created at installation
time. This model was trained offline to simulate an activity we see as occurring in a
real-life deployment in the cloud, however the size of parking lots and the low-density of
sensor nodes is such that training this model could have been performed on a host within
the fog network. My solution takes advantage of edge computing and fog computing by
configuring the sensor nodes with sample rates and other data pre-processing steps aimed
at reducing network demand, performing execution of the space prediction activity on a
power unrestricted fog network located within a nearby office building, and offloading lot-
agnostic or global activities such as trending and payment processing to the cloud. Here, all
computations needed to make a space determination is located on the fog network, sparing
the connection to the cloud from this additional demand. External services that can benefit

from this data can interact directly with the cloud, sparing the fog and sensor networks
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from supporting those processes. This arrangement is shown in Figure 5.2. In addition,
our system detects vehicles that enter and exit the lot, and authenticates them. I do so
with two solutions, one based purely on Bluetooth radio, and another that combines the
radio with an object recognizing camera deployed to an ingress point at the parking lot. I

experimentally contrasted both solutions.

5.2.1 Parking Space Occupancy Detection

My space occupancy prediction model is an evolution of prior work [113], where I used RSSI
values from Bluetooth beacons, measured at multiple locations within a parking lot to train
a Random Forest machine learning classifier. This section outlines significant changes and

improvements to that work, and new features provided by our current system.

Zone Based Occupancy Detection

Preliminary experiments were performed with a per-space occupancy detection goal. Results

were accurate above 90% for my training set for all spaces in the lot, with less accurate spaces
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Figure 5.2: Cloud, Fog, and Sensor Network Computational Model

along the south and south east corners of the lot (marked as orange circles in Figure 5.3).
Suspecting that this was due to signal interference in the 2.4GHz range from the surrounding
residential area, I considered zoned-based occupancy detection instead of individual spaces
as a mitigation technique, as parking lot owners will most likely not want a pricing model
that differs between spaces that border one another, except for regions such as near a
building entrance, or on a level of a parking garage. Consequently, I use zones consisting of

contiguous spaces as shown in Figure 5.3.

Sensor Node Placement

To avoid deploying structures that impede traffic flow or compromise existing spaces, I
used existing lamp posts to mount nodes at heights of 8 feet or more. Two sensor nodes
are located within the nearby building that belong to both the BLE sensor network and the
fog network, to act as a network bridge to allow for sensor data to be used off-network for
payment, etc., as shown in Figure 5.3.

Preliminary experiments in prior work with a 7 node network resulting in incorrect
classifications primarily involving spaces in zones 2 and 3 in both the training set and the

in-vehicle testing. Additionally, the formed mesh routed all traffic through node 1, creating



Figure 5.3: Parking Space Zone Map.

a single point of failure and a potential bottleneck, should the network become saturated.
As a mitigation, I deployed two additional sensor nodes to address inaccurate predictions
for nearby spaces in zones 2, 3 and 4, and a third node on the other side of the building
(near node 4, not shown in the figure) to allow for multiple mesh paths to be formed with

the nodes inside the building.

Radio Fingerprint Feature Selection

My first features included many statistical measures of RSSI values and their changes over
time. After consequent analysis, I removed features with minimal positive contributions
to the eventual determination. An example is the median count of RSSI beacons seen
over discrete time intervals. In practice, this metric varied greatly once a beacon was
placed inside a vehicle, creating higher errors in prediction. Such issues are addressed in
Section 5.3.1. Temporary physical obstructions cause signal attenuation or in some cases
prevent a beacon measurement entirely. To mitigate this effect, I used the highest observed
RSSI value per node per space, as this gave the best result. My experiments described in

Section 5.3 support this choice.



Bluetooth-Only Vehicle Identification and Tracking

Due to the range of Bluetooth, each space is observable from several sensors in our network.
When a vehicle enters the lot and parks, its unique beacon broadcast will be detected as part
of the localization process. If that beacon has not been seen for a period of time, I assume
that the vehicle has exited the lot. The process for vehicle detection and identification is
shown in Algorithm 3. Initialization is run when the network is started, shown in lines
1-7. This algorithm maintains a data structure of observed beacons (lines 8-12), launches
a thread (line 7) to observe this data structure (line 16) and determine when a vehicle has
exited the lot (line 18). If an exited vehicle is detected, a notification is sent (line 19) so
that external functions could be run to initiate payment and other business functions based

on lot occupancy.

Algorithm 3 BLE Only Vehicle Identification Procedures

1: procedure initialize()

2: parked_records < {} > init history data structure
3 veh_entered < {} > init enter records
4: veh_exited < {} > init exit records
5: detect_veh kill_ flag = False
6.
7
8

beacon_measure_intvl = 5min
start thread detect_vehicle_exit()

: procedure detect_veh_enter(each received beacon b) > called for each beacon central
receives
9: if b.veh_id not in parked_records then
10: create entry for b.weh_id in parked_records
11: notify mgr new vehicle parked (b.veh_id)

12: parked_records[b.veh_id].last_seen <+ b.time

13: procedure detect_veh_exit()
14: while detect_veh kill flag = False do

15: n < time.now()

16: for each veh_rec € parked_records do

17 r < parked_records[b.veh_id).last_seen

18: if (n —r) > beacon_measure_intvl then
19: notify mgr new vehicle exited (b.veh_id)
20: sleep (beacon_measure_intvl)

One potential gap in my solution is the assumption that a beacon found within a lot is
indeed inside a vehicle, and that all vehicle entering the lot have an active beacon. While

my smart parking solution will only be deployed to lots that have 100% participation by



all vehicles, I am sensitive to the potential for a malicious vehicle operator entering the lot
without powering their beacon. To my solution, this would not appear as a space occupying

vehicle at all, but I explore a solution to this in the next section.

Camera-based Vehicle Detection and BLE Beacon Attestation

To remedy the potential for vehicles to evade detection by disabling their beacons, I explored
the use of a low cost, low power object recognition camera located at the entrance/exit points
of the lot. I selected the Jevois-A33 Smart Camera [114], an all-in-one camera and CPU
with a USB interface, chosen primarily due to its low price point (under $60 USD), and
the ability to recognize objects out-of-the-box with little configuration. I configured the
camera to recognize vehicles using the Jevois Darknet YOLO module [115] which employs
YOLOvV3 [116], a neural network that quickly detects objects based on a single pass across
an image obtained from the camera. I connected the camera using a USB to one mesh
node and used the camera’s USB interface to sent serial messages from its classifier to its
built-in logging module. The node connected to the camera was also equipped with a BLE
receiver and observe nearby beacons and discover if the vehicle viewed by the camera has a
valid active beacon - assuring that the specific beacon observed does indeed correspond to a
vehicle. While a simple solution, I view this as a preliminary step for augmenting my BLE-
only solution with additional low cost low development attestations. I conducted feasibility
experiments for this implementation described in Section 5.3.3, and contrast this solution
with the BLE only solution in Section 5.2.1. I outline how this arrangement functions in
Algorithm 4. Algorithm initialization occurs (lines 1-6), creating a data structure, populated
by two watcher threads that observe and record BLE beacons and camera-based object
detections. Additionally, two thresholds are set specifying the RSSI value required by a
beacon to indicate it is near to the camera node (line 5), and the maximum time difference
between a camera recognition event and a matching BLE beacon (line 6). When a vehicle
passes near the camera, it is recognized by the camera’s object recognition system and logs a

detection event through the serial connection to its node. Additionally, the vehicle’s beacon



is observed by the BLE receiver on the node. As BLE beacon detection and camera-based
object recognition are independent processes, a step is required (lines 11-14) to match them
based on similar time-stamps defined by my threshold (line 6). Section 5.3 experimentally
shows that camera recognition takes a few extra seconds to process when compared to the
BLE detection. This occurs because the radio broadcast of slow moving vehicles reaches
the camera node’s BLE sensor before the vehicle comes into the camera’s view. Once the
match occurs, this attestation event is passed back to the central node for use (line 16) or
an error is sent if a beacon or camera event are missing (line 18). Lastly, my experiments
show that the camera does not function at night when there is insufficient light to recognize

objects correctly, so this algorithm is only run during daylight hours (lines 7-8).

Algorithm 4 Hybrid BLE/Camera Vehicle Identification Procedures

1: procedure initialize

2: Initialize datastructure d

3 Start thread to record BLE beacons

4: Start thread to record events from camera

5: bt < rssi_threshold (set to -70 dBm)

6 td + event_time_delay (set to 5 seconds)

7 if is nighttime then

8 Exit, as camera does not function at night
9

: procedure attest_veh_thread(datastructure d)

10: if d has new event e then

11: if e is a new Beacon event b then

12: Find matching Camera event c

13: if e is a new Camera event ¢ then

14: Find matching Beacon event b

15: if both ¢ and b do not exist then

16: Send error (-,b or ¢,-) to central node
17: else

18: Send attestation (¢,b) to central node

5.2.2 Fogged BLE Sensor Meshnet

My solution is composed of software-identical nodes, assigned and configured to a specific
roles: mesh network, sensor, in-vehicle, or camera. Any node can perform any role provided
it is equipped with the necessary hardware, allowing deployment activities to place sensor

nodes where they are needed for detection, and if needed, turn them into network nodes at
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a later time. The mesh network is formed over Bluetooth Classic (EDR Mode), partially
insulating the BLE-based occupancy prediction functionality from radio interference. Nodes
that must communicate inside buildings and to upper network layers (i.e. Cloud) do so
over the building’s existing wired network to reduce the in-building mesh network density
required to compensate for signal attenuation from walls and floors. As one of the nodes on
this fog network was the central node, this wired network forms the basis for the internal
boundary of our fog network. Once I determined the parameters would be used for the
space prediction algorithm, I configured the sensor nodes to sample data and perform initial
processing to reduce network traffic and computational requirements for the central node.
This configuration at the sensor nodes forms the external boundary of our fog network,
as computation and storage have been pushed out into what would traditionally be the
sensor network, as shown in Figure 5.4. I found that the high degree of mesh density
due to clusters of sensor nodes began to compromise the integrity of the BLE radio, in
addition to being extremely wasteful with a high volume of redundant message transfers (a
characteristic of message flooding). I explore this issue more in Section 5.3.2. As a solution,
I deployed a simple route selection algorithm to maintain at most one outgoing connection
per mesh node. To support node authentication, the network is formed from the central

authentication authority outward, detailed in Section 5.2.2.



Self-Forming Authenticated Routed Mesh

Each node contains a configuration (using a service list) that specifies permissions to con-
nect to EDR (Bluetooth) or Fog (wired Ethernet) networks. Node discovery and network
construction operate differently for these networks, as each contains different protocols and
independent physical layers. All configured nodes enter a network formation phase upon
boot up and are required to authenticate with the central node prior to being allowed to
join the network and send messages. To ensure that a path exists on the existing network
back to the central node to support authentication, the network is formed outward from the
central node, until every node in the network has a valid link. Major functions in the net-
work construction process are shown in Algorithm 5. When a node boots up, join_network
(line 1) is called, initiating discovery steps for a fog network (lines 2-8) or Bluetooth mesh
network (lines 9-18). Initially, only the central node advertises its services (both fog and
EDR Bluetooth mesh). Fog network advertisements use a stripped down SSDP service [113]
implemented in Python using multicast group address 239.255.255.250, port 1900 (line 3).
When services are found, the new node and the existing networked node are mutually au-
thenticated (lines 5-6, procedure outlined in lines 19-27) over the networked node’s RESTful
API (lines 21-27). If authentication is successful, the new node launches its RESTful API
(line 8) written in Python and Flask (over HTTPS on port 443) to enable bidirectional
communication. For the Bluetooth Mesh network, we use a BLE beacon to facilitate node
discovery (line 10), rather than the SDP service protocol I used previously [113], as current
software support for RSSI measurements is limited to BLE. For each node discovered (line
11) that has a sufficiently strong signal (line 12), authentication (line 13, procedure outlined
in lines 18-36) is performed. If authentication is successful, node connection information is
stored (line 14) so connections can be made to send future messages.

I solve both the central path dependency for authentication and mesh density reduction
(Section 5.3) problems for the Bluetooth based network with the introduction of a simple

route generation algorithm (in procedure join_network) for the edr network. Only nodes



with an RSSI value on their advertisements above -75dBm are considered for authentication.
After nodes are authenticated, the new node creates only an outgoing message queue for
the node with the best connection (e.g. the largest RSSI advertisement value) (lines 15-
18). Additional nodes are stored (line 14), in case this node fails so that the network is
maintained. This forces all nodes to have at most one outgoing message queue, and only
send messages to a single networked node, thereby reducing the overall network density
and creating forward routes for each node. Experiments that lead me to this design are
described in Section 5.3. Fog connections are made over Ethernet, and do not have such
a density reduction requirement. However I assume that the central node is in the same
broadcast domain as all other fog nodes (preventing the central path dependency problem,
as every node is observable from one another during the SSDP protocol). I realize many
possible expansion of robustness for these solutions, but leave them as future work in this

dissertation.

Reliably Encrypted Message Transfer

Each node pre-exchanges an AES and HMAC keys with the central node to support message
encryption (AES) and signature based integrity checking (HMAC-SHA256), stored locally
within each node. Messages are of two main types, authentication messages and parking
system messages. Authentication messages are used to authenticate new nodes to the mesh
network, and parking system messages support the camera, BLE space occupancy, and
network housekeeping. Each message follows the same format (Figure 5.5) but differs in
fields based on the type of message being sent. This format is limited to a single AES
block size (128 bit), and begins with a 4 bit field indicating the message type (0000 for
heartbeats, 0001 for BLE RSSI messages, 0010 for camera object recognition events, 0011
for message acknowledgements, 0100 for authentication related messages, and 0101 - 1111
reserved for future use.). This message type helps to ensure the message is properly parsed
on the receiving end. The next field is a 16 bit node identifier, indicating which node sent

the message. The remaining 108 bits contain the message text being delivered. This entire



Algorithm 5 RSSI based authenticated meshnet formation

1:
2
3
4:
5:
6.
7
8
9

10:
11:
12:
13:
14:

15:
16:
17:
18:

procedure join_network

if node contains ”fog” service then

do SSDP on Ethernet network (for 20 mins)

for each fog node fn found do
if auth_to_fog network(fn) then
initialize message queues for fn
if at least one fog node found then
launch RESTful API listener (flask)
if node contains ”edr” service then
perform BLE scan (for 20 mins)

for each advert bn with matching UUID do

if bn avg RSSI < -75 dBm then
if auth_to_ble_network(dn) then
known_nodes.append(bn)

if at least one node bn found then

broadcast BLE advertisements (for 20 mins)

gw < bn with largest RSSI value
Initialize message queues for gw

19: procedure auth_to_fog network(node_info fn)

20:
21:
22:
23:
24:
25:
26:
27:

authmsg < construct_authentication_message
Open RESTful HTTPS connection to fn
POST authmsg
authreply < HTTP reply from POST
if authreply is valid then

return True
return False

28: procedure auth_to_ble_network(node_info bn)

29:
30:
31:
32:
33:
34:
35:
36:

authmsg < construct_authentication_message
Open RFCOMM connection to bn
Send authmsg
authreply < Receive from bn
if authreply is valid then
return True
return False

> this is run by the new node

> this is run by the new node




4 bits 16 bits 108 bits
msg-type| node_id payload

Figure 5.5: 128 bit Message (plaintext).

2 bits| 16 bits| 128 bits 128 bits 256 bits
mode|node_id| Ciphertext 1V Signature

Figure 5.6: 530 bit Encrypted and Signed Message.

128 bit message is encrypted and signed using the originator’s shared AES and HMAC keys.
This grows the message to 530 bits (Figure 5.6). When authenticating new nodes to the
network, non-central nodes will need to relay this message to the central node, and provide
it’s own encryption and signing to ensure secure message delivery. This additional pair of
operations grows these messages to 802 bits as shown in Figure 5.7. To assist the central
node in choosing the appropriate keys when validating encrypted and signed message, these
message types are pre-pended with a plaintext node ID corresponding to the correct key
identifier in its keystore (known to each node). Additionally, to assist with routing without
requiring each node to set up its own inter-node channels, these message are also pre-pended
with a 2 bit mode identifier, indicating if the message is for the central node, or for one
of the sensor/relay nodes. Each of these pre-pended fields is included in the inputs to the
signature hash function. While these fields make each message slightly larger, the use of
these shortcuts greatly improved ease of message handling and routing implementation,
and reduces encryption/decryption related computational demand on the low-power sensor
nodes. Parking system messages are always routed to the central node. When a valid
message is sent to the central node, an encrypted and signed reply message is sent back
to the originating node, containing an identical sequence number for the original message.
If a node does not receive an acknowledgement within a timeout period, it resubmits the
same message. This arrangement effectively doubles the message load on the network, and

I leave optimization of this to future work.



2 bit| 16 bit 128 bit (128 bit|256 bit| 16 bit [256 bit
mode[node id 1|ciphertext| IV |sig. 1 |node id 2| sig. 2

Figure 5.7: 802 bit Relayed Node Auth Message (encrypted).

5.3 Experiments

My experimental platform consists entirely of Raspberry Pi 3s, running Ubuntu Mate. Due
to performance problems in using Pi’s built-in Bluetooth adapter in dual-mode, I replaced
it with an after market Bluetooth USB dongle StarTech [109] to regain expected Bluetooth
performance. My code is written in Python using the pybluez library [107] and Bluez
Linux Bluetooth stack [108]. For localization experiments, I constructed several datasets
for training and testing. Initial space fingerprinting used a tripod mounted beacon (at the
approximate height of a vehicle’s rear view mirror) to create vehicle model independent
fingerprints, but later found that attenuation difference when the beacon was placed in a
vehicle resulted in a poor prediction model. I show these results in Section 5.3.1 and discuss
my study of in-vehicle attenuation in more detail in Section 5.3.1. The complete lot was
re-fingerprinted with the beacon inside a Nissan 370Z (8700 dataset). Additional vehicles
(Nissan 350Z, Acura TL, and Nissan Rogue) were used to make partial-lot test datasets
collected locally at each node, and over the mesh network. We refer to data collected from
nodes and transmitted over the mesh network to the central node, as mesh datasets, and
confined the size of the dataset to randomly selected spaces from each zone. To study the
effects of the mesh network on localization, I also constructed datasets collected directly
at each node (offline, after the experiment) in the absence of the mesh network. I refer to
these as offline datasets, and are datasets are summarized in Table 5.1, with sample rates
explained later in Section 5.3.2. setl spaces include 8, 20, 25, 27, 34, 36, 44, 53, 58, 64, 75,
and 83. set2 spaces includes 25, 27, 29, 34, 36, 38, 39, 56, 58, 60, 62, 64, 67, 70, 71, 75-77,
79-81, and 87-89. set8 includes 1-2, 4, 6, 10-13, 18, 20, 24, 31-33, 35, 37, 39-45, 49-50,
53-55, 64, 66, 68, 72, 75, 77-78, 80, 82, and 90. set spaces includes 25, 27, 29, 34, 36, 56,



58, 60, 71, 72, and 75-76.

Table 5.1: Dataset Space Composition (of 90 total spaces)

Name Source | Spaces Collect|Rate
Tripod |Tripod|all but 84-88|Offline | Constant
350-0 350Z |set2 Offline | Constant
3700 370Z |all (1-90) Offline |Constant
TL_o Acura |set3 Offline | Constant
350.m1 [350Z |setd Mesh |Constant
350.m2 (3507 |setl Mesh |Constant
350.m3 [350Z |setl Mesh |60s sample
370om  [370Z |setl Mesh |60s sample
Rogue_m|Rogue |setl Mesh |60s sample

Prior experiments used the entire target parking lot [113]. The current experiments
removed Zone 3 in Figure 5.3 due to un-relocatable physical obstacles in those spaces. 1
also sought the opportunity to deploy additional beacons compared to past work, allowing
me to study the effect of additional RSSI data points on prediction accuracy, described in

the next section.

5.3.1 Improved Prediction Model

In prior work we found that a Random Forest algorithm produced the most accurate pre-
dictions compared to similar classifiers, and I continue to use that algorithm in this work.
However I made several improvements to our model based on what I learned in my experi-

ments. I outline each of these improvements, along with my reasoning, in this subsection.

Initial Improvements to Model and Feature-set

I reduced the feature-set after experiments determined that only the maximum RSSI value
within a time window consistently produced accurate results. This resulted in my feature
vector shrinking from 38 in prior work, to 10 total features per time interval. After taking

RSSI measurements for each space in the lot, I constructed a random forest model based



on these 10 features, and summarize results in Table 5.2. Here I see three models trained
with the tripod (tri) dataset, and used with TL_o, 350_0, and 370_o in-vehicle datasets.
Columns TP and R show True Positive percentage and ROC area, respectively. The first
model is a Random Forest model with default settings (no random tie breakers, iteration
total of 100), with optimized models that are configured to randomly selected ties found
by the algorithm, with total iterations set to 1000 and 1500 (respectively). All models
use 10-fold cross-validation (CV). I use this same model evaluation and tuning strategy
throughout this work, so that I can study the effect of model tuning on prediction accuracy.
The results of this experiment show that while the model evaluates to 100% accuracy (in the
second optimized case), it is only successful at predicting other vehicles’ space occupancy by
between approximately 8% and 14%, decreasing with my model optimization strategy. This
is similar to the results from my previous experiments, and clearly requires improvement to
make this a viable solution, even after introducing additional sensor nodes as I have done

in this work.

Table 5.2: Initial Per-Space Tripod (tri) Model Results

Default  Optimized 1 Optimized 2
Model (Dataset) TP R ITP R ITP R
tri 99.88%|1  199.96%|1 100.0%|1
tri(TL-o) 11.23%0.80|10.96%(0.87{10.44%(0.87
tri(350_0) 8.94% 10.79/8.94% |0.80(8.18% {0.83
tri(370-0) 14.05%10.74]/10.99%/0.81 [10.91%0.82

Zone Based Occupancy Detection

After closely analyzing the specific error cases in our last experiment, I surmised that I
could improve my solution accuracy if I migrated from a per-space to a zoned based space
occupancy strategy. In this case, the parking provider cares more about the area of the

lot a vehicle is in than the individual space. In theory, this should improve my results in



cases where the predicted space is near the true space. Using the same data, I divided
up the lot into zones as defined in Section 5.2.1, and re-labeled my dataset accordingly
and trained a new zone-based model. Experimental results are shown in Table 5.3. While
this significantly improved the results, for some vehicles there was little improvement, and

overall still below acceptable accuracy.

Table 5.3: Initial Zone Based Tripod (tri) Model Results

Default  Optimized 1 Optimized 2
Model (Dataset) TP R ITP R ITP R
tri 99.68% (1 99.68% |1 99.68% |1
tri(TL_o) 42.46%0.83(38.77%0.83(38.95%|0.82
tri(350-0) 16.06%10.71|18.33%(0.77 [18.48%10.77
tri(370-0) 43.33%10.81(43.93%0.82{43.93%0.82

In-Vehicle Effects on Beacon Attenuation

After re-examining my testing results, I noticed that there was an inconsistent decrease in
RSSI values when comparing the tripod’s signature with the in-vehicle signature. When the
beacon is located on a tripod, it physically approximates the location of the beacon if it were
mounted in a vehicle, however the effect of the vehicle’s surrounding structure appeared to
differ depending on the direction of the vehicle’s orientation with respect to sensor nodes.
For example, in every case I examined, the nodes facing the rear of the vehicle had the
most significant effect on RSSI value, followed by nodes that faced to the left or right of the
vehicle. Nodes in front of the vehicle had the least attenuation effect, approximately 1 RSSI
in most cases. I quickly realized that the materials in the vehicle produced this effect, due
to the orientation of my beacon (placed behind the vehicle’s rear-view mirror). To the front
and sides of the vehicle, transmission was most often through a single pane of autoglass. To
the rear of the vehicle, it was often through seats, metal, and in most cases the rear-view
mirror itself, resulting in as much as a 6 RSSI decrease. In prior work, I globally increased

all recorded RSSI values to compensate for some of this attenuation, however, improvements



were limited and inconsistent. current experiments and analysis add clarity to this result.
I used a tripod for fingerprinting so that I didn’t introduce a vehicle-specific bias into the
model, however the consequence of inconsistent in-vehicle beacon attenuation became my
limiting factor. My solution was to replace the tripod dataset with a model constructed
from beacon measurements inside a vehicle. I selected the 370Z, due to convenience and
availability of the vehicle, but acknowledge that the physical placement of the beacon may
produce positive results only for similarly oriented vehicles (i.e. larger vehicles may need
to have their own radio map). I discuss experiments with the in-vehicle model in the next

subsection.

In-Vehicle Fingerprinting

After re-fingerprinting the lot with the 3707, I trained new models, and repeated my per-
space tests as they provide better insight into the cause of failures. Results are shown in
Table 5.4. Here I see a similarly valid trained model with accuracy above 99% in all cases.
Testing results for the Acura and 3507 also improved, in some cases significantly, although

the need for zone-based detection was clearly still needed.

Table 5.4: Per-Space In-Vehicle (370) Fingerprinting Results.
Default  Optimized 1 Optimized 2

Model (Dataset)

TP R |TP R |TP R
370 99.63%(1  [99.56% |1 99.56%|1
370(TL_o) 42.11%0.92(40.79%0.95|40.79%|0.95
370(350-0) 12.78%0.85(13.75%0.89 [13.19%0.89

I also recomputed these results using the zoned scheme described in Section 5.3.1, and
show results in Table 5.5. Here one see marked improvements overall, with the default
model achieving the highest accuracy. All tests produced results with ROC area above
0.99. This degree of accuracy, while not perfect in all cases, is high enough that I proceeded

with constructing the remainder of the solution around them. I proceeded with mesh



experiments in the next subsection.

Table 5.5: Zoned In-Vehicle (370) Fingerprinting Results.

Model (Dataset) Default  Optimized 1 Optimized 2

TP R |TP R |TP R
370 99.78% (1  [99.67%|1 99.67%|1
370(TL-o) 89.65%/0.9989.39%(0.99 {89.39%0.99
370(350-0) 85.28%(1.0 |79.86% |1 79.86% |1

5.3.2 Over-Mesh Experiments

My initial mesh experiments used a managed flooding algorithm without my routing feature,
and used parameters that were extremely permissive in both node link creation and message
volume which resulted in some areas of the mesh becoming very dense. This section outlines
experiments of our self-forming mesh network, and improvements that lead to the sampled

routing outlined in Section 5.2.

Self Forming Experiment

Recall the node deployment in Figure 5.3. When activated, mesh network nodes and the
network formed with initial set of parameters, I noticed that the mesh was not well formed.
The network became extremely dense and highly dependent on node 1. Additionally, no
EDR nodes were observable by node 8, resulting in the fog network and EDR network being
very isolated, routing exclusively through node 1. My solution was to deploy an EDR-only
(no vehicle sensing configuration) node (called node 10) to a midpoint between node 8
and it’s nearest (but not BLE observable) neighbor, node 4. This allowed me to provide
a redundant network path, lessening the risk from the single path through node 1. I was
also able to more easily manipulate connection thresholds due to this additional path, and

discuss this further in Sections 5.3.2 and 5.3.2.



Prediction Over-Mesh Experiments

Once my mesh network was established, I performed beacon collection with the 370Z as my
test vehicles (to temporarily remove error due to vehicle differences), and ran prediction tests
using our current model while collecting data from the central node (since the network now
existed to route data back to it). My preliminary results are shown in Table 5.6. T examined
the data used in this result and message collection metrics and other instrumentation, and
noticed large effects on the observability of beacons in the mesh configuration. As both
EDR network and the beacon scanning shared the same radio, one could not function while
the other was in use, resulting in fewer beacons being observed due to the load placed on the
radio by the mesh network. There was also a very long delay in transmission of all beacons,
an effect that increased over time due to the inefficiently managed flooding algorithm that
were used. I also show the zoned version of our result in Table 5.6. While improvements
were seen, this result was worse than data collected locally. After examining the data, I
noticed that most of the data collected had gaps in observations from some nodes, causing
the model to perform poorly.

I concluded from these results that I have to find a way to reduce the number of messages
routed through the network. This would result in less message flooding, providing more on-
radio time for the beacon receiver. I reprocessed my data to take the maximum RSSI value
for the entire observation window (of 5 minutes), and use that as a single prediction case,
instead of the 10-second time intervals I had been using, as such windows were too short
for the beacon to be seen by any given node. I show this in the same table, as Single Max.
This resulted in some improvement, but still below my non-mesh result. This suggested,
however, that sampling beacons to reduce message volume, may result in a viable solution

that would improve performance.



Table 5.6: Initial Over-Mesh Predication Results.

Model (Dataset) TP R
370 Per-Space (350_m1) 1.98% [0.60
370 Per-Space (350_m2) 9.72% (0.82

370 Per-Space (350_m1 Single Max)|8.33% |0.85
370 Per-Space (350_.m2 Single Max)|8.33% [0.91
370 Zoned (350_m1) 16.33%]0.82
370 Zoned (350-m2) 61.94%10.85
370 Zoned (350_m1 Single Max) 66.67%]0.68
370 Zoned (350_.m2 Single Max) 75%  10.75

Message Down-sampling Experiments, effects on prediction

To gain insight into the effects of down-sampling without re-implementing my code, I took
the in-vehicle fingerprinting set and compiled several training sets, each with different sam-
ple rates. I chose to favor heavily sampled sets, and chose 30, 60, 120, and 300 seconds
as sample rates. Results are shown in Table 5.7. Here one sees that all sampling rates
produced a highly accurate model, however with diminishing returns when passed the 60
second sampling rate. Then I re-implemented the mesh network and beacon sampling so-
lution with this rate, and repeated experiments with additional test vehicles. The results

are described in the next subsection.

Table 5.7: 370 Down-sampled Per-Space Results.

Model (Dataset)| TP R|Model (Dataset)| TP R
370 (370 30s)  [99.78%]|1 [370 (370 60s) _ [99.78%|1
370 (370 120s) [98.33%|1 |370 (370 300s) |97.78%

—_

Sampled and Routed Mesh Results

Prior to implementing my sampling solution in my mesh network code, I attempted to

resolve the radio use problem by introducing sender invocation delays in our mesh network,



so that messages could queue up on a node, then burst across to other nodes when the
sender established a connection. I performed an experiment with this parameter in place
with the Nissan 350 (constructing the 350-m3 dataset). I show this results in the first
row of Table 5.8. This resulted in fewer invocations of EDR connections, further reducing
demand on the radio. I also noticed that the mesh network was introducing a large delay in
the time the central node received all of the messages needed to make a prediction decision.
While these were acceptable, they were still not ideal, as these delays will need to be
increased as load increases. Such an arrangement will not scale with more beaconing vehicles
entering the lot. Instead, I introduced a node selection and routing algorithm, Algorithm 5
in Section 5.2.2, implemented the sampled message scheme previously determined, and
repeated mesh experiments with the Nissan 370, and Nissan Rogue (to add diversity with a
larger vehicle than the smaller ones we had been using). I used the data from the 350_0 and
assembled a sampled dataset with it’s values, without repeating the over-mesh experiment
with that vehicle. With these three mesh datasets I tested the previously constructed Nissan
370 Zoned model shown in the first three lines of Table 5.8.

I noticed that during my analysis that there was a slight loss in accuracy when I trained
a model based on zoned labels, when compared to a per-space model that was relabeled after
prediction. My final modification to the prediction scheme was to use the per-space model
for prediction, but match each space with its correct zone label after prediction. Then I
took the majority result as the zone our system indicates the vehicle to be located in. These
results are shown in the bottom 6 lines of Table 5.8. Here one sees that the Nissan 350z
was predicted in the correct zone for all of our test data, while the Nissan 370 and Nissan
Rogue were correct 83.33% and 75% of the time, respectively. After examining results more
closely, I determined that the lack of perfect prediction in Nissan 370 and Rogue were the
result of 3 problematic spaces in the test set, in some cases resulting in a 50% (but not a
majority) prediction. I seek to tune our model in the future to solve the problem with those

particular spaces.



Table 5.8: 60s Sampled Mesh Results (Zoned only).

Default
Model (Dataset) TP R
370 Zoned(350-m3) §3.33%0.90
370 Zoned(370_m) 77.08% | 0.88
370 Zoned(Rogue_m) 77.08% (0.90
370 60s Post Zoned (350_m3) 95.83% |-
370 60s Post Zoned (370_m) 85.41% | -
370 60s Post Zoned (Rogue_m) % |-
370 60s Post Zoned Majority (350.m3) [100% |-
370 60s Post Zoned Majority (370_m) 83.33% |-
370 60s Post Zoned Majority (Rogue_m) |75% -

I also examined the message delay, to further validate our choice to migrate from previ-
ous managed flooding solution to the lower-demand routing one. Figure 5.8 shows the
links established in two of our dense mesh implementations used to create the Nissan
350-m3 dataset (left) with the routed implementation used for the Nissan 370-m and
Nissan Rogue-m datasets (right). The figure show that the network itself is much less
dense with the routed solution. During my experiments, I also recorded the timestamp
for when a message was created, and a timestamp for when the central node received that
message. Then I measured the difference between these timestamps for both the dense
mesh and routed mesh implementations, shown in Figure 5.9 sorted by message delay. The
routed mesh shown included the 60 second beacon sampling, causing the lower bound of
all messages to be 60 seconds. While the dense mesh produced message delivery for some
messages much faster than the sampled and routed solution (during times of low load), its
upper bound was unacceptably large (more than an hour in some cases). Consequently I
selected the routed, sampled, implementation as our end solution, due to our results and

the expectation that as this solution scales well to multiple vehicles on a lot.

5.3.3 Camera vs. BLE based vehicle Entrance/Exit Detection

Our last set of experiments compares the use of the object recognition camera based vehicle

entrance and exit detection outlined in Section 5.2.2 with a BLE only solution. I conducted
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Figure 5.9: Message Delay Comparison.

a series of 10 instances where the Nissan 370Z was driven into and out of the lot at a

constant speed of 10 mph, making one traversal in the camera’s field of view, and its BLE



beacon receiver range. I found that -70 dBm was a consistent value to use as a threshold
for determining when the vehicle passed by this node. I summarize the number of beacons
observed, the number of times the object recognition camera recognized the vehicle as a
car, and the range of delay between when the beacon was seen, and when the camera
produced a detection event over its serial connection in Table 5.9. This delay was computed
by attempting to match a beacon event with a camera event, and measuring the time
difference. There is a consistent delay of several seconds from when the vehicle passes in
front of the camera, and a detection decision is made. I also see that both the camera and
BLE beacon receiver observe a single vehicle multiple times. However I also acknowledge
that if a vehicle travels too quickly it may not be detected by the camera, so duplicates are

welcomed.

Table 5.9: Daytime Camera Recognition vs BLE (< 70 dBm)

Direction |Beacons|Recog. Objects|delta t
Enter (10)|2-3 1-2 7car” 0-3 sec
Exit (10) |1-4 1-3 7car” 2-11 sec

We repeated this enter/exit experiment at night (with no light), and found that the
camera produced no detection results, rendering it not usable in these conditions. I coupled
this experiment with other mesh related parking experiments, including parking spaces
very near to the camera node’s beacon receiver. I show these results in Figure 5.10. On
the left, one see now the camera node observes beacons for spaces far from it, while on the
right one see observations for spaces that are close to the node. Although entrance and
exit are consistently detectable by this node, there are false positives produced by beacon
observations of the vehicle while it’s parked, simply because those spaces are physically close
to the node. I conclude from these experiments that the BLE solution is the only solution
that will function 24 hours a day, and that this node was located too close to existing

parking spaces to make it a good discriminator for vehicle entrance. For the chosen parking



lot, the optimal solution for vehicle detection would use an aggregate from results from all
nodes, rather than this particular ingress point, reducing the impact of false positives at

any one node.
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Figure 5.10: Night Entrance / Exit Detection.
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5.4 Conclusion

I provide a reliable and accurate system to determine zone-based parked vehicle occupancy
and convey that information to external networks using only Bluetooth radio. My zone-
based solution is shown to be more accurate than per-space determinations. I designed a
method to integrate camera-based object recognition into the system to provide additional
vehicle attestation options, and performed an experiment-based comparison of this imple-
mentation to our BLE-only solution. Outdoor parking lot owners can use solutions like ours
to cheaply and easily deploy seamless smart parking solutions.

The work presented in this chapter was published in [Smart Parking Zones using Dual
Mode Routed Bluetooth Fogged Meshes, Paul Seymer, Duminda Wijesekera, Cing-Dao Kan.
In Proceedings of the 5th International Conference on Vehicle Technology (VEHITS’19),

May 3-5, 2019, Heraklion, Crete, Greece [117].



Chapter 6: Privacy preserving traveler tracking and
on-demand multi-modal traffic informed tasking for

autonomous vehicles near L’Enfant Plaza Metro

In this chapter, we present the outline of a comprehensive solution that builds on our past
work with features that support a desired seamless multi-modal solution. We posit that
the use of passenger provided destinations can be used to provide an on-demand AV stag-
ing when fixed routes are no longer efficient. We leverage Bluetooth beacon technology
along with our custom beacons to authenticate passengers during ingress and egress of AVs,
making boarding and disembarking seamless and fast. Additionally, this system allows for
fast travel-relevant data transfer between passenger and the local vehicle, reducing exter-
nal network overheads, as information rendezvous at the vehicle. We use simulations in
SUMO [118] to make a preliminary study of the effects of these features and their parame-
ters on traffic, allowing us to gain insight into when fixed routes are no longer efficient, and
on-demand vehicle tasking is required. Additionally, we allow our tasking system to adapt to
real-time road conditions and suggest alternative but walk-able pickup or drop-off locations
to the traveler to better integrate with the surrounding traffic environment. When AVs are
optimized in this way, travelers are encouraged to avoid using congestion-causing POVs to
travel, avoiding parking and saving money, and cities experience less risk of negative traffic
patterns due to AVs. Additionally, when vehicle tasking can be made dynamic, this solution
can adapt during times of traffic spikes such as rush-hour, emergency conditions, or nearby
on-site special events to mitigate spikes in expected traffic volume. The remainder of this
chapter is outlined as follows: Section includes additional motivations and problem space
descriptions. Section 6.2 describes the components of our solution. Section 6.3 describes

our simulations. This Chapter concludes in Section 6.4.
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6.1 Introduction

Contemporary public urban transit suffer from low ridership where urbanites favor more
convenient options. Several factors influence these choices: long travel delays for subway
and bus routes, low gasoline prices and minimal ride-hailing costs, complexity and lack of
flexibility in multi-modal transit, etc. Although Autonomous Vehicles (AVs) have been sug-
gested as mitigation for these trends, care must exercised so these vehicles do not contribute
to traffic burden while simultaneously making travel easier, safer, and more cost effective
to use. Public sentiment is a key factor in the success of a potentially disrupting introduc-
tion of technology. While these vehicles afford urban planners with options in introducing
AV technology into mass transit ecosystems, such options much be focused on serving the
needs of travelers and urban communities, while making travel easier, safer, and most cost
effective to use.

I propose a system that connects AVs to travelers in a way that frees both from an
expensive coordination burden. Vehicles are dispatched on demand emulating the ease of
existing ride hailing services without adding to traffic-causing queuing by deploying AVs
to the last mile of existing mass transit systems, using real-time traffic and road condi-
tion data to influence traveler-selectable pickup and dropoff locations while en-route. My
system tracks passengers securely and anonymously during this journey to engage AVs
only when and where needed, and in a way that cooperates with the surrounding environ-
ment. I replace the payment and ticketing infrastructure with two collaborative solutions: a
smartphone and a software token, to reduce human burden and queuing that forms around
payment interfaces. I use a motivating use case that connects the L’Enfant Plaza metro in
Washington, DC to the 7** Street Park near the DC Wharf. Lastly, I conduct simulations
to evaluate aspects of my proposal and establish preliminary tasking and other parameter

boundary conditions.
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Figure 6.1: Multi-Modal Travel /Passenger Tasking and Tracking (Overview)

6.2 Proposed Solution

I show an overview of my solution in Figure 6.1 grouped by the applicable phases of trans-
portation management. The first phase is focused mostly on the travelers providing their
destination information, and my system’s efforts to task the AVs to serve them. The second
phase covers the process of passenger rendezvous with AVs and the boarding process. The
third phase describes a traveler’s interactions with the AV during transit and incorporating
AV’s state (such as the power reserves, etc.) that assesses its fitness to continue to serve.
The fourth and final phase covers passengers exiting the AV, and the vehicle receiving new
tasking instructions from the staging system.

Figure 6.2 shows the deployed sensors, required network connectivity, computing back-
end services used for each of these stages, and their locations. I employ a hybrid of fog and
cloud networks to reduce network overhead and computational delays commonly found in

cloud-only approaches, without requiring a heavy technology footprint inside the AV.

6.2.1 Traveler Interface Application

I provide all traveler-dependent interfaces using a smartphone application to reduce the
number of items carried by a traveler. These devices provide multiple radios, sensors and
human controlled interfaces (such as screen, keyboard, speaker, microphone) making them

the ideal platform for provisioning services such as the one described in this chapter.
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2-Factor Authenticated Disposable Passenger Identifiers

Any coordinated multi-modal solution requires knowing a traveler’s source and destination
locations and scheduling an AV while maintaining traveler privacy. This can be a challenge,
particularly when that traveler moves between transport modes. One option currently
available in mass transit uses multiple smartcard swipes per each vehicle within the travel
scenario. Existing token solutions, such as MIFARE cards [119] use NFC technology to allow
travelers to swipe a smart card at the entrance and exit of rail stations, buses and parking
facilities to perform access control and payment. While the MIFARE system implementation
currently popular in urban mass transit has communication security features to protect
information transmitted between card and reader, there are three concerns (two security,
one practical) with the use of these physical smartcards to facilitate passenger identification
in my multi-modal AV scenario. First, the card’s potential use as an authentication source
has only one factor. In the current operational use case, a user’s identity is established
and confirmed simply by possessing the card. Should the card be stolen, an unauthorized
party may use the card without issue at least until the legitimate owner becomes aware
of the theft, and deactivates the card. Without replacing the card with something much
more complicated, or inserting a password entry requirement at locations where the card is
used (a non-starter in most scenarios) adding a second factor to this authentication scheme
is impractical. Second, cards like these contain both the key material and authentication
primitives as firmware within electronics inside the card. Part of the security features of
smartcards prevents modification of this data without replacing the entire card. While
implementations of smart cards like MIFARE use contemporary encryption, it may not be
possible or convenient to either replace these algorithms or key material should they become
compromised or upgrade them should they become out of date without issuing an entirely
new card. Third is a practical concern: travelers must carry around the card, which has no
other purpose than to authorize payment at travel mode changing points. Dedicated tokens
like this one that require human interaction to use can delay transfers and travel simply by

their use, and the requirement for additional travel items may encourage the potential for



them to be lost while traveling.

Our practical concerns can be reduced if we combine the intent of these smartcards with
devices that travelers most likely carry already. If one wants to migrate the key material and
authentication primitives to software and place it onto traveler’s smartphone application,
one prevent the need for a traveler to carry an additional item. Consequently this key
material and authentication primitives can be replaced or updated with a simple software
update, future-proofing this solution and preventing the user or payment system from the
cost and inconvenience of replacing physical cards. Lastly, contemporary smartphones are
essentially mobile sensor platforms, complete with a fully fledged user interfaces and multiple
radios for cellular, Bluetooth, NFC, and WiFi. This affords developers with options for
adding additional authentication factors, unlocking with biometrics, or even wrapping their
entire application around a commercially available multi-factor authentication mechanism,
such as Duo Mobile [120].

In prior work [104], T constructed a prototype authentication client that uses a voice-
based password to unlock functions within an Android application as part of a user bootstrap
process to a smart computing space. According to NIST guidance [121], this is an example
of a single factor authentication mechanism, however adding a second factor is relatively
simple using a combination of the Google Authenticator [122] software and this voice-based
password. Google Authenticator provides single use, out-of-band (from our application’s
point of view) password over the phone’s carrier connection. Both the voice password
and Google Authenticator token are used to authenticate the traveler to our AV tasking
application server. As a final step in the authentication process, a pseudonym is created
for the traveler, and stored within our service until the traveler’s trip is complete, payment

is processed, and the pseudonym is no longer needed.

Travel Destination and Special Needs Submission

Once authenticated, my solution accepts a final travel destination, pairs it with the traveler’s

pseudonym, and submits this pair to our solution’s AV staging infrastructure through a



RESTful HT'TPS connection. AVs tasked in this way pick up the last mile of multi-modal
traveler. I consider earlier modes of travel out of scope, and outline a concrete motivating
example illustrating this later in this paper. Additionally, this interface allows travelers
to indicate special needs for the assigned AV, such as handicapped accessible vehicles or
human-facilitated boarding/disembarking assistance. After submission, this information is

used by our AV Staging and Tasking service, outlined in the next subsection.

6.2.2 Smart AV Tasking and On-Demand Scheduling

The goals of our smart tasking service is optimizing occupancy of vehicles while minimizing
curb-side vehicle and passenger wait times. As these vehicles have an electric drivetrain,
their duty cycles will be limited, requiring that this system consider the vehicle’s battery
life when deciding if it is to pick up passengers, or seek out it’s charging station. Lastly,
the outcome of this tasking solution must reduce the number of idle vehicles waiting for
passengers, as urban pickup-location can themselves become traffic blocks if they are de-
ployed curbside. Optimizing these factors balances usefulness of the AV to the traveler

while reducing excess traffic caused by under-occupied vehicles.

On-Demand vs Fixed Scheduling

My solution is inherently on-demand focused, as travelers indicate their individual destina-
tions and are supplied with a vehicle, when and where they are needed. This same solution
can easily task vehicles that emulate a fixed schedule, simply by choosing a vehicle within
a fixed period. My solution takes existing conditions and load demands and makes a choice
that optimizes occupancy. If passenger demand outpaces vehicle availability, tasking that
rotates vehicles through the route with short queuing intervals as quickly as possible em-
ulates a fixed schedule route (similar to contemporary urban buses), with one significant
difference: My solution enables fleet operators the capability of ensuring empty vehicles

never traverse the route.



Price-Controlled Multi-Passenger Manifest Construction

Using pseudonyms, travelers are assigned to a vehicle based on common or close-by des-
tinations, in a FIFO queue based on their expected arrival time. Destination-informed
arrangements like this eliminate or minimize the need for multiple stops along a route,
making the use case more desirable. I assume travel modes prior to the AV enable the
system with real-time information that can be used to adjust assignments based on changes
such as unexpected delays for certain travelers. Similarly, users can cancel their travel plan
through the exposed interface, providing similar feedback to the tasking service.

Without constraints, average wait times for passengers assigned to a vehicle would be
half of the difference between the expected arrival times of the first and last occupant. For
some passengers and some scenarios, this may be an unacceptably long amount of time.
One control that has been found to successfully motivate travelers to use one transportation
option over another is occupancy-based pricing. In a study co-published by The Boston
Consulting Group and World Economic Forum [13] simulated results show that pricing
schemes that encouraged travelers to use multiple-occupancy on-demand vehicles has the
most significant reduction in total travel time, even when compared to dedicated pick-
up/drop off zones for AVs or dedicated AV travel lanes. We base our solution from this
notion, by reducing the cost of using the AV when wait times are long, and increasing it
when AV wait times are short per pre-specified AV pickup and drop off zone. To optimize
vehicle occupancy, this model follow a similar scheme by increasing the cost for vehicle use
when passengers request fewer co-passengers, and less when no such restriction is required.
Lastly, destinations that are near-by to other destinations can be consolidated into a single
stop by incentivizing passengers to choose a near-by destination using the same cost control.

One challenge with this kind of scheme is that the conditions of travel may change as
more passengers are tasked to a vehicle, but travelers indicate their travel requirements at
the beginning of their journey. If conditions change, such that additional pricing options
are created for a traveler, the proposed system use travel application to supply travelers

with new information along with the option of changing their AV tasking choices to take



advantage of additional options. Additionally, passengers are supplied with the expected
walking times for their last mile, enabling them the choice to simply cancel the AV reserva-
tion entirely, and walk to their final destination. This is particularly useful in the event a
traveler’s delay or other real-world condition has changed their reservation cost. I outline
the structure of this complete system in Figure 6.2.

Travelers without smartphones or those unwilling to use the provided application would
be incompatible with this arrangement. A comprehensive solution to this is out of scope of
this paper, however some cases can be mitigated. For example, travelers with small children
or those traveling as a group, can indicate the size of their party when they initially submit
a travel destination. In this case, a minimum of a single passenger would require the
application, and that single passenger’s phone would provide all of the tracking information

to our system.

Passenger/Vehicle Rendezvous

When indicating a travel destination, the application provides the expected pickup location
for the last mile AV, and travelers head there when making their last travel mode change.
Once a vehicle’s manifest is finalized by our service, the appropriate vehicle is tasked and
dispatched to the pickup location so that it arrives just before the expected time when then
last passenger is available for boarding. This minimizes the amount of time the vehicle is
occupying space at the pick up location. If the manifest construction is optimal, the wait
time for the first arrived passenger should be minimized (or is otherwise within the traveler-
specific agreed to wait time). A timeout is employed to dispatch a vehicle in the event the
last passenger is delayed, so that the vehicle has a minimum idle time once dispatched.

Once the last passenger boards, or the timeout is reached, the vehicle begins moving.



Figure 6.4: Passenger Ingress/Egress Tracking

6.2.3 Traffic-informed Vehicle Boarding and Embarkation with dynamic

zones

One limitation to fully autonomous vehicle deployments is the safety and regulatory re-
quirement of a human operator’s presence on the vehicle while it’s in use. It is unclear
if this requirement will ever be relaxed, thus this model take advantage of their presence
to provide security and on-boarding assurance so that only authorized passengers board
the vehicle. Passengers who do not arrive at their reserved vehicle within a fixed timeout
period would have their reservation invalidated. This would enable a vehicle to time-out
and continue on its way without inconveniencing other travelers assigned to the vehicle. To
enable automation of this boarding process, I outline a passenger ingress tracking system
in the next subsection.

One preliminary simulations discovered, that fixed embarkation area near the L’Enfant
Plaza Metro station became inaccessible to our AVs during periods of high vehicular traffic.
This is shown as a labeled snapshot of one of the SUMO simulations in Figure 6.5. This
drove the choice to enable our tasking system with the ability to dynamically assign pick-up
and drop-off locations (shown as blue ovals) when traffic conditions make the original zones

inefficient or inaccessible. Pricing modifications are applied (if appropriate) and passengers
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Figure 6.5: Labeled Simulation Snapshot

are notified through the traveler application where they can choose among the alternatives
(or cancel the AV is desired). This solution is similar to a popular one among ride-hailing
services used in dense urban environments, to suggest alternative pickup locations that

reduce traffic impacts to wait times and travel duration [123].

Privacy Preserving Automated Passenger Boarding and Ingress Tracking

I improve on smartcard-based boarding by combining travelers’ assigned pseudonyms with
two passenger authentication solutions. First is a mutual scanning of single-use QR codes.
Each vehicle is equipped with a small display and front-facing camera (the form-factor of
a smartphone) just inside the boarding door (similar to modern buses) that displays a QR
code that each passenger scans with the provided travel application. At the same time,
the travel application displays its own QR code for the vehicle’s camera to scan. These
codes communicate information that is used to mutually authenticate both parties, based
on key material exchanged when the travel application originally received the traveler’s

pseudonym. The codes themselves are capable of storing orders of magnitude more bits



than is necessary for even the most advanced contemporary encryption used today [124].
Audible beeps are used to confirm/deny the outcomes of this authentication step. One
drawback to this method is the potential bottleneck and burden created by performing the
code scanning, similar to what is seen at modern airplane boarding scenarios. It is also
the case that user presence on-board the vehicle cannot be verified after the scans, creating
uncertainty that a passenger remains on-board.

An alternative proposal is similar to a solution implemented in past work to certify and
track human operated vehicles as they enter a smart parking lot using Bluetooth beacon
technology [117]. By placing a Bluetooth receiver on-board the AV, and enabling the phone
to emit a BLE beacon in software, the system can determine when the passenger boards the
vehicle both by the presence of the beacon and the signal strength of the beacon broadcast.
This is shown in Figure 6.4. Weaker signals that exist for a short period of time, such as those
from beacons from passengers on other vehicles or elsewhere within the ambient environment
are considered non-passengers, while beacons that are observed continuously throughout the
vehicle’s trip and contain a strong signal are considered passengers on-board the AV. The
threshold for the signal strength (RSSI, measured in dBm) would need to be experimentally
determined for the type of AV, as the vehicle’s exterior and internal obstructions play a role
in this value. However, I expect the threshold value to be approximately -79 dBm, as it is
common for BLE beacon broadcasts to measure to -59 dBm at 1 meter from source [125],
and attenuation from signals traveling through a human body (and similar objects) have
been shown to result in a 20 dBm loss [23]. In practice, I expect signal strength to vary,
making continuous observation of the beacon a dominant metric passenger detection.

The Bluetooth solution is capable of localizing and tracking passengers. However au-
thentication over this medium is complicated by the limited number of bits permitted in
a single BLE beacon broadcast. One can combine these two solutions so that the beacon
itself (or more specifically, the device’s hardware address) can be attested as belonging to
the traveler indicated in the QR code. This is particularly useful when the BLE beacon

is transmitted from a device that enables the Bluetooth hardware address randomization



feature of contemporary Bluetooth standards [126]. In this case, the hardware address of
the phone periodically randomizes its hardware address so that observers may not link a
particular person to their Bluetooth hardware address and use that knowledge in the future
to track that same person using their future Bluetooth broadcasts. Since the hardware
address is randomized, the time interval of this link being useful is minimized. When a
passenger boards the AV, and performs the QR code exchange, the values within the code
can indicate the phone’s current BLE hardware address, or other identifying information
found within the beacon broadcast. Then, this information is discarded by the phone after
the passenger disembarks as it will be randomly generated in the future when needed by
another AV trip. Additionally, this arrangement allows for acceptance of local broadcasts of
traveler information by our traveler application (in the event of back-end network failure),
such as the need for additional boarding time, wheelchair access, or other special needs

outlined above.

6.2.4 AV Route Completion and Re-Tasking

As the proposed solution is employed at the last leg of a travel scenario, travelers are free
from the burden of disembarking though the system. As the Bluetooth based tracking
system can easily detect the absence of a previously seen beacon after the vehicle stops at
the end of it’s route, indicating that the passenger has disembarked. Once all passengers
have disembarked, payment is processed on the back-end and the traveler’s pseudonym is
destroyed, then the vehicle is re-tasked with either another route or returns to its charging

station.



6.3 Experiments and Simulations

6.3.1 Motivating Example

I created an example AV route by selected an area of Washington DC that was of interest
to the city and other stakeholders, where mass transit is located nearby a significant des-
tination for passengers. One such example is an AV pilot project recently proposed by the
Washington DC government in collaborations with the Southwest Business Improvement
District (SWBID), which specifies an AV route between L’Enfant Plaza and 10" St SW as
part of the city’s SW Ecodistrict Plan [127] for that part of the city. This model deviate
from this plan slightly and instead apply the route between the L’Enfant Plaza metro and
The Wharf/Waterfront traversing 7" street to the 7" Street Park as shown in Figure 6.6.
This route enables multi-modal transportation that leverages and incentivizes an existing
metro station permitting faster ingress/egress of travelers to the waterfront without the
potential added surface traffic of non-Metro transportation modes to L’Enfant Plaza (both
ends of the route indicated with white outlines). While the proposed solution being used
for any portion of a multi-modal travel scenario, for the purposes of this chapter, I confine
the use of an AV for this last mile of travel, and complementary to the District’s existing
Eco-district plan and AV pilot route.

The Be Healthy autonomous vehicle principle [128] includes the empowerment of pas-
sengers to use active forms of transportation through AV use. My route selection drops off
travelers at a location in the Wharf near to a Capital Bikeshare station [129], and several
sidewalks that feed the Wharf with pedestrian traffic as shown in Figure 6.7. Additionally,
this route is also near a WMATA bus stop, enabling additional travel options for AV pas-
sengers. The Washington DC Metro system is fully handicapped accessible, so any solution
that serves Metro customers must also be handicapped accessible. For the purposes of sim-
plifying my solution, I consider two types of passengers: those that are within a wheelchair,

and those that are not. Each passenger in a wheelchair is assumed to use up 4 passenger
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Figure 6.6: L’Enfant Plaza Metro to Waterfront via 7th St.

spaces within the AV. Our route assumes AVs are electric (battery) powered and are capa-
ble of serving up to 12 passengers. This constrains a single AV to transport permutations
of passengers combinations ranging from a maximum of 12 non-wheelchair passengers to a

maximum of 3 wheelchair passengers.

6.3.2 Determining Vehicle and Traveler Wait Time Bounds

I developed a SUMO [118] based simulation to study the effect of AV fleet size, vehicle travel
times in various traffic conditions, and traveler wait times between the L’Enfant Metro and
7" Street Park. Travelers who exit the metro train with a goal of reaching the 7t Street
Park and Wharf business area are considered. I used the public metro ridership data at
[130] to generate continuous pedestrian demand for the shuttle. During the AM peak hour
(Figure. 6.10) an average of 1200 people exit the station every 15 min where as in the
evening off peak hours it drops to about 50 people for 15 min. I assume that about 10%
of the travelers exiting the L’Enfant metro have the 7% Street Park as their destination to
create the demand for AV. Factors that influence the traveler wait time bounds are modeled
in my experiments are: AV shuttle fleet size, passenger demand for shuttle based on hour

of the day, neighborhood traffic for the modeled hour. Table. 6.1 summarizes these factors
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Figure 6.7: Park Embarkation Zone

and the corresponding results in terms of total number of un-serviced passengers and the

average wait times of those that are serviced.

e Fleet Size vs No of passengers serviced: As Table. 6.1 shows, for metro peak hour
exits increasing fleet sizes helps reduce the number of un-serviced passengers as well
as lower the average wait times at the stop. During the off-peak hour all the passengers
are serviced irrespective of fleet size and the average passenger wait time is close to 1
min approximately. This suggests that fleet-size could be minimized and AV can be

dispatched on-demand for low passenger demand hours.

e AM Peak hour demand vs Evening off-peak hour: As both the passenger demand
and surrounding traffic along the AV shuttle’s route reduce during the off-peak hours

compared to the AM peak hour, the average waiting time per passenger is reduced.

o Affect of other traffic on AV travel times: The traffic caused by other vehicles along

the route of the shuttle affect the round trip times and therefore increase passenger



wait times. In this simulation I considered the peak traffic scenario where no of
vehicles per hour is as high as 1560 which is 12% of Annual Average Daily Traffic
(AADT)=13006 for this route [131] along the route. In the off peak scenario, the
hourly traffic volumes are much lower. For simulation purpose, I set this to 3% of
AADT which is 390. The corresponding round trip times for these peak and off-peak
these two traffic conditions are 1300, 801 seconds respectively. In peak case, I noticed
the delays are primarily due to queuing at traffic lights. In the off-peak case the delay

7" street park drop-off area(Figure 6.11).

was due to multiple shuttles queuing at the
For comparison purposes both scenarios were run with a fleet size of 10 and passenger

demand of 480 per hour.

Table 6.1: Results for different demand scenarios

Fleet Scenario Total Unserviced Avg. wait
Size Passenger | Passengers time (sec)
Demand | (With, W/O) | (With, W/O)
Traffic Traffic
3 AM Peak | 480/hr | (413, 163) (722, 738)
5 AM Peak | 480/hr (364, 47) (650, 325)
10 | AM Peak | 480/hr (265, 38) (517, 262)
3 | PM Off-Peak | 24/hr 0, 0) (88, 63)
5 PM Off-Peak 24 /hr (0, 0) (40, 39)
10 | PM Off-Peak 24 /hr (0, 0) (41, 37)

6.4 Conclusion

In this Chapter I outline my preliminary solution to providing efficient, usable, on-demand
tasking for Autonomous Vehicles in a last mile, multi-modal use case. We have assembled
together technologies and techniques necessary to enable seamless interactions between trav-
eler and the surrounding transit environment, to enable anonymous tracking that supports

our tasking solution. With careful deployment of solutions like mine, cities can deploy AVs
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Figure 6.10: L’Enfant Metro passenger weekday exits

Figure 6.11: Queuing at 7th St. station



into strategic locations, enabling mass transit to become a more useful tool for the traveling
public.
The work presented in this chapter was submitted to the 90th IEEE Vehicular Tech-

nology Conference (VTC’19-Fall), September 2225, 2019, Honolulu, Hawaii, USA. [132]

(Author acceptance notifications tentatively due on June 17" 2019)



Chapter 7: Coordinating AV Dispatch with Smart Remote
Parking

Increased growth of public spaces often results in the increase in vehicular traffic. This is a
particular concern for dense spaces like college campuses that facilitate a growing student
population and for parking complexes dedicated to expanding organizations like commer-
cial companies and military facilities. Mass transit solutions must evolve by incorporating
new technology to leverage autonomy and reduced carbon footprints while simultaneously
incentivizing travelers to increase their use.

In this chapter, I present an extension of our previous smart parking integrated with
Autonomous Vehicle tasking work by integrating the two with a vehicle advanced warning
system based on Bluetooth technology and a self forming mesh network. By detecting and
authenticating vehicles bound for parking lots prior to their arrival, we can transact with
an AV route planning and tasking system earlier than a vehicle’s arrival at the parking
facility, thereby reducing traveler wait times at the transfer point to an AV. Consequently,
our system encourages parking in more remote lower traffic areas, thereby reducing localized
problematic traffic congestion when coupled with maximal occupancy of automated shuttles.
I deployed my Bluetooth sensor nodes to an off-site parking lot on George Mason University’s
Fairfax Campus, and conducted feasibility experiments to explore our proof-of-concept. I
also outline a constraint-based shuttle assignment algorithm that minimizes traveler wait
times while maintaining consistent AV service. By utilizing systems like these, densely
utilized spaces such as college campuses, are enabled with new technology for combating
traffic without significant cost.

I outline this chapter as follows: Section 7.1 contains additional motivations. A use
case at the West Campus parking lot at GMU’s Fairfax, VA Campus is described in section

7.2. T outline my solution, including the AV scheduling algorithm in section 7.3. I show

98



experiments with the early-notification system, as well as campus stop planning in section

7.4.4. The chapter concludes in section 7.5.

7.1 Introduction

Personal vehicle traffic on and near large university campuses like the George Mason Uni-
versity’s (GMU) Fairfax campus create a huge traffic congestion problems for students and
the surrounding residential communities [133,134]. When roads are packed with vehicles
that commute to locations at the same time, commutes are delayed and emergency or es-
sential service vehicles are slowed. The existence of large parking structures and open air
lots, while necessary for operation of a university or facility, magnify this problem dur-
ing common ingress and egress times (such as between 7.30- 8.30 am and 4.00-5.00 pm
in office complexes). One way to reduce traffic is to reduce the vehicles on the road, and
replaced them with multi-passenger mass transit solutions. Universities like George Mason
University (GMU), and surrounding municipalities like the city of Fairfax can provide such
solutions. However commuter’s use of personal vehicles continues to influence the surround-
ing travel environment, implying that these solutions do not meet current traveler needs,
or that those travelers are not properly incentivized to use them.

Recently, the GMU campus has created an off-site parking lot equipped with large form-
factor campus-controlled fixed-schedule fixed-stop shuttles to encourage students to park
off campus and ride the shuttle into campus. The campus has incentivized the use of this
solution by lowering permit fees for this lot, while raising fees for lots and garages at the
campus nucleus. This has made the off-campus lot popular among students, inferring that
students are willing to park in less impacting locations as long as the university provides
a means to cover the difference in locality to classroom buildings. Solutions of this type
are steps in good directions, however the use of fixed-scheduling results in periods where
vehicles are traveling their route with few or no passengers, the use of fixed-stop results in
reduced passenger traveler need satisfaction. Additionally, large form-factor vehicles suffer

from limitations to where they can travel on campus (e.g. roadways wide enough, instead



of shared pedestrian routes for true door-to-door service) and occupy the roadways for a
longer time due to their size.

Shuttle system designs like these are well understood an easy to manage, although
innovations in multi-modal travel in support of Dynamic Mobility On-Demand (DMOD)
that allow the use of technology to replace fixed schedules and fixed stop and replace fewer
large shuttles with many small form-factor automated electric vehicles. In this chapter,
I build on prior work by further incentivizing the use of off-campus connected parking
solutions such as those deployed at GMU’s remote parking lot. I design a system that
connects my smart parking solution to an on-demand autonomous vehicle tasking system
capable of dispatching small form-factor autonomous vehicles to dynamically created stops
nearby student’s vehicles within the lot and drop them off near their destination. To
accomplish this task, I extend my smart parking mesh network to nearby road services
and enable a vehicle tracking system informing this tasking system of incoming travelers,
allowing for a reduction in passenger wait times by permitting the AV tasking to respond to
the presence of travelers earlier. To enable this, I solve a lingering problem from past work
by providing a fast means to authenticate the BLE beacons transmitted by vehicles to this
localized mesh network. Additionally, by utilizing the localization services provided by our
smart parking services, I am able to further incentives the use of this system by tasking AVs
to pick up passengers at their parked vehicle. This further reduces passenger wait times,

and reduces the need for dedicated shuttle shelter spaces and fixed shuttle stops.

7.2 Motivating Use Case

To help explore my solution, I use a route currently under consideration for AV use at
the GMU campus, that links a large outdoor parking area near the west edge of campus
(referred to as West Campus) to the center of campus where a majority of the academic
and administrative buildings are located. I show an overview of this route in Figure 7.1.
Here I see the so-called West Campus parking lot in blue, primary academic buildings in

yellow, interior multi-level parking structures in red. County roads are shown as thick
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Figure 7.1: Campus Map with Exemplar AV and Pedestrian Routes

green lines, with primary campus ingress and egress points as green circles. The planned
on-road AV route is shown as a light blue line, with purple lines specifying potential paths
that a small form-factor AV could use to continue into the center of campus using existing
pedestrian pathways (after light repaving). It is important to note, that the on-road AV
route travels under Route 123 (center of the map) avoiding an intersection scenario at that
location. This route then, becomes the most direct path from the West Campus lot to
the center of campus. One of the existing traffic problem for the campus is the untenable
traffic created during period of high classroom attendance, particularly for evening graduate
school classes. During these times traffic often reaches a stand-still around Patriot Circle,
preventing the flow of traffic into or out of campus, and greatly effecting the neighboring
community (shown as a dark red loop in Figure 7.1, in part due to the placement of large

parking structures in the interior of campus (shown as red areas).



7.3 Proposed Solution

My solution is an extension of my past work, organized into six distinct components, that
together make up a collaborative smart parking and autonomous vehicle tasking system. I
show an overview of my solution in Figure 7.2, with the main contributions in this paper
shown in green. Here I see my system’s components: An advanced warning system for
detecting vehicles bound for our target parking lot; A smart parking occupancy detection
system that uses in-vehicle Bluetooth beacons we implemented in a similar outdoor setting
previously [117]; An on-demand multi-passenger dynamic-stop AV dispatch solution assisted
by a mobile application I outlined earlier [132]; and A near-vehicle pickup service that uses
vehicle localization outputs from the smart parking solution, to schedule and route AVs to

locations corresponding to passengers’ parked vehicles.
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| Smart Parking Occupancy )\ Near-Parking Space Travéler
Detection AV Pickup

Figure 7.2: Solution Overview

Each of these sub-systems is collaborative, and shares information about vehicles and
passengers over a combined campus-wide WiFi network, and a mesh-network (for locations
without WiFi). My parking occupancy detection is based on Bluetooth Low Energy (BLE),
and requires each vehicle to be equipped with my custom authenticated BLE beacon. This
enables the vehicle detection system to discover vehicles near-by and en-route to the parking

lot so that AVs can be tasked to pickup riders from them with reduced wait times. My



AV dispatch solution collects passenger destination information and couples it with real-
time traffic and road conditions to consolidate as many travelers as possible to the fewest
number of AVs traveling to a small geographic area with close destinations. This system
also consumes data from the two other systems to create a third service that routes AVs
to passenger’s approximate parked vehicle locations to reduce passenger travel times and

further incentivize their use.

7.3.1 Mobile Application and In-Vehicle Beacon Bootstrapping

A mobile application is used to collect passenger destination information prior to travel, and
performs key exchange and pseudonym exchange used by the localization service. When a
traveler enters their vehicle, this application connects to the in-vehicle beacon to deposit this
key material and initialize the travel scenario. This application then becomes the primary

interface for the traveler to use to communicate with our system.

7.3.2 On-Demand Multi-Passenger AV Dispatch

Previous work [132] outlined a vehicle dispatching system that consumes passenger-provided
destination information and tasks an AV to rendezvous with the traveler at the last mile end
of a multi-modal travel scenario. A simplified diagram of this system is shown in Figure 7.3,
customized for the GMU campus deployment.

My solution incentivize students to park in the West Campus (ways from the main
classroom area) lot and take an AV to class. Additionally, the West Campus Lot houses
a 20-25 shuttle terminal connecting this lot to Fairfax County’s mass transit network and
other GMU campuses. By providing a safe and convenient AV solution that connects
these different travel modes into a cohesive and seamless multi-modal solution, students are
further incentivized to use mass transit and forgo the use of personal vehicle parking entirely.
One drawback of multi-modal transportation is the wait times at each modal transfer. In the
chosen scenario, students who park in the West Campus lot and wish to transfer to a shuttle

must wait for the next shuttle to arrive based on a pre-defined schedule. This wait time can
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be reduced if the shuttle scheduling switches to an on-demand system, the proposed system
allows users to specify destinations when starting their travel, which our tasking system uses
in AV planning. This can be more tightly coordinated when the traveler’s exact location
is known to the tasking system. However reliance on passenger provided GPS coordinates
can create security and privacy vulnerabilities, such as a malicious user misrepresenting
their location to cause unauthorized tasking of AVs. A partial mitigation for this is formed
from the proposed use of local Bluetooth sensing and authenticated beacon broadcasts from

traveler’s vehicles, explained in sections 7.3.4 and 7.3.4 respectively.

AV Assignment and Tasking

I informally define the AV scheduling problem as a constraint satisfaction problem. In order
to satisfy the constraints, I create a basic operating scheme and learn from the consequences
of my choices to improve the algorithm in the future. Unlike contemporary fixed scheduling
algorithms for buses and other surface mass transit, my solution takes into account the
current vehicle occupancy, along with passenger provided details and passenger proximity
to establish manifests that group passengers in such a way that the amount of required
AVs and passenger wait times are both minimized. As these two characteristics are often
at odds, I establish the following order of prioritized constraints, and design our scheduling

and tasking algorithms around them:
1. Do not task an AV that is full, or low on power
2. Start an AV route at or before vehicle timeout is reached
3. Do not make a passenger wait past their timeout
4. Favor travel inside AV over walking, unless difference is excessive (e.g. 30 seconds)
5. Fill up an AV before tasking a new AV (soft constraint)
6. Assign an AV that matches passenger destination

7. Assign an AV that is closest to passenger destination



8. Notify passenger in the event constraints are violated
9. Once a passenger had boarded, do not change assignment
10. Attempt to improve assignment as new information becomes available

I show a basic manifest creation functions in Algorithm 6. The algorithm assigns (lines
6-19) a passenger to a vehicle based on passenger-indicated preferences (lines 7-9) and
prioritized constraints. The call in line 10 to get_best_AV() (lines 20-28) returns (line 28)
a single AV that best satisfies constraints (line 27) from all available AVs with empty seats
(line 22). We attempt to find AVs that match the passenger-provided destination or are
within a passenger-acceptable walking distance from that AV’s stop (line 25), then sort this
final list first according to the most full AVs to reduce the number of required AV’s, then
second by AV’s with the smallest remaining timeout period so that passengers will have
minimal wait times once on-board (line 27). The AV at the begging of this sorted list is the
preferred AV for this passenger, and is returned (line 28) back to the calling function (line
10). If this call was successful, the passenger is assigned to this AV’s manifest (line 12),
otherwise a new AV is tasked for this passenger (lines 14-16). Our algorithm assigned the
AV with the highest current battery life (line 14) so that AVs with lesser charge will have
more time on their charging pad to charge their batteries. In the event no spare AV’s exist,
then the fleet is not large enough to accommodate this passenger, and they are notified of
this situation. They can then choose to cancel their AV request, which removes them from
the scheduling algorithm, or they can wait until an AV becomes available (line 19, and line
16 in Algorithm 7)

Algorithm 7 determines when a particular AV should begin its planned route to its
destination in lines 4-17. There is a loop (line 5) that cycles through each in-service AV
with a current passenger manifest (line 6) to determine which AVs are full or close to
violating a maximum wait-time constraint of any of its passengers (lines 7-11). At either of
these two conditions, the AV must depart for its destination (line 12). At this time, the AV

is in-use an no longer available for additional tasking (line 13). This loop is used to attempt



to assign a previously unassignable passenger, as real-world conditions for AV availability,
passenger participation, etc may now be such that an AV is available for these passengers
(lines 14-16). Once the loop is executed, a sleep time (line 17) is introduced such that real-
world events can occur, requiring another run of this procedure. The second procedure (lines
18-31) in Algorithm 7 is used for the previously mentioned unassignable passengers, but
also for further optimization of assigned passengers who have not yet boarded the vehicle.
This further optimization attempts to correct cases where the scheduling algorithm placed a
passenger onto an AV destined for a location other than their intended final destination by
determining the end-to-end travel time of newly available AVs (lines 23-28) to determine if
a better selection (line 29) is available, and performs an assignment swap (lines 30-31). We
do not explicitly show the add_traveler_to_manifest() function, however, acknowledge
that this function must confirm with the passenger over the mobile application that the

new assignment is received, prior to removing them from their old assignment (line 31).

7.3.3 Smart Parking Occupancy Detection

I designed, implemented and tested a Bluetooth based smart parking system in previ-
ously [117]. T extended that solution as part of our AV tasking solution to enable tracking
and localization of vehicles on the West Campus parking lot. Briefly, this system uses a
Bluetooth-based sensor network to measure radio signal strength from vehicles equipped
with our custom BLE beacon, relaying this information over a routed self-forming Blue-
tooth mesh network to a supervised learning classifier to predict parking space occupancy.
I make one modification to this system to support our early-warning system, explained in
the next subsection. I leave deployment details of the smart parking solution to the West

Campus lot as future work.

QoS Improvements to Bluetooth Mesh Network

My Smart Parking solution deploys a mesh network to enable coverage for large outdoor lots.

In these cases, external network connectivity is often limited, resulting in the configuration



Algorithm 6 AV Assignment / Manifest Creation

1: global variables

2: m, active AV manifests

3: p-u, list of unassigned passengers

4: dst_table, pre-computed table of inter-destination distances
5: end global variables

6: procedure assign_AV (traveler info ti)

7 ti_at < ti.predicted_lot_arrival_time

8: ti_to « ti.max_wait_time

9: ti_dst < ti.destination_building
10: v < get_best_AV(ti.at, ti_to, ti_dst)
11: if v != null then
12: m.add_traveler_to_manifest (v, ti)
13: else if there currently exists unscheduled AVs then
14: Select unused AV, n, with highest current battery
15: Task n with new route to ti_dst
16: Add ti to new manifest for n in m
17: else
18: Inform ti no AV may be present upon arrival
19: p_u.append(ti)

20: procedure get_best_AVs(ti_at, ti_to, ti_dst)
21: pv.list «+ {}
22: for each AV v with empty seats in m do

23: v_dst < m.v.destination_building

24: v_to < m.v.remaining_wait_time

25: if v_dst j= ti_dst and v_to j ti_to then
26: pv_list.append(v)

27 sort_by_most_full_then_shortest_timeout(pv_list)
28: return (pv_list[0])
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31:

: global variables
m, active AV manifests
end global variables
: procedure start_AV
while True do
for each AV v in m do
t_curr < current time
p < passenger with lowest wait time in v
t_p < wait time of p
ts_p <« timestamp p boarded v
if v is full or t_curr - ts_p ;= t_p then
Instruct v to begin assigned route
remove v from m
for each unboarded passenger u in m.v do
if v_dst != u_dst then
attempt_reshuffle(u)

sleep()

: procedure attempt_reshuffle(u)

u_at < u.predicted_lot_arrival_time

u_to < u.max_wait_time

u_dst < u.destination_building

u_v < u.vehicle_assigned

v + get_best_AV(u_at, u_to, u_dst)

u_v_arr < Expected destination arrival for u_v

u_v_walk + Expected walk time for u for u_v

v_arr < Expected destination arrival for v

v_wlk + Expected walk time for u for v

if v != null and v != u_v and

(uv_arr + uv_wlk) ; (v_arr + v_wlk) 4+ 30s then
m.add_traveler_to_manifest(v, u)
m.remove_traveler_from_manifest(u_v, u)




Figure 7.5: Node Placement

Figure 7.6: Close-up

of a central sink node within the network where external network connectivity can be made.
For our West Campus use case, the only available campus network connection is located
near nodes 1 and 2 shown in Figure 7.6), requiring that I extend out mesh network from
the West Campus lot to this intersection. This increase message propagation delays that
grows as the mesh network’s maximum hop count grows. To mitigate this delay, I modified
our mesh network design to add an additional message queue within each mesh node for
high priority messages such as the ones used in the early warning system outlined in the

next section.

7.3.4 Early Vehicle Ingress/Egress Detection

An extension of the use of local Bluetooth sensing and our mesh network for smart parking
enables detecting the approach of known travelers well in advance of reaching their indicated
parking lot. I use a simple detection method to enable predicting vehicles that are intent on
parking in the West Campus lot based on the observation of their presence along roadways

leading to the lot, and supplying this information to the AV dispatching service. Figure 7.6
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Figure 7.7: Stages of Vehicle Detection

show two images of road connections from the parking lot to surrounding roadways. First
is the intersection between the county owned Braddock Road (below), and GMU owned
Campus Drive, approximately 0.2 miles south of the first entrance to the lot. The second
(above) is an intersection between Campus Drive and Rapidan River Road (also owned by
GMU) that is 0.4 miles and 0.2 miles respectively from the nearest entrance to the lot.
I placed six sensor nodes, similar to those used in my parking space occupancy detection
system outlined in Section 7.3.3 near each of the numerically marked locations shown in
Figures 7.5 and 7.6. When vehicles equipped with my authenticated beacon transmitter
approach and pass by these sensor nodes, the signal strengths of their beacons are measured
and used in conjunction with sensor information from the parking lot to predict the vehicle’s
is traveling direction. Vehicles that are determined to be en-route to the parking lot are
submitted to the AV tasking system for including in vehicle manifest and route planning.
I show the chronology of events in Figure 7.7. This early warning system informs the AV
dispatching service of the arrival of a traveler’s vehicle to reduce shuttle wait time. To
remain useful, detecting the traveler must take less than the time required to park and
walk to a shuttle shelter. I capture the difference in notification of passenger presence to
an AV shuttle tasking system in Equation ((7.3.4)). Here, notice the benefit of a passenger
early warning notification as the time the vehicle parks a vehicle ¢, minus the time when
a vehicle’s beacon is first observed minus the time it takes for that beacon’s authenticated
message to be transmitted over the mesh network ¢,,,; and validated by the system ¢,. I use
the QoS modification of our mesh network to minimize t,,4, and have found that ¢, occurs

near-instantly on the hardware we use, however as message volume increases, so would each



of these delays.

Atwarn = (tpk - tn) - (tmd + tv)a (71)

Where:

Atwarn: advanced notice time.
t,: time when vehicle beacon is first observed.
tpr:  time until vehicle parks in lot.
tmq: mesh network propagation delay

t,: time to validate authentication token.

Beacon Authentication

Each beacon must be authenticated to identify the traveler who sent it. I construct an
authentication protocol using beacon broadcasts from both the lot, and the in-vehicle node.
A 128-bit UUID field, and two 16-bit major and minor identifiers grant 160 total usable
bits for each beacon, however contemporary encryption such as AES in CBC mode requires
the transmission of a minimum of 256 bits (ciphertext block and initialization vector).
To mitigate this I configure each lot node to broadcast an IV within its beacon’s UUID
field, as this value does not require secrecy to ensure the secrecy of the message it helps
encrypt. I use the remaining pair of 16-bit major and minor fields to store a unique 32-bit
identifier for each smart parking lot, previously exchanged with the in-vehicle beacon during
bootstrapping (Section 7.3.1). I configure the in-vehicle node to continuously poll for and
record BLE beacons with this pre-exchanged lot identifier, and then use the recovered IV
from the UUID field to create an authentication token broadcast over the UUID field of its
own beacon broadcast, along with the traveler’s pseudonym spanned across the major and
minor identifiers. During the bootstrapping phase, traveler pseudonyms are sent forward

to the parking lot so its nodes can identify traveler beacons. To be resistant to replay



attacks and adhere to proper AES implementation, an IV is only used to encrypt one
beacon broadcast, and is replaced by lot nodes every 5 seconds. The lot node relays this
information along with its current and previously broadcast IV back to the central node
for authentication. Two IVs are sent to cover cases where the node’s IV changes to a new
value during this process. The central node generates the IVs for the entire network to use
and submits them over the mesh network. Each IV is assigned a time window for use so all
nodes broadcast the same value, and a bulk of IVs are transmitted over the mesh network
such that at any give time, each node has the next hour’s worth of IVs in its memory. This

requires just over 92Kb of storage, which each of our nodes can trivially store.

7.3.5 Near Parking Space Dynamic AV Traveler Pickup

Once the smart parking system detects a parked vehicle on the lot for the first time, it
notifies the tasking system to route the AV to this location so the passenger may board
the shuttle near their vehicle. This is particularly valuable when the lot is large, and lot
owners wish to forgo the deployment of shuttle shelters for waiting passengers. In my
system, travelers shelter in their vehicle until the AV arrives. We leave optimization of this

to future work.

7.4 Experiments and Discussion

7.4.1 Vehicle Tracking Experiments

My first set of experiments shows the efficacy of our advanced warning system. I deployed
my sensor nodes to strategic locations near to the target parking lot shown in Figures 7.5
and 7.6. Here, nodes 1-4 are placed at the closest intersections for roads leading to the lot,
and nodes 5-6 are placed at the two main entrances of the lot. My test vehicle was equipped
with the in-vehicle beacon, and driven along several paths into or around the lot. Each of
these runs started either at the GMU Field House (east of nodes 1-2) or on Braddock Road

(south of nodes 3-4), and the vehicle either parked in the lot or drove past it. Beacon
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observation times for the vehicle parked in the lot are given in Figure 7.9, with colored
boxes indicating the true state of the vehicle. In this example, the vehicle is first detected
approximately 70 seconds prior to parking (¢, - tn, from Equation (1)). Notice that beacon
observation times for the vehicle bypassing the lot in Figure 7.8, showing a delay between
initial detection of the vehicle (by node 3), and confirmation that it in fact through-traffic
(by node 1) of 80 seconds. I conclude that the early warning solution will only be practical
if the traveler indicates their destination as the West Campus lot in advance, which we

enable through the use of the proposed smart phone bootstrapping process in Section 7.3.1.

7.4.2 Early Warning Message Propagation Experiments

My second set of experiments address message propagation delay discussed in Equation 1.
In my lab environment, I constructed a series of experiments with wireless nodes, aimed at
studying the average increase in propagation delay when a new node hope was introduced.
I noticed the results from these experiments in Figure 7.10, indicating an average delay
increase per node hop of 2.93 seconds (¢,,,4 for each node hop, from equation 1). Independent
experiments for Bluetooth transfer ranges (cite) indicate a distance between 10m and 100m,

however I selected a conservative baseline of 30m as my baseline inter-node distance. The
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Figure 7.10: Average Message Propagation Time per Mesh Hop

speed limit on the GMU campus is 25 mph, covering this inter-node distance in 11.176
seconds without stop signs or other delays. This is an encouraging result, as I can safely
extend our routed mesh network to support even earlier advanced warning deployments
farther away from the parking lot by simply adding mesh nodes without concern that
propagation delay will negatively influence the solution. I seek to repeat this experiment
and our smart parking solution when deployed to the West Campus lot to obtain more

realistic measurements of this delay under operation load and ambient interference.

7.4.3 Campus Class Bubble Map and Vehicle/Pedestrian Loads

To determine useful stops for the AV that I expect students to select, I scraped GMU’s
Spring 2019 Schedule of Classes to determine building occupancy for various parts of the
day for each day of the week. I consider students arriving to campus when a class starts,
and departing campus when a class ends. This represents the worst-case scenario for traffic,
as each student would travel by car and be on campus roads at the same time as their
classmates. I assume that each class listed has 30 students. I show the resulting profile
for Mondays in Figure 7.11. Note that there are several spikes where many students are in

transit, and select the median spike at 1630 hours to explore further (highlighted using the
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Figure 7.11: Summary Arrival/Departure Data, Mondays, Spring 2019

red oval). I mapped these locations to a bubble map in Figure 7.12 (shown as approximate
sized yellow bubbles for buildings with more than 100 students). I chose three stop locations
that provide coverage for most student load, shown as blue bus symbols. Additionally, I
show all entrances/exits to campus as red or orange chevrons for primary (most practical)

and secondary (locations less used), respectively.

7.4.4 AV vs On-Campus Vehicle Travel Time Comparisons

In the absence of detailed histories of where each student parks, and of on-campus traffic
data, I use Google Maps to make approximations of how long our AV route will take, and
how this compares to students driving to parking decks and walking to class. I use Google’s
approximation of vehicle travel times for our AV as it travels on campus streets, and assume
our AV will slow to 10 mph while traversing pedestrian walkways, coupled with it’s online
traffic data for more realistic estimates. In this discussion, I set Google’s traffic estimates

to 1630 on Mondays for consistency with the rest of this chapter. Comparisons are made
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Figure 7.13: AV Operational Route vs. On-Campus Driving Route

between the duration of time a traveler starts at one of these entrances and either drives to
the West Campus lot and takes and AV to the south east stop (in Figure 7.12) or drives to
the Shenandoah Parking Deck (the closest garage to that stop) and walks to the south east
stop. I illustrate one instance of this comparison in Figure 7.13. Notice that the AV (top
map), delivering a traveler to the stop in 6.5 minutes, compared to the vehicle parking in
the parking deck (bottom map) in 10 minutes. For simplicity, I consider the time a traveler
takes to locate a space in the West Campus lot and within the Shenandoah Parking Deck
to be comparable. When I factor the drive to the West Campus from the start of the shown
vehicle route (approximately 1 minute), I see that the AV solution saves 2.5 minutes from
the total commute time for the traveler. Similarly, traveling to the West Campus lot from
the north and south east entrances to campus adds an additional 3 minutes of commuting
time, while the same route directly to the parking Deck saves 2 and 3 minutes respectively,
making the AV route take 2.5 minutes and 3 minutes longer (respectively). While the
travel times do not favor the AV solution, they remain comparable, providing confidence
that students can choose this solution without significantly impacting their commute, but
gain the benefits of reduced permit costs for off-campus travel, and a reduction in on-campus

traffic.



7.5 Conclusion

I extended my prior work that enables smart parking systems to be coupled with AV
tasking to reduce traffic in densely packed localities like college campuses. I use Bluetooth
technology to enable our AV tasking system to react earlier to the presence of travelers, so
that routing and occupancy can be maximized while remaining customized to meet traveler
needs. Using systems like ours, AV usage can be better integrated into smart environments
to provide more efficient and effective operations.

The work presented in this chapter was published in Coordinating AV Dispatch with
Smart Remote Parking, Paul Seymer, Chaitanya Yavvari, Duminda Wijesekera, Cing-Dao
Kan. To appear in proceedings of the 2nd IEEE Connected and Automated Vehicles Sym-

posium (IEEE CAVS’19), September 2223, 2019, Honolulu, Hawaii, USA. [135]



Chapter 8: Ongoing Work: Deployment to West Campus

This chapter contains preliminary results from ongoing experiments being conducted at
the West Campus lot at GMU’s Fairfax Campus. This deployment is to a parking lot
much larger than past work and presents additional challenges to localization and mesh

networking, outlined in the next subsection.

8.1 New Challenges

In contrast to prior localization work at the CCSA lot deployment of my solution to the West
Campus lot incurs several new challenges. First, the lot itself is much larger, and it composed
of multiple space locations in areas without continuous lines of sight. This may make the
deployment of multiple overlapping sensors cost prohibitive. Similarly, a mesh network
created that spans such distance will have many more hops than previously encountered,
creating additional message delay. Second, the lot will be in use while experiments are
underway, which will create a scenario where space fingerprints are created in the presence
of temporary obstruction created by other vehicles. While I attempted to fingerprint around
these vehicles, some obstruction was unavoidable. Additionally this in-use notion combined
with the size of the lot made the time required to fingerprint each space for the entire lot
prohibitive, so my solution will need to function well even in the absence of a complete
radio map. Lastly, while I could fingerprint the entire lot at once, I chose to fingerprint
in sections and combine the fingerprinting data together into a single predictive model. I

explore this decision and its impact further in section 8.3.

120



EF 0 R

TR
7

I

'

i

Figure 8.1: Lot Node Placement, Primary Campus WiFi Uplink

8.2 Deployment

Node deployment to West Campus is shown in figure 8.2. The main bulk of West Campus
parking is contained within a large contiguous parking lot (left, upper), flanked by a long
strip of parking spaces that link the intersection of Campus Drive and Rapidan River Road
(right) to a campus facilities depot (left, lower). FEach of these sections have differing
elevations, creating line-of-sight issues for our mesh network. During the period of my
experiments, the ”south” portion of the main lot was blocked off and was not included in
the study.

The resulting node deployment was 11 nodes, 4 nodes, and 6 nodes for the main lot,
south and north portions of the parking strip, respectively. Additionally, three nodes were
placed at the center of each of these areas to provide mesh connectivity and additional

localization data for a grand total of 24 nodes for West Campus.

8.3 Experiments, Preliminary Results, and Observations

I conducted three separate fingerprinting activities to maximize the amount of available

instrumentation nodes within the main lot. Spaces were selected based on current occupancy



at the time of fingerprinting, with an attempt to be as distributed and comprehensive as
possible. This resulted in 24 spaces fingerprinted in the main lot, 9 spaces fingerprinted in
the south portion of the parking strip, and 16 spaces in the north portion of the parking
strip. This lowered fingerprinting sample resulted in between approximately a 1:10 and 1:15
fingerprinted space to total space ratio.

While my analysis is ongoing, I was able to observe that modeling each of the three
fingerprinted areas produced a prediction capability with 100% accuracy. This is mainly
attributable to the physical distance between each fingerprinted space, as no selected fin-
gerprinting space was located next to one another and the large number of nodes within
the main lot was sufficient to produce discriminating beacon measurements.

To provide testing data, T used the same vehicle to test both localization and our early
warning system implementation to test 14 passes of a vehicle driving into the lot and parking
in various locations. To deploy the early warning capability, the entire mesh network was
deployed creating a slightly different degree of node observations. In the case of the testing
deployment all 24 nodes contributed their beacon observations, while in the fingerprinting
stages only the nodes pertaining to each of the three lot areas were active. This created a
challenge when using the prediction model created with the training data, as it effectively
operated without data points from nodes observing a beacon from another parking lot
section. Additionally, since the test experiment used spaces that were near-by but not
identical to the spaces used for training, we needed to consider each prediction as being
7correct” if the resulting space prediction was near-by. This was largely a qualitative
measurement, however predictions were considered near-by if they resulted in a space within
10-15 spaces or similar distance if no spaces existed. I also applied the ”zoned” approach
used in previous experiments, creating three zones to match each of the parking lot areas
(main, south strip, north strip).

Taking the original fingerprinting model and applying to to the 14 test spaces resulted in
correct lot area prediction and near-by space prediction of 26.78% and 33.92% respectively.

Intuitively, this low result is due to problems created by the mismatch between fingerprinting



node counts and testing node counts. To explore this impact, I removed all test sensor data
that was not produced by nodes originally used in the fingerprinting data, and repeated
the prediction executions. This change resulted in each test space predicting to the correct
zone 100% of the time, and each space matching a near-by fingerprinted space 89.29% pf

the time. While this result is not strongly validated, it will guide future work I will perform.



Chapter 9: In-Flight Aircraft Smart Space Security using
Multi-Entity Trust Evaluations

In this chapter I propose a hybrid of distributed and centralized multi-trust models specific
to aircraft and in-flight use cases that evolves while the aircraft is in flight to assist in
mitigating cyber risk of in-flight smart spaces. This system is fed by passenger records
and service interactions, and human metrics from government and other sources that are
each time and monetarily expensive for an adversary to replicate. Additionally, outputs
from out passenger tracking and vehicle tracking systems can be integrated into this system
to enable it with additional indicators. These metrics are used to augment a traditional
peer recommendation-based trust management system. Data used in trust calculations will
remain on the sensitive networks that are authorized to contain them or in a trusted cloud
so that collection tradecraft is not exposed, allowing only non-sensitive trust calculations
to be used elsewhere in the model. This allows all entities to leverage this data without
exposing it to unauthorized parties.

Smart spaces and facilitate human-to-human and human-to-machines interactions. Sim-
ilarly smart cities inter-connect more infrastructure to provide enhanced services and human
accessibility of them. In the Air-travel domain, in-flight networking and NextGen are two
emerging analogues of Smart Spaces and Smart cities equivalents in the sky. These changes
are aimed at evolving airports, transportation infrastructure, and passenger services to pro-
vide more efficient and secure flight operations with better traveler experiences. It is only
a matter of time before airports and aircraft themselves advance and become smart spaces
by provide seamless connectivity to passengers to remain competitive. This will result in an
increase of diverse passenger-provided mobile computing platforms connecting to in-flight
networks. As the number of IP enabled National Airspace Systems (NAS) is expected to

exceed 50% by 2020, the risks posed by cyber attack increase for all connected systems.
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Traditional cyber incident response often begins post-compromise, sometimes days after
an attack occurs. If this conveys to aircraft networks, such a delay may result in life
threatening consequences. If an attacker were to compromise the aircraft through in-flight
Smart spaces, human life and property could be lost before ground-based defenders would
have an opportunity to act. Entities responsible for aircraft security such as the TSA must
be enabled to respond to new types of threats by deploying preventive risk-based computer
network defense (CND) to these emerging environments. Many challenges exist for this
potential attack space/surface. First the lack of past experience with cyber attacks on
these specific networks makes network-based detection difficult. Second, because multiple
organizations, both inside and outside the government are involved in air travel and network
communications, a central authority authorized to collect and interpret network artifacts
and aggregate them with other intelligence to make threat determinations does not exist.
Third, because traditional network defenses are often expensive, heavy, and require a great
deal of human care, duplicating these capabilities across the multiple independent entities
involved may be cost or physically prohibitive. Government and regulatory organizations
like DHS and the FAA already have access to private records and other information that
potentially can speak to the trust and integrity levels of individuals in travel scenarios.
This information is currently in use for air travel security through programs such as TSA
Prev'and Secure Flight. One intent of NextGen is to implement new ways to use similar
information to improve public safety and the efficiency of air travel. Commercial entities
who provide in-flight networks have access and permissions to collect network observables.
Humans in an aircraft’s flight crew and fellow passengers who interact with others can
each provide valuable observations of activities on-board aircraft. While each of these
individual data sources lacks enough contextual information to detect cyber attacks, we
suggest combining them into an air travel entity trust model to evaluate the risk of particular
aircraft, passengers, airports, etc. can supply air travel security services with preliminary
information needed to observe and respond to suspicious activity, and enable ISPs and

technology vendors monitoring networks to more efficiently target defensive resources to



the in-flight networks that most need them.

If an untrusted passenger loses access to aircraft WiFi networks, or is not allowed to
connect to on-board servers or the Internet due to untrustworthy activity, they may be
denied the connectivity required to conduct their attack. Similarly, if expensive tools and
human defenders can be engaged only when needed and on a per-passenger or per-aircraft
basis, such efficiency gains may overcome prohibitive computation, bandwidth, and person-

nel costs enabling detection of network threats that appear while an aircraft is in flight.

9.1 Introduction

Aircraft operators have been enhancing their on-board commercial offerings to include in-
flight WiFi, and in-flight entertainment services. Implementers of systems like these con-
tinue to add services and increase connectivity of ground and air systems, including cabin
management systems for flight crew, document management services for cockpit operations,
weather reporting, and access to ground-based airline networks. It is only a matter of time
before airports and aircraft themselves advance to include more technology and become
smart spaces to remain competitive.

As shown in Figure 9.1, in-cabin computing services are delivered to passengers through
touchscreen displays on the backs of seats commonly called Seat Display Units (SDU),
connected to a Seat Electronic Unit (SEU) under the seat. These units are connected to
Floor Disconnect Boxes (FDX), which allow network connectivity to a centralized on-board
In-Flight Entertainment Server (IFE). Current implementations of this infrastructure, such
as OnBoard [136] connect to a commodity Microsoft Windows server using common industry
protocols such as 802.11, wired Ethernet, or industry specific protocols. At the perimeter
to these networks, sits an Iridium antenna to link theses services to an Internet Service
Provider (ISP) via satellite. While initially focused on paid passenger services (movies,
Internet access, etc.), implementers of these systems continue to add services and increase

connectivity of ground and air systems, including cabin management systems for flight crew,



document management services for cockpit operations, weather reporting, and limited access

to ground-based airline networks. As space is a premium within the aircraft, passengers may

e

Figure 9.1: On-board Network Components

choose to carry smaller devices into the passenger cabin, should they be allowed to co-opt
larger user interfaces such as keyboards, mice, and seat-back video displays found within
the in-flight entertainment systems. Strict airport physical security often makes handling
of larger electronic items (particularly laptops) problematic and requires special inspection
procedures, further encouraging passengers to leave their laptops in checked luggage (or
at home). My prior work proposed a middleware solution that enforces fair automated
wireless keyboard, video and mouse (KVM) co-opting within a public smart space [104]
over Bluetooth and WiFi. I envision a similar solution deployed within each seat to create
a single-passenger smart space.This will result in a multitude of diverse passenger-provided
mobile devices connecting to in-flight networks. Aircraft systems themselves too will become
more connected. In the US alone, advancements due to programs such as NextGen [137] will
increase the number of Internet Protocol (IP) enabled National Airspace Systems (NAS)
from 36% to between 50% and 60% by 2020. As aircraft are outfitted with interconnected
networks the risks posed by cyber-attacks increase for all connected systems.

In the past, on-board avionics systems have benefited from strong physical isolation
from passengers, as wired connections were not exposed to the passenger cabin and radio

communications required significant investment. Security researchers have suggested that



compromise of an IFE networks can enable an attacker to compromise the aircraft’s en-
gines and other critical systems [138]. In the US, the Federal Aviation Authority (FAA)
has dismissed [139] this suggestion, claiming the systems are sufficiently isolated. This,
however, could easily change in the future as the desire for cost savings and network in-
tegration increases and adversaries become more innovative. For example, should SEUs
and SDUs be connected to shared communication resources within the aircraft’s aviation
systems, adversaries may have additional hardwired means to access these networks from
within the passenger cabin. If passenger devices are allowed to connect to these integrated
systems, then these devices become a new attack vector. Both Civil Aviation Authorities
(CAA) and their corresponding Aviation Security Authorities (ASA), must respond to new
types of threats by deploying computer network defenses to these newly interconnected
environments.

There are several potential ways to address these new threats, each of which is prob-
lematic for in-flight networks. First, aircraft designers could build network security systems
into the aircraft itself. Such defenses must constantly counter evolving threats in a timely
fashion. Accreditation and certification processes for aviation are often time consuming
and may be cost prohibitive for older aircraft. Additionally, engineering cyber attack detec-
tion on modern computer networks often requires combined deployments of research-backed
network pattern matching techniques to detect known threats, and storage and processing
intensive human-guided adversary hunting activities to uncover new threats. While de-
ploying these efforts to a ground-based network such as the airline’s central ISP may be
feasible, performing the same tasks for the in-flight network is problematic as hosts on that
network produce traffic that is not always visible to perimeter defenses or may require prob-
ing devices on that network by human driven tools. A network design that taps all in-flight
networks and routes copies of traffic to ground defenses may solve this visibility problem,
however, throughput produced may exceed a single satellite Internet connection, making
it impracticable for all aircraft. It is also the case that network-focused defense is often

augmented by host-based defense to gain context into network attack traffic that would



otherwise look benign. Airlines could require that all devices that connect to it run some
form of host-based defense on the device, however making such a demand may prevent or
discourage users from connecting to in-flight systems, or will create a user support demand
on the airline. It is unclear if cyber threats for future in-flight networks will be similar
to those currently understood by the network defense community, and the expected high
diversity of end-user devices (among other challenges) may further confound the ability for
defenders to understand and detect these new attacks.

Each of these solutions enables a post-compromise response. For the air travel use case,
a delay in network incident response may be too late to avoid life threatening consequences.
It follows, then, that prevention-focused defense is required that enforced controls that
prevent suspicious devices from joining the network. We suggest that such a focus can
extend past the behaviors from a devices to the human actors using the device on air.
Government and regulatory organizations may have access to records and other non-public
information sources that speak to the trustworthiness of individuals both in and outside
of travel scenarios. This information is already in use for air travel security in the US
through programs like TSA Prev’ [140], and the intent within NextGen [137] is to continue
to study and implement new ways to use it. We propose a means of using this additional
information in a trust management enhanced preventative-focused network defense strategy
by deploying a hybrid of distributed and centralized multi-trust models specific to aircraft
and in-flight use cases that incorporates multiple trust data sources both from within and
external to the air travel scenario, evolving trust values over the duration of a flight to
control network access and inform network defense. Our trust model provides a basis for
an Aviation Security Authority to insert trust metrics into this system, similar to the way
Transportation Security Administration (TSA)’s uses Secure Flight [141] to inform ticketing
agents. By combining this information with other on and off-network observations while an
aircraft is in flight, an ASA can more efficiently target network defenses to discover network
attacks that would be otherwise undiscoverable and make better decisions while aircraft is

in-flight to prevent an attack. Similar uses of trust for intrusion detection [76] have been



worked on in the past, but not applied to a complex air travel scenario.

9.2 Proposed Solution

The most significant challenge faced by a trust evaluation system in this environment is the
need to form a trust opinion quickly with little direct past experience at hand. Passengers
who have never flown before or have little to no history with the aircraft or airline do
not have enough experience to form trust easily. I address this problem by augmenting
traditional peer reputation-based trust computation with third-party input from airport,
airline industry, and security entities with knowledge of each passenger and their past use of
air travel services. Computed trust values can be used by passengers to make decisions about
connectivity and resource sharing, or by an ASA or ISP to determine which in-flight network
is potentially at risk so that decisions can be made to engage defensive countermeasures.
Figure 9.2 shows a high level view of the proposed trust model. The model computes
a trust value for an entity (passenger, aircraft, etc.) from four trust metrics calculated
from known facts about the entity (past actions, network activity, etc.). This computed
value is evaluated against a policy to decide if the entity under evaluation is trusted, or
untrusted.These evaluations are used to make change in the operating environment (e.g.
the network state) either by granting or denying access, deploying additional network mon-
itoring, removing services from the network, or other actions in response to trust calcula-
tions (further discussed in Section 9.3.3). These changes then effect future trust metrics
(good or bad recommendations are created, ASA or CAA make observations, etc.), and the
trust computation evolves informing new trust calculations. I detail this operating model

throughout this chapter, and define it’s building blocks in the next several sections.

9.2.1 Trust Data Storage

Trust data is defined as all facts used to compute trust. Storage of trust data has many

constraints. First, our trust model must be capable of computing trust at any time, even
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Figure 9.2: High Level Trust Model with Defensive Application

when required data sources are offline. Second, we must not create additional demand on
airline industry systems that currently store this data. Individual passengers will have lim-
ited storage needs compared to airlines and airports as they interact with large volumes
of passengers, flights, aircraft and airports. Third, computation must occur in an environ-
ment authorized to store private or sensitive data. This prevents completely distributed
computation. Lastly, any centralized storage and computation environment must be robust
as it may become overwhelmed by computational volumes needed to support modern day
air traffic.

We suggest using a private commercial cloud infrastructure for storage and calculation,
as it is an ideal scalable, always-on environment. If data is forwarded by providers to this
environment, the cloud can be scaled as demand scales, optimizing cost and availability
without additional demand on airlines and airports, some of which may not operate 24/7.
This also prevents consumers of those calculations from directly accessing the data that is
used. Additionally, performing calculations within a central place greatly reduces network
overhead introduced by distributed trust models. We recommend that the cloud environ-
ment be owned by a trusted and airline-independent third party, such as the CAA, so that
it can consume private passenger records with less risk of misuse.

In addition to passenger travel records and air travel service interactions, our model uses

an additional metric computed by the ASA. This metric carries more sensitivity and is more



restrictive in use. We choose to store this data within a second sensitive cloud authorized
by the ASA to store sensitive information. We could place all data and all calculations
within this sensitive cloud, but we choose to split our storage and calculations between a
private commercial and a sensitive ASA cloud to give more options of operating modes and

configurations. We define these metrics and calculations in more detail later in this paper.

9.2.2 Trust Metrics

Determining trust is a multidimensional problem, and often a computational process derived
from a situation-specific calculation using subjective facts known to a particular individual.
For example, research suggests that consumer trust when using e-commerce applications
differs from physical storefronts, as the former is based on trust in underlying technology
while the latter is often based on personal interactions with the individuals within [142].
Intuition suggests that passengers form trust differently with airlines than they would with
other passengers. We capture these differences by performing trust calculations differently
depending on the entity computing trust. To calculate a final trust value (detailed in Sec-
tion 9.2.4), we first assemble four core trust metrics used in its calculation that characterize

facts about participants in the air travel use case. We outline these metrics in this section.

Familiarity

One metric commonly associated with trust is familiarity, or the knowledge of a particular
entity based on past experiences [143]. Zhang and Ghorgani calculate familiarity [144] in the
context of e-commerce as a composition of perceptions of repeated experiences and human
factors from the consumer such as the rate at which humans forget those past experiences.
When considering familiarity of an airline to a passenger, trust formation is comparable.
Familiarity in the other direction (from the airline to the passenger), however, may not
possess a comparable construct to these human factors. For example, an airline cannot be
holistically queried for perceptions of other entities. Instead, we extend this familiarity def-

inition to leverage additional values gained from information exchanged between passenger



and airline. Passengers who buy into airline membership programs often submit sensitive
personal information, becoming more familiar to the airline. Airports become more familiar
to airlines (and vice versa) when airlines use their gates or establish a flight hub. In all
of these cases, the acts required in the formation of familiarity take effort and financial
commitment, making them hard to falsify.

Different entities may have different standards for familiarity. To allow for a computation
requester to dictate this standard, we use a policy object that contains static weights for
each type of experience. This yields the following equation to compute familiarity between
entity = and entity y:

| Byl
familiarity,, = Z Egy[i] % wgy ], (9.1)

i=0
where F is an array of past experience values particular to the x,y relationship, w is the
array of weights for those experiences. Format of the array £, are the same throughout
the entire system. Table 9.1 is a sample set of facts we include in calculating F, including

multi-entity metrics that an CAA can collect.  When initially computed, familiarity as

Table 9.1: Familiarity Trust Data

Eairlineairport # past ﬂightsa # gates, hasHub

Eirtinepassenger | # past flights, flyer miles, program memberships,

future bookings, isEmployee, hasCreditAcct

Ersppassenger pastFlight Time, hasAcct, hasHomeService

Ec aApassenger # lifetime flights, # lifetime miles

an unbounded numerical value, which could easily bias our weighted sum. We must bin
these values into a fixed numerical scale. The Likert Scale is a frequently used ranking
scale employed to measure human attitudes and responses in survey questions [145]. To

minimize complexity, we use a similar linear scale: fy, = [-2.0, +-2.0] where -2.0 is a completely



Algorithm 8 Compute Familiarity Value

1: procedure ComputeF (Trustor z,Trustee y,weights w)
2: f+<0

3: Retrieve E,, records from database

4: for i € {1,...,n} do

5: familiarity += Egy [i] * wey[i]

6: f < normalize(familiarity) > to scale [-2.0, 2.0]
T Return f

unfamiliar entity, and +2.0 is a most familiar entity. But familiarity alone cannot compute
a robust trust opinion, as malicious entities can be familiar ones, and passengers who have

never flown before may be non-malicious.

Trustworthiness

Humans also form trust based on the perception of character, sometimes due to the roles
or positions individuals hold. As previously mentioned, NextGen indicates an interest in
leveraging passenger characteristics stored in various clearance and pre-screening databases
to enhance airport security. We supplement that notion with the assumption that certain
job functions within the airline industry and other industries such as law enforcement and
first responders, carry with them implicit features that indicate trust. We use these char-
acteristics to form a metric called trustworthiness (t), computed in the sensitive cloud by
the ASA or other authorized party with access to necessary passenger information. To
remain consistent with other metrics, we use a similar linear scale: ¢, = [-2.0,+2.0] where
-2.0 denotes a least trustworthy entity, +2.0 denotes a most trustworthy entity. Similarly,
organizations such as airlines and airports can potentially have law enforcement specified
risk ratings based on past history of criminal activity, etc. We leave implementation details
of how an ASA explicitly computes trustworthiness values as such methods involve sensitive

process and tradecraft known only to the ASA.



Direct Experience

Many existing trust systems use direct experiences as a basis for trust calculations [146]
[81] [87]. Our third trust metric is also based on perceptions from direct past experience,
however, we expect the existence of this metric to be rare as a passenger may not have any
direct experience with other passengers unless they are traveling with a large familiar group.
Passengers may also not have much experience with the aircraft, airline, or in-flight ISP
unless they are frequent flyers. In our model, passenger direct experience d, = [-2.0,+2.0]
where a value of -2.0 represents a least favorable past experience up to +2.0 for a most
favorable one.

In some cases business entities such as airlines can also form direct experiences for
passengers. For example, flight-crew, trained to identify suspicious behavior can provide
experiences in a similar way to TSA’s existing use of See Something Say Something [147] to
report suspicious behavior to law enforcement. The on-board ISP can also form experiences
based on observed network activity and its identification of suspicious behavior within
the network that connects the in-flight satellite traffic to the Internet. These kinds of
observations, however, may be subjective and error prone, and will need to be adjudicated
by a trusted third party (the ASA) before they can be injected into the trust system to
reduce the effects of false positives. Additionally, such experiences cannot be shared with
passengers directly as public knowledge of them may potentially divulge sensitive defensive
and detection methods used by the ISP or trusted third party, present privacy problems, or
could otherwise be used as a tool of abuses by one passenger towards another (e.g. flooding
false reports). We explain in Section 9.2.6 how these valuable observations can be used by

the trust model to enable air travel security to dynamically compute trust during flight.

Recommendations

Our last trust metric is based on recommendations of peers within the trust system [83].
While a single passenger may not have much experience with other entities, other passengers

within the airport or on-board the flight may and can be a source for peer recommendations.



Many reputation-based trust systems rely on the ability to easily broadcast requests for
recommendations to peers on a local network. Completed trust calculations are stored
within the cloud for future use as recommendations. This enables the trust system to
obtain recommendations without broadcast overhead, even when the providing entity is
offline.

While consumers are generally permitted to form their own opinions about commercial
entities based off of personal experience and share them publicly, other business entities
(such as airlines or airports) may fear legal issues when forming opinions about other busi-
nesses. It may also be difficult for a large entity to make a determination about another
entity without significant data collection effort. Trust data that could be used to calcu-
late such a recommendation are already captured within our familiarity metric. For these

reasons, we will not include commercial entity to commercial entity recommendations.

9.2.3 Data Privacy and Anonymous Computation

We assume that all communication channels in our model use Secure Sockets Layer (SSL)
or some other secure tunnel and that ISPs have obtained informed consent from passengers
so they can freely monitor network traffic. These entities are responsible for implementing
sanitization requirements that may exist before forwarding observations to the sensitive
cloud. We believe this to be in-line with existing commercial network monitoring privacy
rules (additional details are left out of the scope of this paper).

Secure multi-party computation, homomorphic encryption, and other cryptography
based distributed computation techniques [148] provide the potential for partially miti-
gating privacy concerns by allowing distributed computation of encrypted data without the
need for decryption. It is unclear if the benefits of using these methods overcomes their
high communication overhead, or if implementation can be accomplished without leaking
information. For example, if the entity initiating computation varies the thresholds used
to determine if an entity is trusted or not, they may eventually recover the values used

regardless of the protection methods placed on the inputs. Additionally, rules for handling



sensitive information may not accommodate these new techniques and satisfy the risk tol-
erance of data owners. This may result in the need to prevent data from leaving a sensitive
network regardless of it’s level of encryption.

Our model allows users to specify weights in a policy object that they pass to the cloud
for use in computed trust value. While in most cases this prevents users from seeing the
source data used in calculations of these individual metrics, it would be possible for a user
of the system to manipulate their policy ranges to expose raw trustworthiness, familiar-
ity, and recommendation values for any party. For example, if all weights are set to 0
except for trustworthiness with a weight of 1.0, the returned value would be that entity’s
trustworthiness value.

To mitigate this, we combine the use of pseudonyms and a limited-use token granting
system to insulate true identities, and prevent mass-computation activities. Our system
implements a true name to pseudonym map within the commercial and sensitive clouds.
When a trust calculation is needed, the trustee requests a new token from the commercial
cloud and gives it to the trustor. Trust calculation requests are sent to the cloud along with
this token, so the cloud service knows the request is authorized. The token expires after a
period of time or upon an event that matches the nature of the original request (single use,
flight-duration only, etc.)

Use of tokens and pseudonyms in this way, however, does not prevent exposure of
passenger identity in cases when combining an entity’s direct experience with tokens at
calculation submission time. Entities have direct experience values based on another entity’s
true identity and must have a means to match them to a pseudonym when needed without
exposing a link between them, thereby accidentally defeating it’s anonymity benefits. This,
coupled with policy value manipulation could enable an adversary to attack the trust model
and recover information about those metrics.

To prevent this kind of exposure we could prevent entities from being able to combine
direct experience with our trust model or use a global policy unknown to entities. These

solutions, however, reduce the efficacy of the model and would not necessarily provide



forward security. Instead, we require that true identities are never exchanged between
passengers and extend our token granting system to issue additional pseudonyms when
direct experience is recorded for other passengers. This is done either over the network for
computer provided services between passengers, using a common key exchange protocol, or

over direct transfer using NFC, a common data transfer capability on many mobile devices.

9.2.4 Computing Final Trust Value
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Figure 9.3: Trust Formation and Computation Overview

We show a high level overview of our model in Fig. 9.3, showing sources for familiarity,
trustworthiness, direct experience, and recommendations along with their requisite storage
locations. Here the final trust value is computed using Algorithm 9. To prevent any

passenger from abusively computing trust for arbitrary passengers (e.g. mass collection) a



trustee runs the procedure getToken (line 1) to receive a single-use timed token. The trustor
then sends this token along with a computation policy P to the cloud for processing, causing
ComputeTrust (line 7) to execute. The token is checked to ensure it is valid, otherwise the
request for computation is denied (Line 8). Then, values needed for the calculation are
retrieved from a database within the cloud, and passed along with the policy parameter to
a function that will evaluate those values against policy (line 13). Within that function,
any computational shortcuts due to policy are evaluated. For example, a particular entity
may wish to automatically trust (or distrust) any entity with a very high (or very low)
trustworthiness value. Similarly a passenger may wish not to trust the recommendations
of any other passengers, and rely solely on its own experience, or external metrics to make
it’s decisions. If none of the shortcut conditions are met a final trust value is computed as

follows:

Tysy=dy*a+ fy* B+Tyx0+t, v (9.2)

where a, 3, 0,7 are configurable weights stored in the policy object (line 16). Weights sum

to 1.0, so that the final trust value will occur on the same scale as other metrics ([-2.0,

+2.0]). f, and 7, is the average of familiarity and recommendations values (respectively)
appropriate for the truster x, and trustee y. Within the algorithm representation, P.weight
represents the weight value found in the policy object that corresponds to the weights in

9.2.

9.2.5 Trust Evolution and Updates

Trust calculations are based on facts as they are known at a particular point in time.
Entities can afterwards perform actions that generate new facts, which may result in a
different trust value if re-computed. To maintain an accurate understanding of trust, users
of the model must know when new data arrives so that they may request a new calculation.
With distributed trust management systems, trust calculations are performed within the

trustor, requiring that involved parties be online to receive new data via a broadcast. We



Algorithm 9 Compute Final Trust Value

1: procedure GetToken(Key sk, Pnym nym2, Time expiry)

2: timestamp <— current time

nonce < random 256 bits

Store (nonce, nym?2, timestamp, expiry) in cloud database
return (token < nym2, s (nonce, timestamp))

: procedure ComputeTrust(Policy P, Pnym nym1,Token tkn)
if (lisValid(tkn)) then

return (null, ”denied”)
10: Delete(tkn) so that it may not be reused

11: Retrieve f,t,d,F from cloud database for nyml

12: for each policy € P do

13: if EvaluatePolicy (policy,f,t,d,r) == 1 then
14: T + Policy Specified Trust Value

15: else

16: T <+ d*Pa+ f*PpB +7xPd+t* Py

17: Store T in cloud database
18: if (T ; P.trustValueThreshold) then
19: return (v, ”trusted”)

20: return (v, ”untrusted”)

designed our trust model to run in a cloud environment both for privacy concerns outlined
in Section 9.2.3, but also to mitigate these connectivity requirements as they do not fit well
into the air travel scenario. Additionally, to prevent a broadcast storm to all users of the
trust model, we employ a periodic trustor-initiated trust re-computation during the time
where the value is needed, and prior to any new uses. We use this process in our motivating

use cases in Section 9.2.6.

9.2.6 Motivating Use Cases

To discuss in more detail how our model is used to secure aircraft smart spaces and on-
board networks, we explore three motivating use cases. The first two use cases concern a
passenger computing trust for other passengers to decide to authorize sharing of resources,
and computing trust for an aircraft’s WiFi connection (respectively). The third use case
builds upon the first two, and presents the trust-informed network defense and attack

discovery scenario referenced throughout the paper.



Network Bootstrapping

For all of our use cases, a device has a known link to a single passenger, but a passenger can
have multiple devices on the network. To join the in-flight network, passengers are required
to register each device on the network (e.g. during the WiFi access purchase process).
We extend this activity to include the use of a trust client on each registered device, that
facilitates the trust protocol. Tethered devices do not require registration, as long as the
device that interfaces directly with the in-flight network is registered. Our model aggregates
activities across all devices for each passenger so that trust is established independent of
which device a passenger is using. Cases where passengers gain access through another
passenger’s connection is out of scope for this paper, as we believe WiFi providers will not

permit such an arrangement.

Use Case 1: Passenger Trusting Another Passenger

The first use case concerns a problem well explored by trust management research for nodes
in Service Oriented Provisioning, Wireless Sensor Networks (WSNs), and secure ad-hoc
network routing (see Related Work). One passenger (the trustor:pax1) wishes to compute
trust for another passenger (the trustee:par2) to determine if it is safe to allow them access
to a service they are providing, such as media (music, movie) sharing. We use this use
case to illustrate our token exchange protocol in Fig. 9.4, used when computing trust for
passengers.

When the trustee decides to connect to the trustor’s service, they retrieve an autho-
rization token from the commercial cloud according to the procedure outlined previously in
Algorithm 9. The trustee shares this token with the trustor, who submits this token along
with it’s computational policy in a trust computation request to the commercial cloud (Com-
puteTrust procedure in Algorithm 9). The connection is permitted if the trustee computes
(9.3) to a trust level above the trustor’s minimum threshold for that service. Periodically
during this connection, the trustee requests a new token, and submits it to the trustor so

they may recompute trust to ensure the trustee remains trusted. If the trustee computes
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Figure 9.4: Authorization Token and Trust Update Protocol

as untrusted, the trustor terminates their service connection.

Tpazlf>pa332:dpaz2 * Qo+ fpaz2 * 5 + Tpax2 * d + tpaac2 * 7y

Use Case 2: Passenger Trust Aircraft WiFi Network

(9.3)

In use case two, we compute trust for an aircraft entity. Here, a passenger (trustor:paz)

calculates trust for the aircraft (trustee:a/c) they are boarding, to determine if it is safe

to use it’s WiFi connection. When the passenger has their boarding passes scanned at

the ticketing desk (prior to entering the jetway), they scan a Quick Response (QR) code

displayed nearby that contains an initial authorization token, with an expiration time of the

current flight’s expected duration. Upon scanning, the client begins to compute trust for

the assigned aircraft over its current Internet connection (airport WiFi, the device’s mobile

carrier, etc). The trust calculation is shown in 9.4.

Tpaa:—>a/c = da/c*a+m*ﬁ+m*6+ta/c*7



ta/c = ;tpami (95)

Familiarity is computed as the average familiarity of the aircraft from its airline, current
airport, and on-board ISP. Recommendations are collected from computations of fellow
passengers and averaged. Trustworthiness is retrieved as a single value for the aircraft,
as an average of all passenger trustworthiness values (9.5). As more passengers board the
aircraft and while the aircraft is in flight, new trust calculations are made, evolving trust.
Should the trust value drop below the passenger’s threshold, the computation client will

notify the user so they can disconnection from the network, or not connect in the future.

Use Case 3: Trust informed Network Defense

In our third use case, an ASA and an aircraft ISP work cooperatively to defend on-board
networks. As previously mentioned, these are generally two distinct entities, as some coun-
tries have strict privacy and data sharing laws that prevent an ASA from network collection
activities and prevent ISPs from violating privacy agreements with users outside of informed
consent to be monitored. To maintain generality and simplicity, we consider further legal
interpretations outside the scope of this paper.

For this scenario, an ASA computes trust for all aircraft within its operating domain,

similarly to use case 2, but according to 9.6, where d,,. and d,., represents secret or

sensitive knowledge that the ASA knows about the aircraft or passenger and additional facts
from adjudicated observations from flight crew, ISP, and other non-public or non-shareable
information. Here, the ASA will use a policy object that specifies a higher weight for o and
v, as it most likely trusts its own analysis over the recommendations from passengers and
inference from flight records. Other metrics are calculated in the same way as passenger
initiated calculations. In many trust models, negative information about bad actors within
the environment is distributed so that peers can make more accurate calculations of trust.

In this scenario, however, sharing that information could expose defensive tradecraft and



potentially tip off the network adversary. We explore this notion further in Section 9.3.4.

TASA7>a/c = da/c*a+m*5+m*5+ta/c*7 (96>

TASA*>pam:dpa1‘ * o+ fpa:c * B+ Tpax * o+ tpa:r: *7y (97)

Once computed, trust values for aircraft in flight can be ranked to determine which networks
are least trusted so that the ASA may better target cost and computationally expensive
defensive activities toward areas that most need them. These activities include specific
requests to the ISP (or conduct them directly if authorized) to deploy additional security
controls to perform more resource intensive monitoring (thereby collecting more information
for the trust model) or take preventative measures to alter the network to prevent a perceived
future attack. For example, networking hardware on-board the aircraft can be instructed to
forward flow data, filtered to include only connections to or from that specific passenger’s
devices, to a ground-based group of network analysts. We rank a sample set of activities
in Fig. 9.5 that could be taken in response to change in trust calculations, color coded to
show actions taken within the ground ISP in light green, and those taken on the on-board

network in light blue. Once protocols and patterns emerge that are abnormal, the traffic

Internet Termination | Destination Filtering || Perimeter Monitoring |
Reduce Service ConnectivityHHZH Comm Term.|| Target-Host Monitoring | Network
Disconnect IFE||  IFE Isolation |IFE Monitoring Effects
Traffic Filtering | Passive Network Monitoring|
Redirect Flight |Alert Dest. L.E.| Flight Crew Inspection| Fhysical
Lower A/C Trustworthiness (tr) st
-2.0 -1.0 0.0 1.0 2.0

Figure 9.5: Sample ASA response based on trust level



itself can be captured or sampled and either routed back to other security tools on the
ground, or examined in real time through a remote connection from an analyst or stored
for evidential purposes. Each of these activities produces more observables for the trust
system to consume, outside of their direct incident response value.

The addition of increased monitoring activity and other defensive observations in turn
accelerates the convergence of trust to a stable value as new facts are produced and con-
sumed by the trust management system. Should trust fall further, more intense monitoring
occurs, eventually resulting in motivations for an ISP to perform traffic filtering or disable
the network entirely, an on-board network operator to disconnect or isolate integrated ser-
vices, or in the most extreme cases of flight compromise, an ASA ordering a flight to alter

course. We explore this convergence in Section 9.3.2.

9.3 Evaluation and Discussion

Our model is fed by passenger records and service interactions that require time, effort,
and monetary cost to produce, making them hard to falsify by an adversary. I augment
this information with metrics from the ASA about individuals known to them, allowing
the model to function even when passengers have never flown before or otherwise have
few records or interactions to be used in computing their trust. Sensitive or private data
sources used in trust calculations remain on isolated networks that are authorized to contain
them, and are keyed to pseudonyms when stored. This implementation insulates analysis
methods used by the ASA and it’s partners (any external intelligence sources that support
the ASA’s mission), allowing only non-sensitive trust calculations to be used by entities
within the model. This allows the model to leverage these sources without exposing them
to unauthorized parties.

An ASA may not always have the capability or permission to collect information or
prevent activities on in-flight networks, and a network provider most likely does not possess
sensitive intelligence about those communicating on that network. When I apply my trust

model to decision making in the defense of on-board networks, I enable new defensive



capabilities for both of these groups when their individual knowledge intersects. In my
model, when expensive tools and human defenders can be engaged only when needed and on
a per-passenger or per-aircraft basis, they may be deployable remotely and across multiple

aircraft, overcoming existing prohibitive computational, bandwidth, and personnel costs.

9.3.1 Policy Customization Concerns

Most passengers will have little knowledge of optimal weights, particularly with regard
to externally provided trust metrics. Additionally, there is no practical way to consume
differing policies along with passenger provided recommendations. Consequently, a set of
incoming recommendations with vastly differing weights, introduces instability in confidence
of the values the trustor receives. Re-computation of recommendations using the trustor’s
policy is an option, however this could become computationally prohibitive at scale, and
performing calculations outside of my token granting infrastructure undermines the protec-
tions it provides. I could also include a policy checking process that compares the old policy
with the new one to form a measure of difference, however it is unclear of its effect on the
accuracy of final trust values.

Instead, in our experimental implementation, we chose to allow users to specify trust
thresholds but protect the integrity of the recommendation system by calculating metrics
universally and setting weights universally, otherwise I open the validation up to effects and
bias that I do not yet fully understand. This act creates an additional layer of protection
against the trust metric recovery attacks outlined in Section 9.2.3, however it requires that
I form an initial set of weights that place the model in a reasonable operating state (see

Section 9.3.5).

9.3.2 In-Flight Trust Convergence

A passenger who is initially trusted should become untrusted after performing a sufficient
amount of malicious activities. Untrustworthy passengers should be prevented from com-

puting as trusted until they demonstrate good behavior over a long period of time (perhaps



Table 9.2: Network Observation Weights

Activity dasa Activity dasa

IP Scan -0.1 Rogue Encrypted Tunnels -1.0
Port Scan -0.1 Service Probing -1.5
Login Failures | -0.2 || Infrastructure Login Attempts | -2.0

across multiple flights). These calculations should converge to values that agree with our
intuition about how humans would determine trust. The speed at which the model con-
verges in-flight will depend primarily on the value assigned to a particular observation by
the ISP, flight crew, or other observer. We show sample reconnaissance activities with cor-
responding trust values in Table 9.2. Each of these activities can most likely be deployed
directly into in-flight networks with a minimum space, weight, and cost investment. Net-
work observations from passengers aren’t the only sources for gaining awareness of network
attacks. Activities such as frequent reboots of servers, significant performance degradation
on network devices, incorrect routes or excessive traffic between otherwise quiet devices can
be signs of trouble. While such behaviors are similar when a device is mis-configured or
malfunctioning, they can also be the outcome of an advanced attacker’s activity.

The desire to maximize safety forces to only consider potentially malicious observations
in the proposed model, so that a passenger’s trust value may only decrease during a flight.
This is done primarily for two reasons. First is a practical reason, as investigating all benign
activity on a network is computationally prohibitive as these activities will far outnumber
malicious ones and will not produce indications of malicious acts. Second, is the desire to
not introduce a means to attack the trust model itself by allowing an adversary to repair
their reputation after initially producing a malicious act. This will contain malicious actors
and protect the network for the entire duration of a flight until such time that the events
can be more thoroughly investigated and a passenger can explain their behavior. This may
result in an initial set of false positives, however follow-up tuning can adjust the scaling and

contents of the events in the table, preventing false detections.



9.3.3 Trust Triggered Incident Response

The proposed model allows for targeted incident response through two avenues. First,
response can be engaged when a flight contains an individual passenger who’s trust values
have fallen below a threshold (9.7). An ASA could request that traffic to or from that
individual be examined with more advanced tools. Second, responses can be engaged when
a flight’s trust value has fallen below a threshold (9.6). As aircraft trust is based on the
trust values of it’s individual passengers, we would expect that detection would occur in
the first case, sooner than the second case where trust values of benign passengers keep

medians above a trust threshold longer.

9.3.4 Monitoring vs. Response

Advanced adversaries will monitor the networks they attack for signs of them being discov-
ered. When network defenders respond by deploying active defenses, that act potentially
acknowledges discovery to the attacker. A choice must be made to prevent further dam-
age or instead continue to monitor and make additional observations about the adversary’s
tradecraft. A similar choice is made in the proposed model when the ASA chooses to lower
trustworthiness values in response to reported activity. Defender actions may be discover-
able, should an adversary be capable of establishing a link between its actions and lower
trust values.

Some mitigations exist in this case. For example, an ASA could only return lower
t values to calculations requested from passengers who are above a certain trust level, or
could mask an individual passenger’s value change by lowering the aircraft’s ¢ value instead.
Ultimately, the ASA will need to be mindful of these issues and the affects of defensive action

on adversary behavior.

9.3.5 Simulation Results

To assist us in assigning preliminary weights and thresholds we implemented portions of

our model in Java, with simulated trust data and aircraft, airline, and airport compositions



Table 9.3: Expected v Computed T:a=.43,5=.06,0=.07,y=.44
d f r t | E(T) | O(T)
2.01-20| 2.0 |-2.0| 0.00 | 0.00
2.0 -2.0|-2.0|-2.0|-0.10 | -0.28
0.0 2.0 | 0.0 | -2.0 | -1.00 | -0.76
0.0 -20| 2.0 |-2.0|-1.00 | -0.86
0.0 -20|-2.0|-20|-1.50 | -1.14
0.0 |-2.0| 0.0 | 2.0 | 1.00 | 0.76

based on public air travel statistics.

Selecting Initial Weights

Without experimental data and existing trust calculations, I had to construct a set of
weights that agree with prevailing intuitions. For example, a passenger who has a low famil-
iarity value and low trustworthiness should not be considered trusted without a maximally
positive set of direct experiences and positive recommendations, and should only become
slightly trusted so that bad future behaviors will result in a fast convergence to a negative
trust value. Familiarity and trustworthiness are metrics derived from facts obtained from
implicitly trusted sources (e.g. CAA, and ASA), while other passengers’ direct experience
is a potentially biased opinion. Intuition says familiarity and trustworthiness should have
higher weights than opinions, and that our own experiences are more trustworthy than
recommendations from other passengers. I experimented with various weight values that
support this intuition, to produce the following initial set of weights in my policy: a=0.43,
£=0.06, 6=0.07, y=0.44. Table 9.3 show a sample of the resulting trust computations using
these weights, for several user types and compare these with a subjective expected value

that is in line with our intuition of trust.



Choosing an initial trust value threshold

The trust model is designed such that the shift of the 5 point Likert scale places the
boundary between trusted and untrusted at 0.0. Users of the trust model must still assign a
minimum trust values for trustees or aircraft WiFi, based on their individual risk appetite
and an understanding of where the passenger population falls on that scale. I ran the
simulator using weights from the previous section, with parameters based on public air
travel statistics and estimates for passenger trustworthiness based on similarly sourced
estimates of an individual’s trustworthiness (I chose public statistics about credit ratings,
criminal records, known traveler number assignments, and percentage of population with
security clearances). Initially, no passenger has experiences with other passengers, causing

this simulation to be exclusively based on f and t. Results are shown in the histogram in
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Figure 9.6: Baseline Trust Levels for Passenger Population

Figure 9.6. Four bins with most passenger counts are between -.14 and +.14. This result
agrees with prevailing intuition as most of the population is unknown to the ASA and has

not produced significant trust data for f, d, and r.



9.4 Conclusion

If the air travel industry is to remain competitive, it must adopt smart space concepts on air,
and in doing so must also take actions to secure newly connected networks. In this chapter,
I provided a trust model that can be used to make decisions about aircraft network safety so
that security services can take actions that they previously would not have cause to engage,
due to a lack of visibility into those networks. This model safely aggregates multiple public
and private trust data sources into a unified model that all entities can use and contribute
to, enabling network defense without prior knowledge of attack methods against these new
networks.

The work presented in this chapter was published in In-Flight Aircraft Smart Space Secu-
rity using Multi- Entity Trust Evaluations, Paul Seymer and Duminda Wijesekera. Proceed-
ings of the 37th IEEE/ATAA Digital Avionics Systems Conference (DASC’18), September

2327, 2018, London, England [149]



Chapter 10: Dissertation Hypotheses, Discussion, and

Evaluation

This dissertation proposes the following hypotheses:

1. Low cost, sustainably low-power Bluetooth-only sensor networks can be used to form
a viable multi-space per sensor wireless smart parking solution based on radio local-

ization without the need for additional sensor or network technology.

2. Smart parking and AV scheduling can be coupled to both incentivize and replace
the last-mile use of congestion-creating personal vehicles within dense locales such as

Washington DC, and George Mason University’s Fairfax Campus.

3. Use of integrated wireless systems like smart parking with autonomous vehicle schedul-

ing and tasking can provide enhancements to both.

4. Travel tracking and coordination enabled by my solution can be used to make travel
safer, while maintaining traveler anonymity through the use of non-attribution tech-

nologies.

I validate and discuss these hypotheses in the next section.

10.1 Addressing Hypothesis 1

In Chapters 4, 5, and 8, I present my battery-powered self-forming routed sensor network
constructed from low-cost commodity hardware with only Bluetooth radio as a physical
carrier (data collection using BLE and data transfer using EDR/RFCOMM). For a parking
lot of over 100 spaces, only between 7 and 11 nodes were needed to provide a high level of

zoned occupancy detection accuracy. While some specific spaces within a lot may require
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additional sensoring, my solution demonstrates that multiple spaces can be covered by a
single sensor node.

My experimental platform provides a high degree of solution flexibility due to its over-
powered computational capability, however the cost of each node remains under $90US.
Existing commodity Bluetooth beacons can be purchased for as low as $14US [150]. It
follows that the per-node cost of a production-ready deployment of our solution would cost

between these bounds.

10.2 Addressing Hypothesis 2

In Chapter 6, I outline a system that allows passengers to easily coordinate on-demand
AV shuttles that integrate with mass transit options like the Washington DC metro. This
system is expanded in Chapter 7 to address traffic congestion by further streamlining and
incentivizing the use of AVs as a last mile travel mode. Coordinating and tracking travelers
wirelessly allows for the seamless travel between modes, and the automated back-end tasking
enabled by the data from this tracking allows for the travel mechanism provider to react to
changes in travel conditions and passenger disposition, further saving the travel from such
demands. Placement of AVs at strategic locations that fill existing gaps in travel modes
connects underutilized mass transit with the destinations travelers wish to go to, preventing

the use of congestion causing personal vehicles.

10.3 Addressing Hypothesis 3

In Chapter 7, I show experimental results from additional features of my smart parking
solution that integrate with passenger support applications, such as a mobile app that
allows travelers to indicate their final destinations. One of these features is a vehicle early-
notification system, that detects incoming vehicles destined for the smart parking lot. By
engaging an AV tasking solution in advance of parking, traveler wait times will be reduced.

By utilizing the localization feature of my smart parking solution, AVs can also be tasked



to (or close to) the traveler’s vehicle, allowing parking lot owners to forgo construction of
expensive passenger shelters, and further minimizing the time and effort burden’s placed

on travelers. These characteristics mutually incentivize the use of both systems.

10.4 Addressing Hypothesis 4

I show in Chapter 9, work that creates a trust establishment and management system
that consumes public and private passenger data to make assessments of the fidelity of
in-flight networks. I see the outputs from anonymized (but traceable by a trusted party)
traveler tracking components of systems like my smart parking and tasking systems when
applied to multi-modal travel that precedes flights as data sources to this system. Travel
characteristics, and the patterns formed from them then become a foundational element for
trust establishment in these systems, equipping network defenders and other components of
air travel security with additional means to assess the traveling public. Privacy preserving
features within my multi-modal travel tracking system, based on the use of disposable
pseudonyms and existing privacy features of Bluetooth Low Energy (e.g. hardware address
randomization) are found in Chapters 6 and 7, and are used in the trust management system
presented in Chapter 9. Chapters 6 also further explores anonymity features used to track

passengers during the embark, travel, and disembark process of last-mile travel with AVs.

10.5 Limitations and Future Work

I acknowledge the following limitations and outline future work:
e Test vehicles were few in number, as I did not have access to a large variety of vehicles.

e Experiments were short term. I seek to deploy our nodes on a long-term basis in the

future to conduct more comprehensive real-world operational testing.

e Software support limits precision to a single RSSI. This may not ultimately matter

but I suspect close-measured spaces are masked by this lack of precision.



e As my current experimental deployment to the West Campus Lot at GMU is under-
way, I was not able to include it in its entirety in this thesis, and will publish those

results in future work.

e There is no real-time clock (RTC) on the Raspberry Pi, so I had to establish a WiFi
connection to each deployed node to allow the operating system to set the system
clock at the beginning of each experiment run. A soldier-on RT'C solution for the Pi
costs around $6US-$8US per node, but was not deployed prior to my experiments due
to a perceived risk of unnecessarily damaging the nodes when attaching the module.
While not influential in my results or my solution, it complicated the setup for each

experiment run, and detracts from the purity of my Bluetooth-only solution claim.

e Experimental control such as the start and stop of record-keeping for each experiment
run was achieved via SSH over WiFi to each node. I could have automated this
process, but felt most confident in observing each node directly (to ensure it was
receiving properly, etc.). This was done exclusively to control my experiments, and

was not a requirement for the solution to function properly.



Chapter 11: Conclusions

In this dissertation, I present research that advances solutions to problems in smart parking
and how it can be used to enable autonomous vehicle scheduling and dispatch. When
systems like mine are deployed, travelers will have additional benefits available to them when

deciding to replace the use of personal vehicles with multi-modal mass transit solutions.
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Appendix A: List of Abbreviations

AV Autonomous Vehicle

ITS Intelligent Transportation System
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