Proceedings of the 7th IEEE International Conference on Tools with Artificial Intelligence, 392—397Washington, DC, November 5-8, 1995A Method for Partial-Memory Incremental Learningand its Application to Computer Intrusion DetectionMarcus A. MaloofRyszard S. Michalski*Machine Learning and Inference Laboratory422 Science & Technology IIGeorge Mason UniversityFairfax, VA 22030-4444{maloof,michalski}@aic.gmu.edu*Also: Institute of Computer Science, Polish Academy of ScienceAbstractThis paper describes a partial-memory incrementallearning method based on the AQ15c inductive learningsystem. The method maintains a representative set ofpast training examples that are used together with newexamples to appropriately modify the currently heldhypotheses. Incremental learning is evoked by feedbackfrom the environment or from the user. Such a methodis useful in applications involving intelligent agentsacting in a changing environment, active vision, anddynamic knowledge-bases. For this study, the methodis applied to the problem of computer intrusiondetection in which symbolic profiles are learned for acomputer system�s users. In the experiments, theproposed method yielded significant gains in terms oflearning time and memory requirements at the expenseof slightly lower predictive accuracy and higher conceptcomplexity, when compared to batch learning, in whichall examples are given at once.1IntroductionThis paper describes a partial-memory incrementallearning method. The method is based on the AQinductive learning algorithm and uses Variable-ValuedLogic (VL1) as a representation language [1, 2, 3, 4].The proposed method is incremental in that (a) staticconcepts are learned over time, and (b) concepts thatchange over time are learned. The proposed methodoperates using a partial-memory mode [5], in whichrepresentative examples are maintained throughout thelearning process that maximally expand and constrainlearned concepts in the event space. Learned conceptsaid in determining the set of representative concepts.This partial-memory scheme is contrasted by no-memory incremental learning (e.g., reinforcementlearning), and full-memory incremental learning [6, 5,7].New applications, such as intelligent agents (e.g.,[8]) and active vision (e.g., [9]), require autonomous orsemi-autonomous functioning and adaptation tochanges in the domain, the environment, or the user.Such requirements suggest that incremental learning, asopposed to batch learning, is needed. As experimentalresults presented here demonstrate, when compared tobatch learning, partial-memory incremental learningyields faster learning times and reduced memoryrequirements at the expense of slightly lower predictiveaccuracy. Although incremental learning is needed inapplication areas such as intelligent agents and activevision, the application considered here is a dynamicknowledge-based system for computer intrusiondetection [10].Quite a bit of research has been conducted inattempts to statistically model user behavior [11, 12,13, 14]. Statistical models, or profiles, once acquired,are subsequently used to verify that a user�s recentbehavior is consistent with past behavior. While astatistical approach to this problem is certainly valid,there are advantages to the machine learning approachtaken here. These advantages include using bothstatistical and logical information when learning userprofiles, learning symbolic concepts which can beinspected and understood by humans, and finally,because learned concepts are directly accessible,incremental learning is possible, which allows thesystem to adapt to changes in a user�s behavior overtime. See [15] for a more complete literature review.The organization of this paper is as follows. Thenext section introduces the incremental learningarchitecture and method based on VL1 and the AQalgorithm. Section 3 describes experimental results.The paper concludes with a discussion of the results anddirections for future work.2MethodologyViewing an intrusion detection application as aconcept learning problem gives rise to two distinctphases (see Figure 1). The first phase, or the start-upphase, involves collecting an initial set of trainingexamples such that a sufficient concept can be learnedand will provide the system with enough inferentialcapability to be useful in its intended environment.This phase equates to the historical and traditionalparadigm of concept learning or learning fromexamples.The second phase, or the update phase, involvesinstalling the system in its environment where it

2Incremental Learning ModuleDecision ModuleRepresentativeExamplesTeacher/CriticEnvironment/Source of Data

CurrentHypothesesFigure 1.Partial-memory incremental learningarchitecture and methodology.should function in a semi-autonomous fashion. Duringthe update phase, the system must incrementally learnand adapt to changes in the environment or in thebehaviors of users. Incremental learning is requiredwhen an observation is misclassified, which isdetermined by feedback from the teacher (or user) orfrom the environment.After the initial concepts have been learned in thestart-up phase and the system has been deployed, thelearned concepts are used for inference. The systemwill receive reinforcement or criticism from itsenvironment, its user, or both. If the system makes awrong decision, then this is a signal that the system�sconcepts require refinement. The misclassified trainingexample is included with the existing representativeexamples and inductive learning takes place. Once newconcepts are learned, the training examples are evaluatedand those determined to be representative are selected toform the new set of representative examples. The newconcepts are used for inference and the newrepresentative training examples are stored. Thisprocess repeats indefinitely.+-++++------EcFigure 2. Partial-memory incremental learning.A partial-memory incremental learning approachuses learned concepts to determine which trainingexamples establish the outer bounds of a concept.Referring to Figure 2, assume that for some eventspace or representation space E, we have a collection ofpositive and negative examples and that we have learnedsome concept c that is complete and consistent. Thatis, the concept covers all of the positive examples andnone of the negative examples. The representativepositive examples of a concept are those examples thatlie at the boundaries of the concept in the event space(i.e., the outlined plus signs), while the representativenegative examples are those that constrain the conceptin the event space (i.e., the outlined minus signs). Allother training examples can be discarded.Several issues must be addressed when applying apartial-memory incremental learning method to aproblem. The first concerns how representativeexamples are chosen. The second involves how theserepresentative examples are maintained throughout theincremental learning process. Regarding the first issueof how representative examples are chosen, for thisstudy maximally general examples were used that eitherexpanded or constrained concepts in the representationspace. Specifically, the attribute values for theattributes appearing in learned rules were retained, whileother attribute values were changed to unknown ordon�t care values. The set of representative exampleswas the set union of these maximally generalexamples, to eliminate redundancies.The second issue involves how representativeexamples are maintained throughout the incrementallearning phase. This is an important considerationsince examples are generalized and what is consideredrepresentative early in incremental learning may notremain representative throughout the incrementallearning phase. Consequently, attributes whose valuesare discarded early may prove to be better in laterstages. On the other hand, fewer generalized examplesare likely to be kept than specialized examples. Onemethod is to eliminate old representative examples aswhat is considered �representative� changes. Anothermethod, the method used here, is to keep all pastrepresentative examples regardless of how therepresentative examples change. The first methodwould probably be suitable for rapidly changingdomains, whereas the second method would yield betterresults in more stable domains.This method is summarized in the followingalgorithm:Given data partitions DATAi, for i = 1..100.i = 11.TRAINi = DATAi2.CONCEPTSi = Learn(TRAINi)3.REPRESENTATIVEi =FindRepresentativeExamples(CONCEPTSi, TRAINi)4.MISSEDi = FindMissedNewExamples(CONCEPTSi,DATAi+1)5.TRAINi+1 = REPRESENTATIVEi ¨ MISSEDi6.i = i + 17.go to step 2The counter i represents a temporal counter thatsignifies the passage of time in the system�senvironment. When i = 1, steps 1—3 relate to thestart-up phase. The remaining steps of the algorithmfor i = 1 and under different values of i relate to theupdate phase. Representative examples are found in

3step 3 using the method described previously. In step4, missed examples are found by testing newobservations, which are represented by DATAi+1, usingthe current set of learned concepts CONCEPTSi.Those missed examples are identified by a user and arecommunicated to the system as criticism. No feedbackis viewed as reinforcement. The set of representativeexamples and the set of misclassified examples aregiven back to the learning algorithm that incrementallylearns new concepts.2 . 1 Application to Intrusion DetectionThe proposed incremental learning method wasapplied to the problem of computer system intrusiondetection. Typically, an intruder masquerades as one ofthe legitimate system users. If machine learning couldbe used to learn use patterns for the users of thecomputer system, then these patterns could be used todetect intruders. This research is most similar to thework of Teng et al. [17] in the sense that we areinductively learning symbolic rules. It differs in thatwe do not learn from temporal sequences of actions.In a traditional concept learning scenario, wedivide training examples into classes, express thetraining examples in a representation space thatfacilitates learning and assert that the examplesthemselves are sufficient for learning the intendedconcept. For this application, we might be tempted todivide patterns into classes relating to a �legitimateuser� and �intruder�, but collecting examples of anintruder�s behavior would be a difficult task, sinceintrusions are a relatively infrequent events. Rather, weshould learn use patterns for classes of users or forindividual users on the system. In all legitimate uses,the user�s login name should match the decision givenby the system. If the system�s decision does not matchthe user�s login name, then the user is possibly anintruder and appropriate security actions can be taken.These would include making a entry in a systems logfile or even forcing the suspect user off the system.Because of AQ�s flexible matching algorithm[16], the intrusion detection system not only produces adecision or classification (i.e., a user�s identity), but italso provides a measure of certainty using the degree ofmatch. The degree of match functions similarly to theabnormality measure in NIDES [18].3Experimental ResultsA series of experiments was conducted using Unixacctcom audit data. Accounting data was collecting for aperiod of three weeks yielding over 11,200 auditrecords. A set of experiments involved partial-memoryincremental learning from two of the system�s activeusers. Only two users were selected, since the bulk ofthe experimentation was carried out manually.Performance comparisons are made between AQ15cbatch learning and partial-memory incremental learning.Further details regarding batch learning experimentalresults and the specific learning parameters used can befound in [15].3 . 1 Data PreparationThe first task involved extracting trainingexamples for each user. A session is defined as acontiguous period of activity bounded by a gap inactivity of 20 minutes or more. This includes idle timeand logouts. Audit data produced by the Unix acctcomcommand was parsed into sessions by user. Attributeswere then computed from the various data fields in theaudit file. Each numeric metric in an audit file is atime series. Davis [19] characterized time series datafor symbolic learning by taking the minimum,maximum, and average values of a time series over awindow. For this application, a window is a session ofactivity. Average, maximum, and minimumcomputations were made for seven metrics in the auditfile: the real time, CPU time, user time, characterstransferred, blocks read and written, the CPU factor, andthe hog factor. Consequently, each training example,which was derived from a single user session, consistedof 21 continuous or real-valued attributes. Totally,there were 239 training examples distributed over 9classes, which correspond to 9 selected users.AQ15c requires discrete-valued attributes, so theSCALE implementation [20] of the ChiMergealgorithm [21] was used. The ChiMerge algorithmmerges real-valued attributes into discrete intervalsusing the chi-square statistic to correlate intervals toclasses. For example, the minchar attribute, which isthe minimum number of characters transferred during asession, ranged from 0.0 to 18747.28. ChiMergedetermined that only seven discrete levels were neededfor this attribute. After ChiMerge scaling, attributelevels for the training data ranged between 5 and 76.The final step in data preparation was to select themost relevant attributes. The entropy measure [22] andthe PROMISE score [23] were computed for eachdiscrete attribute. Those attributes with a low score(below 0.9) were discarded, leaving 13 attributes, asfollows: average and maximum real time, average andmaximum system time, average and maximum usertime, average and maximum characters transferred,average blocks transferred, average and maximum CPUfactor, and average and maximum hog factor.3 . 2 I n c r e m e n t a l L e a r n i n g E x p e r i m e n t a l MethodTwo classes were selected from the originaltraining data. Batch learning experiments on the entiredata set are reported by Maloof and Michalski [15].The training data for these two classes were partitionedinto 10 sets and used for partial-memory incremental

4learning experiments, which were compared to AQ15cbatch learning. The batch learning experiment involvedaccumulating the training examples from the 10 datapartitions for learning. Partial-memory incrementallearning was carried out using the algorithm describedabove. For these experiments, the incrementalalgorithm was executed manually for the 10 datapartitions.3 . 3 Incremental Learning ExperimentalResultsSeveral experimental comparisons were madebetween AQ15c batch learning and partial-memoryincremental learning using a variety of metrics,namely, predictive accuracy, learning time, rulecomplexity, and the number of examples maintainedduring learning. Figure 3 illustrates how AQ15c�spredictive accuracy varies with respect to the portion oftraining data under batch and partial-memoryincremental learning. Although the difference inpredictive accuracy is large early in the learningprocess, toward the end of learning, predictive accuracydiffers by only 2%.Figure 4 provides a learning time comparisonbetween AQ15c batch and partial-memory incrementallearning. After the first learning step, incrementallearning time was consistently less than 0.1 CPUseconds.Figure 5 demonstrates the number of exampleseach approach, partial-memory and batch learning,required. Although batch learning required a linearlyincreasing quantity examples produced only a moderateincrease in predictive accuracy of 2% over partial-memory incremental learning.The final comparison, illustrated by Figure 6,shows how batch learning and partial-memoryincremental learning compare with respect to rulecomplexity, or the number of conditions in the learnedconcepts. Batch learning produced less complex rulesthan partial-memory learning, but this is possibly anartifact of how partial-memory learning was carried out,which was manually. There are probably ways tooptimize rules based on the representative examplesthat will yield simpler rules. This notion will beinvestigated during implementation.Note that these results are consistent with thefull-memory incremental learning results reported byReinke and Michalski [5]. Future work will comparepartial-memory incremental learning with AQ15 full-memory incremental learning.4Discussion and Future WorkFigure 7 shows two AQ15c rules induced forusers daffy and elmer. These rules were taken from the

Portion of Training Data (%)

Predictive

Accuracy (%)5 0 6 0 7 0 8 0 9 0 1 0 0 1 0 3 0 5 0 7 0 9 0

Partial

BatchFigure 3. Learning curve comparison.

Portion of Training Data (%)

CPU Time

(seconds)02461 0 3 0 5 0 7 0 9 0

Partial

BatchFigure 4. Learning times comparison.

Number of

Examples51 5 2 5 3 5 4 5 5 5 1 0 3 0 5 0 7 0 9 0

BatchFigure 5. Memory requirements comparison.

Number of Rule

Conditions024681 0 1 0 3 0 5 0 7 0 9 0

BatchFigure 6. Rule complexity comparison.

5best performing rule set that achieved a predictiveaccuracy of 96% on testing data. The rule thatcharacterizes daffy�s computer use is simple, consistingof one complex and one condition. The rule says thatif the maximum real time for a user is equal to 16, thenthis user is daffy. Note that the value 16 represents arange of values because of ChiMerge scaling. The t-weight and u-weight describe the strength of thecomplex. The t-weight indicates the total number oftraining examples this rule covers, while the u-weightindicates how many of those examples are unique (i.e.,not covered by other complexes).daffy-rule#complex1[maxreal=16] (t-weight:16, u-weight:16)elmer-rule#complex1[maxsys=8..18] & [maxchar=10..20](t-weight:7, u-weight:2)2[maxreal=0..11] & [avgblks=14..48] &[avgcpu=1..26] & [avghog=13..35](t-weight:6, u-weight:1)Figure 7. AQ15c rules for daffy and elmer.The rule for elmer�s use, on the other hand, ismore complex, consisting of 2 complexes and a total of7 conditions. The first complex, for example, covers atotal of 7 training examples, but only two of thoseexamples are unique. The second complex covers atotal of 6 examples, but only one of these is unique.This implies that there is great overlap among thesetwo complexes. Referring again to the first complex ofelmer�s rule, in order for this complex to be true, understrict matching conventions, the maximum systemtime must be inclusively between 8 and 18, and themaximum number of characters transferred must beinclusively between 10 and 20. Again note that thesediscrete intervals relate to much larger real ranges, butwere abstracted by the ChiMerge algorithm. If thesetwo conditions are true, then the symbol �elmer� willbe assigned as the decision class. Otherwise, thesecond complex will be tested in much the samemanner.Experimental results suggest that partial-memoryincremental learning is beneficial. Although theseexperiments demonstrate that partial-memoryincremental learning resulted in slightly higher rulecomplexity and slightly lower predictive accuracy thanbatch learning, significant decreases were seen in theCPU time spent learning and in the number ofexamples maintained over time. Future work will beon the implementation of these ideas, which will allowlarger experiments to determine how this approachscales up to more complex problems.As an intrusion detection system, clearly morebehavioral factors need to be included into this systemto increase viability and predictive accuracy. Futurework will involve incorporating symbolic data (e.g.,terminal names, command names) and structured data(e.g., command hierarchies), and if temporal trendsexist (e.g., daffy always works in the afternoon andevening, but not in the morning), investigating howthey be exploited to yield higher predictive accuracy.5ConclusionsThis paper describes a partial-memory incrementallearning method and applies it to the problem ofcomputer intrusion detection. The proposedincremental learning architecture and method isespecially useful in such applications as intelligentagents working in dynamic environments, activevision, or computer intrusion detection. This is becauseof the need for the system to interact with users and theenvironment, and adapt their behavior to the changingconditions. The described method for partial-memoryincremental learning yielded significant improvementsover batch learning in terms of the number of examplesmaintained and the learning time, at the cost ofslightly lower predictive accuracy and higher rulecomplexity.AcknowledgmentsThe authors thank Eric Bloedorn for manydiscussions on this work, reading drafts of the paper,and recommending Davis�s work on characterizing timeseries. Thanks also goes to Dorothy Denning forproviding pointers to SRI�s work on intrusiondetection. The authors greatly appreciate the support ofa Doctoral Fellowship from the School of InformationTechnology and Engineering at George MasonUniversity awarded to the first author. This researchwas conducted in the Machine Learning and InferenceLaboratory at George Mason University. TheLaboratory�s research is supported in part by theAdvanced Research Projects Agency under Grant No.N00014-91-J-1854, administered by the Office of NavalResearch, and the Grant No. F49620-92-J-0549,administered by the Air Force Office of ScientificResearch, in part by the Office of Naval Research underGrant No. N00014-91-J-1351, and in part by theNational Science Foundation under Grants No. IRI-9020266 and DMI-9496192.References[1]R. S. Michalski, �On the quasi-minimal solutionof the general covering problem,� F i f t h International Symposium on InformationProcessing, vol. A3, pp. 125—128, 1969.[2]R. S. Michalski, �A variable-valued logic systemas applied to picture description and recognition,�IFIP Working Conference on Graphic Languages,pp. 21—47, 1972.

6[3]R. S. Michalski, �AQVAL/1 � computerimplementation of a variable-valued logic systemVL1 and examples of its application to patternrecognition,� First International Joint Conferenceon Pattern Recognition, 3—17, 1973.[4]R. S. Michalski, �Pattern recognition as rule-guided inductive inference,� IEEE Transactions onPattern Analysis and Machine Intelligence, vol. 2,no. 4, pp. 349—361, 1980.[5]R. E. Reinke and R. S. Michalski, �Incrementallearning of concept descriptions: a method andexperimental results,� Machine Intelligence 11, J.E. Hayes, D. Michie and J. Richards (Eds),Clarendon Press, Oxford, pp. 263—288, 1988.[6]J. Hong, I. Mozetic and R. S. Michalski, �AQ15:incremental learning of attribute-baseddescriptions from examples, the method and user�sguide,� UIUCDCS-F-86-949, Department ofComputer Science, University of Illinois, Urbana,IL, 1986.[7]M. K. Bhandaru and M. N. Murty, �Incrementallearning from examples using HC-expressions,�Pattern Recognition, vol. 24, no. 4, pp. 273—282, 1991.[8]P. Maes, �Agents that reduce work andinformation overload,� Communications of theACM, vol. 37, no. 7, pp. 31—40, 1994.[9]D. Ballard and C. Brown, �Principles of animatevision,� Active Perception, Y. Aloimonos (Ed),Lawrence Erlbaum Associates, Hillsdale, NJ, pp.245—282, 1993.[10]D. E. Denning, �An intrusion-detection model,�IEEE Transactions on Software Engineering, vol.SE-13, no. 2, pp. 222—232, 1987.[11]S. E. Smaha, �Haystack: an intrusion detectionsystem,� Proceedings of the Fourth AerospaceComputer Security Applications Conference, pp.37—44, 1988.[12]T. F. Lunt, R. Jagannathan, R. Lee, A.Whitehurst, and S. Listgarten, �Knowledge-basedintrusion detection,� Proceedings of the AnnualArtificial Intelligence Systems in GovernmentConference, pp. 102—107, 1989.[13]H. S. Vaccaro, �Detection of anomalous computersession activity,� Proceedings of the 1989 IEEESymposium on Research in Security and Privacy,pp. 280—289, 1989.[14]D. Anderson, T. Frivold and A. Valdes, �NextGeneration Intrusion Detection Expert System(NIDES): final technical report,� S R I International Final Technical Report A008, SRIInternational, Menlo Park, CA, 1994.[15]M. A. Maloof and R. S. Michalski, �A partialmemory incremental learning methodology and itsapplication to intrusion detection,� Reports of theMachine Learning and Inference Laboratory, MLI95—2, Department of Computer Science, GeorgeMason University, Fairfax, VA, 1995.[16]J. Wnek, K. Kaufman, E. Bloedorn and R. S.Michalski, �Selective Induction Learning SystemAQ15c: the method and user�s guide,� Reports ofthe Machine Learning and Inference Laboratory,MLI 95—4, Machine Learning and InferenceLaboratory, Department of Computer Science,George Mason University, Fairfax, VA, 1995.[17]H. S. Teng, K. Chen, and S. C-Y. Lu, �Securityaudit trail analysis using inductively generatedpredictive rules,� Proceedings of the SixthConference on Artificial IntelligenceApplications, pp. 24—29, 1990.[18]H. S. Javitz and A. Valdes, �The NIDESStatistical Component: description andjustification,� SRI International Annual ReportA010, SRI International, Menlo Park, CA, 1994.[19]J. H. Davis, �CONVART: a program forconstructive induction on time dependent data,�Master�s Thesis, Department of ComputerScience, University of Illinois, Urbana, IL, 1981.[20]E. Bloedorn, J. Wnek, R. S. Michalski and K.Kaufman, �AQ17 � A multistrategy learningsystem: the method and user�s guide,� Reports ofthe Machine Learning and Inference Laboratory,MLI 93—12, Machine Learning and InferenceLaboratory, Department of Computer Science,George Mason University, Fairfax, VA, 1993.[21]R. Kerber, �ChiMerge: discretization of numericattributes,� AAAI-92, pp. 123—128, 1992.[22]J. R. Quinlan, �Learning efficient classificationprocedures and their application to chess endgames,� Machine Learning: An ArtificialIntelligence Approach, R. S. Michalski, J. G.Carbonell and T. M. Mitchell (Eds), TiogaPublishing, Palo Alto, CA, vol. 1, pp. 463—482,1983.[23]P. W. Baim, �Automated acquisition of decisionrules: the problems of attribute construction andselection,� Master�s Thesis, Department ofComputer Science, University of Illinois, Urbana,IL, 1984.